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KOPMOPATUBHbIV MEMXXCETEBOW DKPAH
USERGATEE

npOI/I3BOAI/ITEJ'IbHOCTb
MeXCEeTeEBOIo a3KpaHa

no 3056/c

Ceptudpukat OCTIK no 4 knaccy
NIOKyMeHTa «Tpe6OoBaHMA K MeXCeTeBbIM

LepTV\‘b“\“‘V‘P skpaHam (DCT3IK, 2016)», npodpunm
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| L. o UserGate noKyMeHTa «Tpe6oBaHMA K cucTemMam
obHapyxeHuna BTopxkeHuit (OCTIK, 2011)»

Be3sonacHoCTb KOpMoOpaTMBHOW CETU A0MKHaA obecneyrBaTbCA Ha 6a3e BbICOKOMNPOW3BOAM-
TefIbHOW NiaTopPMbl, UMEoLLEN 3aMac MPOYHOCTM 1 BO3MOXKHOCTM MO MacLITabUpOoBaHuIo.

UserGate E siBnAeTcA NOIHOLEHHbIM CETEBbIM CEPBEPHbBIM PeLeHNEM, CNOCOOHbBIM peLlaThb
3a/laun No 3aLuTe OT BCEBO3MOXHbIX MHTEPHET-Yrpo3 B CETSX C KONMYECTBOM MoJb30BaTe-
newn 0o Tbicaun n bonee

KOMIMTEKCHAA 3ALLNTA KOHTPOJ1b NOJIb3OBATEJIEN
MHOPACTPYKTYPbI N CETEBOIO TPAOUKA

[Ina cpeaHnx 1 KPpYMHbBIX NPeANnPUATAN KpaliHe BaKHO CpenHVM ¥ KpynHbIM NPeAnpUaTAA HEOBXOAMMO
MCMONb30BAHME HAAEKHbIX 1 MPOW3BOANTENBbHbIX obecrneueHne 6€30MacHOCTY Kak KOpropaTuBHOM
cncTem 6e30MacHoOCTU. NHGPACTPYKTYPbI, Tak 1 COOMOAeHe KOPNOPaTUBHbIX

nonutuk. UserGate E peanunsyeT 31vi 1 apyrie GyHKLMK,

UserGate E 230deKT1BHO 3alMLLIAET KOPNOPATUBHYIO CETb
NpenocTaBnaa Bce HeobxoamMmoe ana obecrneyeHus

OT COBPEMEHHbIX aTak 1 APYrnx BTOPKEHNI, obecne- y y
KOHTPOMA 1 MOHWTOPWHIA AENCTBUI Kak KOPNOpaTmB-

UrBaeT aHanm3 1 GUALTPALIMIO TPAGWKA MO KOHTEHTY, .
HbIX MOJb30OBaTeNel, Tak 1 rOCTEBbIX.

KOHTPOJIb UHTEPHET-NPUNOKEHW, ONIOKMPOBaHVe onac-

HbIX CKPWUMTOB U I'IpVIJ'IO>KeHVIl7|, 3alnTy OT BUPYCOB 1

CNama, a Takxe Apyrue GyHKUMM 6e30MacHOCTH.

MOAENM

D poY

MexxceTeBom aKpaH cepumn E npeancrasneH aAByms
mogenamm E1000 1 E3000.
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UserGate E1000 UserGate E3000 Qunbmpayus koHmernma e UserGate
- . . ll «Ham noHpasu10ce, YMo Mbl NOSTYHUIU HE NPOCMO peuleHue C
"I et csomputlng u SCarcts /\ NpasusibHLIMU cepmugukamamu, Ho U npu 3mom obnadarowee
—ZOJl[S ecurity flnallst /V uMmpan'E CUsTbHOU (hyHKYUOHAIbHOCMbIO U HA0XHOCMbIO», — 33ABIN
Europe BEPWIWUHbDI OboneHckuin [leHnc AnekcaHapoBny, HauyanbHUK OTaena
/ \ / \ 5
MHPOPMALIMOHHON Be30MacHOCTM MaBHOrO ynpasneHua

NHOOPMALIMOHHBIX TEXHONOMUI 1 CBA3M OMCKOM 06nacTu.



KopnopamusHeiti mexxcemegol 3kpaH UserGate E

OCHOBHbIE OYHKLUU

v MexceTeBOW 3KpaH HOBOrO MOKONEHNA v KOHTpOnb AOCTyna B MHTEPHET v VoeHTnourkauma nonb3osatenen
v CucTema o6HapyXeHWsa BTOPXKEHWIA v KoHTponb Mpunoxerui L7 v Toppepxka koHLenumm BYOD
(IDS/IPS) Bring Your Own Devi
v [ewndposaHne SSL (Bring Your Own Device)
v/ [locTyn K BHYTPEHHNUM pecypcam yepes . v BupTyanbHas yacTHaA ceTb
v TocteBon noptan
SSL VPN Portal Hosoe (VPN)
v b 6 -
v/ AHanus 1 Bbirpy3ka MHbopmaLmm I 7 BrYTRE v YpaneHHoe
06 MHLMOeHTax 6e3onacHocTH (SIEM) Hosoe S AAMUHNUCTPUPOBaHWE
v/ AHTMBMpPYCHas 3aluTa
v/ ABTOMaTM3aLMA peakumm Ha yrpo3bl v Mopnepxka ACY TIT (SCADA)
Ge3onacHocTn nHdopman (SOAR) o= v Advanced Threat Protection
v Topnepxka Knactepmzaumm
v ObpatHbIf NPOKCcK v Be3onacHocTb noyTsl 11 BbICOKOW OTKa30yCTOMUMBOCTM

NPOU3BOAUTESIbHOCTb CMELIMOUKALINA OBOPYAOBAHISA
E1000 E1000 E3000

MexceTesoit 3kpaH 10 25 T6/c 10 30 T6/c MopTtos 10/100/1000Base-T 8 BCTpOEeHO

Mnat pacwmpeHunn 3
Cuctema o6Hapy»KeHUA BTOPXKEHNI no1,216/c no1,516/c

Ynpasnenve no IPMI ecTb
Advanced Threat Protection® 0o 04 16/c 0o 0,6 M6/c

Onck 2x1000 [6anT, RAID-1
MoToKkoBbIN aHTUBUpPYC* 0o 0,4 16/c 1o 0,6 16/c

BAPUAHTbI NNAT PACLUMPEHUI

KoHTponb Mpunoxexuni L7 0o 9T16/c no 1216/c

UG-NCS81  CeteBas kapta 8x1I6/c (10/100/1000Base-T) ¢ 4 napamu 6ainac

AHTVIBVIpyC C 3BpPUCTNHECKNM

00,3T6/c 00,5T76/c
aHannsom* A / A /
UG-NCS41  CeteBas Kapta 4x1 ['6/c (FO)
PA3MEPbDI
UG-NCS410 CeteBas kapTa 4x10 ['6/c (10GBase SFP+)
[abaputbl 1U 438x580x44 mm
Bec 16 kr UG-NCS411 CeteBas kapTa 4x10 ['6/c (FO) ¢ 2 napamu 6ainac
KpenneHue B CToliKy RORANDETT [EMIEE Atk TR UGTLR  Mopynb onmiueckuii SFP+ (10Gb, SM, 10km, 1310nm, LC, DDM)

B CTOVKY 19-Al0MMOB

SNNEKTPONMUTAHUE UG-TSR Mogynb ontuuecknit SFP+ (10Gb, 850nm, 500m., LC, DDM

LononHutenbHbI 650K NUTaHNA

o eCTb
C BO3MOXHOCTbIO ropAYen 3amMeHbl

* Advanced Threat Protection BkiouaeT B cebs dunbTpaymio no kateropmam URL
CeTb NUTaHWA 140-220 Bonbt Filtering 3.0, Mopdonoruyeckunii aHan13 KOHTEHTa, NOTOKOBBIN aHTUBMPYC, MOAAEPMKKY
cnunckoB PockoMHaa3opa, Moaynb 61oKMpoBKM peknambl ADblock.

MoTtpebnaemasn mowHoCTb (Makc) 300 BatT
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