1.1 OCHOBHbIle
3anpoc nony4yeHusa cnucka RFID Knwoueit:
/cgi-bin/mifare_cgi?action=list[&IndexFrom=0][&IndexTo=100][&Apartment=100]

IndexFrom=0 - Ha4ya/bHbIN UHAEKC KNtoYeln

IndexTo=100 - KOHEeYHbIN UHAEKC KAtoYeNn

Key=806F858A0F6604- noNy4nTb CAUCOK KNtoYa

Type=2- nony4nTb CNMUCOK KNOYEl ANA ONpeaeeHHOro TMna MeTku

ProtectedMode=0n- NONYy4nTb CAMUCOK K/OYEN Y KOTOPbIX BKAIOYEH 3aLLMLLEHHDbIN
pexunm

Cipherindex=1- nony4nTb CNUCOK KNtOYEN C onpesenieHHbIM MHAEeKCOM Wwndpa

NewCipherEnable=on- nony4nTb CNNCOK KNOYEN Y KOTOPbIX BK/IKOYEH HOBbIA MHAEKC
wudpa

NewCipherlndex=0- nony4nTb CNUCOK KAtOUYEM Yy KOTOPbIX HOBbIN MHAEKC WKdpa paBeH
yKasaHHOMY

Code=00000000- no/1iy4mTb CINCOK KJIOYEN Y KOTOPbIX YKa3aHHbIN Ko,
Sector=1- NoNy4YnTb CMNUCOK KNHOYEN Y KOTOPbLIX YKAa3aHHbIN CEKTOP
Apartment=65- noay4nTb CINCOK KAtoYen Ana onpeneneHHOM KBapTUpbI
Owner=BEWARD- nony4nTb CNMCOK KAto4yei gna onpeaeneHHoro noab3osartens

AutoPersonalize=on- NoNy4YnTb CNNUCOK KNHOYEN Y KOTOPbIX BK/IOYEHA
aBTOMNepcoHanM3auma

Service=on- nony4nTb CNNCOK CEPBUCHDIX KNtouen

Index=1- NONYy4YUTb CNUCOK KNtOYA NO YKa3aHHOMY MHAEKCY

3anpoc go6asneHus RFID kntoua:

/cgi-bin/mifare_cgi?
action=add&Key=806F858A0F6605&Type=2&ProtectedMode=on&Cipherindex=1&NewCipher
Enable=on&NewCipherindex=2&Code=12345678&Sector=1&Apartment=65&0wner=Beward&
AutoPersonalize=on&Service=on&Index=2

Key=806F858A0F6604- UID meTKu

Type=2 —Tnn MmeTKMu:
Ultralight C=0
Classic=1

Plus SE =2

Plus X=3



ProtectedMode=0on — 3aWMWEHHbIN pexum

Cipherindex=1 — Homep cTpoKM B Tabanue wndpos

NewCipherEnable=on — BkntoueHue HoBblit nHaeKC wndpa (M3smeHeHMe wndpa cekTopa Ha
yKa3aHHbIN)

NewCipherindex=2 — HoBblIi1 HAEKC WwWndpa

Code=12345678 — Kog, KOTOPbIN ByAeT 3anncaH B CEKTOP METKK

Sector=1 — ceKTop B KOTOPbIV byaeT 3alwmndpoBaH U Kyaa byaeT 3anucaH Kog, ec/iv He YKasaH To
no ymonyauumio 1

Apartment=65 — Homep KBapTupsbl

Owner=Beward — Bnageney,

AutoPersonalize=on — BkntouyeHne perkmMma ABTonepcoHan3aLmMm ANa SaHHON METKK
Service=on — CepB1CHaA MeTKa

Index=1 — VIHAeKc meTKu B base

3anpoc yaaneHus RFID Kntoua:
/cgi-bin/mifare_cgi?action=delete&Key= 806F858A0F6604
/cgi-bin/mifare_cgi?action=delete&Index=2
/cgi-bin/mifare_cgi?action=delete&Apartment=65

Key - yaanutb RFID Kntou
Index - yaanuTb KoY N0 UHAEKCY
Apartment - yaanuTb Bce KIO4YM AN HOMePA KBapTMpbl

3anpoc npussasku/oteasku RFID Knwoua K KBapTupe:
/cgi-bin/mifare_cgi?action=update&Key=77665544332211&Apartment=65
/cgi-bin/mifare_cgi?action=update&Key=77665544332211&Apartment=0

3anpoc nonyyeHUs HaCTPOEK pexKuma ckaHuposaHua RFID Kawouei:
/cgi-bin/mifare_cgi?action=get

ScanCode=0 Koga ans 3anycka pexkmma cKkaHuposaHua RFID kntoueit

ScanCodeActive=off Bkn/Bbikn koa ana 3anycka peskmma ckaHmposaHua RFID Knwoyeit
ScanKeysIndexes= MHaeKc meToK B 6a3e AN1A 3anycka peskuma ckaHmposaHua RFID Kntoyeit
ScanKeyslIndexesActive=off Bksi/Bbikn METOK 3anyCKaloLWMNX peskmm ckaHupoBaHma RFID
KAtouen

ScanKeysProtected=off Bkn/BbIkn 3alMILEHHOTO peXnMa A1 METOK 3aMyCKaOLWNX PEKUM
CKaHupoBaHua RFID kntoueit

AutoCollectKeys=off Bkn/sbikn ABTOCH6Op KNtOUEN

KeyAddCompare=off Bkn/sbikn [on. cpaBHeHue

PersonModeActive=off AktnseH nu ceituac pexkum JlokanbHoe aobaBneHne METOK
ScanModeActive=0off AkTusBeH nu ceituac pexkmum ckaHmposaHusa RFID kntoueit
AutoExtRfidSync=off Bkn/sbikn ABT. CUHXPOHM3AUMA C BHEWHeEN Tabauuen

lNMoKa He Be3pe:

SmartAutoCollectKeys=on Bkn/Bbikn ymHoro astocbopa
SmartAutoCollectAutoDisable=off Bkn/Bbikn aBToMaTMUYECKOro OTK/IIOYEHMA YMHOTO
aBToCboOpa

SmartAutoCollectDisableDays=7 Konn4yecTBo AHeEN A0 OTKAOYEHMA YMHOro aBTocbopa



Mpumepbl:

/cgi-bin/mifare_cgi?action=set&ScanCode=12345

/cgi-bin/mifare_cgi?
action=set&SmartAutoCollectKeys=on&SmartAutoCollectAutoDisable=on&SmartAutoCo
llectDisableDays=7

NokanbHoe pobaBneHne MeToK:

/cgi-bin/mifare_cgi?
action=set&PersonModeActive=on&Type=3&Cipherindex=1&Sector=9&Apartment=999
&Owner=Beward&Code=12345678

YcTaHOBKa KoAaa ANA 3anycKa peXKuma ckaHupoBaHua RFID kntoueid:
/cgi-bin/mifare_cgi?action=set&ScanCode=12345

lFeHepauma Koaa AnA 3anycKa pexkuma ckaHupoBaHusa RFID Kntoueii:
/cgi-bin/mifare_cgi?action=set&ScanCode=generate

Dna 3anycka pexxuma ckaHuposaHua RFID Kntoueit:
/cgi-bin/mifare_cgi?action=set&ScanModeActive=on
[Ona octaHoBKUpeKMma ckaHupoBaHusa RFID kntoueid:
/cgi-bin/mifare_cgi?action=set&ScanModeActive=off

3anpoc nepereHepauMmu Koga AnA 3anycka peXxuma ckaHuposaHua RFID katoueii:
/cgi-bin/mifare_cgi?action=set&ScanCode=generate

3anpoc yCcTaHOBKU U BKAOUEHUA KOJa ANA 3anycKa peXxuma ckaHuposaHua RFID knioueit:
/cgi-bin/mifare_cgi?action=set&ScanCode=12345ScanCodeActive=on

YpaneHue Kntoueit guanasoHom:
/cgi-bin/mifare_cgi?action=delete&FirstApartmentNumber=1&LastApartmentNumber=100

YaaneHue Knoueit He NPUBA3aHHbIX HU K O4HOM KBapTupe:
/cgi-bin/mifare_cgi?action=delete&Apartment=0

YoaneHue Bcex KatoUen:
/cgi-bin/rfid_cgi?action=clear

/cgi-bin/mifare_cgi?action=clear

Pabounii aHanor:
/cgi-bin/mifare_cgi?action=delete&FirstApartmentNumber=0&LastApartmentNumber=9999

RFID Knoun ana sanycka pexxuma ckaHuposaHua RFID knioueid:
MN3meHeHMe cnncka MeTOK A/18 3anyCKa peXXnuma ckaHmposaHua RFID kntouel
/cgi-bin/mifare_cgi?action=set&ScanKeysIndexes=3,4

BK/toueHWe MeToK A5 3aMyCcKa pexxuma ckaHnposaHus RFID Kntoyei



/cgi-bin/mifare_cgi?action=set&ScanKeysindexesActive=on

BkAtoyeHme 3aWmLLeHHOoro PeEXNMa METOK O1A 3aMNyCKa peXXMnma CKaHNpPOBaHUA RFID kntouer

/cgi-bin/mifare_cgi?action=set&ScanKeysProtected=on

/cgi-bin/mifare_cgi?

action=set&ScanKeysIndexes=1,2,5&ScanKeysIndexesActive=on&ScanKeysProtected=on

dKcnopt $aitna c Knvamu:
/cgi-bin/mifare_cgi?action=export

MmnopT daiina c Knrouamu:
MeTtopg POST.
/cgi-bin/mifare_cgi?action=import

Mpumep pgna Python:
import time
import requests

from requests.auth import HTTPDigestAuth

URL = "http://192.168.0.18/cgi-bin/mifare_cgi?action=import"
files = {'file': open('file.csv', 'rb")}

r = requests.post(URL, files=files, auth=HTTPDigestAuth('admin’, 'admin'))

Mpumep pna Curl:
curl -v -X POST -u admin:admin -F "file=@dks_mifare.csv"
"http://192.168.0.191/cgi-bin/mifare_cgi?action=import"

1.2 BHewHue
/cgi-bin/extrfid_cgi?action=list
13 LWwudpsbl

[Job6asneHune wndpa:
http://ip/cgi-bin/cipher_cgi?

action=add&Value=AABBCCDDEEFF11223344556677889900&Type=3&Index=1

Value=AABBCCDDEEFF11223344556677889900 — knto4 wndpa
Type=3 — Tun wndpoBaHmsa:

HeT =0
Cryptol keyA=1

2K3DES =2



AES128 =3
Ona metok Classic ucnonbsyite Tun wudposanus Cryptol keyA

Ons metok Ultralight C ncnonbsyiite Tun wndposaHma 2K3DES
Onsa meTok Plus SE 1 Plus X ucnonb3ayite Tvn wudposaHus AES128

YnaneHue wudpa:
http://ip/cgi-bin/cipher_cgi?action=delete&Index=1

3anpoc noay4eHua CnmucKa Wwudpos:
http://ip/cgi-bin/cipher_cgi?action=list

MmnopT\IKcnopT:
/cgi-bin/cipher_cgi?action=export
POST /cgi-bin/cipher_cgi?action=import&filename=file.csv



