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1 VLAN

1.1 VLAN Introduction

Although connecting LANSs through switches can fix the collision problem, the broadcast packets
cannot be isolated. Virtual Local Area Network (VLAN) is introduced to solve this problem.
VLAN technology can divide a LAN into multiple logical LANs, which are VLANSs. Each
VLAN is a broadcast domain. The hosts within a VLAN can communicate with each other like
in a LAN; however, the hosts of different VLANs cannot communicate directly. Therefore,
broadcast packets are restricted within a VLAN, as shown in Figure 1-1.
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VLAN assignment is not limited by physical locations. That is, the hosts at different physical
locations can be added to the same VLAN. The hosts in a VLAN can be connected to the same
switch or different switches, or even the switches under different routers.

VLAN technology has the following advantages:

1. Restricting broadcast domains: A broadcast domain is restricted within a VLAN. When the
volume of routed traffic is reduced, the delay generated by routers is also shortened. This saves
bandwidth and improves network processing capability.

2. Enhancing the security of LAN: The layer 2 packets of each VLAN are isolated from those of
other VLANSs. That is, the hosts in a VLAN cannot directly communicate with the hosts in other
VLANS. To implement the communication between VLANS, a router, layer 3 switch or another
layer 3 device is required.

3. Building virtual workgroups flexibly: VLAN technology can assign hosts to different
workgroups. The hosts at different physical locations can be added to the same workgroup,
without the need of installing new network cables or reconfiguring the hub or router,
implementing flexible network building and maintenance.



1.2 VLAN Working Mechanism

To enable network devices to distinguish packets of different VLANS, the packets must carry the
specific tags that identify the VLANSs. Traditional switches work at the data link layer of the OSI
model, so they can identify only the data link layer encapsulation on packets. Therefore, the
VLAN tags also need to be added to the data link layer.

As a VLAN standard on the Ethernet, IEEE 802.1Q tags the Ethernet data frames carrying
VLAN member information. The VLAN-awareness devices can identify the VLAN member
information and VLAN formats. When a data frame from a phone enters the VLAN-awareness
stage, a tag is added to the frame to indicate that this phone is a VLAN member. Each packet
must be unique in a VLAN. On a network without VLAN configured, in the VLAN-awareness
stage, a packet is considered to be transmitted over the local host (or default) VLAN.

802.1Q inserts a 4-byte tag between the source MAC address and Ethernet type fields, two of
which indicate the Tag Protocol Identifier (TPID) and the other two indicate the Tag Control
Information (TCI). The TCI field includes Priority Code Point (PCP), Canonical Format
Indicator (CFI), and VLAN ID (VID).

In a traditional Ethernet data frame, the upper-layer protocol type field is encapsulated behind the
destination and source MAC addresses, as shown in Figure 1-2.

DA&SA Type Data

Figure 1-2 Traditional Ethernet frame encapsulation format
DA indicates the destination MAC address, SA indicates the source MAC address, and Type
indicates the protocol type of the frame.
According to IEEE 802.1Q, a 4-byte VLAN tag is inserted behind the destination and source
MAC addresses to identify the VLAN information.

VLAN Tag

A
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DA&SA TPID Priority | CFI | VLANID | Type

Figure 1-3 Fields in a VLAN tag
As shown in Figure 1-3, a VLAN tag includes four fields: TPID, Priority, CFI, and VLAN ID.
1. The 16-bit TPID field indicates whether the data frame carries a VLAN tag, and has a default
value of 0x8100.
2. The 3-bit Priority field indicates the 802.1p priority.
3. The 1-bit CFlI field indicates whether the MAC address is encapsulated in the standard format
in different media. The value O indicates that the MAC address is encapsulated in standard
format, and the value 1 indicates that the MAC address is not in standard format. The default
value is 0.
4. The 12-bit VLAN ID field indicates the ID of the VLAN to which the packet belongs. The



value ranges from 0 to 4095. The values 0 and 4095 are reserved, so the VLAN ID ranges from 1
to 4094.

Network devices identify the VLANS to which packets belong according to the VLAN IDs, and
process the packets depending on whether VLAN tags are carried and the values of VLAN tags.

1.3 VLAN Application

131 LLDP

Link Layer Discovery Protocol (LLDP) enables a phone to receive or send the device-related
information from or to a directly connected device.

LLDP organizes the local information, such as management address, device capabilities, device
identifiers, and interface identifiers, into different Type/Length/Value (TLVs). Each type of
information forms a TLV, and multiple TLVs form a Link Layer Discovery Protocol Data Unit
(LLDPDU). The information transmitted by LLDP is called LLDPDUs. An LLDPDU consists of
a group of TLVs, and each TLV contains the specified type of transport information related to the
device or interface.

The format of each TLV is as follows:

Type Length Value

7 bits 9 bits 0-511 bytes

Figure 1-4 TLV format

LLDP-MED was published by TIA. It is an extension of LLDP running between the endpoint
devices and network devices. If voice devices are deployed on an Ethernet, the related TLVs
need to be configured to obtain information about the voice devices. LLDP-MED provides
dedicated support for VoIP applications and provides the following functions:

1) Performance discovery: Use LLDP-MED to determine the functions enabled and disabled
on the connected device. It can identify the type of connected device, for example, phone,
switch, or relay.

2) Voice VLAN configuration: Provide a mechanism to notify a VLAN-enabled device of the

switch information. This device supports the plug-and-play network.

1. LLDP functions on phones

When the application type is voice, the phone decides whether to update the VLAN
configuration according to the LLDPDU. If the version of VLAN configured on the phone
differs from the VLAN version sent by the switch, the phone updates the VLAN configuration
and restarts. In this way, the phone can learn the switch's VLAN ID, and communicate with the
switch in this VLAN.

4



2. LLDP configuration

An X6 series phone is used as an example. The following is the LLDP configuration interface.
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Figure 1-5 LLDP configuration

Configure LLDP on webpage:

1) Log in to the webpage as an administrator. The default user name and password are admin.

2) Choose Network > Advanced.

3) In the Link Layer Discovery Protocol (LLDP) Settings area, choose whether to enable
LLDP by clicking the options.

4) Enter the expected time value in Packet Interval. The value ranges from 1 to 3600, in
seconds.

5) Click Apply to confirm the settings.

6) The configuration takes effect after the phone restarts.

1. Configuration verification

After LLDP is enabled, the phone will:

1) Send its own information (for example, hardware modification, firmware revision, and SN)
to the multicast addresses on the network periodically.

2) Receive LLDPDUs through the network (WAN) or WLAN interfaces.

3) Support MAC/PHY configurations, for example, rate and duplex mode.

4) Take precedence of the VLAN information obtained from network policy over the manual
configuration.

The following figure shows the LLDPDU sent by a phone. An LLDPDU includes multiple TLVs

(before VLAN ID is obtained):
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Frame 594: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits) on interface @
Ethernet 11, Src: 0:28:59:db:04:78 (00:a8:59:db:04:78), Dst: LLOP Multicast (01:80:c2:00:00:0¢)
+ Link Layer Discovery Protocol
Chassis Subtype = Network address, 1d: 172.16.1.37
Port Subtype = MAC address, Td: 0:a8:59:db:e4:78
Time To Live - 60 sec
Port Description = WAN Port
System Nane = X6
System Description = Version:1.4.4.1
Capabilities E
Managenent Address
TEEE 802.3 - Power Via MOT
Media (TIA TR-41 Conmittee) - Media Capabilities
4 Media (TIA TR-£1 Committee) - Metwork Policy
111 111, ... .... = TLV Types Organization Specific (127)
... ...0 0000 1000 - TLV Length:
Organization Unique Code: Media (TIA TR-41 Committee) (@x0@12b)
Media Subtype: Network Policy (8x02)
Application Type: Voice (1)
L o

. - Policy: Defined

i - = Tagged: No

000, . . = VLAN Id: 256

T (PRI

S ..60 6069 = DSCP Priority: 6

« Media (TIA TR-&1 Committee) - Network Policy
111 111, ... ... = TLV Type: Organization Specific (127)
...... .0 0000 1000 - TLV Length: 8
Organization Unique Code: Media (TIA TR-41 Committee) (0x00126b) I

The following figure shows the LLDPDU received by a phone. An LLDPDU includes multiple
TLVs (sent by switch):

3 -] Wik ¢

Saures Destinatien Protessl  Langth Inte

Chassis Subtype = MAC address,
Port Subtype = Interface name, Id: Fad/10
Time To Live = 120 sec
System Hame = Switch
[truncated]System Description = Cisco 105 Software, (2960 Software (C2960-LANBASEKI-M), Version 12.2(50)SES, RELEASE SOFTWARE (fc1)\nTechnical Support: http://wm.cisco.com/techsupport\nCopyright (<) 1986-2010 by Cisco Sys
Port Description = FastEthernetd/10
Capabilities
Management Address
Media (TIA TR-41 Committee) - Media Capabilities
Media (TIA TR-41 Committee) - Inventory - Hardware Revision
Media (TIA TR-41 Committee) - Inventory - Software Revision
Medis (TIA TR-41 Committee) - Inventory - Manufacturer Name
Media (TIA TR-41 Committee) - Inventory - Model Name
4 Media (TIA TR-41 Committee) - Network Policy
1111 111. .... .... = TLV Type: Organization Specific (127)
.vee ...0 0000 1000 = TLV Length: 8
Organization Unique Code: Media (TIA TR-41 Committee) (BxB012bb)
Media Subtype: Network Policy (@x02)
Application Type: Voice (1)
0. epusesdio

= Policy: Defined
= Tagged: Yes
e VLA Td: 60 ]
101.. .... - L2 Priority: 5
o .10 1110 = DSCP Priority: 46
4 Media (TIA TR-41 Committee) - Network Policy

1111 111. .... .... = TLV Type: Organization Specific (127)

uee ...0 0000 1000 ~ TLV Length: 8

Organization Unique Code: Media (TIA TR-41 Committee) (9x0012bb)

Media Subtype: Network Policy (x62) 4

The following figure shows the LLDPDU sent by a phone. An LLDPDU includes multiple TLVs
(after VLAN ID is obtained):
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Frame 988: 207 bytes on wire (1656 bits), 207 bytes captured (1656 bits) on interface 8
Ethernet 11, Src: 80:a8:59:b:04:78 (00:a8:50:db:04:78), Dst: LLOP Multicast (91:80:c2:00:00:0e)
« Link Layer Discovery Protocol
ddress, 1d: 172.16.1.37

ific (127)

ittee) (@x00120b)

132 CDP

Cisco Discovery Protocol (CDP) enables a phone to receive or send the device-related
information from or to a directly connected device, and store other devices' information.

1. CDP application on phones

After CDP is enabled on a phone, the phone periodically sends its own information to the
directly connected CDP-enabled switch. The phone can also receive CDP packets from the
directly connected switch. If the version of VLAN configured on the phone differs from the
VLAN version sent by the switch, the phone updates the VLAN configuration and restarts. In
this way, the phone can learn the switch's VLAN ID, and communicate with the switch in this
VLAN.

2. CDP configuration

An X6 series phone is used as an example. The following is the CDP configuration interface.
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Figure 1-6 CDP configuration
1) Log in to the webpage as an administrator. The default user name and password are admin.
2) Choose Network > Advanced.
3) In the Cisco Discovery Protocol (CDP) Settings area, choose whether to enable CDP by
clicking the options.
4) Enter the expected time value in Packet Interval. The value ranges from 1 to 3600, in
seconds.
5) Click Apply to confirm the settings.
3. Configuration verification
After CDP is enabled, the phone will:
1) Send its own information (for example, software modification, device ID, and power
consumption) to the multicast addresses on the network periodically.
2) Receive CDP packets through the network (WAN) or WLAN interfaces.
3) Obtain the VLAN ID of the connected interface.
The following figure shows the CDP packet sent by a phone (before the switch VLAN ID and
VLAN Query are learned):
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<] mott
Bestisation Fratocel Langth Info
CDP/VTP/OTP/PAGP/.. COP 436 Device I
CDP/WTP/DTP/PAGP/... (DP 436 Device

164 43.250621
175 44324086
182 45. 330744

Switeh Port 1D: FastEthernetd/d
: Switch Port ID: FastEthernetd/d

436 Dewice witch Poct 10:

186 46.379749 COF VTP /DTF/PAgP/... COP 161 Device ID: X6 Port ID: WAN PORT

513 106, 743201 CDP/VTP/DTP/PAGP/... COP 101 Device ID: X6 Port ID: WAN PORT

832 165. 340915 COR VTP /DTP (PAGP/... COP 436 Device ID: Switch Port ID: FastEthernet®/d
838 167.808245 CDP/VTP/DTP/PAgP/.. COP 161 Device ID: X6 Port ID: WAN PORT

1140 225.344604  Cisco_s7:03:89 CDP/VTP/DTP/PAGP/... COP 436 Davica ID: Switch Port I0: FastEtharnatd/d
1151 227.339196  09:a8:59:db:04:78  CDR/VIP/DTP/PAGP/.. COP 101 Device ID: X6 Port 10: WAN PORT

Frame 186: 101 bytes on wire (808 bits), 101 bytes captured (308 bits) on interface @
TEEE 802.3 Ethernet

Logical-Link Control
4 Cizeo Discovery Protocol
verston: 2
TIL: 189 secends
Checksum: Bx1c?9 [correct]
[Checksum Status: Good]
Device ID: Xe
Addresses
» Port ID: WAM PORT
Capabilities
Software Version
Platform: X6
Duplex: Half
7 VoIF VOAW Guery: 256
Type: VoIP VLAN Query (8x368F)
Length: 7
Data: 14
Voice VLAN: 256

95 00 00 00 90 00 €5 00 Ob 31 20 34 Ze 34 2o 31 ........ .1.4.4.1

o
The following figure shows the CDP packet received by a phone from a switch (VLAN Reply is
used):

R BV E
®LDREB QeE=ETF

Eaaan

'Ly
LIES
o Tine
164 23250621
175 44.324086
182 £5.330744.
186 46.379749
505 105335366
513 106743201
832 165. 340015
838 157.808245
1149 225344604
1151 227.339196

) migke +
Destination Frotessl  Langth Tufe
COP/VTP/DTP/PAGP/._. COP 436 Device I
COP/VTP/DTP/PAGP/.. CDP 436 Device
COR VTR /DTR /PAGF/-. COP 436 Device
g 181 Device ID:
COP/VTP/DTP/PAGP/. COP 436 Device
COP /VTP/DTP /PAGP/-. COP 101 Device
COR /TR /DTR/PAGF /.. COP 436 Device : FastEthernet®/9
COP/VTP/DTP/PAgP/-. COP 181 Device ID: X6 Port 10: WAN PORT
COP/VTP /TP /PAGP/.. COP 436 Device : FastEthernet®/d
PORT

: FastEthernetd/d
FastEthernetd/d
: FastEthernetd/9
POBT
: FastEtharnatd/d
FORT

COP/VTP/DTP/PAgR/.. COP 101 Device I

Logical-Link Control
# Cisco Discovery Protocal
Version: 2
TTL: 188 seconds
Checksum: @xS78 [correct]
[Checksum Status: Good]
Device ID: Switch
Software Version
Platform: clsco WS-C2060-24TT-L
Addresses
Port ID: FastEthernetd/9
Capabilities
Pretecel Hello: Cluster Management 1
VTP Management Domain:
Hative VLAN: 80
Duplex: Half
4 VoIP VLAN Reply: 1
Type: VoIP VLAN Reply (@xedee)
Length: 7
Data: 81
Voice VLAN: 188
< Trust Bltaap: 000
Type: Trust Bitmap (@x@12)
Length: 5
Trust Bitnap: Gxo0
4+ Untrusted port CoS: xed
Type: Untrusted Port (oS (x6013)
Length: 5
Untrusted port CoS: @xdd

Tuna: Ma e en1 6

R
The following figure shows the CDP packet sent by a phone (VLAN Query is displayed after the

switch VLAN ID is learned):
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Destination Ptk Langth
COP/VTP/OTP/PAGR/. CDP
COP/VTR /TR /PAGE /. CDF
COP/VTP/DTP/PAGP/_. CDP
COP/VTP/DTP/PAGP/.. CDP
COP/VTP/OTP/PAGR/.. COP
COP /VTP /OTP [PAGR/~ COF
TOPFVTP/DTP/PRgP7 COF

Tine
164 43.250621
175 44.324886
182 45.330744
186 46.379749
505 105.335366
513 106. 742201
LEERTR

38 167.608245 COP/VTP/DTP/PAGP/.. CDP 101 Device
1140 225.344604  Ch 3:89 COP/VIP/OTP/PAGR/... COP 436 Device
1151 227.339196  ©9:aB:59:db:B4:78  COP/VIP/DTP/PAGR/.. CDP 101 Device

Frame 513: 101 bytes on wire (308 bits), 101 bytes captured (0B bits) on interface 8
IEEE 882.3 Ethernet
Logical-Link Control
+ tisco Discovery Protocol
sion: 2

T VoIP VLAN Guery: 166
Type: VoIP VLAN Query (8xBBAF)
Length: 7
Data: 14
Voice VLAN: 108

0010 @3 02 00 Oc 20 00 @2 b4 ¢6 60 00 @100 @6 58 36 ... ... .h....Xb TR -

1.3.3 DHCP VLAN

1. DHCP VLAN Introduction

The phones can discover VLANSs by using DHCP. When the VLAN discovery mode is set to
DHCP, the phone will detect a DHCP option of a valid VLAN ID. By default, the pre-defined
option 132 is used to carry the VLAN ID. You can also define the DHCP option used to carry
VLAN ID.

2. DHCP VLAN configuration

An X6 series phone is used as an example. The following is the DHCP VLAN configuration

interface.

= T ( cdmin)

B Keep Online

System NOTE

ery Protocsl (LLDP) Settings
* Network Description:
Packet nterval:{1~3600) 315 @ b
Line
Phone settings Packet tterval: (13600
Phonebook
; e
525 &
o call logs
(QoS) Settings.
 Function Key ° Signal D5CP: 061 @
»e
+ Application
) -
o
1 Devicatog .
07 @
el @
o
o °
= °
°
Browse || Ussa °
Browse ]| Usisa °
o
= ~a

Figure 1-7 DHCP VLAN configuration
1) Log in to the webpage as an administrator. The default user name and password are admin.

2) Choose Network > Advanced.
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3) Inthe DHCP VLAN area, select a desired value from the Option Value drop-down list.

4) Enter a value in the DHCP Option Vlan box. You can enter a maximum of 5 values and

separate them with commas.
5) Click Apply to confirm the settings.
3. Configuration verification

When a phone is configured to use DHCP to discover VLAN and the DHCP option is set to 132,

the phone will;

1) Broadcast a DHCP discover message to check whether there is an available DHCP server.
2) If the DHCP server sends a DHCP message carrying option 132, the phone will receive the
message, send a DHCP request, and save the VLAN ID carried in DHCP option 132 sent by

the DHCP server.

3) After obtaining the VLAN ID from the DHCP server, the phone releases the borrowed IP
address, starts a new DHCP discovery period, and uses the known voice VLAN ID. Then
the phone uses the VLAN ID carried in DHCP option 132 to send all packets.

The following figure shows the DHCP discover message sent by a phone (before VLAN ID is

obtained):

Be Bt Yew o (oum Auie SHRO Temtoy Dov M deb

BUses 5@8%25 nevet2 [{F Q4D §B8% B

Fter Boop T:lwmm. Cear ¢

he Tine Sowce Destrancn Pretecel )
30.1105%) 4.0.0.0 95, 55,295,258 D 550 OnCP Discover - Tramsaction ID Oxd3§5300

139 o7 4 2 TRV FLrd e 8

§0.15004 3.0.0.0 5252955 pep 350 DWCP Feguest - Transacticn 10 (nddaal iR
(IBLHERERE B 55518 P 320 KX = Transactien 10 Cdbaa IR
70.20M7 2.0.0.0 BE518.5 pep 350 D7 Request - Transattion I0 On§3$S2400
BO.25NE 5532 $.5.518 (L) 342 09 KX - Transaction 10 OxEIS52000
3 10,0586 2.0.0.0 255.285.255.255 D@ 354 DMC? Discover - Transaction 10 OnciEe6l0
1030,00009 14,30.110. 254 10.18.001.2 e O e offer - Transactien 10 Oxceiebl
11 101826796 5.0.0.0 255.255.285.255 D S5 0MC? Peguest - Tramsaction 10 OecdBe6l0
1210163676 19,00.110,25¢ 10.19.008.2 P WO KK - Transactien 10 Oxcdie6ln

"

i Frame 3: 350 Sytes on wire (720 bits), Y90 dytes catured (4720 dits)
thertet 17, Sres Xiameewe 13:27:51 (00:15:65:00:27:00), Dst: eroadcass (FF F:ff 6f.FF:5f)
¥ pestiration: ecoaccast (ff:fff1:11:0¢:0
7 Source: xfameewe 11:27:81 (00:15:65:08:27:
Tt 10 (0e2800)
7 Imereet Provaco] version &, s¢: 0.0.0.0 {0.0.0.0), Ost: 255.255.255.255 (255.255.255.255)
+ User batagras Protecol, Src Port: Deetpe (68), 05t Port: bootps (7)
JITsUr Frotecol
veltage.2ype: Soct Request (1)
Kardeare type; Drhesaat
Kardeare address lengths €~
hops: O
Trarsaction 20 OxB3352860
Secords elapsed: 100
v Boatp Flags: Oud000 (urfcast)
Cliert TP address: 0.0.9.0 (0.0.0.8)
vour (¢Hent) 17 address: 0.0.0.0 (0.0.0.0))
0 e : S.0.0.U (RO0T)
Relay agert 5 aderess: 0.0.0, 0.0}
Cliere waC adoress: xiamerve 11:27:00 (00:15:65:11:27:83)
cliert harduire acdress padding: HO00000MIN0NE00000

i)

joc0 fFFFO0& RN b
hoi0 % 00 & 00 00 0D &
ACTINN0 26 00 00 90 00 00 15
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o fx Yev G (ovm ove fao Tembery Tk punm e
BuNeN =@x2e neesT2EF a0 9895 8

Twe ety |« Erpwon. G S5

Seconds elagsed: 100
& Bootp lags: G000 (wnicast)
CHen 19 address: 0.0,0.0 (9.0.0.0)
your (cHeet) 20 address: 0.0.0.0 (0.0.0.0)
ot secver 1P adaress: 0,0,0.0 (0.0.0.0)
elay ageot IF adéress: 0.0.0.0 (0.0.0.0)
Client Wi address: xtamenve 13:27:b1 (00:15:65:00:27:80)
e hardvare address padding: 20000000DN0NR00NC0
Servir Bast tase not glvan
soot #11e rase net given

3 OpRIon: (T+33, Te1) OWP Wes335€ Type = ONCP GR5CONIr
§opeion: (s, 1e?) Client Sdercifier
i oprion: (1e60,1022) vendor class fdentifier « “udhep 1.10.3°
& opeion: (t=025,1637) V-1 vendar-specific Inforeation
aption: (1257, 1w2) warioum O5CF wassage Shie » 574

fon: (te55,1626) paraseter Beguest List

The following figure shows the DHCP offer message received by a phone (DHCP server sends a

DHCP offer message carrying option 132):

Be EX Yew §0 Qoom du SOy Taehery Tk Y g

SUsUN 2GXBs (e TL EQRAAD §DNx 8
e oo o] pwion. O 5o
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T 00158 §.5.0.2 A0 DKP MODCROffe - Trumaction 1D CANLNN

——————
v s

Clere 1P address: 0.0.0.0 (4.0.0.0)
wour (client) 17 address: 5.5.5.28 {8.5.5.18)
ABNT server I atoress: 5,5.5.7 (5.5.5.2)
aelay agert 9 address: 0.0.0.0 (0.0.0.0)
clier wic address: xlaseva 20:27:00 (00:15:65:11:27:8)
Clert hardeare address padding: (00DX0NOMC00000
server host mame: wiC0507-dc2a3%
oot File nume et given
Magic cookie: oscp
& Option: (2+33,741) OKCP Message Type = DXP offer
#option; (tel,lek) Subeet vast « 295.285.255.0
#0pzion: (ze51,1e4) 1P Address Lease Tieq « § bouwrs
7 option: (153,72} aebindleg Tine value = § hours, 15 nimtes
Eogeion; (te58,Ved) Rerew3) Tise value = 3 hours

2 option: (1e128.105) pocsts fa)l securtty server 17 [Tom)
B option: (t+58,18) DHCP Server Jdertiffer » §.5.4.2

&0 gpeion

Fadding

EEE]
PET Y
288t
N 1-31
*2S!
S22 8L
232f
3% 2
282
sees
SRR
s8¢
=314
SRE
225
o=

#
t
w
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= Dptharc (=1, 1=4) Subret wask = 255,255, 1450
Foption: (ted1,l=) IF Adress Lease Time = § hours
Boption: (b3, 1=t) Rebinding Tine walee = § howrs, 15 winutes
B oprion: (r=38,1=E) deresa] Time wa'let = 3 houry
fiorc (r=3, 14 gener = L0501
(t=112, |=3) FAE - ndetined (vendor sperific)

Eoption: (bedl8,1=d) pOCSIS Full seowrity server 0 [T00D]
Foptioes (k=4 1<t) poF ferver Tdetifier = 5.0.5.1

ind optien

Padding

The following figure shows the DHCP message received by a phone (DHCP server sends ACK
message to the phone):

After obtaining the VLAN ID from the DHCP server, the phone releases the borrowed IP address
(5.5.5.18), and initiates a new DHCP discover message using VLAN tag 111. The following
figure shows the DHCP message received by a phone:
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>:a:ml:.~om>cx>: el B. o

Then, the phone obtains an IP address (10.10.111.2) from a DHCP server in VLAN 111.

1.3.4 VLAN Manual Configuration

1. VLAN Introduction

By default, VLAN is disabled on phones. You can configure VLAN by using web user interface,
phone user interface, or configuration file. Before configuring VLAN through the phone, you
need to obtain the VLAN ID from the network administrator. The prerequisite of configuring
VLAN feature is to confirm the type of connected interface (access, trunk, or hybrid interface).
This ensures that tagged and untagged packets can be transmitted through the phone. The VLAN
feature may affect the network functions of the phone. Before the configuration, contact the
administrator to obtain more information.

2. VLAN configuration

You can enable or disable VLAN, and assign VLAN Ids and priorities to the Internet (WAN) and
PC (LAN) ports.

Configure VLAN for the Internet (WAN) port on the web user interface:

An X6 series phone is used as an example. The following is the VLAN configuration interface.
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call logs

+ Function Key

+ Application

Figure 1-8 VLAN configuration
1) Log in to the webpage as an administrator. The default user name and password are admin.
2) Choose Network > Advanced.
3) In the WAN VLAN Settings area, choose whether to enable VLAN.
4) Enter a WAN VLAN ID, ranging from 1 to 4094.
5) Enter the priority value, ranging from 0 to 7. The highest priority is 7.
6) Click Apply to confirm the settings.

Configure VLAN for the PC port on the web user interface:

An X6 series phone is used as an example. The following is the VLAN configuration interface.

Figure 1-9 LAN VLAN configuration
1) Log in to the webpage as an administrator. The default user name and password are admin.
2) Choose Network > Advanced.
3) Select a value from the LAN VLAN Mode drop-down list.
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4) Enter a LAN VLAN ID, ranging from 1 to 4094.

5) Enter the priority value, ranging from 0 to 7. The highest priority is 7.

Configure the VLAN (WAN) port on the phone user interface:

An X6 series phone is used as an example. The following is the VLAN configuration interface.

WAN VLAN
1. WAN VLAN Enabled

2. WAN VLAN ID 256
3. SIP Priority 0
4. Audio Priority 0

Figure 2-1 WAN VLAN configuration
1) Choose Menu > Advanced. Enter the password 123. Choose Network > QoS&Vlan > WAN
VLAN.
2) Press Left/Right on the phone or Left/Right softkey to choose whether to enable WAN
WLAN.
3) Enter a WAN VLAN ID, ranging from 1 to 4094.
4) Enter the priority value, ranging from 0 to 7. The highest priority is 7.
5) Press OK to save the configuration.
Configure the VLAN (WAN) port on the phone user interface:

An x6 series phone is used as an example. The following is the VLAN configuration interface.
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LAN VLAN
1. LAN VLAN

2. LAN VLANID

Figure 2-2 LAN VLAN configuration
1) Choose Menu > Advanced. Enter the password 123. Choose Network > QoS&Vlan >
LAN VLAN.
2) Press Left/Right on the phone or Left/Right softkey to set the LAN WLAN value.
3) Enter a LAN VLAN ID, ranging from 1 to 4094.
4) Enter the priority value, ranging from 0 to 7. The highest priority is 7.
5) Press OK to save the configuration.
3. Configuration verification
Check whether the audio and signal settings of 802.1p are correct. Perform the following
operations on the phone:
1) Test the static IP address set on the phone. Enable VLAN on the webpage or phone. Set the
VLAN ID to 100, enable DSCP, and set the audio DSCP and signal DSCP to different values.
2) The value of 802.1p signal priority ranges from 0 to 7, for example, 7. The value of 802.1p
media priority ranges from 0 to 7, for example, 2.
3) Capture the SIP or RTP packets by calling another phone with the test phone's IP address. In
the data link layer of SIP (SIP/SDP) packets, you can find the VLAN tag, which includes the
VLAN ID. In addition, the value of Priority is the value of 802.1p signal priority, and the value
of signal DSCP is the value set on the test phone. In the data link layer of RTP packets, you can
find the VLAN tag, which includes the test phone's VLAN ID. In addition, the value of
Priority is the value of 802.1p media priority, and the value of audio DSCP is the value set on
the test phone.

The following figures show the captured packets:
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Adm @ Ls=RAB Re=5TLZERaan
or ety X}
. Sower Testimation e Tats
287 3.905009 172.16.20.60 172.16.7.255 SIP 548 Request: REGISTER sip:172.16.7.255:506@ (1 binding) | 8
295 3.988134 172.16.7.255 172.16.20.60 s1p 519 Status: 407 Proxy Authentication Required |
2963.997812  172.16.20.60 172.16.7.255 SIP 766 Request: REGISTER sip:172.16.7.255:5060 (1 binding) |
304 4.094004 172.16.7.255 172.16.20.60 SIP 390 Status: 403 Invalid password provided |
256 4 815743 122 16.20 68 224817 vk 242 Bequest: SUBSCRIBE 2175 |
r 471 6.263022 172.16.6.65 172.16.21.251 SIP/SOP 1247 Request: INVITE sip:172,16.21.251:5060 |
| e 333162125 133.36.6-65. 2. 380.5: 100-Toydagt
496 6.675733 172.16.21.251 172.16.6.65 SIP 511 Status: 180 Ringing |
643 B.368135 172.16.21.251 172.16.6.65 SIP/SDP 860 Status: 200 OK |
6448374507 172.16.6.65 172.16.21.251 SIP 421 Request: ACK sip:172.16.21.251:5060 |
6498.430506  172.16.6.65 172.16.21.251 RTP 218 PT-ITU-T G.711 POW, SSRC-GXADSEGBB3, Seq=9772, Time-2395952794
651 8.450885 172.16.6.65 172.16.21.251 RTP 218 PT-ITU-T G.711 PCMU, SSRC-OXADSEGBB3, Seq-9773, Time-2395952954
6508.470213  172.16.6.65 172.16.21.251 RIP 218 PT-ITU-T G.711 POW, SSRC-GxADSEGBB3, Seq-0774, Time-2395953114
| 6568.49134  172.16.6.65 172.16.21.251 RTP 218 PT=ITU-T G.711 POW, SSRC-GxADSEGBB3, Seq=9775, Time=2395953274 J
Frame 471: 1247 bytes on wire (9976 bits), 1247 bytes captured (9976 bits) on interface @
Ethernet II, Src: 0@: 59:db:84:78 (e: :db:84:78), Dst: (00:28:59:d7:00:5f)
% 802.1Q Virtual LAN, PRI: 7, DEI: @, ID: 100
{7 i . = Priority: Network Control (7)
L] . ++.. = DEI: Ineligible
.... 0000 0110 0100 - ID: 100
Type: IPv4 (@x@800)
TICETET PrOYOCOT VErSTon ,;~SFe T72-1675-55; DSt T7Z:16- 25 25T
User Datagram Protocol, Src Port: 5868, Dst Port: 5060
Session Initiation Protocol (INVITE)
0010 @8 8@ 45 Sc @4 cd be 9 40 00 4@ 11 82 c8 ac 10 —
" BV B#© WO AR she @& Fdw TR
Am 0 LBRE Q= TizEaaan
(Wlsip e rip B <) s |+
o Tine Sourse Destisation o Lungth Tnto B
739 9.001995 172.16.21.183 224.0.1.75 SIP 636 Request: SUBSCRIBE sip:MAC000102032924§224.0.1.75 |
742 9.009893 172.16.6.65 172.16.21.251 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@xADSE6BB3, Seq=9801, Time=2395957434
743 9.010457 172.16.21.251 172.16.6.65 RTP 218 PT=ITU-T 6.711 PCMU, SSRC=0x39F(2400, Seq=3515, Time=323452916
7459.030194  172.16.21.251 172.16.6.65 RTP 218 PT=ITU-T G.711 POW, SSRC-8x39FC2400, Seq=3516, Time=323453076
746 9.930244 172.16.6.65 172.16.21.251 RTP 218 PT-ITU-T G.711 PCMU, SSRC-@xADSE6BB3, Seq-9802, Time-2395957594
749 9.849917 172.16.6.65 172.16.21.251 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@xADSE6BB3, Seq-9803, Time=2395957754
750 9.950178 172.16.21.251 172.16.6.65 RTP 218 PT=ITU-T G.711 PCMU, SSRC=0x39F(2400, Seq=3517, Time=323453236
754 9.069933 172.16.21.251 RTP 218 PT=ITU-T G.711 POMJ, SSRC-GXADSEGBB3, Seq-0804, Time=2395957914
755 9.070168 172.16.6.65 RTP 218 PT-ITU-T G.711 PCMU, SSRC-@x39F(2408, Seq-3518, Time-323453396
757 9.089977 172.16.21.251 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@xADSE6BB3, Seq=9805, Time=2395958074
758 9.090183 172.16.6.65 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@x39F(2400, Seq=3519, Time=323453556
760 9.109957 172.16.21.251 RTP 218 PT-TTU-T G.711 PCMY, SSRC-OxADSE6983, Seqr9806, Time=2395958234
2619 110122 12216 6 65 s1p 218 PTAITILT G 211 POMI,_SSRCaASEC2408, aszo
| 763 9.130004 172.16.21.251 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@xADSE6BB3, Seq«9807, Time=2395958394
et-9-130208 17710707 e 28 PTEITYST ST PO Seqess2t;
768 9.150003 172.16.21.251 RTP 218 PT=ITU-T G.711 PCMJ, SSRC-GXADSEGBS3, Seq-0808, Time=2395058554
769 9.150259 172.16.6.65 RTP 218 PT-ITU-T G.711 PCMU, SSRC-@x39F(2408, Seq-3522, Time-323454836
772 9.169961 172.16.21.251 RTP 218 PT=ITU-T G.711 PCMU, SSRC=@xADSE6BB3, Seq=9809, Time=2395958714
773 9.170168 172.16.6.65 RTP 218 PY=ITU-T 6.711 PCMJ, SSRC=0x39F(2400, Seq=3523, Time=323454196
775 9.189965 172.16.21.251 RTP 218 PT=ITU-T G.741 POMJ, SSRC-GxADSEGB83, Seq-9810, Time=2395058874 -

Frame 763: 218 bytes on wire (1744 bits), 218 bytes captured (1744 bits) on interface 8
Ethernet I, Src: 69:a8:5:db:04:78 0b:04:78), Dst: 00: (90:98:59:47:00:5f)
27802.1Q Virtual LA, PR

010, ...

2, DEIL: o, ID: 100
- Priority: Excellent Effort (2)
i = DEI: Ineligible
... 0900 0110 0160 = 1D: 100

Type: IPvd (8x0800)
TCETTET PTOTOToT VarETon 4, SITT T72- 1676765, DSt T7Z:T6™
User Datagram Protocol, Src Port: 19382, Dst Port: 10006
Real-Time Transport Protocol

Enable WAN VLAN. The phones with the same VLAN tag configured can communicate with
each other. Perform the following operations on the phone:
Test environment: Test phone A and auxiliary test phones C, D, and E are connected to the same

hub or switch. Phone B is connected to the LAN port of phone A, as shown below:
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Phone C Phone D Phone E
VLAN disabled, can be replaced WAN VLAN enabled, VLAN WAN WLAN enabled, VLAN
with PC ID = 100 ID =200

Tested phone A Phone B, connected to the LAN port
of phone A

1) Log in to the webpage, set the WLAN ID to 100, disable LAN VLAN, and save the
configuration (if VLAN has been enabled and the PC cannot visit the webpage, disable VLAN
on the LCD first).

2) Ping phones B, C, D, and E from phone A. You can see that phone A can ping phone D
successfully, but cannot ping phones B, C, and E. By capturing packets, you will find that the
packets sent by phone A carry tag 100. The captured packets are as follows:

SR REQesz=TizEaaan
Nfiss [X] gt +
i 5 Lestinat Peotacal —Leach
20 1.719452 172.36.20.119 172.16.20, 190 0 st id-Bxfedd, seq-9/0, ttl-64 (reply in 21)
- y ey o
31 2.719935 m’u,wze,nq 17771542&& o st id=Oxfedd, ses
:1 2.722958311!‘];}{ .16.20.190 172. & E@D l‘ﬁ&:ﬁ\aﬂ fd—ﬁxfeﬂd, s
19 3.720335 172.16.20.119 172.16.20. st id-Bxfedd,
5@ 3.722185 172.16.20.19 172.16.20.119 109 id=0xfe0d,
62 4.720701 172.16.20.119 172.16.20.199 () st 1d-xfe0d,
63 4.722197 172.16.20.190 172.16.20.119 o™ id-Bxfedd,
785.721055  172.16.20.119 172.16.20.1%0 1 st 1d=Dxfeod,
79 5.722169 172.16.20.190 172.16.20.119 o 1d-0xfe@d, seq-4/1024, in
111 6.721457 172.16.20.119 172.16.20.190 o st id-8xfe@d, seq-5/1280, ttl-64 (reply in 112)
112 6.748208 172.16.20.190 109 id=Oxfedd, seq=5/1280, ttl=64 (request in 111)
2199.259274  172.16.30.232 109 54 Echo (ping) request 1d=0x0001, seq-1506/57861, tt1=255 in 220)
220 9.262830 180.149.138.56 09 60 Echo (ping) reply  1d-0x0801, seq-1506/57861, ttl-58 (request in 219)
221 9.263186 172.16.30.232 109 54 Echo (ping) request id=8x@@81, seq=1507/58117, ttl=255 (reply in 222)

Frame 20: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface @
: (00:28: , Dst:

(00:a8:

ority: Best Effort (default) (8)

= DEI: Ineligible

0110 0100 - ID: 100

Type: IPvd (8x0800)

Trternet Protocol Version 4, Src: 172.16.20.119, Dst: 172.16.20.150
Tnternet Control Message Protocol

successfully, but cannot ping phones A, D, and E. By capturing packets, you will find that the
packets sent by phone B do not carry tag 100. The captured packets are as follows:
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TRE ]=

+

5 s Sewcs D Bretecd  langh Lot -
- 133290428 172.16.20.118 172.16.3.232 a9 98 Echo (ping) request 1d=exd578, 5eq=0/0, ttl=64 (reply in 134)
- pingirepty s freqee: >
183 3.906382 &172.16.20.118 172.16.30.2308 10w 98 Echo (ping) request 1d=6xd570, seq=1/256, ttl=64 (reply in 184)
184 390645y 1537 472.16.30.232 172.16.20. LISFF EMOWNETENC 98 Echo (ping) reply  1d-BxdS79, seq-1/256, ttl-128 (request in 183)
2504.822990  172.16.30.232 180.149.133.181 10w 54 Echo (ping) request 1d~BxPB1, 5eq-2278/56880, tt1=255 (no response found!)
256 4.906322 172.16.20.118 172.16.30.232 o8 98 Echo (ping) request 1d-0xd578, seq-2/512, ttl=64 (reply in 257)
2574.906388  172.16.30.232 172.16.20.118 e 98 Echo (ping) reply  id=BxdS70, seqr2/512, TL1~128 (request in 256)
287 5.789011 172.16.30.232 180.149.134.141 1IN 54 Echo (ping) request id-6xPO01, seq-2271/5709, tt1-255 (reply in 288)
2885792918 180.149.134.141  172.16.30.232 o9 60 Echo (ping) reply  1d=0x0001, seqn2271/57096, ttl=58 (request in 287)
2895793139 172.16.30.232 180.149.134.141  ICWP 54 Echo (ping) request 1d-0x00B1, seq=2272/57352, tt1=255 (reply in 290)
299 5.796493 180.149.134.141  172.16.30.232 09 60 Echo (ping) reply  14-0x0001, 5eqe2272/57352, Ttl=58 (request in 289)
2915796624 172.16.30.232 180.149.134.141  ICWP 54 Echo (ping) request id-0x0001, seq-2273/57608, tt1-255 (reply in 292)
2925.802767  180.149.134.181  172.16.30.232 19 60 Echo (ping) reply  14-0x0001, seq-2273/57608, t11-58 (request in 291)
55615.830523  172.16.30.232 180.149.138.56 I 54 Echo (ping) request id=BxP001, seq-2274/57864, tt1=255 (reply in 551) 4
Tame 1337 o5 on wire T, e captu 3) on Interface O
Ethernet I1, Src: 09:28:59:09:00:6b (09:28:59:d9:00:60), Dst: Giga-Byt 91:¢1:51 (40:8d:5c:91:F1:51)

Internet Protocol Version 4, Src: 172.16.20.118, Dst: 172.16.30.232

Internet Control Message Protocol

a8 59 d9 00 6b 08 00 45 00  @.\.

[900 40 8a 5c 91 F1 51
| 81 eb ac ac 10 14 76 ac 10

00
8018 00 54 03 7e 00 00 40

P
4) Change the VLAN ID of the WAN port to 200 and repeat steps 2 and 3. You can find that

phone A can ping phone E successfully, but cannot ping phones B, C, and D. By capturing

packets, you will find that the packets sent by phone A carry tag 200. Phone B can ping phone C
successfully, but cannot ping phones A, D, and E. By capturing packets, you will find that the
packets sent by phone B do not carry a VLAN tag.

sBaaan

7
B - ®ist- |+
X Tins — Destiaation Zratssh Lot Tas -
- 110.297349  172.15.20.119 172.18,20.186 o 102 Echo (ping) request 1d=0x8805, seq=0/0, ttl=64 (reply in 12) |
[T /(T v v o S o Tow TO7EChG (pTRE) TERTy— Ta-UREES, Se3-UY, TEI-oR (request Tn TIy ¢
11207818 72.16.20.119 172.16.20.1 o 102 Echo (ping) request id-8x8895, seq=1/256, ttl-64 (no response found!)
32 1.311806E 1A 72.16.20. 186 172.16.20.129 FIVIARMD = 200 BIEEHR6) £cho (ping) reply  id=0x8805, seq=1/256, ttl=64 (request in 31)
442208148 172.16.20.119 172.16.20.186 10 102 Echo (ping) request 1d-0x8805, seq=2/512, ttl=64 (reply in 45)
452.298629  172.16.20.186 172.16.20.119 o0 102 Echo (ping) reply  1d-0x8895, seq=2/512, ttl-64 (request in 44)
593.298525  172.16.26.119 172.16.20.186 bl 102 Echo (ping) request id-gxB895, seq-3/768, ttl-64 (reply in 60)
603.300425  172.16.20.186 172.16.20.119 o 102 Echo (ping) reply  id=0x8895, seq=3/768, ttl=64 (request in 59)
784.296919  172.16.20.119 172.16.20.186 o0 102 Echo (ping) request 1d=0x8805, seq=4/1024, tel=64 (no response found!)
79.4.300806  172.16.20.186 172.16.20.119 0 102 Echo (ping) reply  1d-0xBS805, seq-4/1024, tel-64 (request in 78)
1005.299284  172.16.20.119 172.16.20.186 b 102 Echo (ping) request id-gx8895, seq=5/1280, ttl-64 (reply in 101)
1015.300740  172.16.20.186 172.16.20.119 09 102 Echo (ping) reply  id=0x8895, seq=5/1280, ttl=64 (request in 100)
113605522 172.16.30.232 66.102.251.33 1o 54 £cho (ping) request 1d=0x0001, seq=1386/24071, tt1=255 (no response found!)
1405.893592  172.16.30.232 66.102.251.33 o 54 Echo (ping) request 1d-8xD001, seq-1387/24327, tt1-255 (no response found!)
1617.893417  172.16.30.232 66.102.251.33 o0 54 Echo (ping) request id-BxB0B1, seq-1888/24583, tt1-255 (no response found!) i

Frame 11: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface @
Ethernet II, Src: Dst:
T0Z.1Q Virtual TAN, PRIT U, UEI: ©, 10% 200
At - Priority: Best Effort (default) (9)
= DEI: Ineligible
. 1100 1000 = 1D: 200
Type: IPv4 (0x0800)

Tnternet Protocol Version 4, Src: 172.16,20.119, Dst: 172.16,20.186
Internet Control Message Protocol
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2

VLAN Configuration on Cisco Catalyst 2960 Switch

2.1 Default Values of Ethernet VLAN

Default values and value ranges of Ethernet VLAN

Parameter Default Value Range

VLAN ID 1 1 to 4094.
Note Extended-range VLANSs
(VLAN IDs 1006 to 4094) are not
saved in the VLAN database.

VLAN name VLANXxxX, where xxxx represents | No range

four numeric digits (including
leading zeros) equal to the VLAN

ID number.

IEEE 802.10 SAID

100001 (100000 plus the VLAN
ID)

110 4294967294

MTU size 1500 1500 to 18190
Translational bridgel |0 0 to 1005
Translational bridge2 |0 0 to 1005
VLAN state Active Active, suspend

2.2 Creating or Modifying an Ethernet VLAN

Each Ethernet VLAN in the VLAN database has a unique 4-digit ID that can be a number from 1
to 1001. VLAN IDs 1002 to 1005 are reserved for Token Ring and FDDI VLANS. To create a

normal-range VLAN to be added to the VLAN database, assign a number and name to the

VLAN.

Beginning in privileged EXEC mode, follow these steps to create or modify an Ethernet VLAN:

Command Purpose
Step 1 configure terminal Enter global configuration mode.
Step 2 vlan vlan-id Enter a VLAN ID. Enter a new VLAN ID to create
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Command

Purpose

a VLAN, or enter an existing VLAN ID to modify
that VLAN.

Note : The available VLAN ID range for this
command is 1 to 4094.

Step 3 name vlan-name (Optional) Enter a name for the VLAN. If no name
is entered for the VLAN, the default is to append
the vlan-id with leading zeros to the word VLAN.
For example, VLANOO0O4 is a default VLAN name
for VLAN 4.

Step 4 mtu mtu-size (Optional) Change the MTU size (or other VLAN
characteristic).

Step 5 remote-span (Optional) Configure the VLAN as the RSPAN
VLAN for a remote SPAN session.

Note: The switch must be running the LAN Base
image to use RSPAN.

Step 6 end Return to privileged EXEC mode.

Step 7 show vlan{name vlan-name | Verify your entries.

| id vlan-id}
Step 8 copy running-config startup | (Optional) Save the switch configuration.

config

2.3 Deleting a VLAN

You cannot delete the default VLANS for the different media types: Ethernet VLAN 1 and FDDI

or Token Ring VLANSs 1002 to 1005.

Note: When you delete a VLAN, any ports assigned to that VLAN become inactive. They remain

associated with the VLAN (and thus inactive) until you assign them to a new VLAN.

Beginning in privileged EXEC mode, follow these steps to delete a VLAN on the switch:

Command Purpose
Step 1 |configure terminal Enter global configuration mode.
Step 2 |no vlan vlan-id Remove the VLAN by entering the VLAN ID.
Step 3 |end Return to privileged EXEC mode.
Step 4 |show vlan brief Verify the VLAN removal.
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Step 5

copy running-config startup | (Optional) Save the switch configuration.

config

2.4 Assigning Static-Access Ports to a VLAN

Note: If you assign an interface to a VLAN that does not exist, a new VLAN is created.

Beginning in privileged EXEC mode, follow these steps to assign a port to a VLAN:

Command Purpose

Step 1 |configure terminal Enter global configuration mode.

Step 2 |interface interface-id Enter the interface to be added to
the VLAN.

Step 3 |switchport mode access Define the VLAN membership
mode for the port (Layer 2 access
port).

Step 4 |switchport access vlan vlan-id Assign the port to a VLAN. Valid
VLAN IDs are 1 to 4094.

Step5 |end Return to privileged EXEC mode.

Step 6 |show running-config interfaceinterface-id Verify the VLAN membership
mode of the interface.

Step 7 |copy running-config startup-config (Optional) Save the switch

configuration.

2.5 Configuring a Trunk Port

Beginning in privileged EXEC mode, follow these steps to configure a port as a trunk port:

Command Purpose

Step1 |configure terminal Enter global configuration mode.

Step 2 |interface interface-id Specify the port to be configured
for trunking, and enter interface
configuration mode.

Step 3 |switchport mode trunk Configure the interface as a Layer
2 trunk (required only if the
interface is a Layer 2 access port or
to specify the trunking mode).

Step 4  |switchport access vlanvlan-id (Optional) Specify the default
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Command

Purpose

VLAN, which is used if the

interface stops trunking.

Step5 [switchport trunk native vlan vlan-id Specify the native VLAN for IEEE
802.1Q trunks.

Step6 |end Return to privileged EXEC mode.

Step 7 |show interfacesinterface-id switchport Display  the switch port
configuration.

Step 8  [show interfacesinterface-id trunk Display the trunk configuration of
the interface.

Step9 |copy running-config startup-config (Optional) Save the switch

configuration.

To return an interface to its default configuration, use the default interface interface-id

command. To reset all trunking characteristics of a trunking interface to the defaults, use the no

switchport trunk command.

Configured allowed VLANS on the trunk port:

Beginning in privileged EXEC mode, follow these steps to modify the allowed list of a trunk:

Command Purpose

Step 1 |configure terminal Enter global
configuration mode.

Step 2 |interface interface-id Specify the port to be
configured, and enter
interface  configuration
mode.

Step 3 |switchport mode trunk Configure the interface
as a VLAN trunk port.

Step 4 |switchport trunk allowed | (Optional) Configure the

vlan {add |all | except [remove} vlan-list

list of VLANs allowed
on the trunk.

The vlan-list parameter is
either a single VLAN
number or a range of
VLANS described by two
VLAN numbers
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Command Purpose

separated by a hyphen.
The VLAN numbers
range from 1 to 4096.

All VLANs are allowed

by default.

Step 5 |end Return to  privileged
EXEC mode.

Step 6 |show interfacesinterface-idswitchport Verify your entries.

Step 7 |copy running-config startup-config (Optional)  Save the

switch configuration.

2.6 Configuring the Native VLAN for Untagged Traffic

A trunk port configured with IEEE 802.1Q tagging can receive both tagged and untagged traffic.
By default, the switch forwards untagged traffic in the native VLAN configured for the port. The
native VLAN is VLAN 1 by default.

Beginning in privileged EXEC mode, follow these steps to configure the native VLAN on an
IEEE 802.1Q trunk:

Command Purpose
Step1 |configure terminal Enter global configuration mode.
Step 2 |interface interface-id Define the interface that is

configured as the IEEE 802.1Q
trunk, and enter interface

configuration mode.

Step 3  |switchport trunk native vlan vian-id Configure the VLAN that is
sending and receiving untagged
traffic on the trunk port.

For vlan-id, the range is 1 to

4094.
Step4 |end Return to privileged EXEC mode.
Step 5 |show interfaces interface-id switchport Verify your entries.
Step 6  |copy running-config startup-config (Optional) Save the switch

configuration.
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To return to the default native VLAN, VLAN 1, use the no switchport trunk native vlan
interface configuration command.
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