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MexceTeBble aKpaHbl cnegytowero nokoneHusa Cisco
ASA cepun 5500 n ASA 5500-X ansa HebonbLwnx opurcos
n pununanos

MexceTeBble akpaHbl creaytoLiero nokonexns Cisco® ASA cepuin 5500 n ASA 5500-X — 310
COYEeTaHMe OTNIMYHO 3apeKkoMeHaoBaBLLEro cebsd BO BCEM MMPE ANHAMUYECKOTO MEXCETEBOIO
3KpaHa ¢ NosiHbIM HabopPOM MHTErPUPOBAHHBLIX HA BLICOKOM YPOBHE CEPBUCOB MEXCETEBOIO
3KpaHMpOBaHWs cnegytoLLero nokoneHus angd nioboro pasmepa cetn — Ha NPeanpUATUsIX
Maroro un cpegHero 6usHeca, pmsnyeckm pasmeLLeHHbIX Ha OAHOM WS HECKOTbKMX
06beKTax, Ha KPYMHbIX NPeAnpUATUSX, Y ONepaToOpOB CBA3M U B KPUTUYECKM BaXKHbIX LIEeHTpax
0bpaboTkm gaHHbIX. MexceTeBble akpaHbl criegytowlero nokoneHunsa Cisco ASA cepuii 5500 n
ASA 5500-X obecrneunBaoT MaclLUTabMpyemyto NpoOM3BOAMNTENBHOCTb U NPegoCTaBnAsaloT
byHKLMOHaNbHbIE BO3MOXHOCTU C UCKMIOYMTENBHON MMOKOCTBIO CEPBMCOB, MOAYIbHON
MacLTabnpyemMocTblo, paclumpeHmemM (pyHKUUn n 6onee HU3KUMK 3aTtpataMn Ha
pa3BepTbiBaHME M SKCNNyaTaLumio.

KomnaHuam manoro 6usHeca TpebyeTca Takoe pelueHne, KoTopoe, yAoBNeTBopsAs NX NOTPEOGHOCTAM C TOYKM
3peHns NPoM3BOANTENBHOCTM 1 3aTpaT, NO3BONMT obecneynTb 6e30MacHOCTbL KOPNOPaTUBHOMO YPOBHS.
MexceTeBble akpaHbl cnegytoLero nokoneHusi Cisco ASA cepun 5500 n ASA 5500-X 6binm pa3paboTtaHbl ©
y4eToM 3TnX TpeboBaHuiA. MpeanaraeTcs WMPOKMIA Anana3oH Modenen pa3nMyHoro pasmepa u
Npon3BOANTENBHOCTU, CPeau KOTOPbIX MOXHO BblOpaTh TO, YTO NMOAXOAUT AN Ballel opraHM3aummn ¢ y4eTomM
HeobXoaAMMbIX CETEBBIX XapaKTEPUCTUK, BlomkeTa u pacTywmx TpeboBaHuin no obecneyeHuto 6esonacHocTu. Mpu
3TOM BCE MOAENM NO3BONAT rapaHTMpPOBaTh TakoM Xe YPOBEHb 3aLLMTbl, KOTOPbLIN peann3oBaH B ceTax paaa
KpYNHeNLwmnX npeanpusatuin Mupa, yaenswoLmx 6esonacHoctn ocoboe BHMMaHue. OHu Takke obecneunsaoT
Npo3payHOCTb U PYHKLUMM KOHTPOISA, Heobxoaumblie Anst TOoro, YTo6bl NOML30BaTECA NPEMMYLLLECTBAMMW HOBbIX
NPUIOXEHUIA 1 YCTPONCTB, HE MOCTYNasiCb Npu 3ToM 6€30NacHOCTbIO.

Bo3MOXXHOCTM 1 NpenmyLLecTBa

MexceTeBble akpaHbl criegytowtero nokoneHnst Cisco ASA cepuii 5500 n ASA 5500-X gns HeGonbLunx oprcoB u
(i)vmmanos 3awmnaloT BaXXHble aKTUBbI 6naro,qap;| TOMY, YTO B HUX peasin3oBaHbl:

* YHUKarnbHble CEPBUCHI MEeXCeTEBbIX 3KPpaHOB CrieayroLllero nokosieHns, KotTopble obecneumnBatoT
NpPO3pavyHOCTb M AETanNbHbIA KOHTPOSb, HeobxoanMble BawlemMy npeanpuaTuio anga 6e3onacHoro
NCNonb3oBaHNA NpenmMyLecTB, JaBaeMblX HOBbIMU NPUIOXKEHNUAMU U yCTpOVICTBaMI/Il;

*  MPO3pPaYyHOCTb M KOHTPOSb NpunoxeHuii (AVC) ans ynpasneHusi ocobbiM NoBeAeHWEM B paMKax
paspeLLleHHbIX MUKPOMPUIIOXKEHWIA;

* OCHOBHble yHKUUK NHTepHeT-6e3onacHocTn (WSE) ans orpaHndeHns ncnons3osaHusa NHTepHeTa n
VHTEpHET-NpMNoXeHNn Ha OCHOBE AaHHbIX O penyTauumn canTa;

* BCECTOPOHHSS W rnybokas 3awwmTa ceTn Gnarogapsi BCTPOEHHbIM CEPBUCAM MEXCETEBOIO 3KpaHa HOBOIO
NMOKONEHNs1 Ha OCHOBE 0BMaYHbIX TEXHOMOMMI 1 NporpaMmmHoro obecneyeHmns, OyHKLMOHMPOBAHNE KOTOPbIX
nopaepxueaet cuctema Cisco Security Intelligence Operations (SIO);

*  BbICOKO3(hpeKTUBHasA cuctema npegoTepalleHns BTopxxeHuni (IPS) ¢ TexHonorner rnobansHom
koppensauum Cisco;

* BblcokonpoussoauTenbHble ceT VPN 1 NOCTOAHHO (PYHKLMOHMPYIOLWNIA YAANEHHbIN AOCTYN;

*  BO3MOXHOCTb GbICTPOro 1 NPOCTOro BBOAA AOMOSTHUTENBbHBLIX CEPBUCOB 6€30MacHOCTN B COOTBETCTBUM C
MeHsLWwuMmcsa notpebHocTammu GusHeca.

* Mo BOMpPOCaM M AOCTYMHOCTM oGpallaliTec K CBOeMy TOProBOMY MpeAcTaBUTENIO.
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Cisco ASA 5512-X n 5515-X

Cisco ASA cepun 5512-X 1 5515-X — 3170 MexceTeBble 3KpaHbl CreayroLLero nokoneHus, KOTopble CoYeTaloT B
cebe BO3MOXHOCTN Hanbornee LWMPOKO UCMONb3yeMbIX B OTPACIN MEXCETEBbLIX 3KPaHOB C OTCIeXBaHUEM
COCTOSIHWI W NOMHbIA Habop CepBUCOB CeTeBOW Ge30MacHOCTU CreaytoLLero NoKONEeHNs, YTO NO3BONAeT
obecneynTb KOMMNEKCHYHO 3aLLUMTY BbICOYAWLLETO YPOBHS. OTU MEXCeTeBble 3KPaHbl MPeAOCTaBNAT HECKOSbKO
cepBucoB 6e30NacHOCTN, MMEIOT pe3epBHble BIOKM NMTaHWsA 1 0becneynBaloT CornacoBaHHyo 3alnTy B
macLutabe Bcel opraHmnsauum. Hapsagy ¢ LUMPOKMMY BO3MOXHOCTAMMW MEXCETEBbLIX 3KPaHOB C OTCMEXMBaHWEM
cocTosiHui, yctpornctea ASA 5512-X n 5515-X obecneymBatoT BCECTOPOHHIO U rMyBOoKyHo 3alunTy ceTu
6narogaps BCTPOEHHbIM cepBrcaM 6e30nacHOCTM Ha OCHOBE 06/1a4HbIX TEXHOMOMMI N NPOrpamMmMHOro
obecneyveHuns, BKMNYas NPo3pavyHOCTb U KOHTporb npunoxexnun (AVC), Web Security Essentials (WSE), Cisco
Cloud Web Security (CWS) n eanHcTBeHHYI0 cucTemMy NnpeaoTBpaLleHns BTOPXEHUA ¢ y4eToM koHTekcTa (IPS);
npun 3ToM He TpebyeTca ycTaHOBKa AONOMHUTENbHBIX annapaTHbIX MOAYIEN.

MexceTeBble akpaHbl cnegytoLero nokoneHnss ASA 5512-X n ASA 5515-X asnatotca yacteto cepumn ASA 5500-X,
KOTOpasi OCHOBaHa Ha TaKoW e NPOBEPEHHOM NnaTdopMe 6e30MacHOCTH, YTO U OCTalbHble MeXCeTeBble 3KpaHbI
cemewictBa ASA, ANs KOTOPOro XxapakTepHa yHUKanbHas Npo3payHOCTb Y KOHTPOIb NPUMOXEHUA Hapaay C
BEMMKONENMHON NPOU3BOAUTENBHOCTLIO N 3KCMyaTaLuMoHHON adhdpekTnBHOCTLIO. YeTponctea ASA 5512-X n 5515-
X npegHasHaveHbl Ansi YAOBNETBOPEHMS pacTyLLmx noTpebHocTeln B obecnedeHmn 6e30nacHOCTH, B YAaCTHOCTY,
Onarogapsi NnpeaocTaBneHo MHHOBALIMOHHBIX CEPBMCOB MEXCETEBOIO 3KpaHa CrieayHLLero nokoneHus, KoTopble
MO3BONAT NCMONb30BaTb NPENMMYLLIECTBA HOBbIX MPUINOXEHWI N YCTPONCTB, HEe NOCcTynasick 6esonacHocTbio. B
OTNNYMNE OT APYINX MEXCETEBBIX 3KpaHOB crnepytoLero nokonenusi, Cisco ASA cepun 5500-X nget B Hory ¢
pacTywumm notpebHocTamMu BusHeca, Npeanarasi KOMMNEKCHbIE MHTENMEKTyarnbHble CETEBbLIE PECYPCHI,
OCHOBaHHbIE Ha CoYeTaHuy NPo3pavyHOCTK Tpadmka, Ha4YMHas C NOKaNbHOTO YPOBHS, U AeTanM3npoBaHHbIX
rnoGanbHbIX UHTENNEKTyanbHbIX CETEBbLIX PECYPCOB C UCMONb30BaHNEM:

«  TexHonoruu Cisco TrustSec®;

«  Mo6unbHoro pelenus Cisco AnyConnect® Secure Mobility Solution 4nsi NofyYeHUs! YHUKAmbHBIX 4aHHbLIX O
MOOUMbHbIX KNMNEHTAaX;

« cuctembl Cisco Security Intelligence Operation (SIO), npegHasHa4YeHHOW AN Nony4eHns nHpopmawmm o6
yrposax npakTU4eckn B pexrmMe peanbHOro BpeMEeHU 1 ynpexaatoLlei 3alinThl;

* CEepBMCOB MEXCETEBOro 3kpaHa crneaytouero nokonexHusa Cisco ASA.

MoppepxmBasi NponyckHy cnocobHOCTb MexceTeBoro akpaHa o 1,2 Méut/c, 250 000 ogHOBPEMEHHbIX
nogkntoyeHuit, 15 000 noaknoYeHun B cekyHay 1 6 nHTerpupoBaHHbIx MHTepdencoB 10/100/1000 Fast Ethernet,
yctponctBa ASA 5512-X 1 5515-X 9Bn10TCA OTAMYHBIM BbIGOPOM ANA KOMMNaHUN, KOTopbiM TpebyeTcs
BbICOKOMPON3BOAUTENBHOE, SKOHOMUYECKN BbIrO4HOE peLleHne 6e30nacHOCTY C YHMUKANbHOW NPO3PayHOCTbLIO U
YNPaBNAEMOCTbIO MPUITOXKEHWIN, KOTOPOE MOXET PacLUUPSATLCA MO Mepe pa3BuMTUS OM3Hec-NoTpebHOCTEN.

Cisco ASA 5505

Cisco ASA 5505 sBnsieTcst NONHOMYHKLMOHaNbHLIM YCTPONCTBOM 6e30nacHOCTV Ans HeGonbLUNX NPeAnpPUsTUN,
dunnanos n paboyer cpeabl yaaneHHbIX CoTpyaHuKoB. B mogyneHom yctpownctee Cisco ASA 5505 tuna plug-
and-play peanv3oBaHbl BbICOKONPOU3BOAMTENbHBIE CEPBUCHI MEXCETEBOIO 3KpaHa, PYHKLMOHANbHOCTL SSL n
IPsec VPN, a Takke pasnunyHble ceTeBble cepBuChl. IHTerpupoBaHHbIn rpacdudeckmun meremxep Cisco Adaptive
Security Device Manager (ASDM) no3BonsieT ObICTPO pa3BepHyTb M NErko ynpaesnaTb ycTponcTeom Cisco ASA
5505, 4To cokpallaeT aKcnnyaTauMoHHble 3aTpatbl komnaHui. B Cisco ASA 5505 peannsoBaH rubkuin 8-nopToBhkIi
kommyTaTop 10/100 Fast Ethernet ¢ guHaMum4eckorn rpynnMpoBKO NOPTOB AN CO34aHUs 40 Tpex OTAeNbHbIX
ceteit VLAN, nepegatomnx Tpaduk gomallHmx, paboumnx cetei, a Takke MIHTepHeT-Tpaduk. B atom cniyyae
noBbILaeTcs apHEKTUBHOCTb CermMeHTaumumn cetn n ee 6esonacHocTb. B Cisco ASA 5505 umeeTcs aBa nopta
Power over Ethernet (PoE), uto ynpowaeT pa3sepTbiBaHue IP-TenedgoHoB CisCo ¢ HageXXHbIMY BO3MOXHOCTSMU
VoIP (6e3 yyacTusi onepaTtopa), a Takke pa3BepTbiBaHWE BHELLHMX TOYeK 6eCnpoBOAHOrO A0CTyna Ans
pacLUIMpeHns MOBUIbHBIX BO3MOXHOCTEN ceTh. 3a cyeT YCTaHOBKW MraThl CEPBMUCOB afanTUBHON NPOBEPKU U
npegotBpaLleHus atak (AIP SSC) ctaHOBUTCHA AOCTYMHbIM BbICOKO3(EKTUBHbLIN CEPBUC NpeaoTBpaLLeHus
BTOPXXEHWI U HeWTpanu3aumm Yyepen. Mpu HeobxoaumocTn Ao6aBneHNs JONONMHUTENbHBLIX CEPBMCOB MOXHO
BOCMONb30BaTbCA HECKOMNbKUMU noptamu USB.
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Mo mepe pa3snTna GrU3Heca KIMMEHTbI MOTYT YCTAaHOBUTbL NMMLIEH3MI0 Ha 0BHoBMNeHWe Security Plus, 4To no3sonuT
Cisco ASA 5505 nogaepxuBaTtb 6onee BbICOKYH NPOMYCKHY cnocobHocTb 1 Ao 25 nonb3osaTtenen IPsec VPN,
obecneyrBaTb NOMHYO NOAAEPKKY AEMUNUTAPU30OBAHHOW 30HbI M MHTErPaLMIo C KOMMYTUPYEMOWN CeTEBOW Cpeaown
¢ nomouypbto TyHHenmposaHusa VLAN. Kpome Toro, aTa nuueHsns Ha 06HOBNeHne BbIBOAUT HEMPEPBLIBHOCTb
BusHeca Ha MakCcUMarnbHO BbICOKWUIA YPOBEHb 3a CHET NOAAEPKKN pe3epBHbIX NOAKMIoYeHun ISP 1 peanusaunm
CEepBMCOB BbICOKOWN AOCTYMHOCTU, paboTaloLmX B peXmMMax «akTuBHbIA/pe3epBHbINy 6e3 oTcnexmsaHus
COCTOSIHUS.

KomnaHumn moryT Takke pacwmputb cepauc VPN mexceTeBoro akpaHa Cisco ASA 5505 3a cyeT KNMMEHTCKOro u
HeknueHTckoro yaaneHHoro goctyna VPN Cisco AnyConnect™ c Lenbio NnoaaepXku pasnuyHbiX MOBUMbHBLIX
COTPYAHUKOB 1 BU3Hec-napTHEPOB. YCcTaHoBKa nuueHanm Essential unu Premium AnyConnect VPN
npegycmatpuBaeT MacliTabvMpoBaHue Npy pa3BepTbiBaHUW PELLEHUS AN OpraHn3aunmy 3amweHHoro
yaaneHHoro goctyna Cisco, 4To no3sonseTt obcnyxunsaTtb A0 25 0QHOBPEMEHHO NOAKIIOYEHHbIX NoMnb3oBaTenemn
AnyConnect n (unu) HeknueHTckux ceccut VPN Ha kaxaom yctpoinctee Cisco ASA 5505.

Takoe coveTaHue BeayLnx B oTpacnu cepsucos 6esonacHocTn 1 VPN-CepBUCOB, pacLLUMPEHHBIX CETEBbIX
YHKUNA, MMBKNX BO3MOXXHOCTEW YAaneHHOro ynpasneHns 1 NocneayoLero paclimpeHns genaeT yCTponcTBo
Cisco ASA 5505 ngeanbHbiM BbIGOPOM A8 KOMNaHWIA, KOTOPbIM TpebyeTcs ny4llee B CBOEM Kracce peLueHve no
obecneyeHunto 6e3onacHOCTM ANa NPeAnpUsTAN Manoro usHeca, MUNUANoB UKW yaaneHHbIX COTPYAHUKOB.

Cisco ASA 5510

Cisco ASA 5510 npegocTaBnsieT pacluMpeHHble cepBuCcbl 6€30NacHOCTU 1 Apyrue ceTeBble CEPBUCHI,
peanu3oBaHHble B BUAE NPOCTOro B pa3BepTbiBaHUM M AOCTYMHOMO MO LIEHe MEXCETEBOro akpaHa. bnarogaps
BCTPOEHHOMY npurnoxeHuto Cisco ASDM aTrmu cepBucamm MoXHO 6e3 Tpyaa ynpasnsaTb U BbINOMHATL UX
MOHMWTOPUHT, COKpaLlasi TeM cambiM 06LLMe 3aTpaThl HA pa3BepTbiBaHME W AKCMIyaTaLuto, CBA3aHHbIE C
obecneveHneM Takoro BbLICOKOro ypoBHs 6esonacHocTtu. Yctponctso Cisco ASA 5510 npegocrasnseT
BbICOKOMPON3BOAUTENBHbBIE CEPBUCHI MEXCETEBOro 3KkpaHa 1 VPN-cepBUChI, a Takke NsATb MHTErpUPOBaHHbIX
nHTepdencor 10/100 Fast Ethernet. 3a cyeT ycTaHOBKM MOAYNsA aAanTUBHOW NPOBEPKN U NPeaoTBpaLLEHMS aTak
(AIP SSM) ycTpoWCTBO AOMONHUTENBHO NPeaoCTaBnseT BblICOKOI(MEKTUBHBIE CEPBUCHI NPefoTBPaLLEHNS
BTOPXEHWIN N HEWTpanu3aumm Yepeen, a Moayrnb obecneveHns 6e30nacHOCTN KOHTEHTa M yNpaBneHus ycrnyramu
6e3onacHocTn (CSC SSM) nogaepXxunBaeT KOMMNIEKCHbIE CEPBUCHI 3aLLMUTbl OT BPEAOHOCHbBIX NPOrpamMM.
Mpepnaras yHukanbHoe coyeTaHne CepBNCOB Ha eanHou nnaTtgopme, Cisco ASA 5510 ngeaneHo noaxoaut Ans
KOMMaHWI, KOTOPbIM HEOBXOAMMO 3KOHOMMYHOE, MaclUTabrpyemoe yCcTporcTBO GesonacHoCTH,
npegycmatpuBatoLLee 3amnTy 4EMUNUTAPU30BaHHOW 30HbI.

Mo mepe pa3BuTusa GusHeca KNMEHTbI MOTYT YCTaHOBUTL NULEH3no Security Plus, 4Tobbl TeM cambiM OOHOBUTL
OBa nHTepgenca yctporctea Cisco ASA 5510 go Gigabit Ethernet n cosgaTe ycnosus ans uHTerpauum B
KOMMYTUPYEMOW ceTeBOV cpeae ¢ nomoLlbio nogaepxkm VLAN. JlnueHsns Ha 0GHOBNEHWE BbIBOOUT
HernpepbIBHOCTb G13HECa HA MakCMMarbHO BbICOKUI YPOBEHb 3a CYET peanuaaumm CEPBUCOB BbICOKOM
OOCTYNHOCTU, paboTaloLmX B peXNMax «akTUBHBIN/aKTUBHBINY U «aKTUBHBIA/pe3epBHbINy». Mcnonb3ys
[ONONHUTENbHbIE BO3MOXHOCTHM y4eTa koHTekcTa B Cisco ASA 5510, opraHusaumm MoryT pa3sepTbiBaTh B
PU3N4EeCKOM YCTPOMCTBE A0 NATU BUPTYanbHbIX MEXCETEBbIX 3KPAHOB, NOAAEPXKMBAIOLLMX CETMEHTUPOBAHHOE
ynpasneHue nonutukamu 6e3onacHoOCT Ha ypoBHE noApasfeneHuin. TexHonorns BupTyanu3auum nosbiuaeT
cTeneHb 6e30MacHOCTU 1 cokpallaeT obLme pacxoabl Ha ynpaBneHne u noaaepxky npyu ogHOBPEMEHHOMN
KOHCONMAALMM HECKONMbKMX YCTPOMCTB 3aLUUThl B O4MH KOMIIIEKC.

KomnaHumn moryT pacwumputb dyHKUMOHanbHOCTb SSL n IPsec VPN, ecrnin He06X0AMMO yBENNUYNTL KONMYECTBO
NoAAepKMBaeMbIX MOBMMbHBLIX COTPYAHMKOB, yAaneHHbIX 00bEKTOB 1 B3Hec-napTHEPOB. YCTaHOBKA NMMLEH3NN
Essential unu Premium AnyConnect VPN npegycmatpusaeT nogaepxky Ao 250 TyHHenen AnyConnect n (unwm)
HeknuneHTckux TyHHenen VPN Ha kaxagom yctporictee Cisco ASA 5510 n go 250 tyHHenewn IPsec VPN Ha 6a3oBoi
nnatdopme.

MowHocTb 1 yctonumsocTb VPN MOXHO MOBLICUTL 3@ CHET NPENMYLLECTB UHTErPUPOBAHHOW KnacTepusaummn n
pacnpeaenenus Harpy3kn VPN B mexceTeBbIx akpaHax Cisco ASA 5510 (npu Hannuum nuueH3un Security Plus).
Cisco ASA 5510 nopgoepxmBaeT Ao 10 mexceTeBbIX 3KPaHOB B Kractepe, npeanaras makcumym 2500 AnyConnect
n (nnn) HeknueHTckux ceccuin VPN nnn 2500 ceccun IPsec VPN Ha knactep. B uensx obecneyeHns
HenpepbIBHOCTY Bu3Heca v NnaHnpoBaHns aesTenbHocTH Ans yctponctea Cisco ASA 5510 MOXHO ncnonb3oBatb
nuueHsun Cisco VPN Flex, koTopble No3BONAT agMuHUCTpaTopam nnaHMpoBaTth unu pabortatb ¢
KpaTKOBPEMEHHbIMUN «BCMeckamm» Konuyectsa OAHOBPEMEHHO NOAKMIOYEHHbIX yAaneHHbIX Nofnb3oBaTenemn
Premium VPN B TeyeHve BpeMeHn ANUTENbHOCTbIO A0 ABYX MecCsLeB.
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B Tabnuue 1 npuBeaeHbl CpaBHUTENbBHbLIE XapaKTEPUCTUKN MEXCETEBBIX 3KPaHOB creaytoLero nokonexunst Cisco
ASA cepuin 5500 1 5500-X ansa HebonbLnx oduncos 1 ounuanos.

Tabnuua 1. MexceTteBble akpaHbl criegytowero nokoneHns Cisco ASA cepuin 5500 n 5500-X gnsa HeGonbLumx

odncoB 1 punuanos

XapakTepucTuka

Cisco ASA 5
SEIYAIE

Cisco ASA 55
SEIYAE

Cisco ASA 5512-X;
SEEIYATE

Cisco ASA 5515-X

—

MponyckHas cnocoGHOCTbL Npu o 150 M6wuTt/c [o 300 M6wuTt/c 1 éutl/c 1.2 Féut/c
AVHaMUYECKOW NpoBepke nakeToB

(makc. 1)

MponyckHass cnoco6HOCTbL Npu - - 500 M6ut/c 600 M6uT/c

AWHaMUYeCcKoN NpoBepKe NaKeToB
(MHOTONPOTOKOMLHBI PEXUM 2)

MponyckHasa cnoco6HocTL®

Oo 75 M6ut/c ¢ AlP-
SSC-5

Oo 150 M6ut/c gna AlP-
SSM-10; go 300 Méut/c
ansa AIP-SSM-20

250 M6wuT/c (pononHu-
TenbHoe obGopyaoBaHmne
He TpebyeTcs)

400 M6uTt/c (nononHu-
TenbHoe 06opyao-
BaHue He TpebyeTcs)

MponyckHas cnocoBHOCTb - - 200 MéuTt/c 350 M6uT/c
YCTPOMCTB creayoLero
nokoneHus
(MHOronNpPOTOKONLHbIN PEXUM)
MponyckHaa cnoco6HocTb VPN ¢ o 100 M6ut/c o 170 M6ut/c 200 MoéuTt/c 250 Méut/c
wudppoeaHvem 3DES/AES®
Monb3oBaTtenu/y3nbl HeorpaHunyeHHo HeorpaHunyeHHo HeorpaHunyeHHo HeorpaHnueHHo
Kon-Bo TyHHenen IPsec VPN 25* 250 250 250
Monb3osatenu Cisco Cloud Web 25 75 100 250
Security
Kon-Bo TyHHenen Premium 2/25 2/250 2/250 2/250
AnyConnect VPN (BknioveHHble B
cocTaB/Makc. Kon-Bo)
KonuyecTtBO 0AHOBpPEMEHHbIX 10,000; 25,000* 50,000; 130,000* 100,000 250,000
NOAKNIOYeHUN
KonuyecTtBO HOBbIX 4000 9000 10,000 15,000
NOAKIIOYEHU B CEKYHAY
BupTyanbHble nHTepdenceol 3 (TPaHKWHr 50; 100 50; 100 100
(VLAN) oTkntoYeH) / 20
(TPaHKWH BKIIOYeH)*
KoHTekcThbl 6e3onacHoCcTU HepoctynHo 0,0; 2,5 0,0; 2,5 2,5
(BknoYeHHble B cocTaB/MaKc.
Kon-Bo)6
Bblcokas 4OCTYNHOCTb He He noppepxwviBaetcs; He noapepxvBaetcs; Pexumbl «aKTUBHbIN/
nopaepxveaetcs* PEXUMbI «aKTUBHbIA/ PEXUMbI «aKTUBHbIN/ aKTUBHbIA» U

aKTUBHbIAY» W «aKTUBHbIW/ aKTUBHbIA» U «aKTUBHbIW/ «aKTUBHbIN/

pe3epBHbIN»** pe3epBHbIA»** pe3epBHbIii»
CnoTt paclumpenus 1SSsC 1SSM 1 uHTepdpericHaa nnata 1 uHTepdenicHas

nnara

CnoT gocTynHow ans - 1 Het Het
nonb3oBaTtens ¢Gpnaw-namMaTm
MopTkl USB 2.0 3 (1 Ha nepeaHen 2 2 2

naHenu, 2 Ha 3agHewn
naHenwu)

WHTerpMpoBaHHbIi BBOA-BbLIBOA,

8 nopToB Fast
Ethernet ¢ 2 noptamun
PoE

5 noptoB Fast Ethernet/2
nopta GE (MeaHbI
kabenb), 3 nopta Fast
Ethernet

6 noptoB GE (MeaHbI
kabenb)

6 noptoB GE (MeaHbIn
kabenb)

MopTbl pacwmpeHus Beoaa-
BbiBOAA

4 nopta GE (MeaHbIn
kabenb) nnm

6 noptoB GE (MeaHbI
kabenb) nnu

6 noptoB GE (MeaHbIn
kabenb) nnn

* MakcumanbHast nponyckHasi cnocobHOCTb, M3MepeHHas ans Tpaduka UDP B naeanbHbIX YCNOBUSX.

2 MynbTunpoToKonbHbIN pexum = npodune Tpaduka, COCTOSALLMI, B OCHOBHOM, U3 NPOTOKONOB/NpUoxeHuii Ha 6ase TCP, Hanpumep HTTP,
SMTP, FTP, IMAPv4, BitTorrent n DNS.

% [Ins Tpachrka MEXCETEBOro 3KpaHa, KOTOPLI He MPOXOANT Yepes cepBic IPS, NponyckHas CNOCOGHOCTL MOXET BbiTh BbILLE.

4 MponyckHasa cnocobHocTb Gbina namepeHa ¢ nomoLbto MO ASA CX Bepcun 9.1.1 ¢ MHOrONPOTOKOMbHBLIM Npodunem Tpaduka npu

ncnonb3oBaHumn kak AVC, tak u WSE. Kpome Toro, ocyLectBnsinacb perucrpaums Tpaduka.

5 MponyckHasa cnocobHocTb VPN 1 Konny4ecTBO CeaHCoB 3aBUCAT OT KoHdUrypauum yctporctBa ASA u cTpykTypbl Tpaduka VPN. OTu anemeHThbl
cnepyeT NPUHSATL BO BHUMaHWe Npu NNaHNpoBaHUM NPOMYCKHOW cnocobHOCTU.
OTaenbHO nuueH3npyemas yHkums. BknovaeT aBe nuueHsnm SSL B 6a30BOM KOMMNNeKTauum.
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XapakTtepucTuka

Cisco ASA 5505;

Cisco ASA 5510;

Cisco ASA 5512-X;

Cisco ASA 5515-X

Security Plus

Security Plus
4 nopta GE SFP

Security Plus
6 noptoB GE SFP

6 noptoB GE SFP

MocnepoBaTenbHbIe nopTbl

1 RJ-45, KOHCOSbHbIV

2 RJ-45, KOHCONbHbIV U
BCMOMOraTeslbHbIii

1 RJ-45, KOHCONbHbIN

1 RJ-45, KOHCOSbHbIN

SSD-HakonuTenb

1 cnort, 120 '6 MLC SED

1 cnot, 120 6 MLC
SED

NamaTtb 512 M6 116 4T6 816

MuHUManbHbIN 06bEeM 128 M6 256 M6 4T6 816

cucTeMHOW pNaL-NamMATH

CucTeMHas LUMHa MHorowwnHHas MHorowunHHas MHorowmHHas MHorowuHHas
apxuTekTypa apxuTekTypa apxuTekTypa apxuTekTypa

XapaKkTepuCTUKMN OKpyXatoLiei cpefbl BO Bpemsi paboThbl

Temnepatypa OT0p040°C OT0p040°C OT-50040°C OT-570040°C

OTHOcUuTenbHas BnaxHoctb | OT5 go 95 % (6e3 Ot 5 no 95 % (6e3 Ot 10 go 90 % (6e3 Ot 10 #o 90 % (6e3
KOHZEeHcauum) KOHZEeHcauum) KOHAEeHcauum) KOHAEeHcauum)

BbicoTa Hapg, ypoBHEM Mopsi

Paspa6oTaHo n
NpOTECTMPOBaHO Ans
BbicoTbl 0T 0 Ao 3 000 m;
opo6peHo ans 2 000 m

Paspa6oTaHo n
NpoTECTMPOBaHO Ans
BbicoTbl 0T 0 Ao 3 000 m;
opo6peHo ans 2 000 m

Paspa6oTaHo n
NpOTECTMPOBaHO ANs
BblcoTbl 0T 0 #0 4 570 M

PaspaboTtaHo n
NpOTECTMPOBaHO Ans
BblcoTbl 0T 0 g0 4 570 M

YpapHoe Bo3aencTBue

1,14 m/c (nonycuHy-
couaa Ha Bxofe)

1,14 m/c (nonycuHy-
couaa Ha Bxofe)

70 G, 4,22 mlc

70 G, 4,22 m/c

Bubpauus

0,41 Grms2 (ot 3 go 500
'), cnyvanHbIn curHan
Ha BXoae

0,41 Grms2 (ot 3 go 500
'), cnyvanHbIn curHan
Ha BXoae

0,41 Grms2 (ot 3 go 500
'y), cnyyawHbIn curHan
Ha Bxofe

0,41 Grms2 (ot 3 go 500
'u), cnyyaiHbIn curHan
Ha Bxoge

AKyCTUYECKUIA LIYM

60 oBA makc.

60 nBA makc.

64,2 nbA makc.

64,2 nbA makc.

XapaKkTepuCTMKM OKpyXatoLuen cpeabl B Hepaboyem COCTOSIHUM

TemnepaTypa

OT-25 no 70°C

Ot -25 no 70°C

Ot -25 po 70°C

Ot -25 po 70°C

OTHOCUTENbHasi BNaXHOCTb

Ot 5 no 95 % (6e3
KOHZEeHcauum)

Ot 5 no 95 % (6e3
KOHZEeHcauum)

Ot 10 po 90 % (6e3
KOHAEeHcauum)

OT1 10 #o 90 % (6e3
KOHAEeHcauum)

BbicoTa Hag ypoBHeM Mops

OT0pm04570m

OT0m04570m

PaspaboTaHo n
NpOTECTMPOBaHO ANs
BblcoTbl 0T 0 f0 4 570 M

PaspaboTaHo n
NpOTECTMPOBaHO Ans
BblcoTbl 0T 0 g0 4 570 M

YpapHoe Bo3aencTBue

30G

30G

70 G, 4,22 mlc

70 G, 4,22 m/c

Bu6pauus 0,41 Grms2 (ot 3 go 500 0,41 Grms2 (ot 3 go 500 1,12 Grms2 (ot 3 go 500 1,12 Grms2 (o1 3 go 500
'), cnyvanHbIn curHan '), cnyvanHbIn curHan 'y), cnyyaiHbIn curHan 'u), cnyyaiHbIn curHan
Ha BXofe Ha BXofe Ha Bxofe Ha Bxofe
SnekTponutaHue

BxoaHble paHHble (AnA UcTou

HUKa NUTaHWA)

[Onana3oH HanpsXeHun B
ceTn nepeMeHHOro Toka

Ot 100 oo 240 B,
nepeMeHHbI ToK

Ot 100 oo 240 B,
nepeMeHHbI ToK

Ot 100 go 240 B,
nepemMeHHbI TOK

Ot 100 go 240 B,
nepemMeHHbIi TOK

CTtaHaapTHOe ceTeBOe

Ot 100 no 240 B,

Ot 100 no 240 B,

Ot 100 go 240 B,

Ot 100 no 240 B,

HanpsixeHue nepemMeHHbIN ToK nepeMeHHbI ToK nepemMeHHbI TOK nepeMeHHbI TOK
MepeMeHHbIN TOK 1,8 A 3A 4,85 A 4,85A

YacToTa nepeMeHHOro Toka 50/60 'y 47/63 'y, 50/60 Ny 50/60 'y
CABOEHHbIe 6J10KU NUTaHUA Het Het Het Het

HanpsikeHue B ceTn
MNOCTOSIHHOTO TOKa BHYTpU
CTpaHbl

Cwm. PykoBoacTBo no
ycraHoBke o6opyoBaHus
cepun ASA 5500

Cwm. PykoBoacTBo no
ycraHoBke o6opyoBaHus
cepun ASA 5500

Ot -40,5 no -56 B
MOCTOSIHHOTO TOKa

(HOMMHanNbHOE 3HaYeHwue:

-48 B nocTOsIHHOrO TOKa)

O7 -40,5 no -56 B nocto-
AAHHOTO TOKa (HOMMWHamb-
Hoe 3HayeHue: -48 B
NOCTOSIHHOIO TOKa)

Me)KnyHapo.qH oe ceTeBOe
HanpshkeHue NoCTOsIHHOro
TOKa

Cwm. PykoBoacTBo no
ycTaHoBke 060pyaoBaHus
cepun ASA 5500

Cwm. PykoBoacTBo no
ycTaHoBke 060pyaoBaHus
cepumn ASA 5500

OT-55p00-72B
MOCTOSIHHOTO TOKa

(HOMWHanbHOE 3HaYeHwue:

-60 B nocTosiHHOro Toka)

OT1-5500-72B
NMOCTOSIHHOTO TOKa
(HoMMHanbHoe
3HayeHue: -60 B
NOCTOSIHHOIO TOKa)

MoCTOAHHbIN TOK

Cwm. PykoBoacTBo no
ycTaHoBke 060pyaoBaHus
cepun ASA 5500

Cwm. PykoBoacTBo no
ycTaHoBke 060pyaoBaHus
cepun ASA 5500

15 A (Makc. 3Ha4YeHve Ha
BXxoge)

15 A (Makc. 3Ha4YeHve Ha
BXxoge)

BbixoaHble gaHHble

B cTraumMoHapHOM pexume 20 Bt 150 BT 51 BTt 65 Bt
Makc. nMKkoBasi MOLHOCTb 96 BT 190 BT 56 BT 70 BT
Makc. TennoBas MOLHOCTb 72 BTE/uac 648 BTE/uac 192 BTE/vac 239 BTE/uac

®opm-dakTop

Pa6ouwnii cton

1 RU, ons MoHTaxa B
cTomnky 19"

1 RU, onsa MmoHTaxa B
cTouiky 19"

1 RU, onsa mMoHTaxa B
cTonky 19"

Fa6aputbl (B x W x IN)

4,45 x 20,04 x 17,45 cm

4,45 x 20,04 x 36,20 cm

4,24 x 42,9 x 39,5 cm

4,24 x 42,9 x 39,5 cm
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XapakTepucTuka

Cisco ASA 5505;

Cisco ASA 5510;

Cisco ASA 5512-X;

Cisco ASA 5515-X

Bec (c 6nokom nuTaHus
nepemMeHHOro Toka)

Security Plus
1,8 kr

Security Plus
9,07 kr

SEIYAIVE]
6,07 kr

6,07 kr

coBmecTUMOcCTb (OMC)

craHpaptam EC, FCC
vyacTtb 15 knacc B,
ASINZS CISPR22 knacc
B, VCCI knacc B,
EN55022 knacc B,
CISPR22 knacc B,
EN61000-3-2, EN61000-
3-3

craHpaptam EC, FCC
yacTb 15 knacc A,
ASINZS CISPR22 knacc
A, VCCl knacc A,
EN55022 knacc A,
CISPR22 knacc A,
EN61000-3-2, EN61000-
3-3

craHpaptam EC:
EN55022 2006+A1: 2007
knacc A; EN55024
1998+A1:2001 +A2:2003;
EN61000-3-2 2009;
EN61000-3-3 2008; FCC:
CFR 47, yactb 15
noapasaen B knacc A
2010, ANSI C63.4 2009;
ICES-003 BblgaHo 4
deBpans 2004; VCCI: V-
3/2011.04; C-TICK:
AS/NZS CISPR 22,2009
KC: KN22 & KN24

Be3sonacHocTb UL 60950, CSA C22.2 UL 60950, CSA C22.2 IEC 60950-1: 2005, 2-# IEC 60950-1: 2005, 2-11
No. 60950, EN 60950 IEC | No. 60950, EN 60950 IEC | Bbinyck EN 60950- Bbinyck EN 60950-
60950, AS/NZS60950 60950, AS/NZS60950 1:2006+A11: 2009 UL 1:2006+A11: 2009 UL
60950-1:2007, 2-# 60950-1:2007, 2-#
Bblnyck; CSA C22.2 No. Bbinyck; CSA C22.2 No.
60950-1-07, 2-1 BbINyCK 60950-107, 2-# BbINycK
AnekTpomarHMTHas CootBeTcTBME CootBeTcTBME CooTtBeTcTBUE CootBeTcTBUE

ctaHpaptam EC:
EN55022 2006+A1:
2007 knacc A; EN55024
1998+A1:
2001+A2:2003;
EN61000-3-2 2009;
EN61000-3-3 2008;
FCC: CFR 47, yacTb 15
noapasgen B knacc A
2010, ANSI C63.4 2009;
ICES-003 BbigaHo 4
despansa 2004; VCCI:
V-3/2011.04; C-TICK:
ASI/NZS CISPR 22,2009
KC: KN22 & KN24

OTpacneBas cepTudukaums

FIPS 140-2 ypoBeHb 2; B
npouecce pacCMOTPEHUS:
Common Criteria EAL4+
US DoD MC?3 ypoBHs
nNpuNoXxeHnn Ans cpeq
CpefHero ypoBHs
HagexHocTn, 1 Common
Criteria EAL4 ons
iPsec/SSL VPN

Common Criteria EAL4
US DoD MC?3 ypoBHs
nNpunNoXxeHnn Ans cpeq
CpefHero ypoBHs
HagexHocTn, Common
Criteria EAL2 gns iPS B
AiP SSM-10 1 -20, FiPS
140-2 yposHs 2, n NEBS
ypoBHs 3; B npouecce
paccmoTpenusi: Common
Criteria EAL4+ US DoD
MC?Q3 ypoBHsi
NpUNoXeHu ans cpeg
CpenHero ypoBHs
HagexHocTn, 1 Common
Criteria EAL4 ons
iPsec/SSL VPN

B npouecce
paccMOoTpeHust

B npouecce
paccMoTpeHust

Mpoueccopbl, Mogynu 1 nnatbl cepsucos 6e3onacHocTn IPS Cisco ASA cepun 5500

Bnarogaps cBomMM BbICOkO3hhEKTMBHBIM cepBucam IPS n mHoronpoLeccopHon apxutektype obopyaoBaHusa Cisco
ASA cepwvn 5500 NpvBHOCKT HOBbLIV YPOBEHbL MHTErPMPOBAHHOW CeTeBOW 6e3onacHOCTM. JTa apxuTekTypa
No3BOMSET OpraHM3aLmsM pa3BepTbiBaTb U PacLUMPSTb BbICOKONPOU3BOAMTENbHbIE CepBUChl 0becneyeHus
6e3onacHocTy yctporicte Cisco ASA cepum 5500. KnneHTbl MOryT BBOAWUTbL AOMNOSNHUTENBHbBIE CEPBUCHI,
yCcTaHaBnuBasi Mogynun obecneveHns 6e3onacHOCTU C BblAENEHHBIMU COMpPOLIECCOpPaMU, U HAaCTpauBaTb NONIUTHKN
nepegayn ¢ NOMOLLbH UCKIIOYUTENBHO MOKOW CTPYKTYpbl NonuTKK. Pacnonaras nogobHow agantupyemoi
apXMTEKTYPON, KOMNaHUM MOTYT pa3BepTbiBaTb HOBbIE CEPBMUCHI 6€30NacHOCTM Tam, rae 3T0 Heob6xoanmo.
Hanpumep, oHM MoryT 400aBNATb pasnuyHble CEPBUCHI MPeoTBPaLLEHUSA BTOPXXEHUIA 1 3aLLMTLI OT YIpos,
npeanaraemble B mogynsx IPS, ¢ nomowso AIP SSM 1 AIP SSC, 1nu KOMnneKkcHble CEPBUCHI 3aLlLmTbl OT
BpeaoHocHoro N0 n obecneveHuns 6e30nNacHOCTM KOHTEHTA, NnpegoctaBnsgemMble B CSC SSM. Kpome Toro,
apxutektypa Cisco ASA cepun 5500 npegnaraet HOBble CEPBUCHI NO YCTPAHEHWUIO HOBbIX Yrpo3, NpeoCcTaBnsas
KOMMaHWSAM UCKITIOYUTENBHBIE BO3MOXHOCTU 3aLLMThI UHBECTULNNA.

IPS SSP, AIP SSM n AIP SSC Cisco ASA cepun 5500 aBnsitoTcs BCTPOEHHLIMU CETEBLIMU PELLEHNAMW A5
TOYHOro onpeaeneHus, Knaccuukaumm n 0OCTaHOBKN BPEAOHOCHOIO Tpadumka, npexae YeM OH CMOXET okasaTb
HeraTMBHOE BNUSIHME Ha HEMPEPbLIBHOCTb (DYHKUMOHNPpOBaHus ceten IPv4, IPv6 n ceTeli ¢ codeTaHnem IPv6 n
IPv4. B aTnx pelueHnsax BCTPOEHHbIE CepBUCHI NPeAoTBPaLLEHUS YTPO3 COYETal0TCA C HOBENLIMMW TEXHOMOMMAMN,
yTo obecneunBaeT NOSHYI YBEPEHHOCTb B 3alLuTe pa3BepHyToro pewenuns IPS v ucknovaet notepu
caHKumoHupoBaHHoro Tpaduka. AIP SSM n AIP SSC obecneunBaloT KOMMMIEKCHYHO 3alUMTy CEeTU 3a cYeT
MCMNOMb30BaHNS YHUKaNbHON BO3MOXHOCTU B3aMMOAENCTBMSA C APYIMMU pecypcamu 3atunTbl ceTn, hopmMupys
ynpexgarooLwmnin NoAxXoA K 3aluTe ceTu.
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To4Hble BCTPOEHHbIE TEXHOMNOMMN NPeAoTBpaLLeHns yrpos AatoT becnpeLieAeHTHYI0 YBEPEHHOCTb B TOM, YTO ByayT
NPUHATBI yNpexaaroLime Mepbl No HenTpanu3auum 6onee WMPOKOro AnanasoHa pasnunyHbIX Yyrpos, 1 Npu 3TOM He
6yaeT noTepb CaHKLUMOHMPOBAHHOIO Tpaduka. TN yHUKaNbHbIE TEXHOMOMN MO3BOMAT BbIMOMHATL MHTEN-
NekTyanbHbIA, aBTOMaTU3MPOBAHHBIN, KOHTEKCTYarbHbIN aHanM3 AaHHbIX, FapaHTUPys KOMNaHNaM MakcMmarbHO
3P PEKTMBHOE UCNOMb30BaHNE pPeLLEHUA NO NPEAOTBPALLEHUIO BTOPXEHNI. [N 3almTbl CeTEN OT HapyLUeHWI
NONUTKK, NUCNONb30BaHNS YA3BMMOCTEN N aHoManbHbIX Aencteun B IPS SSP, AIP SSM u AIP SSC npumeHsieTca
naeHTndukaumns MHOroHanpasneHHbIX Yrpo3 nyTeM noapobHOro ndyyeHns Tpaduka Ha ypoBHaX 2—7.

B Tabnuue 2 npmBeaeHbl hrsnveckne xapakTepUCTUKN U XapaKTepUCTUKN NPOU3BOAUTENBHOCTN Moaenen AlP

SSMu AIP SSC.

Tabnuua 2. Xapakrepuctuku mogenei AIP SSM n AIP SSC Cisco ASA cepumn 5500

XapakTepucTuka

Cisco ASA cepum 5500 AIP-
SSC-5

Cisco ASA cepum 5500 AIP-
SSC

MponyckHasi cnoco6HOCTL B

75 M6uT/c Nnpu Ucnonb3oBaHUn

150 M6uT/c Nnpu ncnonb3oBaHUK

300 M6wuT/Cc npu ncnonb3oBaHUx

pexumMme ogHOBPEMEHHOMN Cisco ASA 5505 Cisco ASA 5510 Cisco ASA 5510
HeWTpanusauum yrpos

(cepBucbl MCJ + IPS)

TexHMYeckue xapaKTepUucTUKU

MamaTb 512 M6 176 2176
®naw-namaTb 512 M6 256 M6 256 M6

[lmana3oHbl yCroBuii OKpyXarloLlen cpeabl

XapakTepuCTMKM OKpyXatoLuen cpedbl BO BpeMsi paboTbl

TemnepaTypa

OT0p1040°C

OTHOCUTENbHas BNaXHOCTb

Ot 5 no 95 % (6e3 koHaeHcaumn)

XapaKkTepuCTMKM OKpyXatoLuen cpeabl B Hepaboyem COCTOSHUM

TemnepaTypa

Ot -25 1o 70°C

MoTpeGnsieMasaA MOLHOCTL

Makc. 30 Bt

Makc. 90 Bt

®dusnyeckme xapakTepUCTUKU

Fa6aputsi (B x LW x )

1,73 x9,02 x 13,21 c™m

4,32x17,27 x 31,12 cm

Bec (c 6nokom nutaHus)

0,19 kr

1,36 kr

CooTBeTCTBME HOPMATUBHLIM TPeGOBAHMAM U CTaHAApPTaM

Be3sonacHocTb

UL 60950, CSA C22.2 No. 60950, EN 60950 IEC 60950, AS/NZS60950

AneKkTpomMarHuTHas
coBmecTMMocTb (OMC)

CootBeTtctBue ctaHaaptam EC, FCC vactb 15 knacc A, AS/NZS CISPR22 knacc A, VCCI knacc A, EN55022
knacc A, CISPR22 knacc A, EN61000-3-2, EN61000-3-3

Mogaynb obecneveHns 6e30nacHOCTU KOHTEHTA 1 ynpaBneHna ycrnyramu 6esonacHoctu Cisco

ASA cepumn 5500

Mogynb CSC SSM Cisco ASA cepun 5500 obecneunBaeT camyto nepeoByto B OTPACNuY 3aLuTy OT Yrpo3 u
ynpasrneHne KOHTEHTOM Ha ypoBHe VIHTepHeT-nepumeTpa, NpefocTaBnsas nonHeln Habop ycnyr, Bkitovasa 6opbby
C BUpyCaMm ¥ LUMUOHCKNMMW Nporpammamu, 6rokmpoBky dannos, 60psby co cnamom 1 ULLMHM-aTakamu,
6rokmpoBky u counsTpaumo URL-agpecos, a Takke hunbTpauuio KOHTEHTA, NpMYeM BCE 3TO peanv3oBaHo B BUAE
npocToro Ans ynpaenenus pewenns. Mogyne CSC SSM gononHseT HagexHble BO3MOXHOCTU obecnedeHuns
6e3onacHocTn Cisco ASA cepumn 5500, npegocTaBnsist KNMEHTaM MOBbILLEHHBIN YPOBEHb 3aLLUWTbI KOHTEHTA U
ynpaBneHus UM B xoae bmaHec-koMmmyHukaumin. Mogyne obecneunsBaeT AONONHUTENbLHYO TMOKOCTb Npur
PYHKLUMOHUPOBaHUY U pa3BepTbiBaHUN MexceTeBbIX akpaHoB Cisco ASA cepuu 5500. bnarogaps pasnuuHbiv
BapvaHTaM NULEH3NPOBaHWS opraHn3aumMm MoryT HacTpamBaTb PYHKUMM U BO3MOXHOCTWN B COOTBETCTBMM C
noTpebHOCTAMU KaXaoMn rpynnbl, BBOAA KOMMOHEHTbI C PACLUMPEHHBIMU CEPBMCAMM YMPABNEHUS KOHTEHTOM 1
NOBbILLEHUS NPON3BOANTENBLHOCTM Tpyaa nornb3osaTtenen. B komnnekt noctaskn CSC SSM BxoauT 3afaHHbIN No
yMOn4aHuto Habop cepBuCcoB Ans 60pbOLI C BUpycamu, LUMMOHCKMMM NporpaMMamMu, a Takke Ans 6rnokmposkm

bannos.
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JInueHsunsa Security Plus gocTynHa 3a JononHMTENbHYIO NnaTty Ans kaxagoro moaynst CSC SSM. Ee yctaHoBka
nossonseT 60poTbCA CO cnamom 1 hunHr-atakamu, 6rnokmposaTtb 1 dunbTpoaTe URL-agpeca, a Takke
obecneynBaeT cepBUCHI yNpaBneHns KOHTeHToM. [pnobpeTeHne n ycTaHoBKa JONOMHUTENbHbBIX
nonb30BaTeNbCKMX NIULEH3NI NO3BONUT NOAHATL 3PP EKTMBHOCTL ncnons3oBaHna CSC SSM. MNMoapobHbin
nepeyveHb BO3MOXHOCTEWN NpeAcTasreH B Tabnuue 3 n B MHopmaLuuoHHoM BronneTtexe, nocesiieHHom CSC
SSM.

Ta6bnuua 3. Xapakrepuctuku mogynen CSC SSM Cisco ASA cepun 5500

XapaktepucTtuka SM-10 Cisco ASA cepuu 5500 SM-20 Cisco ASA cepuu 5500

MopaepxnBaembie nnathopmbl Cisco ASA 5510 Cisco ASA 5510
CrtaHAapTHbIE M AONONHUTENbHbIE (DYHKLUUKN
CraHgapTHas nonb3oBaTesnibCcKas 50 nonb3oBaTenemn 500 nonb3oBartenen
NVLUEeH3nsA
CtaHAapTHbIN Habop yHKUMI 3aLymTa oT BUPYCOB U LUMWOHCKMUX NPOrpamm,
6nokupoBka cainos
[dononHuTenbHoe yBenuyeHue Konmyectsa * 100 nonb3oBaTenemn * 750 nonb3oBaTenen
nonb3oBartenen (o6wee KONU4eCTBO « 250 nonb3oBatenen » 1000 nonb3oBarenen
nonb3oBartenen) « 500 nonb3oBaTenem
[dononHutenbHble 06HOBNEHUA PyHKUUI [JononHuTenbHas NULEH3Us: BO3MOXHOCTY 3aLLUTbl OT BUPYCOB, (huLIMHra, Grokuposka n

dunbTpaums URL-aapecoB 1 ynpaBneHne KOHTEHTOM

TexHUYeckne xapakTepucTukn
NamaTtb 116 276

CuctemMHasn cnaw-namaTtb 256 M6 256 M6
[ana3oHbl YCNOBU1 OKpYXatoLuei cpeabl

XapaKTepuCTUKMN OKpyXatoLlueil cpeabl BO BpeMsi paGoTbl

TemnepaTypa O1 0 po 40°C

OTHOCUTENbHas BNaXHOCTb Ot 10 £o 90 % (6e3 KoHAeHcauum)

XapaKTepVICTVIKVI Opr)KalOLI.l,eﬁ cpeabl B HepaGoqu COCTOSAHUMN

TemnepaTypa Ot -25 po 70°C
MoTpe6nsiemasa MOLWHOCTb Makc. 90 BT
®duUsnyeckne xapakTepucTMku

Fa6aputbl (B x LW x IN) 4,32 x 17,27 x 31,12 cm
Bec (c 6nokom nuTaHus) 1,36 kr

CooTBeTCTBME HOPMAaTUBHLIM TPe6oBaHUAM U cTaHAapTaM
Be3onacHocTb UL 60950, CSA C22.2 No. 60950, EN 60950 IEC 60950, AS/NZS60950

AnekTpomarHuTHasi coBMecTumocTb (AMC) CooTtBeTcTBUE cTaHAapTam EC, FCC vactb 15 knacc A, AS/NZS CISPR22 knacc A, VCCI knacc
A, EN55022 knacc A, CISPR22 knacc A, EN61000-3-2, EN61000-3-3

Moayne Ha 4 nopta Gigabit Ethernet ansa Cisco ASA cepumn 5500

Mogynb SSM Ha 4 nopTta Gigabit Ethernet gns Cisco ASA cepumn 5500 npegHasHayeH ons 6onee addeKkTuBHoM
cerMeHTaumm ceTeBoro Tpaduka Ha oTAenbHble 30HbI 6e30MacHOCTM 1 bonee AeTanuavpoBaHHON 3aLUnThbI
ceTeBo cpeabl NpeanpusaTuii. K aTum 3oHaM MOryT OTHOCUTbLCS Kak IHTepHET, Tak U BHYTPEHHUE KopropaTUBHbIE
otgensl B JM3. 3TOT BbICOKONPOM3BOANTENbHBIN MOAYIb NOAAEPXKUBAET MPOBOAHbLIE Y ONTOBOSIOKOHHbLIE
NOAKIMIOYEHNS 3a CHET YeTbipex NOpToB NpoBoaHoro moayns RJ-45 10/100/1000 u yeTbipex nopTtoB SFP.
MpeanpusTua MoryT BelGpaTh HY>XXHbIN TUM NMOPTOB ANSA NOAKMHOYEHMS NPOBOAHBLIX UM ONTUYECKUX NHTEPXENCOB,
obecneymB TeM CaMbIM HYXXHYI TMOKOCTb AN NOAKIIOYEHUS NEPUMETPOB ceTeln LLeHTPoB 06paboTkmn AaHHbIX,
KOMMSEKCOB 34aHui nnu npeanpuatuii. Moagyne pacwimpsieT npoduns onepaumi BBoga-sbisoga Cisco ASA cepun
5500 po nstn noptoB Fast Ethernet n yeTbipex noptoB Gigabit Ethernet B Cisco ASA 5510. B tabnuue 4
npuvBeneHbl xapakrepucTukn moaynen SSM Ha 4 nopTta Gigabit Ethernet ansa Cisco ASA cepum 5500.
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Tabnuua 4. Xapaktepuctuku mogynen SSM Ha 4 nopTta Gigabit Ethernet gnsa Cisco ASA cepum 5500

XapakTepucTtuka \ SSM c 4 noptamu GE pnsa Cisco ASA cepun 5500

ES Uy,

TexHuyeckue XapakTepUCTUKU

BcTpoeHHble nopTbl LAN YeTbipe nopta 10/100/1000BASE-T
BcTpoeHHble nopTbl SFP YeTbipe nopta (nogaepxka TpaHcmsepa Gigabit Ethernet Optical SFP 1000BASE-SX nnm -
LX/LH)

[Ovnana3oHbl yCNOBUI OKpyXatoLuen cpeabl

XapaKTepuCTUKM OKpYXatoLuen cpeabl BO BpeMsi paboTbi

Temnepartypa OT0p040°C

OTHOCUTENbHasi BNaXHOCTb Ot 5 8o 95 % (6e3 koHAeHcauum)

XapaKTepuCTUKKN OKpyXatolen cpeabl B HepaboyeM COCTOSIHUM

TemnepaTypa Ot -25 po 70°C

MoTpeGnsieMas MOLWHOCTb Makc. 25 BT

®duUsnyeckue xapakTepucTuku

Fa6aputsi (B x LW x ) 4,32 x 17,27 x 31,12 cm

Bec (c 6rokomM nuTaHus) 0,91 kr

CooTBeTCTBME HOPMaTUBHLIM TPeGOBaHUSIM U cTaHAapTaM

BesonacHocTb UL 60950, CSA C22.2 No. 60950, EN 60950 IEC 60950, AS/NZS60950
AnekTpoMarHMTHasi coBmecTumocTb (AMC) CootBetcTBue ctaHgaptam EC, FCC yactb 15 knacc A, AS/NZS CISPR22 knacc A, VCCI

knacc A, EN55022 knacc A, CISPR22 knacc A, EN61000-3-2, EN61000-3-3

NHTepdericHble nnatbl anga Cisco ASA cepum 5500-X Ha 6 nopToB Gigabit Ethernet

UHTepdencHble nnaTtel Ha 6 nopToB Gigabit Ethernet ans Cisco ASA cepun 5500-X paclumpsioT npodurnb
onepaumi BBoga-Bbisoga ASA 5512-X n ASA 5515-X 3a cyeT gononHutensHbix noptoB GE. [NnaTtbl
npefocTaBnsaloT cnegyowme npenvyLecTsa.

+ bonee adhdekTnBHaA cermeHTauns ceTeBoro Tpaduka (Ha oTaernbHbIe 30HbI 6e30nacHOCTM).
*  OnNTOBOMOKOHHOE MOAKMIOYEeHNE AN B3aUMOAENCTBUS HA BONbLUMX pacCTOAHUSIX.

+ PacnpepgeneHue Harpy3ku Tpaduka v 3awmta ot cbos kaHana ¢ noMmolbio EtherChannel.

» Tloppepxka kagpoB Ethernet kpynHbix pa3amepos — go 9 000 6anT.

+ 3awwuTa Hanbornee pecypCoeMKux pa3BeprIBaHMVI MeXCeTeBOro 3KpaHa B pexunme «aKTMBHbIN/aKTUBHbIA»
1 B NOJTHOCBA3HOM peXnme B cllydae noppexneHus kabens

B tabnuue 5 npeacraBneHbl xapakTepucTuku nHTepdencHbix nnat Ha 6 nopTtoB Gigabit Ethernet ans Cisco ASA
cepum 5500-X.

Tabnuua 5. Xapakrepuctuku nHtepdencHolx nnat Ha 6 noptoB Gigabit Ethernet gnsa Cisco ASA cepum 5500-X

XapaktepucTtuka Cisco ASA cepum 5500-X c 6 noptamu Cisco ASA 5500-X ¢ 6 noptamu GE SFP SX,

10/100/1000 LH, LX

TexHUYecKkue xapakTepUCTUKN

BcTpoeHHble nopThl LecTb noptoe 10/100/1000BASE-T LLlecTb nopToB (NoaAepka TpaHcvBepa
Gigabit Ethernet Optical SFP 1000BASE-SX
unm -LX/LH)
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XapakTepucTuka

[nana3oHbl YCNOBUI OKpYXatoLuei cpeabl

Cisco ASA cepum 5500-X c 6 noptamm
10/100/1000

Cisco ASA 5500-X ¢ 6 noptammu GE SFP SX,
LH, LX

XapaKTepuCTUKMN OKpyXatoLuei cpeabl BO BpeMsi paGoTbl

TemnepaTypa

Ot0po45°C

Ot0pmo45°C

OTHOCUTeNbHas BNaXHOCTb

Ot 5 no 95 % (6e3 koHgeHcaumn)

Ot 5 po 95 % (6e3 koHaeHcauun)

XapaKkTepuCTUKKN OKpyXatoLueln cpeaibl B Hepa

6o4yeM COCTOSIHUMN

TemnepaTypa

OT-40 po 65 °C

Ot -40 no 65 °C

MNoTtpebnsiemast MOWHOCTL

Makc. 25 Bt

Makc. 25 Bt

®dusnyeckme xapakTepucTUKmn

Fa6aputbl (B x LW x IN)

3,99 x 13,49 x 23,09 cm

3,99 x 13,49 x 23,09 cm

Bec

0,45 kr

0,45 kr

CooTBeTCTBME HOPMAaTUBHLIM TPeGOBaHMAM U cTaHAApTaM

BesonacHocTb

UL 60950, CSA C22.2 No. 60950, EN 60950
IEC 60950, AS/NZS60950

UL 60950, CSA C22.2 No. 60950, EN 60950
IEC 60950, AS/NZS60950

AnekTpomarHuTHasa coBmecTumocTb (AMC)

CootBeTtcTBue ctaHgapTam EC, FCC vactb 15
knacc A, AS/NZS CISPR22 knacc A, VCCI
knacc A, EN55022 knacc A, CISPR22 knacc
A, EN61000-3-2, EN61000-3-3

CootBetctBue ctaHgaptam EC, FCC vactb 15
knacc A, AS/NZS CISPR22 knacc A, VCCI
knacc A, EN55022 knacc A, CISPR22 knacc
A, EN61000-3-2, EN61000-3-3
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MHdopmauusa ansa 3akasa

YUTtobbl caenath 3akas, noceTuTe JOMaLUHIoW cTpaHuly Cisco Ans pa3MeLlleHus 3aka3oB. B Tabnvue 6
npeactaBneHbl cBeaeHUs Ang ohopMIeHns 3akasa Ha MexceTeBble 3KpaHbl criegytolero nokoneHuns Cisco ASA

cepun 5500 n 5500-X.

Tabnuua 6. ViHdbopmauns ons odopmrieHnst 3akasa

HaumeHoBaHue npoaykTta Homep no kaTtanory

CepBuChI MEeXCeTeBOro aKpaHa cneaytoLiero nokoneHusi Cisco ASA.

Bbinyck mexceTeBoro akpaHa Cisco ASA 5512-X, Bknioyatlolmi cepBUChLI MeXceTeBOro akpaHa, 250
TyHHenen IPsec VPN, 2 TyHHensa SSL VPN, 6 npoBoaHbIX nopToB AaHHbIx Gigabit Ethernet, 1 npoBoaHom
nopt Gigabit Ethernet ans ueneu ynpaBneHus, 1 6nok NnUTaHUs OT ceTU NepeMeHHOro Toka, WwndgpoBaHue
DES, SSD-HakonuTenb Ha 120 'c

ASA5512-SSD120-K8

Bbinyck mexceTeBoro akpaHa Cisco ASA 5512-X, BKknioyalolmi cepBUChLI MeXceTeBOro akpaHa, 250
TyHHenen IPsec VPN, 2 TyHHensa SSL VPN, 6 npoBoaHbIX nopToB AaHHbIx Gigabit Ethernet, 1 npoBoaHon
nopt Gigabit Ethernet ans uenen ynpaBneHus, 1 6nok NUTaHUs OT CETU NepeMeHHOro Toka, WudpoBaHue
3DES/AES, SSD-HakonuTtenb Ha 120 I'o

ASA5512-SSD120-K9

Bbinyck mexceTeBoro akpaHa Cisco ASA 5515-X, Bknioyatlolmi cepBUChLI MeXceTeBOro akpaHa, 250
TyHHenew IPsec VPN, 2 TyHHens SSL VPN, 6 npoBoaHbIX nopToB AaHHbIx Gigabit Ethernet, 1 npoBoaHow
nopt Gigabit Ethernet ans ueneu ynpaBneHus, 1 6nok NUTaHUsl OT CETU NepeMeHHOro Toka, WudpoBaHue
DES, SSD-HakonuTenb Ha 120 I'6

ASA5515-SSD120-K8

Bbinyck MexceTeBoro akpaHa Cisco ASA 5515-X, BkniovaloLwmin cepB1Chbl MeXCeTeBOro akpaHa, 250
TyHHenew IPsec VPN, 2 TyHHens SSL VPN, 6 npoBoaHbIX nopToB AaHHbIx Gigabit Ethernet, 1 npoBoaHow
nopt Gigabit Ethernet ans ueneu ynpaBneHus, 1 6nok NUTaHUs OT CeTU NepeMeHHOro Toka, WudgpoBaHue
3DES/AES, SSD-HakonuTenb Ha 120 I'6

ASA5515-SSD120-K9

KomnnekTbl BbINyckoB MexceTeBblix 3kpaHoB Cisco ASA cepum 5500 n 5500-X

Komnnekt Cisco ASA 5505 Ha 10 nonb3oBaTenen; kommyTtatop Ha 8 noptoB Fast Ethernet, 10 TyHHenewn
IPsec VPN, 2 TyHHens Premium VPN, nuueH3us Triple Data Encryption Standard/Advanced Encryption
Standard (3DES/AES)

ASAS5505-BUN-K9

KomnnekT Cisco ASA 5505 Ha 10 nonb3oBaTenen; kommyTtaTtop Ha 8 noptoB Fast Ethernet, 10 TyHHenew
IPsec VPN, 2 TyHHens Premium VPN, nuuen3us Data Encryption Standard (DES)

ASA5505-K8

Komnnekt Cisco ASA 5505 Ha 50 nonb3oBaTenen BkntoyaeT kommyTtaTtop Ha 8 noptoB Fast Ethernet, 10
TyHHenew IPsec VPN, 2 TyHHens Premium VPN, nuuensus 3DES/AES

ASA5505-50-BUN-K9

KomnnekT Cisco ASA 5505 Ha HeorpaHW4eHHOe YMCNo nonb3oBaTenen BKOYaeT KOMMyTaTop Ha 8 nopToB
Fast Ethernet, 10 TyHHenew IPsec VPN, 2 TyHHens Premium VPN, nuueH3usa 3DES/AES

ASAS5505-UL-BUN-K9

Komnnekr Cisco ASA 5505 Security Plus Ha HeorpaHMyeHHOe YMCno nonb3oBaTernen BKNOYaeT KOMMyTaTop
Ha 8 nopToB Fast Ethernet, 25 TyHHeneW IPsec VPN, 2 TyHHens Premium VPN, M3, peXum BbiCOKOM
AOCTYMHOCTU «aKTUBHbIW/AKTUBHbIW» 63 0TCneXnBaHUA COCTOAHUA, nuueH3usa 3DES/AES

ASA5505-SEC-BUN-K9

Bbinyck MexceTeBoro akpaHa Cisco ASA 5510 skntovaeT 5 uitepcencos Fast Ethernet, 250 TyHHenen IPsec
VPN, 2 tyHHens Premium VPN, nuuen3us 3DES/AES

ASA5510-BUN-K9

Bbinyck MexceTeBoro akpaHa Cisco ASA 5510 skntovaeT 5 uitepdencon Fast Ethernet, 250 TyHHenen IPsec
VPN, 2 tyHHensi Premium VPN, nuueH3us DES

ASA5510-K8

Bbinyck MexceTeBoro akpaHa Cisco ASA 5510 Security Plus BkntovaeT 2 uitepcenca Gigabit Ethernet + 3
nHTepdenca Fast Ethernet, 250 TyHHenew IPsec VPN, 2 TyHHens Premium VPN, pexum Bbicokon
[OCTYMHOCTU «aKTUBHbI/pe3epBHbIN» 6e3 oTCreXnBaHUs COCTosHUA, nuueH3ns 3DES/AES

ASA5510-SEC-BUN-K9

TyHHensa SSL VPN, 6 npoBoaHbix NnopToB AaHHbIX Gigabit Ethernet, 1 npoBogHon nopt Gigabit Ethernet ansa
uenen ynpasneHus, 1 6ok NUTaHUs OT ceTU NepeMeHHOro Toka, wudgposaHme DES

Bbinyck mexceTtesoro akpaHa Cisco ASA 5512-X BkntovaeT cepBucel MC9, 250 tynHenen IPsec VPN, 2 ASA5515-K7
TyHHensa SSL VPN, 6 npoBoaHbix nopToB AaHHbIX Gigabit Ethernet, 1 npoBoaHon nopt Gigabit Ethernet ans

uernen ynpasneHus, 1 6510k NUTaHUA OT CeTU NepeMeHHOro Toka, 6e3 WndpoBaHUA NONE3HOWU Harpy3ku

Bbinyck MexceTeBoro akpaHa Cisco ASA 5512-X BkntouaeT cepBucbl MCJ, 250 tyHHenewn IPsec VPN, 2 ASA5512-K8

Bbinyck MexceTeBoro akpaHa Cisco ASA 5512-X BkntouaeT cepBucbl MC3, 250 tynHenen IPsec VPN, 2
TyHHens SSL VPN, 6 npoBoaHbIx nopToB AaHHbIX Gigabit Ethernet, 1 npoBoaHow nopt Gigabit Ethernet ans
uenen ynpasneHus, 1 650K NUTaHMA OT CeTU NepeMeHHOoro Toka, nuueHsunsa DES

ASA5512-DC-K8

Bbinyck mexceTeBoro akpaHa Cisco ASA 5512-X BkntovaeT cepBucbl MC9, 250 TyHHenel IPsec VPN, 2
TyHHensa SSL VPN, 6 npoBoaHbix nopToB AaHHbIX Gigabit Ethernet, 1 npoBoaHon nopt Gigabit Ethernet ans
uenen ynpasneHus, 1 6ok NUTaHUs OT ceTU NepeMeHHOro Toka, wudgposaHme 3DES/AES

ASA5512-K9

Bbinyck mexceTeBoro akpaHa Cisco ASA 5515-X BkntovaeT cepBucbl MC9, 250 TyHHenel IPsec VPN, 2
TyHHensa SSL VPN, 6 npoBoaHbix nopToB AaHHbIX Gigabit Ethernet, 1 npoBoaHon nopT Gigabit Ethernet ansa
uernen ynpasneHus, 1 650K NUTaHUA OT CeTU NepeMeHHOro Toka, 6e3 WwndpoBaHMA NONE3HON Harpy3Kku

ASA5515-K7

Bbinyck MexceTeBoro akpaHa Cisco ASA 5515-X BkntouyaeT cepBucbl MC3, 250 TtyHHenewn IPsec VPN, 2
TyHHensa SSL VPN, 6 npoBogHbIx nopToB AaHHbIX Gigabit Ethernet, 1 npoBogHou nopt Gigabit Ethernet ans
uenen ynpasneHus, 1 6510k NUTaHMA OT CeTU NnepeMeHHOoro Toka, wudgpposaHue DES

ASA5515-K8

Bbinyck mexceTeBoro akpaHa Cisco ASA 5515-X BkntovaeT cepBucbl MC9, 250 TyHHenel IPsec VPN, 2
TyHHensa SSL VPN, 6 npoBoaHbix nopToB AaHHbIX Gigabit Ethernet, 1 npoBoaHon nopT Gigabit Ethernet ans
uenen ynpasneHus, 1 6ok nUTaHUs OT ceTU NepeMeHHOro Toka, nuueH3usa DES

ASA5515-DC-K8
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HaumeHoBaHue npoaykta Howmep no kaTanory

Bbinyck mexceTeBoro akpaHa Cisco ASA 5515-X BkntoyaeT cepBucbl MC93, 250 TyHHenel IPsec VPN, 2
TyHHensa SSL VPN, 6 npoBoaHbix nopTtoB AaHHbIx Gigabit Ethernet, 1 npoBoaHown nopt Gigabit Ethernet ans
uenen ynpaBneHusi, 1 6ok NUTaHUA OT ceTU NepeMeHHOro Toka, wudposaHme 3DES/AES

ASA5515-K9

KomnnekTbl BbinyckoB IPS gna Csco ASA cepum 5500

Bbinyck IPS ansa Cisco ASA 5505 Ha 50 nonb3oBaTenei BkntoyaeT AIP-SSC-5 (waccu, 8 uHtepdpericos Fast
Ethernet, 10 TyHHenei IPsec VPN, 2 TyHHens Premium VPN, nuuensusa 3DES/AES)

ASA5505-50-AIP5-K9

Bbinyck IPS gnsa Cisco ASA 5505 Ha HeorpaHU4eHHOe YMCo Nonb3oBaTenen BKOYaeT nuueH3uio Security
Plus n AIP-SSC-5 (waccwu, MO, 8 untepdeicos Fast Ethernet, 25 TyHHenew IPsec VPN, 2 TyHHensa Premium
VPN, nogaepxka [IM3, pexxmm BbICOKOW AOCTYNHOCTU «aKTUBHbIW/pe3epBHbIN», nuueH3ua 3DES/AES)

ASA5505-U-AIP5P-K9

Bbinyck IPS gnsa Cisco ASA 5510 BkntovaeT AIP-SSM-10, cepBuckl MCJ, 250 TyHHene#n IPsec VPN, 2
TyHHens Premium VPN, 5 untepdencos Fast Ethernet

ASA5510-AlP10-K9

Bbinyck IPS ansa Cisco ASA 5510 BkntoyaeT nuueH3uto Security Plus n AIP-SSM-10 (waccu, MO, 2
nHTepdenca Gigabit Ethernet, 3 uHtepdenica Fast Ethernet, 250 TyHHenen IPsec VPN, 2 TyHHens Premium
VPN, pexXvuMm BbICOKOW AOCTYNHOCTU «aKTUBHbIN/aKTUBHbINY, nuueH3nsa 3DES/AES)

ASA5510-AIP10SP-K9

Bbinyck IPS gnsa Cisco ASA 5510 BkntoyaeT nuueH3uto Security Plus n AIP-SSM-20 (waccu, MO, 2
nHTepdenca Gigabit Ethernet, 3 uHtepdenca Fast Ethernet, 250 TyHHenen IPsec VPN, 2 TyHHens Premium
VPN, pexuM BbICOKOW AOCTYMHOCTU «aKTUBHbIW/aKTUBHbIN», nuueH3una 3DES/AES)

ASA5510-AlP20SP-K9

Bbinyck IPS Cisco ASA 5512-X BkntovaeT cepBuchl IPS, 250 TyHHenewn IPsec VPN, 2 TyHHens SSL VPN,
cepBucbkl MC3, 6 npoBoaHbIX NOPTOB AaHHbIX Gigabit Ethernet, 1 npoBoaHon nopT Gigabit Ethernet ans
uenen ynpasneHus, 1 6ok NUTaHUs OT CETU NepeMeHHOro Toka, nuueHsusa DES

ASA5512-1PS-K8

Bbinyck IPS Cisco ASA 5512-X BkntovaeT cepBuchbl IPS, 250 TyHHenen IPsec VPN, 2 TyHHens SSL VPN,
cepBucbl MC3, 6 npoBoAHbIX NOPTOB AaHHbIX Gigabit Ethernet, 1 npoBogHon nopT Gigabit Ethernet gna
uenen ynpaBneHus, 1 6ok NUTaHUA OT ceTU NepeMeHHOro Toka, nuueH3us DES

ASA5512-1PS-K9

Bbinyck IPS Cisco ASA 5515-X Bknto4vaet cepBuchl IPS, 250 TyHHenen IPsec VPN, 2 TyHHens SSL VPN,
cepBucbkl MC3, 6 npoBoaHbIX NOPTOB AaHHbIX Gigabit Ethernet, 1 npoBoaHon nopT Gigabit Ethernet ans
uernen ynpaBneHus, 1 6510k NUTaHUA OT CeTU NepeMeHHOro Toka, nuueHsuns DES

ASA5515-1PS-K8

Bbinyck IPS Cisco ASA 5515-X BkntovaeT cepBuchl IPS, 250 TyHHenewn IPsec VPN, 2 TyHHens SSL VPN,
cepBucbkl MC3, 6 npoBoaHbIX NOPTOB AaHHbIX Gigabit Ethernet, 1 npoBoaHon nopT Gigabit Ethernet ans
uenen ynpasneHus, 1 6ok NUTaHUs OT CeTU NepeMeHHOro Toka, nuueHsusa DES

ASA5515-1PS-K9

KomnnekTbl BbinyckoB o6ecneyeHnsi 6esonacHocTn koHTeHTa Ansa Csco ASA cepuu 5500

Bbinyck obecneyeHus 6esonacHocTn koHTeHTa ans Cisco ASA 5510 Bkntoyaet CSC-SSM-10, 3awuTty ot
BUPYCOB U LUNMOHCKUX nporpamm ansa 50 nonb3oBaTtenen ¢ nognuckon Ha 1 roa, cepeucobl MCJ, 250
TyHHenew IPsec VPN, 2 TyHHens Premium VPN, 3 uHtepdeiica Fast Ethernet

ASA5510-CSC10-K9

Bbinyck o6ecneyeHus 6esonacHocTn koHTeHTa ans Cisco ASA 5510 Bkntoyaet CSC-SSM-20, 3awuTty ot
BUPYCOB U LUNMOHCKUX nporpamm ansa 500 nonb3oBaTenen ¢ noanuckon Ha 1 roa, cepsuckl MC3, 250
TyHHene#n IPsec VPN, 2 TyHHenst Premium VPN, 3 uHtepdeiica Fast Ethernet

ASA5510-CSC20-K9

Bbinyck o6ecneyeHusi 6esonacHocTn koHTeHTa ansa Cisco ASA 5520 Bknroyaet CSC-SSM-10, 3awuTty ot
BUPYCOB U LINMOHCKMX Nporpamm Ans 50 nonb3oBaTtenen ¢ nognuckon Ha 1 roa, cepuckl MCJ, 750
TyHHenen IPsec VPN, 2 TyHHens Premium VPN, 4 nutepdenica Fast Ethernet, 1 nutepdenc Fast Ethernet

ASA5520-CSC10-K9

Bbinyck obecneyeHus 6esonacHocTn koHTeHTa ans Cisco ASA 5520 Bkntoyaet CSC-SSM-20, 3awuTty ot
BUPYCOB U LINNMOHCKUX nporpamm ansa 500 nonb3oBaTtenen ¢ noanuckon Ha 1 roa, cepsuckl MC3, 750
TyHHenewn IPsec VPN, 2 TyHHens Premium VPN, 4 nHtepderica Fast Ethernet, 1 uHTepdeic Fast Ethernet

ASA5520-CSC20-K9

KomnnekTbl BbinyckoB SSL/IPsec VPN ana Csco ASA cepuu 5500

Bbinyck SSL/IPsec VPN ansa Cisco ASA 5505 BkntoyaeT 10 TyHHenen IPsec VPN, 10 TyHHenen Premium VPN,
50 uHtepcpericoB Fast Ethernet, 8-nopToBbI kKoMMyTaTop Fast Ethernet

ASA5505-SSL10-K9

Bbinyck SSL/IPsec VPN ansa Cisco ASA 5505 BkntoyaeT 25 TyHHenen IPsec VPN, 25 tyHHenen Premium VPN,
50 uHtepcpericoB Fast Ethernet, 8-nopToBbI kKoMMyTaTop Fast Ethernet

ASA5505-SSL25-K9

Bbinyck SSL/IPsec VPN ansa Cisco ASA 5510 Bkntouyaet 250 TyHHenewn IPsec VPN, 50 TyHHenei Premium
VPN, cepBucbl MC3, 3 untepcpenca Fast Ethernet

ASA5510-SSL50-K9

Bbinyck SSL/IPsec VPN ans Cisco ASA 5510 BkniovaeT 250 TyHHenewn IPsec VPN, 100 TyHHenen Premium
VPN, cepBucbl MC3, 3 untepdeica Fast Ethernet

ASA5510-SSL100-K9

Bbinyck SSL/IPsec VPN ans Cisco ASA 5510 BkntovaeT 250 TyHHenewn IPsec VPN, 250 TyHHenen Premium
VPN, cepBucbl MC3, 3 untepdeinca Fast Ethernet

ASA5510-SSL250-K9

Moaynu cepBucoB o6ecneyeHus 6esonacHocTu

Mnata apanTMBHON NpoBepKU M NpeaoTBpalleHus atak 5 Cisco ASA (AIP-SSC-5)

ASA-SSC-AIP-5-K9=

Mopaynb aganTMBHOW NpoBepku u npegoTBpalweHns atak 10 Cisco ASA (AIP-SSC-10)

ASA-SSM-AIP-10-K9=

Mopaynb aganTMBHOW NpoBepku u npegoTBpaLeHns atak 20 Cisco ASA (AIP-SSC-20)

ASA-SSM-AIP-20-K9=

Moaynb apanTMBHOIN NpoBepku 1 NpeaoTepalieHus atak 40 Cisco ASA (AIP-SSC-40)

ASA-SSM-AIP-40-K9=
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Mopaynb o6ecneyeHus 6e3onacHOCTU KOHTeHTa U ynpaBneHus ycnyramu 6esonacHoctu 10 Cisco ASA (CSC-
SSM-10) Ha 50 nonb3oBaTeneu ¢ 3alWMUTON OT BUPYCOB M LLUMWOHCKMX NporpamMM, noanucka Ha 1 rog

]
HaumeHoBaHue npoaykta Homep no katanory

ASA-SSM-CSC-10-K9=

Moaynb o6ecneuyeHnsi 6e3onacHOCTU KOHTEHTa M ynpaBrneHust ycnyrammu 6esonacHoctn 20 Cisco ASA (CSC-
SSM-20) Ha 500 nonb3oBaTenen ¢ 3alMTON OT BUPYCOB M LUMMOHCKMX NporpaMM, noanucka Ha 1 roa

ASA-SSM-CSC-20-K9=

Moaynb cepBucoB 6e3onacHocTn Ha 4 nopTa Gigabit Ethernet ans Cisco ASA

SSM-4GE=

WUHTepdericHbIe nnaTbl

WHTepdencHas nnata ¢ 6 noptamm 10/100/1000 gnsa Cisco ASA 5512-X/5515-X

ASA-IC-6GE-CU- A

WUHTepdericHas nnaTta ¢ 6 noptamu 10/100/1000 SFP SX, LH, LX gna Cisco ASA 5512-X/5515-X

ASA-IC-6GE- SFP-A

UHTepdenncHas nnata c 6 noptamu 10/100/1000 gnsa Cisco ASA 5512-X/5515-X (pe3epB)

ASA-IC-6GE-CU-A=

WUHTepdericHas nnaTta ¢ 6 noptammu 10/100/1000 SFP SX, LH, LX ana Cisco ASA 5512-X/5515-X (pe3epB)

ASA-IC-6GE-SFP-A=

MporpammHoe o6ecneyeHune ans Cisco ASA cepum 5500

EnnHoBpemeHHoe o6HoBneHue MO Cisco ASA anst HenoaaepXUBaeMbiX KITMEHTOB

ASA-SW-UPGRADE=

Mopnucka Ha MO Mpo3pa4yHOCTb M KOHTPONb NpunoxeHun (AVC)

ASA 5512-X CX Mpo3pavyHOCTb U KOHTPOSb NpunoxeHun; Ha 1 rop

ASA5512-AP1Y

ASA 5512-X CX lMpo3pa4yHOoCTb U KOHTPOJIb NPUNOXEHUI; Ha 1 rop (3NeKTPOHHas AoCcTaBKa, pe3epB)

L-ASA5512-AP1Y=

ASA 5512-X CX lMpo3payHOCTb U KOHTPONb NPUIOXEHWI; Ha 3 roaa

ASA5512-AP3Y

ASA 5512-X CX lNpo3payHOCTb U KOHTPOMb NPUNOXEeHUI; Ha 3 roAa (3NeKTPoHHaA AocTaBKa, pe3epB)

L-ASA5512-AP3Y=

ASA 5512-X CX Mpo3payHOCTb U KOHTPONb NPUIOXEHUI; Ha 5 neT

ASA5512-AP5Y

ASA 5512-X CX lNpo3pavyHOCTb U KOHTPOJSIb NPUNOXEHUI; Ha 5 neT (aNeKTPOHHaA AoCTaBKa, pe3eps)

L-ASA5512-AP5Y=

ASA 5515-X CX Mpo3pavyHOCTb U KOHTPOSNb NpUNoxeHun; Ha 1 rop

ASA5515-AP1Y

ASA 5515-X CX Mpo3pa4yHOCTb U KOHTPOJIb NPUNOXEHUI; Ha 1 rop (3NeKTPOHHas AoCTaBKa, pe3epB)

L-ASA5515-AP1Y=

ASA 5515-X CX Mpo3pavyHOCTb U KOHTPOSNb NPUNOXeHUN; Ha 3 roga

ASA5515-AP3Y

ASA 5515-X CX Mpo3pa4yHOCTb U KOHTPOJb NPUNOXEHU; Ha 3 roaa (3NeKTPOHHaA AoCTaBKa, pe3epB)

L-ASA5515-AP3Y=

ASA 5515-X CX Mpo3payHOCTb U KOHTPOJIb NPUIOXEHUN; Ha 5 neT

ASA5515-AP5Y

ASA 5515-X CX lNpo3payHOCTb U KOHTPOJIb NPUNOXEHUIA; Ha 5 neT (aNeKTPOHHaA AoCcTaBKa, pe3epB)

L-ASA5515-AP5Y=

Moanucka Ha MO Web Security Essentials (WSE)

ASA 5512-X CX Web Security Essentials; Ha 1 rog

ASA5512-WS1Y

ASA 5512-X CX Web Security Essentials; Ha 1 ropa (anekTpoHHas AocTaBka, pe3epB)

L-ASA5512-WS1Y=

ASA 5512-X CX Web Security Essentials; Ha 3 roga

ASA5512-WS3Y

ASA 5512-X CX Web Security Essentials; Ha 3 roga (3anekTpoHHas focTaBKa, pe3eps)

L- ASA5512-WS3Y=

ASA 5512-X CX Web Security Essentials; Ha 5 neT

ASA5512-WS5Y

ASA 5512-X CX Web Security Essentials; Ha 5 neT (anekTpoHHasa AocTaBkKa, pe3epB)

L-ASA5512-WS5Y=

ASA 5515-X CX Web Security Essentials; Ha 1 rog

ASA5515-WS1Y

ASA 5515-X CX Web Security Essentials; Ha 1 rop (3nekTpoHHas AocTaBkKa, pe3epB)

L-ASA5515-WS1Y=

ASA 5515-X CX Web Security Essentials; Ha 3 roga

ASA5515-WS3Y

ASA 5515-X CX Web Security Essentials; Ha 3 roga (3anekTpoHHas focTaBKa, pe3eps)

L- ASA5515-WS3Y=

ASA 5515-X CX Web Security Essentials; Ha 5 neT

ASA5515-WS5Y

ASA 5515-X CX Web Security Essentials; Ha 5 neT (anekTpoHHasa focTaBka, pe3epB)

L- ASA5515-WS5Y=

Mopnucka Ha MO ansA komnnekTta Mpo3payHoOCcTb U KOHTponb npunoxeHut u Web Security Essentials (AVC + WSE)

ASA 5512-X CX AVC and Web Security Essentials; Ha 1 rop (npomo-akums)

ASA5512-AW1Y-PR

ASA 5512-X CX AVC and Web Security Essentials; Ha 1 roa (npomo-akuus, aneKTpoOHHaA AoCTaBKa, pe3epB)

L-ASA5512-AW1Y-PR=

ASA 5512-X CX AVC and Web Security Essentials; Ha 3 roga (npomo-akuus)

ASA5512-AW3Y-PR

ASA 5512-X CX AVC and Web Security Essentials; Ha 3 ropa (npomo-akuus, 3neKTpoHHas AoCcTaBKa, pe3epB)

L-ASA5512-AW3Y-PR=

ASA 5512-X CX AVC and Web Security Essentials; Ha 5 neT

ASA5512-AW5Y
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ASA 5512-X CX AVC n Web Security Essentials; Ha 5 neT (anekTpoHHas AocTaBKa, pe3epB)

L-ASA5512-AW5Y=

ASA 5515-X CX AVC un Web Security Essentials; Ha 1 roa (npomo-akuus)

ASA5515-AW1Y-PR

ASA 5515-X CX AVC n Web Security Essentials; Ha 1 roa (npomo-akuus, aneKTPoHHasA AocTaBKa, pe3epBs)

L-ASA5515-AW1Y-PR=

ASA 5515-X CX AVC u Web Security Essentials; Ha 3 roga (npoMo-akuus)

ASA5515-AW3Y-PR

ASA 5515-X CX AVC n Web Security Essentials; Ha 3 roaa (npomo-akuusi, aNeKTpoHHasA AocTaBKa, pe3epB)

L-ASA5515-AW3Y-PR=

ASA 5515-X CX AVC n Web Security Essentials; Ha 5 net

ASA5515-AW5Y

ASA 5515-X CX AVC n Web Security Essentials; Ha 5 neT (anekTpoHHas AocTaBKa, pe3epB)

L-ASA5515-AW5Y=

Akceccyapbl gnsa Cisco ASA cepun 5500

KapTa namatu compact flash Ha 256 MB ansa Cisco ASA cepum 5500

ASA5500-CF-256MB=

Cisco ASA, ot 5512-X go 5555-X, 120 '6 MLC SED SSD

ASA5500X-SSD120=

KapTa namaTtu compact flash Ha 512 MB ansa Cisco ASA cepum 5500

ASA5500-CF-512MB=

Bnok nuTaHus oT ceTn nepeMeHHoro Toka AnsA Cisco 5580 (180 BT)

ASA-180W-PWR-AC=

Pa3bem ontuyeckoro moayns SFP Gigabit Ethernet, kopoTkoBonHoBbIN TpaHcuBep 1000BASE-SX GLC-SX-MM=
Pa3bem ontuyeckoro moayns SFP Gigabit Ethernet, AnuHHOBONHOBLINM TpaHCUBepP/TpaHCUBEP ANA NIMHUIA GLC-LH-SM=
6onbwon npoTsxkeHHocT 1000BASE-LX/LH

Pasbem ontuuyeckoro moaynsa SFP Gigabit Ethernet, kopoTkoBonHoBbI TpaHcuBep 1000BASE-SX, DOM GLC-SX-MMD=
Pa3bem ontuyeckoro moayns SFP Gigabit Ethernet, AnMHHOBONHOBLIN TpaHcuBep/TpaHCUBEp ANSA NIMHUA GLC-LH-SMD=

6onbwon npoTsxeHHocTn 1000BASE-LX/LH, DOM

3anacHow 6110k NMTaHUA OT ceTu NnepemeHHoro Toka ans Cisco 5580

ASA5580-PWR-AC=

3anacHow komnnekT Hanpaenstowmx Cisco ASA 5580

ASA5580-RAILS=

3anacHou komnnekT Hanpasnawmx Cisco ASA 5512-X, 5515-X, 5525-X, 5545-X, 5555-X

ASA-RAILS=

KpoHwTelHbl Ans moHTaxa Cisco ASA 5512-X, 5515-X, 5525-X B cTOoMKy

ASA-BRACKETS=

UHTepdericHas nnaTta Cisco ASA 5512-X/5515-X (nycTas)

ASA-IC-A-BLANK=

3anacHas KpbliwkKa cnoTa xecTkoro aucka Cisco ASA 5512-X, 5515-X, 5525-X, 5545-X, 5555-X

ASA-HD-BLANK=

3arpyska nporpammHoro obecneveHus

Ons 3arpy3ku MO Cisco ASA nepengute Ha web-ctpanuuy Cisco Software Center.

O6CJ'Iy)KI/IBaHVIe N TEXHNYECKaA nogaepiKka

Cepsuchl Cisco noMoraroT 3aluTUTb Ballv MHBECTULIMM B OpPraHn3aLuio ceTei, onTuMusnpoBaTb paboTy ceTel n
NOArOTOBUTL UX ANS peanu3auun HOBbIX NMPUINOXEHUA, PACLUMPSAIOLLNX MHTENNEKTyanbHble (YHKUMN CeTen 1

noBbILWaLLMX 3P HEKTUBHOCTL Ballero buaHeca.

B atan «3kcnnyartaums» )XuM3HeHHOro uukna obecnyxmeanus BkntoyveHsl Cisco Security IntelliShield Alert Manager
Service, cepauc Cisco SMARTNet®, 6a3a nocTaBLMKOB ycnyr Cisco u cepsuckl Cisco Services ans IPS. O1u
cepBUChl NpeaHa3HaYeHbl Ans KOPropaTUBHBIX, KOMMEPYECKVX KITMEHTOB U KOMNAHWIA, 3aHUMatoLLMXCA

npenocTtaBneHneMm ycnyr.

Cisco Security IntelliShield Alert Manager Service siBnsieTcst HacTpamBaembiM web-cepBrcom yBegomneHuin oo
YA3BMMOCTSX M yrpo3ax, KOTOpbI NO3BONSIET opraHnsaumsam 6e3 Tpyaa nonyyatb JOCTYN K aKTyarbHON, TOYHOW 1

[OCTOBEPHOM MHpOPMaLUKM O BO3MOXHbIX YA3BUMOCTSX.

Cepsuchl Cisco ang IPS nogaepxusatoT mogynu, nnatdopmbl 1 KOMMNEKTbI NNaTtgopm n Mogynen, rae
MCNONb3YTCA BO3MOXHOCTU CUCTEMBI NpeaoTBpaLleHus BTopxkeHun. Cisco SMARTNet n 6asa nocraBLUmKOB

ycnyr noaaepxnBatoT Apyrue NpoayKTbl, BXOASLUME B 3TO CEMEWCTBO.
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http://www.cisco.com/public/sw-center/sw-ios.shtml

[ononHuTtenbHasa nHpopmMauus

[ns nonyyeHns 4ONONHUTENBHON MHAOPMaLMK NeperanTe No criedyoWwmnm Cebinkam.

* MexceTeBble 3kpaHbl cnegytollero nokoneHus Cisco ASA cepumn 5500 n 5500-X:
http://www.cisco.com/go/asa

» Cisco Adaptive Security Device Manager http://www.cisco.com/go/asdm

» Cepsucbl 6e3onacHocTn Cisco:
http://www.cisco.com/en/US/products/svcs/ps2961/ps2952/serv_group _home.html

+ CsepgeHus o nuueHanpoBaHum ana yctponcts Cisco ASA cepun 5500 n 5500-X:
http://www.cisco.com/en/US/products/ps6120/products_licensing_information_listing.html
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CISCO.

Poccus, 115054, Mocksa,

6usHec-ueHTp «PuBepcang Tayapce»,
KocmopamuaHckas Hab., . 52, cTp. 1, 4 aTax
TenedoH: +7 (495) 961 1410, drakc: +7 (495) 961 1469
WWW.CiSCO.ru, Www.cisco.com

Poccus, 197198, CankT-lMeTepbypr,

6u3Hec-LeHTp «ApeHa Xonm,

np. Jo6ponto6osa, a. 16, nuT. A, kopn. 2

TenedoH: +7 (812) 313 6230, dhakc: +7 (812) 313 6280
WWW.CiSCO0.ru, Www.cisco.com

Ykpauna, 03038, Kues,

6usHec-ueHTp «[opn3oHT Mapk»,

yn. Hukonas lpuHueHko, 4B

TenedoH: +38 (044) 391 3600, chakc: +38 (044) 391 3601
WWW.CiSC0.uUa, Www.cisco.com

Benapycb, 220034, MuHck,

6usHec-LeHTp «Buktopwmsa Nnasa»,

yn. NMnaTtoHosa, a. 16, 3 n., 2 atax.

TenedboH: +375 (17) 269 1691, dakc: +375 (17) 269 1699
WWW.Cisco.ru

KazaxcTaH, 050059, Anmarbi,

6usHec-ueHTp «Caman Tayape»,

yn. O. XXonpac6ekosa, 97, 6ok A2, 14 aTax
Tenedon: +7 (727) 244 2101, dakc: +7 (727) 244 2102

AzepbaigxaH, AZ1010, Baky,
yn. Husamu, 90A, NNangmapk 3gaHue lll, 3-11 atax
TenedoH: +994-12-437-48-20, dakc: +994-12-437 4821

YabekuncTaH, 100000, TaluKeHT,
6usHec ueHTp INCONEL, yn. MyuwkuHa, 75, ocduc 605
TenedoH: +998-71-140-4460, dakc: +998-71-140 4465

Cisco v norotun CiSCO SBASIOTCS TOBAPHBIMW 3HAKaAMK UK 38PErMCTPUPOBAHHEIMI TOBEPHBIMM 3HaKamm koprnopaumn Cisco n/wnm ee nouepHnx komnanmin 8 CLUA 1 npyrux ctpaHax. Ytobsl
NPOCMOTpeTb CNNCOK TOBAPHbix 3HakoB Cisco, Nnepengnte No ceulnke: www.cisco.com/go/trademarks. ToBapHble 3Haki CTOPOHHWUX OPraHM3aLmii, YNoMaHyTbie B HacTOALLEM AOKYMEHTe,
ABNAIOTCH COBCTBEHHOCTHIO COOTBETCTBYIOLLMX BNagenbLes. Mcnonb3osaHve cnosa «napTHep» He NoApa3yMeBaeT HaNuums NapTHePCKMX B3aUMOOTHOWeHWA Mexxay Cisco v no6oi apyron

komnaHuen. (1110R)
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