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Chapter 1 Configuring IP Addressing

1.1  IP Introduction

1.1.1   IP

Internet P rotocol( IP)i sa p rotocoli nt hen etworkt oe xchanged atai nt het extf orm.I Ph ast he

functions such as addressing, fragmenting, regrouping and multiplexing. Other IP protocols

(IP protocol cluster) are based on IP. As a protocol working on the network layer, IP contains

addressing information and control information which are used for routing.

T r a n s m i s s i o n  C o n t r o l  P r o t o c o l  ( T C P )  i s  a l s o  b a s e d  o n  I P.  T C P  i s  a  c o n n e c t i o n - o r i e n t e d

protocol w hichr egulatest hef ormato ft hed ataa ndi nformationi nd atat ransmission.T CPa lso

g i v e s  t h e  m e t h o d  t o  a c k n o w l e d g e  d a t a  i s  s u c c e s s f u l l y  r e a c h e d .  T C P  a l l o w s  m u l t i p l e

applications i na s ystemt oc ommunicates imultaneouslyb ecausei tc ans endr eceivedd atat o

each of the applications respectively.

T h e  I P  a d d r e s s i n g ,  s u c h  a s  A d d r e s s  R e s o l u t i o n  P r o t o c o l ,  a r e  t o  b e  d e s c r i b e d  i n  s e c t i o n

“Configuring IP Addressing.” IP services such as ICMP, HSRP, IP statistics and performance

parameters are to be described in “Configuring IP Services.” 

1.2  Configuring IP Address Task List

An e ssentiala ndm andatoryr equirementf orI Pc onfigurationi st oc onfiguret heI Pa ddresso n

the network  in te r face  o f  the  rou t ing swi tch .  On ly  in  th is  case can the  ne twork  in te r face  be

activated, and the IP address can communicate with other systems. At the same time, you

need to confirm the IP network mask. 

To configure the IP addressing, you need to finish the following tasks, among which the first

task is mandatory and others are optional. 

For creating IP addressing in the network, refer to section “IP Addressing Example.”

IP address configuration task list:

 Configuring IP address at the network interface 

 Configuring multiple IP addresses at the network interface

 Configuring Address Resolution

 Detecting and maintaining IP addressing
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1.3  Configuring IP Address

1.3.1   Configuring IP Address at the Network Interface

The I Pa ddressd eterminest hed estinationw heret heI Pm essagei ss entt o.S omeI Ps pecial

addresses a rer eserveda ndt heyc annotb eu seda st heh ostI Pa ddresso rn etworka ddress.

Table 1 lists the range of IP addresses, reserved IP addresses and available IP addresses.

Type Address or Range Status

A

0.0.0.0

1.0.0.0 to 126.0.0.0

127.0.0.0

Reserved

Available

Reserved

B
128.0.0.0 to 191.254.0.0

191.255.0.0

Available

Reserved

C

192.0.0.0

192.0.1.0 to 223.255.254.0

223.255.255.0

Reserved

Available

Reserved

D 224.0.0.0 to 239.255.255.255 Multicast address

E
240.0.0.0 to 255.255.255.254

255.255.255.255

Reserved

Broadcast

The official description of the IP address is in RFC 1166 “Internet Digit”.  You can contact the

Internet service provider. 

A n  i n t e r f a c e  h a s  o n l y  o n e  p r i m a r y  I P  a d d r e s s .  R u n  t h e  f o l l o w i n g  c o m m a n d  i n  i n t e r f a c e

con f igura t ion  mode  to  con f igu re  the  p r imary  IP address  and  ne twork  mask  o f  t he  ne twork

interface:

Command Purpose

ip address ip-address mask Configure the main IP address of the interface.

The mask is a part of the IP address, representing the network.

Note:

Our OLT only supports masks which are continuously set from the highest byte according to

the network character order. 

1.3.2   Configuring Multiple IP Addresses at the Network Interface

E a c h  i n t e r f a c e  c a n  p o s s e s s  m u l t i p l e  I P  a d d r e s s e s ,  i n c l u d i n g  a  p r i m a r y  I P  a d d r e s s  a n d

multiple s ubordinateI Pa ddresses.Y oun eedt oc onfiguret hes ubordinateI Pa ddressesi nt he
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following two cases: 

I f  I P  a d d r e s s e s  i n  a  n e t w o r k  s e g m e n t  a r e  i n s u f f i c i e n t .  F o r  e x a m p l e ,  t h e r e  a r e  o n l y  2 5 4

available I Pa ddressesi na c ertainl ogicals ubnet,h owever,3 00h ostsa ren eededt oc onnect

the p hysicaln etwork.I nt hisc ase,y ouc anc onfiguret hes ubordinateI Pa ddresso nt hes witch

or the server, enabling two logical subnets to use the same physical subnet.

M o s t  o f  e a r l y - s t a g e  n e t w o r k s  w h i c h  a r e  b a s e d  o n  t h e  l a y e r - 2  b r i d g e  a r e  n o t  d i v i d e d  i n t o

multiple s ubnets.Y ouc and ividet hee arly-stagen etworki ntom ultipler oute-baseds ubnetsb y

c o r r e c t l y  u s i n g  t h e  s u b o r d i n a t e  I P  a d d r e s s e s .  T h r o u g h  t h e  c o n f i g u r e d  s u b o r d i n a t e  I P

a d d r e s s e s ,  t h e  r o u t i n g  s w i t c h  i n  t h e  n e t w o r k  c a n  k n o w  m u l t i p l e  s u b n e t s  t h a t  c o n n e c t  t h e

same physical network. 

If two subnets in one network are physically separated by another network In this case, you

can t aket hea ddresso ft hen etworka st hes ubordinateI Pa ddress.T herefore,t wos ubnetsi n

a logical network that are physically separated, therefore, are logically connected together.

Note:

If y ouc onfigurea s ubordinateI Pa ddressf ora r outings witchi na n etworks egment,y oun eed

to do this for other routing switches in the same network segment.  

R u n  t h e  f o l l o w i n g  c o m m a n d  i n  i n t e r f a c e  c o n f i g u r a t i o n  m o d e  t o  c o n f i g u r e  m u l t i p l e  I P

addresses on the network interface. 

Command Purpose

ip address ip-address mask secondary Configure m ultipleI Pa ddresseso nt hen etwork

interface.

Note:

 When the IP routing protocol is used to send the route update information, subordinate IP

addresses may be treated in different ways.

1.3.3   Configuring Address Resolution

IP can realize functions such as IP address resolution control. The following sections show

how to configure address resolution: 

1. Creating address resolution

A n  I P  d e v i c e  m a y  h a v e  t w o  a d d r e s s e s :  l o c a l  a d d r e s s  ( l o c a l  n e t w o r k  s e g m e n t  o r  d e v i c e

uniquely identified by LAN) and network address (representing the network where the device

is located).  The local  address is the address of  the l ink layer because the local  address is

contained i nt hem essageh eadera tt hel inkl ayer,a ndi sr eada ndu sedb yd evicesa tt hel ink

layer.  The profess ionals  a lways ca l l  i t  as the MAC address.  This  is  because the MAC sub

layer in the link layer is used to process addresses. 

For e xample,i fy ouw anty ourh ostt oc ommunicatew itha d eviceo nE thernet,y oum ustk now

the 48-bit MAC address of the device or the local address of the link layer. The process on

how to  ob ta in  the  loca l  add ress  o f  the  l ink  laye r  f rom the  IP address  is  ca l led  as  Address

R e s o l u t i o n  P r o t o c o l  ( A R P ) .  T h e  p r o c e s s  o n  h o w  t o  o b t a i n  t h e  I P  a d d r e s s  f r o m  t h e  l o c a l
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address of the link layer is called as Reverse Address Resolution (RARP).

Our s ystema doptsa ddressr esolutioni nt wot ypes:A RPa ndp roxyA RP.T heA RPa ndp roxy

ARP are defined in RFC 860 and 1027 respectively. 

ARP is used to map IP addresses to media or MAC address. When the IP address is known,

A R P  w i l l  f i n d  t h e  c o r r e s p o n d i n g  M A C  a d d r e s s .  W h e n  t h e  M A C  a d d r e s s  i s  k n o w n ,  t h e

mapping relationship between IP address and MAC address is saved in ARP cache for rapid

access. The IP message is then packaged in the message at the link layer and at last is sent

to the network.     

 Defining a static ARP cache

A R P  a n d  o t h e r  a d d r e s s  r e s o l u t i o n  p r o t o c o l s  p r o v i d e  a  d y n a m i c  m a p p i n g

b e t w e e n  I P  a d d r e s s  a n d  M A C  a d d r e s s .  T h e  s t a t i c  A R P  c a c h e  i t e m  i s

g e n e r a l l y  n o t  r e q u i r e d  b e c a u s e  m o s t  h o s t s  s u p p o r t  d y n a m i c  a d d r e s s

resolution. You can define it in global configuration mode if necessary. The

system utilizes the static ARP cache item to translate the 32-bit IP address

into a 4 8-bitM ACa ddress.A dditionally,y ouc ans pecifyt her outings witcht o

respond to the ARP request for other hosts.

You c ans ett hea ctivep eriodf ort heA RPe ntriesi fy oud on otw antt heA RP

entry to exist permanently.  The following two types show how to configure

the mapping between the static IP address and the MAC address.

Run one of the following commands in global configuration mode:

Command Purpose

arp ip-address hardware-address vlan G l o b a l l y  m a p  a n  I P  a d d r e s s  t o  a  M A C

address in the ARP cache.

a r p  i p - a d d r e s s  h a r d w a r e - a d d r e s s  v l a n

alias

Spec i fy  the  rou t ing  sw i tch  to  respond to  the

A R P  r e q u e s t  o f  t h e  d e s i g n a t e d  I P  a d d r e s s

t h r o u g h  t h e  M A C  a d d r e s s  o f  t h e  r o u t i n g

switch.

Run the following command in interface configuration mode: 

Command Purpose

arp timeout seconds Set t het imeoutt imeo ft heA RPc achei temi n

the ARP cache.

arp dynamic Enables arp dynamic learning in the interface

R u n  s h o w  i n t e r f a c e s  t o  d i s p l a y  t h e  A R P  t i m e o u t  t i m e  o f  t h e  d e s i g n a t e d

interface.  Run the show arp to check the content of the ARP cache. Run

clear arp-cache to delete all entries in the ARP cache. 

 Configuring free ARP function

The s witchc ank noww hethert heI Pa ddresseso fo therd evicesc ollidew ith

its I Pa ddressb ys endingf reeA RPm essage.T hes ourceI Pa ddressa ndt he

4



                                                                Network Protocol Configuration

destinat ion IP address contained by free ARP message are both the local

address o ft hes witch.T hes ourceM ACa ddresso ft hem essagei st hel ocal

MAC address.

T h e  s w i t c h  p r o c e s s e s  f r e e  A R P  m e s s a g e  b y  d e f a u l t .  W h e n  t h e  s w i t c h

r e c e i v e s  f r e e  A R P m e s s a g e  f r o m  a  d e v i c e  a n d  f i n d s  t h a t  t h e  I P  a d d r e s s

conta ined in  the message co l l ide wi th  i ts  own IP address,  i t  wi l l  re turn an

ARP a nswert ot hed evice,i nformingt hed evicet hatt heI Pa ddressesc ollide

with e acho ther.A tt hes amet ime,t hes witchw illi nformu sersb yl ogst hatI P

addresses collide.

The s witch’sf unctiont os endf reeA RPm essagei sd isabledb yd efault.R un

the f ollowingc ommandst oc onfiguret hef reeA RPf unctiono nt hep orto ft he

switch:

Command Usage Guidelines

arp send-gratuitous Start  up f ree ARP message t ransmiss ion on

the interface.

arp send-gratuitous interval value Set t hei ntervalf ors endingf reeA RPm essage

on the interface.

The default value is 120 seconds.

 To  s e t  t h e  m a x i m u m  r e t r a n s m i s s i o n s  o f  t h e  R e - D e t e c t  p a c k e t s ,  r u n  t h e

following command.

T h e  A R P e n t r i e s  ( t o  b e  t a g g e d  w i t h  G ) ,  w h i c h  t h e  r o u t i n g  e n t r y  g a t e w a y

depends o n,r equireb eingr e-detecteda tt heira gings ot hatt hep romptness

a n d  c o r r e c t n e s s  o f  t h e  h a r d w a r e  s u b n e t  r o u t i n g  c a n  b e  g u a r a n t e e d .  T h e

greater the retransmission times, the more likely to re-detect.

Command Usage Guidelines

arp max-gw-retries number Sets t hem aximumr etransmissionso ft heR e-

Detect packets. The default is 3.

 Sets re-detection when ARP entry is aging.

By default only ARP depends on routing entry has re-detection when aging.

A f t e r  e n a b l e  t h i s  c o m m a n d ,  a l l  A R P  e n t r i e s  w i l l  a d o p t  a g i n g  r e - d e t e c t i o n

mechanism.

Command Usage Guidelines

arp retry-allarp S e t s  r e - d e t e c t i o n  w h e n  t h e  A R P  e n t r y  i s

aging.

2. Mapping host name to IP addres

A n y  I P  ad d r e ss  ca n  c o r r e spo nd  t o  a  h os t  na me .  T h e  s ys t em  ha s  s av ed  a  m ap p i ng  ( hos t
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name to address) cache which can be telneted or pinged.

To designate a mapping from host name to address, run the following commands in global

mode: 

Command Purpose

ip host name address S t a t i c a l l y  m a p  t h e  h o s t  n a m e  t o  t h e  I P

address.

1.3.4   Detecting and Maintaining IP Addressing

To detect and maintain the network, run the following command: 

1. Clearing cache, list and database

Clearing cache, list and database You can clear all content in a cache, list or the database.

When you think some content is ineffective, you can clear it.

Run the following command in management mode to clear the cache, list and database:

Command Purpose

clear arp-cache Clear the IP ARP cache.

2. Displaying statistics data about system and network

T h e  s y s t e m  c a n  d i s p l a y  d e s i g n a t e d  s t a t i s t i c s  d a t a ,  s u c h  a s  I P  r o u t i n g  t a b l e ,  c a c h e  a n d

database.  Al l  such in format ion helps you know the usage of  the systemat ic resources and

so l ve  ne t wo r k  p r ob l ems .  T he  sys t em a l so  can  d i sp l ay  t he  r eachab i l i t y  o f  t he  po r t  and  t he

routes that the message takes when the message runs in the network. 

All relative operations are listed in the following table. For how to use these commands, refer

t o  C h a p t e r  “ I P  A d d r e s s i n g  C o m m a n d s ” .  R u n  t h e  f o l l o w i n g  c o m m a n d s  i n  m a n a g e m e n t

mode:   

Command Purpose

show arp Display content in the ARP table.

show hosts D i s p l a y  t h e  c a c h e  t a b l e  a b o u t  h o s t n a m e - t o - I P

mapping.

show ip interface [type number] Displays the state of a port.

ping {host | address} Test the reachability of the network node.

1.4  IP Addressing Example

The following case shows how to configure the IP address on interfaceVLAN11. 

interface vlan 11
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ip address 202.96.2.3 255.255.255.0
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Chapter 2 Configuring DHCP

1.5  Overview 

Dynamic Host Configuration Protocol (DHCP) is used to provide some network configuration

parameters for the hosts on the Internet, which is described in details in RFC 2131. One of

the m ajorf unctionso fD HCPi st od istributeI Pso na ni nterface.D HCPs upportst hef ollowing

three IP distribution mechanism:

 Automatic distribution 

T h e  D H C P s e r v e r  a u t o m a t i c a l l y  d i s t r i b u t e s  a  p e r m a n e n t  I P  a d d r e s s  t o  a

client.

 Dynamic distribution 

The DHCP server distributes an IP address for a client to use for a certain

period of time or until the client does not use it.

 Manual distribution 

The a dministratoro ft heD HCPs erverm anuallys pecifiesa nI Pa ddressa nd

through the DHCP protocol sends it to the client.

1.5.1   DHCP Application

DHCP c anb ea pplieda tt hef ollowingc ases:Y ouc and istributeI Pa ddress,n etworks egment

and related sources (such as relevant gateway) to an Ethernet interface by configuring the

DHCP client.

 When an OLT that can access DHCP connects multiple hosts, the OLT can

obtain an IP address

 F r o m  t h e  D H C P  s e r v e r  t h r o u g h  t h e  D H C P  r e l a y  a n d  t h e n  d i s t r i b u t e  t h e

address to the hosts.

1.5.2   Advantages of DHCP

In current software version, the DHCP client or the DHCP client on the Ethernet interface is

supported. DHCP has the following strong points:

 Fastening the settings;

 Reducing configuration errors;

 Controlling IP addresses of some device ports through the DHCP server

1.5.3   DHCP Terms

DHCP is based on the server/cl ient mode. So the DHCP server and the DHCP client must

8
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exist at the same time:

 DHCP-Server

It is a device to distribute and recycle the DHCP-related sources such as IP

addresses and lease time.

 DHCP-Client 

It is a device to obtain information from the DHCP server for devices of the

local system to use, such as IP address information.

In a word, there exists lease time during the process of dynamic DHCP distribution:

 Lease t ime – i t  means the effect ive per iod of  an IP,  which s tar ts  f rom the

d i s t r i b u t i o n .  A f t e r  t h e  l e a s e  t i m e ,  t h e  D H C P  s e r v e r  w i t h d r a w s  t h e  I P.  To

continue to use this IP, the DHCP client needs to apply it again.

1.6  Configuring DHCP Client 

1.6.1   Configuration Task List of DHCP Client

 Obtaining an IP address

 Specifying an address for DHCP server

 Configuring DHCP parameters

 Monitoring DHCP

1.6.2   DHCP Client Configuration Tasks

1. Obtaining an IP address

Run t hef ollowingc ommando nt heV LANi nterfacet oo btaina nI Pa ddresst hrought heD HCP

protocol for an interface.

Command Function

ip address dhcp Sets t heI Pa ddresso fa nE therneti nterface

through DHCP.

2. Specifying an address for DHCP server

If knowing the addresses of some DHCP servers, you can specify these servers’ addresses

on s witchs oa st or educet het imeo fp rotocolp rocessing.Y ouc anr unt hef ollowingc ommand

in global mode:

Command Function

ip dhcp-server ip-address S p e c i f i e s  t h e  I P  a d d r e s s  o f  t h e  D H C P

server.

The command is optional when you perform operations to "obtain an IP address".

9
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3. Configuring DHCP parameters

To adjust the parameters of DHCP communication according to actual requirements, run the

following commands in global mode:

Command Function

ip dhcp client minlease seconds S p e c i f i e s  t h e  a c c e p t a b l e  m i n i m u m  l e a s e

time.

ip dhcp client retransmit count Specifies t her etransmissiont imesf orD HCP

packet.

ip dhcp client select seconds Specify the interval for SELECT.

ip dhcp client class_identifier WORD S p e c i f y  t h e  c l a s s i f i c a t i o n  c o d e  o f  t h e

provider.

ip dhcp client client_identifier hrd_ether Specify the client ID as the Ethernet type

ip dhcp client timeout_shut S p e c i f y  c l i e n t  t i m e o u t  s h u t d o w n  o f  t h e

interface

The command is optional when you perform operations to "obtain an IP address".

4. Monitoring DHCP

T o  b r o w s e  r e l a t e d  i n f o r m a t i o n  o f  t h e  D H C P  s e r v e r ,  w h i c h  i s  d i s c o v e r e d  b y  t h e  s w i t c h

currently, run the following command in EXEC mode:

Command Function

show dhcp server D i s p l a y s  r e l a t e d  i n f o r m a t i o n  a b o u t  t h e

DHCP server, which is known by the switch.

To browse which IP address is current ly used by the switch, run the fol lowing command in

EXEC mode:

Command Function

show dhcp lease Disp lays  IP resources ,  which are  cur rent ly

used by the switch, and related information.

Additionally, if you use DHCP to distribute an IP for an Ethernet interface, you can also run

s h o w  i n t e r f a c e  t o  b r o w s e  w h e t h e r  t h e  I P  a d d r e s s  r e q u i r e d  b y  t h e  E t h e r n e t  i n t e r f a c e  i s

successfully acquired.

1.6.3   DHCP Client Configuration Example

DHCP Client configuration example is shown below:

10
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1. Obtaining an IP address

The following example shows interface vlan11 obtains an IP address through DHCP.

!

interface vlan 11

ip address dhcp
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Chapter 3 IP Service Configuration

T h e  s e c t i o n  i s  t o  d e s c r i b e  h o w  t o  c o n f i g u r e  o p t i o n a l  I P  s e r v i c e .  F o r  t h e  d e t a i l s  o f  t h e  I P

service commands, refer to section “IP Service Commands”.  

1.7  Configuring IP Service

Optional IP service configuration tasks are listed as follows:

 Managing IP connection

 Configuring performance parameters 

 Detecting and Maintaining IP Network 

The above operations are not mandatory. You can perform the operations according to your

requirements. 

1.7.1   Managing IP Connection

The IP protocol provides a series of services to control and manage IP connections. Most of

these services are provided by ICMP. The ICMP message is sent to the host or other routing

s w i t c h e s  w h e n  t h e  r o u t i n g  s w i t c h  o r  t h e  a c c e s s  s e r v e r  d e t e c t s  f a u l t s  i n  t h e  I P  m e s s a g e

header. ICMP is mainly defined in RFC 792. 

Perform the following different operations according to different IP connection conditions:

1. Sending ICMP unreachable message

If the system receives a message and cannot send it to the destination, such as no routes,

the system will send an ICMP-unreachable message to the source host. The function of the

system is enabled by default. 

If t hef unctioni sd isabled,y ouc anr unt hef ollowingc ommandi ni nterfacec onfigurationm ode

to enable the function.

Command Purpose

ip unreachables E n a b l e  t h e  f u n c t i o n  t o  s e n d  a n  I C M P -

unreachable message.

2. Sending ICMP redirection message

Sometimes t heh osts electsa nu nfavorabler oute.A ftera r outings witcho nt her outer eceives

a  m e s s a g e  f r o m  t h e  h o s t ,  i t  i s  t o  c h e c k  t h e  r o u t i n g  t a b l e  a n d  t h e n  f o r w a r d  t h e  m e s s a g e

through t hem essage-receivingi nterfacet oa notherr outings witcht hati si nt hes amen etwork

s e g m e n t  a s  t h e  h o s t .  I n  t h i s  c a s e ,  t h e  r o u t i n g  s w i t c h  n o t i f i e s  t h e  s o u r c e  h o s t  o f  d i r e c t l y

sending t hem essagew itht hed estinationt oa notherr outings witchw ithoutw indingi tself.T he

12
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r e d i r e c t i o n  m e s s a g e  r e q u i r e s  t h e  s ou r c e  h o s t  t o  d i s c a r d  t h e  o r i g i n a l  r o u t e  a n d  t a k e  m o r e

direct r outes uggestedi nt hem essage.M anyh ost’so peratings ystema ddsa h ostr outet oi ts

routing t able.H owever,t her outings witchi sm orew illingt ot rusti nformationo btainedt hrough

the routing protocol. Therefore, the routing switch would not add the host route according to

the information. 

The function is enabled by default. If the hot standby routing switch protocol is configured on

t h e  i n t e r f a c e ,  t h e  f u n c t i o n  i s  a u t o m a t i c a l l y  d i s a b l e d .  H o w e v e r ,  t h e  f u n c t i o n  w i l l  n o t  b e

a u t o m a t i c a l l y  e n a b l e d  e v e n  i f  t h e  h o t  s t a n d b y  r o u t i n g  s w i t c h  p r o t o c o l  i s

canceled. 

To enable the function, run the following command in interface configuration mode:

Command Purpose

ip redirects P e r m i t  s e n d i n g  t h e  I C M P  r e d i r e c t i o n

messafge.

3. Sending ICMP mask response message

Sometimes the host must know the network mask. To get the information, the host can send

the ICMP mask request message. If the routing switch can confirm the mask of the host, i t

will respond with the ICMP mask response message. By default, the routing switch can send

the ICMP mask response message. 

T o  s e n d  t h e  I C M P  m a s k  r e q u e s t  m e s s a g e ,  r u n  t h e  f o l l o w i n g  c o m m a n d  i n  i n t e r f a c e

configuration mode:

Command Purpose

ip mask-reply Send the ICMP mask reply message.

4. Supporting route MTU detection

The system supports the IP route MTU detection mechanism defined by RFC 1191. The IP

r o u t e  M T U  d e t e c t i o n  m e c h a n i s m  e n a b l e s  t h e  h o s t  t o  d y n a m i c a l l y  f i n d  a n d  a d j u s t  t o  t h e

maximum transmission unit (MTU) of different routes. Sometimes the routing switch detects

that the received IP message length is larger than the MTU set on the message forwarding

i n t e r f a c e .  T h e  I P  m e s s a g e  n e e d s  t o  b e  s e g m e n t e d ,  b u t  t h e  “ u n s e g m e n t e d ”  b i t  o f  t h e  I P

message is reset. The message, therefore, cannot be segmented. The message has to be

dropped. In this case, the routing switch sends the ICMP message to notify the source host

of the reason of failed forwarding, and the MTU on the forwarding interface. The source host

then r educest hel engtho ft hem essages entt ot hed estinationt oa djustt ot hem inimumM TU

of the route. 

If a link in the route is disconnected, the message is to take other routes. Its minimum MTU

may b ed ifferentf romt heo riginalr oute.T her outings witcht henn otifiest hes ourceh osto ft he

MTU of the new route. The IP message should be packaged with the minimum MTU of the

route as much as possible. In this way, the segmentation is avoided and fewer message is

sent, improving the communication efficiency.

13
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Relevant hosts must support the IP route MTU detection. They then can adjust the length of

I P  m e s s a g e  a c c o r d i n g  t o  t h e  M T U  v a l u e  n o t i f i e d  b y  t h e  r o u t i n g  s w i t c h ,  p r e v e n t i n g

segmentation during the forwarding process.    

5. Setting IP maximum transmission unit (MTU)

All interfaces have a default IP maximum transmission unit (MTU), that is, the transmissible

m a x i m u m  I P  m e s s a g e  l e n g t h .  I f  t h e  I P  m e s s a g e  l e n g t h  e x c e e d s  M T U ,  t h e  r o u t i n g  s w i t c h

segments the message. 

Changing the MTU value of the interface is to affect the IP MTU value. If IP MTU equals to

MTU, IP MTU will automatically adjust itself to be the same as new MTU as MTU changes.

The change of IP MTU, however, does not affect MTU. IP MTU cannot be bigger than MTU

c o n f i g u r e d  o n  t h e  c u r r e n t  i n t e r f a c e .  O n l y  w h e n  a l l  d e v i c e s  c o n n e c t i n g  t h e  s a m e  p h y s i c a l

m e d i a  m u s t  h a v e  t h e  s a m e  M T U  p r o t o c o l  c a n  n o r m a l  c o m m u n i c a t i o n  b e

created. 

To  s e t  I P  M T U  o n  s p e c i a l  i n t e r f a c e ,  r u n  t h e  f o l l o w i n g  c o m m a n d  i n  i n t e r f a c e  c o n f i g u r a t i o n

mode:     

Command Purpose

ip mtu bytes Set IP MTU of the interface.

6. Authorizing IP source route

The routing switch checks the IP header of every message. The routing switch supports the IP header

options d efinedb yR FC7 91:s tricts ourcer oute,r elaxs ourcer oute,r ecordr outea ndt imes tamp.I ft he

O LT d e t e c t s  t h a t  a n  o p t i o n  i s  i n c o r r e c t l y  s e l e c t e d ,  i t  w i l l  s e n d  m e s s a g e  a b o u t  t h e  I C M P p a r a m e t e r

problem to the source host and drop the message. If problems occur in the source route, the routing

OLT will send ICMP unreachable message (source route fails) to the source host.

IP p ermitst hes ourceh ostt os pecifyt her outeo ft heI Pn etworkf ort hem essage.T hes pecifiedr outei s

called as the source route. You can specify it by selecting the source route in the IP header option. The

routing s witchh ast of orwardt heI Pm essagea ccordingt ot heo ption,o rd ropt hem essagea ccordingt o

security requirements. The routing switch then sends ICMP unreachable message to the source host.

The routing switch supports the source route by default.

If the IP source route is disabled, run the following command in global configuration mode to

authorize the IP source route:

Command Usage Guidelines

ip source-route Authorizing IP source route.

1.7.2   Configuring Performance Parameters

Run the following command to adjust IP performance.            
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1. Setting the Wait Time for TCP Connection

When the routing switch performs TCP connection, it considers that the TCP connection fails

if the TCP connection is not created during the wait time. The routing switch then notifies the

u p p e r - l e v e l  p r o g r a m  o f  t h e  f a i l e d  T C P  c o n n e c t i o n .  Y o u  c a n  s e t  t h e  w a i t  t i m e  f o r  T C P

connection. T hed efaultv alueo ft hes ystemi s7 5s econds.T hep reviousc onfigurationh asn o

impact on TCP connections that the switch forwards. It only affects TCP connections that are

created by the switch itself. 

R u n  t h e  f o l l o w i n g  c o m m a n d  i n  g l o b a l  c o n f i g u r a t i o n  m o d e  t o  s e t  t h e  w a i t  t i m e  f o r  T C P

connections: 

Command Purpose

ip tcp synwait-time seconds Set the wait time for TCP connection.

2. Setting the Size of TCP Windows 

T h e  d e f a u l t  s i z e  o f  T C P  w i n d o w s  i s  2 0 0 0  b y t e .  R u n  t h e  f o l l o w i n g  c o m m a n d  i n  g l o b a l

configuration mode to change the default window size:

Command Purpose

ip tcp window-size bytes Set the size of TCP windows.

1.7.3   Detecting and Maintaining IP Network

To detect and maintain the network, run the following command:

1. Clearing Cache, List and Database

You  can c lea r  a l l  con ten t  in  a  cache ,  l i s t  o r  da tabase.  A l l  incor rec t  da ta  i n  a  cache,  l i s t  o r

database need be cleared. 

Run the following command to clear incorrect data:

Command Purpose

clear tcp statistics To c leart hes tatisticsd ataa boutT CP,r unt hef ollowing

command:

2. Clearing TCP Connection

To disconnect a TCP connection, run the following command:

Command Purpose

c lear  tcp {local  hos t-name por t remote

host-name port | tcb address}

C l ea r  t he  des i gna ted  TCP connec t i on .  TCB re fe r s  t o

TCP control block.
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3. Displaying statistics data about system and network

The s ystemc and isplayt hec ontenti nt hec ache,l ista ndd atabase.T heses tatisticsd atac an

help you know the usage of systematic sources and solve network problems.

Run the following commands in EXEC mode. For details, refer to “IP Service Command”.

Command Purpose

show ip access-lists name Display the content of one or all access lists.

show ip sockets Display all socket information about the routing

switch.

show ip traffic Show IP protocol statistics data

show tcp Show all TCP connection status information

show tcp brief Briefly d isplayi nformationa boutT CPc onnection

states.

show tcp statistics Display the statistics data about TCP

show tcp tcb D i s p l a y  i n f o r m a t i o n  a b o u t  t h e  d e s i g n a t e d  T C P

connection state.

4. Displaying debugging information

W h e n  p r o b l e m  o c c u r s  o n  t h e  n e t w o r k ,  y o u  c a n  r u n  d e b u g  t o  d i s p l a y  t h e  d e b u g g i n g

information.

Run the following command in EXEC mode. For details, refer to “IP Service Command”.

Command Purpose

debug arp Display the interaction information about ARP.

debug ip icmp Display the interaction information about ICMP.

debug ip raw D i s p l a y  t h e  i n f o r m a t i o n  a b o u t  r e c e i v e d / t r a n s m i t t e d

Internet IP message.

debug ip packet T o  d i s p l a y  t h e  i n f o r m a t i o n  a b o u t  I P  i n t e r a c t i o n ,  r u n

debug ip raw.

debug ip tcp Display the interaction information about TCP.

debug ip udp Display the interaction information about UDP.

16



                                                                Network Protocol Configuration

1.8  Configuring Access List

1.8.1   Filtering IP Packet

Filtering message helps control the movement of packet in the network. The control can limit

network transmission and network usage through a certain user or device. To make packets

v a l i d  o r  i n v a l i d  t h r o u g h  t h e  c r o s s l y  d e s i g n a t e d  i n t e r f a c e ,  o u r  r o u t i n g  s w i t c h  p r o v i d e s  t h e

access list. The access list can be used in the following modes:

        Controlling packet transmission on the interface

        Controlling virtual terminal line access 

        Limiting route update content 

The section describes how to create IP access lists and how to use them.

The IP access list is an orderly set of the permit/forbid conditions for applying IP addresses.

The ROS software of our switch tests the address one by one in the access list according to

regulat ions. The f irst  match determines whether the ROS accepts or decl ines the address.

After  the f i rst  match,  the ROS sof tware terminates the match regulat ions. The order of the

conditions is, therefore, important. If no regulations match, the address is declined.

Use the access list by following steps:

(1) Create the access list by designating the access list name and conditions.

(2) Apply the access list to the interface.

1.8.2   Creating Standard and Extensible IP Access List

Use a character string to create an IP access list.

Note:

The standard access list and the extensible access list cannot have the same name.

Run the following command in global configuration mode to create a standard access list:

Command Purpose

ip access-list standard name Use a name to define a standard access list.

d e n y  {s o u r c e  [ s o u r c e - m a s k ] |  a n y} [l o g  |

l o c a t i o n]  o r  p e r m i t {s o u r c e  [ s o u r c e - m a s k ]

| any}[log | location]

D e s i g n a t e  o n e  o r  m u l t i p l e  p e r m i t / d e n y

c o n d i t i o n s  i n  s t a n d a r d  a c c e s s  l i s t

c o n f i g u r a t i o n  m o d e .  T h e  p r e v i o u s  s e t t i n g

d e c i d e s  w h e t h e r  t h e  p a c k e t  i s  a p p r o v e d  o r

disapproved.

Exit L o g  o u t  f r o m  t h e  a c c e s s  l i s t  c o n f i g u r a t i o n

mode.

Run the following command in global configuration mode to create an extensible access list.

Command Purpose
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ip access-list extended name Use a n amet od efinea ne xtensibleI Pa ccess

list.

{deny | p ermit} protocol source source-mask

d e s t i n a t i o n  d e s t i n a t i o n - m a s k [p r e c e d e n c e

precedence] [tos tos] [log][time-range time-

r a n g e ]  [l o c a t i o n l o c a t i o n ]  [d o n o t f r a g m e n t -

s e t]  [d o n o t f r a g m e n t - n o t s e t]  [i s - f r a g m e n t]

[n o t - f r a g m e n t]  [t o t a l l e n  e q | g t | l t  l e n t g h ]

[t t l  e q | g t | l t  t i m e ]  [o f f s e t - n o t - z e r o]  [o f f s e t -

z e r o]  {d e n y  |  p e r m i t}  p r o t o c o l a n y  a n y

[p r e c e d e n c e p r e c e d e n c e]  [t o s t o s]  [l o g]

[t i m e - r a n g e t i m e - r a n g e ]  [l o c a t i o n l o c a t i o n ]

[d o n o t f r a g m e n t - s e t]  [d o n o t f r a g m e n t -

n o t s e t]  [i s - f r a g m e n t]  [n o t - f r a g m e n t]

[t o t a l l e n  e q | g t | l t  l e n t g h ]   [t t l  e q | g t | l t  t i m e ]

[offset-not-zero] [offset-zero]

D e s i g n a t e  o n e  o r  m u l t i p l e  p e r m i t / d e n y

c o n d i t i o n s  i n  e x t e n s i b l e  a c c e s s  l i s t

c o n f i g u r a t i o n  m o d e .  T h e  p r e v i o u s  s e t t i n g

d e c i d e s  w h e t h e r  t h e  p a c k e t  i s  a p p r o v e d  o r

d i sapp roved .  p recedence  means  the  p r io r i t y

of the IP packet; TOS means Type of Service.

Exit L o g  o u t  f r o m  t h e  a c c e s s  l i s t  c o n f i g u r a t i o n

mode.

After the access list is originally created, any part that is added later can be put at the end of

t h e  l i s t .  T h a t  i s  t o  s a y,  y o u  c a n n o t  a d d  t h e  c o m m a n d  l i n e  t o  t h e  d e s i g n a t e d  a c c e s s  l i s t .

However, you can run no permit and no deny to delete items from the access list.

Note:

When y ouc reatet hea ccessl ist,t hee ndo ft hea ccessl isti ncludest hei mplicitd enys entence

by default. If the mask is omitted in the relative IP host address access list, 255.255.255.255

is supposed to be the mask. 

After the access list is created, the access list must be applied on the route or interface. For

details, refer to section 4.2.3  “Applying the Access List to the Interface”.

1.8.3   Applying the Access List to the Interface

After the access list is created, you can apply it to one or multiple interfaces including the in

interfaces and out interfaces.

Run the following command in interface configuration mode.

Command Purpose

ip access-group name {in | out} Apply the access list to the interface.

The access control list can be used on the incoming or outgoing interface. After a packet is

received, the source address of the packet will be checked according to the standard egress

i n t e r f a c e  a c c e s s  c o n t r o l  l i s t .  F o r  t h e  e x p a nd e d  a c c e s s  c o n t r o l  l i s t ,  t h e  r o u t i n g  s w i t c h  a l s o

checks the destination address. If the access control list permits the destination address, the
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s y s t e m  w i l l  c o n t i n u e  h a n d l i n g  t h e  p a c k e t .  H o w e v e r ,  i f  t h e  a c c e s s  c o n t r o l  l i s t  f o r b i d s  t h e

destination address, the system will drop the packet and then returns an ICMP unreachable

packet.

For the standard access list of the out interfaces, after a packet is received or routed to the

c o n t r o l  i n t e r f a c e ,  t h e  s o f t w a r e  c h e c k s  t h e  s o u r c e  a d d r e s s  o f  t h e  p a c k e t  a c c o r d i n g  t o  t h e

access l ist.F ort hee xtensiblea ccessl ist,t her outings witcha lsoc heckst hea ccessl isto ft he

receiving side. If the access list permits the address, the software will send the packet. If the

access list does not permit the address, the software drops the packet and returns an ICMP

unreachable message.

If the designated access control list does not exist, all packets are allowed to pass through.

1.8.4   Extensible Access List Example

In  the fo l lowing example,  the f i rs t  l ine al lows any new TCP to connect  the dest inat ion port

a f t e r  p o r t  1 0 2 3 .  T h e  s e c o n d  l i n e  a l l o w s  a n y  n e w  T C P  t o  c o n n e c t  t h e  S M T P  p o r t  o f  h o s t

130.2.1.2.

ip access-list extended aaa

permit tcp any 130.2.0.0 255.255.0.0 gt 1023

permit tcp any 130.2.1.2 255.255.255.255 eq 25

interface vlan 10

ip access-group aaa in 

Another e xamplet oa pplyt hee xtensiblea ccessl isti sg iven.S upposea n etworkc onnectst he

Internet, you expect any host in the Ethernet can create TCP connection with the host in the

Internet. However, you expect the host in the Internet cannot create TCP connection with the

host in the Ethernet unless it connects the SMTP port of the mail host. 

SMTP connects wi th  TCP port  in one end and the arbi tuary port  number in  the other end.

During t hec onnectionp eriod,t hes amet wop ortn umbersa reu sed.T hem ailp acketf romt he

I n t e r n e t  h a s  a  d e s t i n a t i o n  p o r t ,  t h a t  i s ,  p o r t  2 5 .  T h e  o u t g o i n g  p a c k e t  h a s  a  c o n t r a r y  p o r t

number.  I n  f ac t ,  the  secur i t y  sys tem beh ind  the  rou t ing  sw i t ch  a lways  rece ives  ma i l s  f r om

port 25. That is the exact reason why the incoming service and the outgoing service can be

uniquely c ontrolled.T hea ccessl istc anb ec onfigureda st heo utgoings erviceo rt hei ncoming

service.

In the following example, the Ethernet is a B-type network with the address 130.20.0.0. The

address  o f  the  mai l  hos t  i s  130.20.1 .2 .  The keyword  es tab l i shed is  on ly  used fo r  the  TCP

protocol, m eaninga c onnectioni sc reated.I fT CPd atah ast heA CKo rR STd igitt ob es et,t he

match occurs, meaning that the packet belongs to an existing connection.

ip access-list aaa

permit tcp any 130.20.0.0 255.255.0.0 established

permit tcp any 130.20.1.2 255.255.255.255 eq 25

interface vlan 10

ip access-group aaa in
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1.9  Configuring IP Access List Based on Physical Port

1.9.1   Filtering IP Packet

Filtering message helps control the movement of packet in the network. The control can limit

network transmission and network usage through a certain user or device. To make packets

v a l i d  o r  i n v a l i d  t h r o u g h  t h e  c r o s s l y  d e s i g n a t e d  i n t e r f a c e ,  o u r  r o u t i n g  s w i t c h  p r o v i d e s  t h e

access list. The access list can be used in the following modes:

        Controlling packet transmission on the interface

        Controlling virtual terminal line access 

        Limiting route update content 

The section describes how to create IP access lists and how to use them.

The IP access list is an orderly set of the permit/forbid conditions for applying IP addresses.

The ROS software of our switch tests the address one by one in the access list according to

regulat ions. The f irst  match determines whether the ROS accepts or decl ines the address.

After  the f i rst  match,  the ROS sof tware terminates the match regulat ions. The order of the

conditions is, therefore, important. If no regulations match, the address is declined.

Use the access list by following steps:

(1) Create the access list by designating the access list name and conditions.

(2) Applying ACL on a port

1.9.2   Creating Standard and Extensible IP Access List

Use a character string to create an IP access list.

Note:

The standard access list and the extensible access list cannot have the same name.

Run the following command in global configuration mode to create a standard access list:

Command Purpose

ip access-list standard name Use a name to define a standard access list.

d e n y  {s o u r c e  [ s o u r c e - m a s k ] |  a n y}  [l o g  |

location] or

p e r m i t {s o u r c e  [ s o u r c e - m a s k ] |  a n y}  [l o g  |

location]

D e s i g n a t e  o n e  o r  m u l t i p l e  p e r m i t / d e n y

c o n d i t i o n s  i n  s t a n d a r d  a c c e s s  l i s t

c o n f i g u r a t i o n  m o d e .  T h e  p r e v i o u s  s e t t i n g

d e c i d e s  w h e t h e r  t h e  p a c k e t  i s  a p p r o v e d  o r

disapproved.

Exit L o g  o u t  f r o m  t h e  a c c e s s  l i s t  c o n f i g u r a t i o n

mode.

Run the following command in global configuration mode to create an extensible access list.

Command Purpose
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ip access-list extended name Use a n amet od efinea ne xtensibleI Pa ccess

list.

{deny | p ermit} protocol source source-mask

d e s t i n a t i o n  d e s t i n a t i o n - m a s k [p r e c e d e n c e

precedence] [tos tos] [log] [time-range t ime-

r a n g e ]  [l o c a t i o n l o c a t i o n ]  [d o n o t f r a g m e n t -

s e t]  [d o n o t f r a g m e n t - n o t s e t]  [i s - f r a g m e n t]

[n o t - f r a g m e n t]  [t o t a l l e n  e q | g t | l t  l e n t g h ]

[t t l  e q | g t | l t  t i m e ]  [o f f s e t - n o t - z e r o]  [o f f s e t -

zero]  

{d e n y  |  p e r m i t}  p r o t o c o l a n y  a n y

[p r e c e d e n c e p r e c e d e n c e]  [t o s t o s]  [l o g]

[t i m e - r a n g e t i m e - r a n g e ]  [l o c a t i o n l o c a t i o n ]

[d o n o t f r a g m e n t - s e t]  [d o n o t f r a g m e n t -

n o t s e t]  [i s - f r a g m e n t]  [n o t - f r a g m e n t]

[t o t a l l e n  e q | g t | l t  l e n t g h ]   [t t l  e q | g t | l t  t i m e ]

[offset-not-zero] [offset-zero]

D e s i g n a t e  o n e  o r  m u l t i p l e  p e r m i t / d e n y

c o n d i t i o n s  i n  e x t e n s i b l e  a c c e s s  l i s t

c o n f i g u r a t i o n  m o d e .  T h e  p r e v i o u s  s e t t i n g

d e c i d e s  w h e t h e r  t h e  p a c k e t  i s  a p p r o v e d  o r

d i sapp roved .  p recedence  means  the  p r io r i t y

of t heI Pp acket;T OSm eansT ypeo fS ervice.

If protocol is TCP/UDP, designate a single or

14 port number in a certain range. For more

d e t a i l s ,  r e f e r  t o  A c c e s s  L i s t  C o n f i g u r a t i o n

Example.

Exit L o g  o u t  f r o m  t h e  a c c e s s  l i s t  c o n f i g u r a t i o n

mode.

After the access list is originally created, any part that is added later can be put at the end of

t h e  l i s t .  T h a t  i s  t o  s a y,  y o u  c a n n o t  a d d  t h e  c o m m a n d  l i n e  t o  t h e  d e s i g n a t e d  a c c e s s  l i s t .

However, you can run no permit and no deny to delete items from the access list.

Note:

When y ouc reatet hea ccessl ist,t hee ndo ft hea ccessl isti ncludest hei mplicitd enys entence

by default. If the mask is omitted in the relative IP host address access list, 255.255.255.255

is supposed to be the mask. 

After ACL is established, it must be applied on the lines or ports. For details, refer to section

“Applying the Access List to the Interface”.　
1.9.3   Applying ACL on Ports

After an ACL is established, it can be applied on the ingress of one or many interfaces.

Run the following command to apply IPv6 ACL on a port:

Command Purpose

ip access-group name Applying ACL on a port

After a packet is received, the source address of the packet will be checked according to the

standard e gressi nterfacea ccessc ontroll ist.F ort hee xpandeda ccessc ontroll ist,t her outing

switch also checks the destination address. If the access control list permits the destination
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a d d r e s s ,  t h e  s y s t e m  w i l l  c o n t i n u e  h a n d l i n g  t h e  p a c k e t .  H o w e v e r,  i f  t h e  a c c e s s  c o n t r o l  l i s t

forbids the dest inat ion address,  the system wi l l  drop the packet  and then returns an ICMP

unreachable packet.

If the designated access control list does not exist, all packets are allowed to pass through.

1.9.4   Extensible Access List Example

1. Port-based IP access list supporting TCP/UDP port filtration

The format is as follows:

{deny | permit} {tcp | udp} 

source source-mask [ { [src_portrange begin-port end-port] | [ {gt | lt } port ] }]

destination destination-mask [ { [dst_portrange begin-port end-port] | [ {gt | lt } port ] }]

[precedence precedence] [tos tos] 

If you configure the access list by defining the port range, pay attention to the following:

(1) I fy ouu set hem ethodo fd esignatingt hep ortr anget oc onfiguret hea ccessl ist

a t  t h e  s o u r c e  s i d e  a n d  t h e  d e s t i n a t i o n  s i d e ,  s o m e  c o n f i g u r a t i o n  m a y  f a i l

because o fm assiver esourcec onsumption.I nt hisc ase,y oun eedt ou set he

fash ion  o f  des i gna t ing  the  po r t  r ange  a t  one  s ide ,  and  use  the  fash i on  o f

designating the port at another side.

( 2 )  W h e n  t h e  p o r t  r a n g e  f i l t r a t i o n  i s  p e r f o r m e d ,  t o o  m a n y  r e s o u r c e s  w i l l  b e

occupied. If the port range filtration is used too much, the access list cannot

support other programs as well as before.

2. Port-based IP access list supporting TCP/UDP designated port filtration

In the following example, the first line allows any new TCP to connect the SMTP port of host

130.2.1.2.

ip access-list extended aaa

permit tcp any 130.2.1.2 255.255.255.255 eq 25

interface  g0/1

ip access-group aaa
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