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Chapter 1 Configuration Preparation

1.1 HTTP Configuration

Switch configuration can be conducted not only through command lines and SNMP but also
through Web browser. The switches support the HTTP configuration, the abnormal packet
timeout configuration, and so on.

1.1.1 Choosing the Prompt Language

Up to now, switches support two languages, that is, English and Chinese, and the two
languages can be switched over through the following command.

Command Purpose

[no] ip http language { english} Sets the prompt language of Web
configuration to English.

1.1.2 Setting the HTTP Port

Generally, the HTTP port is port 80 by default, and users can access a switch by entering
the IP address directly; however, switches also support users to change the service port and
after the service port is changed you have to use the IP address and the changed port to
access switches. For example, if you set the IP address and the service port to 192.168.1.3
and 1234 respectively, the HTTP access address should be changed to http:/
192.168.1.3:1234. You'd better not use other common protocols’ ports (such as ftp-20,
telnet-23, dns-53, snmp-161) so that access collision should not happen. Because the ports
used by a lot of protocols are hard to remember, you'd better use port IDs following port
1024.

Command Purpose

ip http port { portNumber } Setting the HTTP Port

1.1.3 Enabling the HTTP service

Switches support to control the HTTP access. Only when the HTTP service is enabled can
HTTP exchange happen between switch and PC and, when the HTTP service is closed,
HTTP exchange stops.

Command Purpose

ip http server Enabling the HTTP service

1.1.4 Setting the HTTP Access Mode

You can access a switch through two access modes: HTTP access and HTTPS
access, and you can use the following command to set the access mode to HTTP.

Command Purpose
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ip http http-access enable Setting the HTTP Access Mode

1.1.5 Setting the maximum number of VLAN entries displayed on a web page

A switch supports at most 4094 VLANs and in most cases Web only displays parts of
VLANS, that is, those VLANs users want to see. You can use the following command to set
the maximum number of VLANSs. The default maximum number of VLANSs is 100.

Command Purpose
ip http web max-vlan { max- Sets the maximum number of VLAN
vian } entries displayed in a web page.

1.1.6 Setting the Maximum Number of Multicast Entries Displayed on a Web
Page

A switch supports at most 100 multicast entries. You can run the following command to set
the maximum number of multicast entries and Web then shows these multicast entries. The
default maximum number of multicast entries is 15.

Command Purpose
ip http web igmp-groups { Sets the maximum number of multicast
igmp-groups } entries displayed in a web page.

1.2 HTTPS Configuration

In order to improve the security of communications, switches support not only the HTTP
protocol but also the HTTPS protocol. HTTPS is a security-purposed HTTP channel and it is
added to the SSL layer under HTTP.

1.2.1 Setting the HTTP Access Mode

You can run the following command to set the access mode to HTTPS.

Command Purpose

ip http ssl-access enable Setting the HTTPS access mode

1.2.2 Setting the HTTPS Port

As the HTTP port, HTTPS has its default service port, port 443, and you also can run
the following command to change its service port. It is recommended to use those
ports following port 1024 so as to avoid collision with other protocols’ ports.

Parameters Notes:
ip http secure-port Sets the HTTPS port.
{portNumber}
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Chapter 2 Accessing the Switch through HTTP
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1.3 Accessing the Switch through HTTP

When accessing the switch through Web, please make sure that the applied browser
complies with the following requirements:

® HTML of version 4.0
L] HTTP of version 1.1
L4 JavaScriptTM of version 1.5

What's more, please ensure that the main program file, running on a switch, supports
Web access and your computer has already connected the network in which the switch
is located.

1.3.1 Initially Accessing the Switch
When the switch is initially used, you can use the Web access without any extra
settings:

1. Modify the IP address of the network adapter and subnet mask of your computer to
192.168.0.2 and 255.255.255.0 respectively.

2. Open the Web browser and enter 192.168.0.1 in the address bar. It is noted that
192.168.0.1 is the default management address of the switch.

3. If the Internet Explorer browser is used, you can see the dialog box as below. Both
the original username and the password are “admin”, which is capital sensitive.

‘Warring: This server i requesting that your usemase and
paspeoed be sent in an inseoure manner (basc aukthentication

withoid & s80Fe oonnescton. 4. After
successful

Lbear bt L 5§ w

P sppcrd

[ Estnesrobsss vy passveird

I

authentication, the systematic information about the switch will appear on the IE
browser.

1.3.2 Upgrading to the Web-Supported Version

If your switch is upgraded to the Web-supported version during its operation and the
switch has already stored its configuration files, the Web visit cannot be directly
applied on the switch. Perform the following steps one by one to enable the Web visit
on the switch:

1. Connect the console port of the switch with the accessory cable, or telnet to the
management address of the switch through the computer.

2. Enter the global configuration mode of the switch through the command line, the
DOS prompt of which is similar to “Switch_config#".

3. If the management address of the switch is not configured, please create the VLAN
interface and configure the IP address.

4. Enter the commandip http server", to enable Web service.

5. Enter theusernameto set the user name and password of the switch For how to use
this command, refer to the “Security Configuration” section in the user manual.
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After the above-mentioned steps are performed, you can enter the address of the
switch in the Web browser to access the switch.

6. Enter the commandwrite", to save the current configuration to the configuration file.

1.4 Accessing a Switch through Secure Links

The data between the WEB browser and the switch will not be encrypted if you access
a switch through common HTTP. To encrypt these data, you can use the secure links,
which are based on the secure sockets layer, to access the switch.

To do this, you should follow the following steps:

1. Connect the console port of the switch with the accessory cable, or telnet to the
management address of the switch through the computer.

2. Enter the global configuration mode of the switch through the command line, the
DOS prompt of which is similar to “Switch_config#".

3. If the management address of the switch is not configured, please create the VLAN
interface and configure the IP address.

4. Enter the commandip http server", to enable Web service.

5. Enter theusernameto set the user name and password of the switch For how to use
this command, refer to the “Security Configuration” section in the user manual.

6. Runip http ssl-access enableto enable the secure link access of the switch.
7. Runno ip http http-access enableto access the switch through insecure links.
8. Enter the commandwrite", to save the current configuration to the configuration file.

9. Open the WEB browser on the PC that the switch connects,
enterhttps://192.168.0.10n the address bar (192.168.0.1 stands for the management IP
address of the switch)IP address of the switch) and then press the Enter key. Then the
switch can be accessed through the secure links.

1.5 Introduction of Web Interface

The whole Web homepage consists of the top control bar, the navigation bar, the
configuration area and the bottom control bar.

1.5.1 Top Control Bar

Sawve All English | % | Logout | Port Panel | About

Save All Write the current settings to the configuration file of the device. It is
equivalent to the execution ofthe“write”’command.

The configuration that is made through Web will not be promptly written to
the configuration file after validation. If you click “Save All”, the unsaved
configuration will be lost after rebooting.

English The interface will turn into the English version.
Chinese The interface will turn into the Chinese version.
Logout Exit from the current login state.

After you click "logout"”, you have to enter the username and the password


https://192.168.0.1/
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again if you want to continue the Web function.
Interface panel Displays the figure of interface panel

About Displays the manufacturer information and sets auto-refresh.

After you configure the device, the result of the previous step will appear on the left
side of the top control bar. If error occurs, please check your configuration and retry it
later.

1.5.2 Navigation Bar

Device Status

z The contents shown
Device Info in the navigation bar.
Interface State The contents in the
navigation bar are
shown in a form of list
Log Query according to types.

. By default, the list is
Optic Module Info ' ;

e u located at “Runtime
Info”. If a certain item

Interface Flow

Basic Config
Port Config

L2 Config

L2 Config
Advanced Config
Metwork Mgr.
Diagnostic Tool

System Mgr.

need be configured,
please click the group
name and then the
subitem. For
example, to browse
the flux of the current
port, you have to click
“Interface State" and
then “Interface Flow”.

Note:

The limited user
can only browse
the state of the

device and cannot modify the configuration of the device. If you log on to the Web
with limited user’s permissions, only “Interface State” will appear.

1.5.3 Configuration Area
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System Information

Device Type SWITCH

BIOS Wersion 0.4.5

Firmware Version 3.0.1T Build 37543
Serial No. E20005050102
MAC Address B479.7334,2013
IP Address 192.168.1.202
Current Time 1970-1-1 0:5:36
Uptime 0 Day -0 Hour -5 Minute -36 Second
CPU Usage 38k

Memory Usage 26%

Refresh |

The configuration display area shows the state and configuration of the device. The
contents of this area can be modified by the clicking of the items in the navigation bar.

1.5.4 Configuration Area

The configuration area is to show the content that is selected in the navigation area.
The configuration area always contains one or more buttons, and their functions are
listed in the following table:

Refresh Refresh the content shown in the current configuration area.
Apply Apply the modified configuration to the device.

The application of the configuration does not mean that the configuration is
saved in the configuration file. To save the configuration, you have to click
“Save All” on the top control bar.

Reset Means discarding the modification of the sheet. The content of the sheet
will be resetted.

New Creates a list item. For example, you can create a VLAN item or a new
user.

Delete Deletes an item in the list.

Back Go back to the previous-level configuration page.
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Chapter 3 Basic Configuration

Device Status

Basic Config

Hostname
Clack Mgr.

Port Config

L2 Config

L3 Config
Advanced Config
Metwork Mgr.
Diagnostic Tool

System Mgr.
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1.6 Hostname Configuration

If you click Basic Config -> Hosthame in the navigation bar, the Hostname
Configuration page appears, as shown in the following figure.

8 s commaon = S i i S L S T

Configura the hastnama.

Hostname™ |Switch |
[ _appty | [ Reset |

Configure the hostname of the switch.

The hostname will be displayed in the login dialog box.

The default name of the device is “Switch”. You can enter the new hostname in the text
box shown in figure 3 and then click “Apply”.

1.7 Time Management

If you click System Mgr. -> Time Setting, the Time Setting page appears.
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System Time 1970-01-01 00:07:05 | Refresh

Select Time-Zone [(GMT)Greenwich Mean Time, Dublin London, Lisbon |
@ Set Time Manually

Set Time (1570 |Year[on |Month[o1 | Day[pg |Hour[g7 |Minute(sios |Second
) Hetwork Time Synchronization

HTP Samver Omna
NTF Sarver Two
NTF Saner Threa

=Thier® are bwe ways 1o update the systerm thme, one is 0o use nip and the obher 5 to manually set the time.

#5at Time Manually: Select the “Set Time Manually” option, select the local time zone, enter the current time, and click “Apply’ to save the configuration.
Shetwodk Time Synchronization: Select the Hetwork Time Synchronization” option, add no mese than three IP addresses of the NTP server.

=helresh: Click to get the current time of the switch,

To refresh the clock of the displayed device, click “Refresh”.

In the “Select Time-Zone” dropdown box select the time zone where the device is
located. When you select “Set Time Manually”, you can set the time of the device
manually. When you select “Network Time Synchronization”, you can designate 3
SNTP servers for the device and set the interval of time synchronization.
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Chapter 4 Configuration of the Physical Interface

Device Status
Basic Config
Port Config
Port Description
Port Config
Fate Limit
Port Mirrar
Keepalive Detection
Port Security
Starm Contral

Port Protect Group Config
POE Mgr

L2 Config

L3 Config
Advanced Config
Metwork Mgr.
Diagnostic Tool

System Mgr.

11
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1.8 Configuring Port Description

If you click Port Config -> Port Description in the navigation bar, the Port description
Configuration page appears, as shown in the following figure.

Port ot Description
a1

You can modify the port description on this page and enter up to 120 characters. The
description of the VLAN port cannot be set at present.

1.9 Configuring the Attributes of the Port

If you click Port Config-> Port Config -> Port attribute Config in the navigation bar, the
Port Attribute Configuration page appears, as shown in the following figure.

Pisrt Status Spired Duiplex Floaww Comtral Mirdbunm
adyl Enabla il S e ] e ot o At bl
You can change the status, speed, duplex mode and flow control of a port on this
page.
Note:
2. After the speed or duplex mode of a port is modified, the link state of the port
may be switched over and the network communication may be impaired.
1.10 Rate Limit
If you click Port Config -> Rate Limit in the navigation bar, the Port rate limit page
appears, as shown in figure 4.
Port Heceive Status Receive Speed Unit Receive Speed Send Status Send Speed Unit Send Spead
a1 Enabls Sdkbps v 11=163B4) Cisable v Edkbps v [1=16Z84}

On this page you can set the reception speed and transmission speed of a port. By
default, all ports have no speed limited. The reception speed and transmission speed
are configured by a percentage or by the designated unit of the switch.

1.11 Port Mirror

If you click Port Config-> Port Mirror in the navigation bar, the Port Mirror Config
page appears, as shown in the following figure.

Higror Pork alfe  »

Filters Port Type: (Al Slok Hum: |&ll « Hame[s):
Mirrored Port Mirror Mode
el 1T R Lt

Click the dropdown list on the right side of "Mirror Port" and select a port to be the
destination port of mirror.

12
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Click a checkbox and select a source port of mirror, that is, a mirrored port.

RX The received packets will be mirrored to the destination port.
X The transmitted packets will be mirrored to a destination port.
RX & TX The received and transmitted packets will be mirrored simultaneously.

1.12 Keepalive Detection

If you click Port Config-> Keepalive Detection in the navigation bar, the Setting the
port loopback detection page appears, as shown in Figure 6.

Status Keepalive Period
- ' | (0-32767)Seconds

You can set the loopback detection cycle on the Loopback Detection page.

1.13 Port security

1.13.1 [P Binding Configuration
If you click Port Config-> Port Security -> IP Bind in the navigation bar, the

Configure the IP-Binding Info page appears, as shown in figure 7.

Ivigefascn Marms Chet i
a0yl Deta

Click “Detail” and then you can conduct the binding of the source IP address for each
physical port. In this way, the IP address that is allowed to visit the port will be limited.

Senal numbar Addrass Coerate
] 192 168.0.2 Eait
F 192.168.0.2 Ear

1.13.2 MAC Binding Configuration

If you click Port Config-> Port Security -> MAC Bind in the navigation bar, the
Configure the MAC-Binding Info page appears, as shown in figure 10.

Interface Name Detaed
G0y 1 Detad

Click “Detail” and then you can conduct the binding of the source MAC address for
each physical port. In this way, the MAC address that is allowed to visit the port will be
limited.

13
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Sénal numbeér Address Opérate
] 1 1234.1234.1234 Edit
i 1234, 1234.1235 it

1.13.3 Setting the Static MAC Filtration Mode

If you click Port Config-> Port Security -> Static MAC Filtration Mode in the
navigation bar, the Configure the static MAC filtration mode page appears, as shown in

figure 12.
Imterface Nams Part Moda Static MAC Filtration Mods
g0/1 ACoess Aroopt el

On this page you can set the static MAC filtration mode. By default, the static MAC
filter is disabled. Also, the static MAC filter mode cannot be set on ports in trunk mode.

1.13.4 Static MAC Filtration Entries
If you click Port Config-> Port Security -> Static MAC Filtration Entries in the
navigation bar, the Setting the static MAC filtration entries page appears.

Inferface Name Denail
alfl Datail

If you click “Detail”, you can conduct the binding of the source MAC address for each
physical port. According to the configured static MAC filtration mode, the MAC address
of a port can be limited, allowed or forbidden to visit.

Senal numbsar Filtrabion Mode MAC Address Operate

Ll 1 Dwsable 00100020003 Edit

1.13.5 Setting the Dynamic MAC Filtration Mode

If you click Port Config-> Port Security -> Dynamic MAC Filtration Mode in the
navigation bar, the Configure the dynamic MAC filtration mode page appears, as
shown in figure 15.

Interiace Hame Dymamic MAC Filtration Mode Max MAC Addrass
@by [ Enable  EG 1 [1-20:48)

You can set the dynamic MAC filtration mode and the allowable maximum number of
addresses on this page. By default, the dynamic MAC filtration mode is disabled and
the maximum number of addresses is 1.

1.14 Storm Control

In the navigation bar, click Port Config-> Storm Control. The system then enters the
page, on which the broadcast/multicast/unknown unicast storm control can be set.

1.14.1 Broadcast storm control

14
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Status Threshold

| | (1-65535) 64Kbps

Through the dropdown boxes in the Status column, you can decide whether to enable
broadcast storm control on a port. In the Threshold column you can enter the threshold
of the broadcast packets. The legal threshold range for each port is given behind the
threshold.

1.14.2 Multicast Storm Control

Status Threshald

" Enable V|  |(1-65535) 64Kbps

Through the dropdown boxes in the Status column, you can decide whether to enable
multicast storm control on a port. In the Threshold column you can enter the threshold
of the multicast packets. The legal threshold range for each port is given behind the
threshold.

1.14.3 Unknown Unicast Storm Control

Status Threshold

Enable V| | | (1-65535) 64Kbps

Through the “Status” dropdown box, you can decide whether to enable the unknown unicast storm
limit on a port. In the Threshold column you can enter the threshold of the broadcast packets. The
legal threshold range for each port is given behind the threshold.

1.15 Port Protect Group Configuration

If you click Port Config-> Port Protect Group Config -> Port Protect Group List in
the navigation bar, the Port Protect Group List page appears.

1.15.1 Port Protect Group List

If you click Port Config-> Port Protect Group Config -> Port Protect Group List in
the navigation bar, the Port Protect Group List page appears.

Port Protect Groap List

| Hew
Mo, 0 PageTetal O Page First Présr Raxt Lagt  Go Moo | Page Soarch: Currerd  1tem)Tokal O [tem
Part Probedt Geaoup
! Selct Al SelctNone pelete

#Po Protect Group O is Defalt Port Profect Groasp, and it Can not be delebed.
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If you click New, a new port protect group will be created, as shown in the following
figure.

If you tick a Port Protect Group, you can delete it. The port protect group O is by
default, which cannot be deleted.

Creale Port Protect Groap

Port Protect Growp [ |

Apply | | Go Back

1.15.2 Port Protect Group Interface Configuration

If you click Port Config-> Port Protect Group Config -> Port Protect Group Interface
Config in the navigation bar, the Port Protect Group Config page appears.

Port Port Protect Group

bari C |
0072 |:|

The port protect group must be a created group. If one port has configured the default
protect group, others ports can only configure the default groups.

1.16 POE Management

1.16.1 POE Global Configuration

If you click Port Config -> POE Mgr in the navigation bar, the POE management
configuration page appears, as shown in the following figure.

POE Global Configuns

Power Management Mode  [Aute w
Low Disable Threshold  [18000 | (100-30000) mw
Low Mo Connect Threshold | 18000 | {100-30000) mw
Duration of POE LED |30 |{1-300) 5
POE MIB Notification Function  [Start v
Threshodd of Available Power 100 [{1-200)
Power Counter |0 |{0-100) &

POE Chip Automatic Protection | Stop ™
Power Supply Standard  [Max Power Supply |

. Apply | | Reset |

#Low Disable Threshold means that the kpwer priority port will be disabled when consumed powar
#Low No Connect Threshold means that the bower priority port will not be connected when consumed power

On this page, you can configure the POE power supply management mode, lower
priority upgrade preemption threshold, enable/disable POE MIB inform.
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1.16.2 POE Global Realtime Info

If you click Port Config -> POE Mgr->POE Global Realtime Info in the navigation
bar, the POE management configuration page appears, as shown in the following

figure.

FOL Global Realtims Info

UL

a0f3
any4
e
a6
a7

1.16.3 POE Interface List

Port Max Powar

FE0H Wi
304300 i
FE0H Wi
0000 mw
0000 mw
0000 mw
30300 mw

POE Chip  PD&R100
POE Port Mumder 16
PSE Total Power 300000

PSE Uage Theeshald  100%

FSE

PSE alarm Power 100
Conjumsad Pawar 0
PSE Temperabare 38

On this page, you can check POE port number, PSE power and PSE temperature.

If you click Port Config -> POE Mgr->POE Interface List in the navigation bar, the
POE management configuration page appears, as shown in the following figure.

port Type: (3 ]

Port Priority
Low Priedity
Lo Prionty
Low Priedity
Lawy Pricrilty
Low Priedity
Ly Pricrity
Low Prieqity

A EAEAJEAPEAJEA)L

Slat Muen: [All ~] Mame{s): | GG

Force Connection POE Intoriace Description
Disable |
Hsable
Disakis

[ Disable |

| Disabls
Disakle |

| Disabie

L)<l |l €]l ell <]l <

On this page, youc can configure the Port Priority, Port Max Power, Force Connection
and POE Interface Description.

1.16.4 POE Port Policy Power

If you click Port Config -> POE Mgr->POE Port Policy Power in the navigation bar,
the POE Port Policy Power configuration page appears, as shown in the following

figure.

17
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POE Port Policy Powaer

20

(]

lys

Filters Port Type: [Al v| Slot Num: [All V| Name{s): | | Hedp
POE Function Time Ramnpe
[ Disable W] [PoETIME
Enabla
Enable
Enable W)
Enable |
Enable |

On this page, you can enable/disable POE Function and Time Range.

1.16.5 POE Interface Power List

If you click Port Config -> POE Mgr-> POE Port Policy Power in the navigation bar,
the POE Port Policy Power configuration page appears, as shown in the following
figure.

POE Inberiacn Powaer List

alfi
=13
a3
a4
al'E

Filters Pt Type: [a0 | Slat Hum: [all ] Mame[s):

Current Power Setting Max Power Average Power Peak Power Bottom Power
Qe O = = =

e F0000me

Oiwver ID000m

Qe e

Ormver F0000ms

Qe FOOm

On this page, you can check Current Power, Setting Max Power, Average Power, Peak
Power and Bottom Power.

1.16.6 POE Port Other Info

If you click Port Config -> POE Mgr-> POE Port Other Info in the navigation bar, the
PPOE Port Other Info configuration page appears, as shown in the following figure.

oot
LK
a4
UL

oty7

Filters Port Typs [Nl ) Shot Mam: [all | Nameds): Hidlg
POE Port Detection States POE Port Power Supply POE IEEE Class POE Port Current
Searching Signal o Oy
Saprching Signal 1] Ol
Searching Signal 0 O
Saarching Signal o T
Searching Signal 0 e,
Searching Signal o D
Saprching Signal 1] v,

On this page, you can check POE Port Detection Status, POE Port Power Supply,
POE IEEE Class, and POE Port Current.
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Chapter 5 Layer-2 Configuration

Device Status
Basic Config
Port Config
L2 Config

WLAM Config
GWVRP Config

STP Config

IGMP Snooping
Static ARP

Static MAC Config
LLDP Config

DM Config

Port Channel

Ring Protection
Multiple Rimg Protection
BackupLink Config
MTU Config

PDP Config

20



Web Configuration

1.17 VLAN Configuration
1.17.1 VLAN List

If you click Layer-2 Config -> VLAN Config in the navigation bar, the VLAN Config
page appears, as shown in figure 2.

WLAN [D WLAN Nafmii gl
1 Default Edit
2 2 Edit

The VLAN list will display VLAN items that exist in the current device according to the
ascending order. In case of lots of items, you can look for the to-be-configured VLAN
through the buttons like “Prev”, “Next” and “Search”.

You can click “New” to create a new VLAN.

You can also click “Edit” at the end of a VLAN item to modify the VLAN name and the
port’s attributes in the VLAN.

If you select the checkbox before a VLAN and then click “Delete”, the selected VLAN
will be deleted.

Note:

By default, a VLAN list can display up to 100 VLAN items. If you want to configure
more VLANSs through Web, Please log on to the switch through the Console port or
Telnet, enter the global configuration mode and then run the “ip http web max-vian”
command to modify the maximum number of VLANS that will be displayed.

1.17.2 VLAN Configuration

If you click "New" or “Edit” in the VLAN list, the VLAN configuration page appears, on
which new VLANs can be created or the attributes of an existent VLAN can be

modified.
Rirvising VLAN Conlig
WILAN D x
WV0LAM Hame |'~'Lﬂﬂ|:'|:|':|1 L |
Port Default YLAN Mt Untag or not Allowr or naok
/1 1 14054 [Access ~ Ho Tog v
'z i [P EET TR AECRes W Ho g W
03 1 < 14054 [Access ~ Ho -
o0/4 i 1404 | Ascass w Ho Tig
05 1 < 1-4054 [Access ~ Ho -
el 1 1 =4i0r = |Acoess ¥ Ho Vg W
07 1 < 1404 | Acrais W e —

If you want to create a new VLAN, enter a VLAN ID and a VLAN name; the VLAN
name can be null.

Through the port list, you can set for each port the default VLAN , the VLAN mode
(Trunk or Access), whether to allow the entrance of current VLAN packets and whether
to execute the untagging of the current VLAN when the port works as the egress port.
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Note:
When a port in Trunk mode serves as an egress port, it will untag the default VLAN

by default.

1.18 GVRP Configuration

1.18.1 GVRP Global Attribute Configuration

Click L2 Config -> GVRP Config -> GVRP Global Config in the navigation bar, and
enter GVRP global attribute configuration page.

GVRF Global Config

GVRP Global Conflg  [Disable v
Set Dynaméc Vian to Take Effect Only On Registration Ports | Disabla v

Apply | .. Resel
You can enable or disable the global GVRP protocol, and set dynamic vian to take
effective or not only in the registered port.

1.18.2 GVRP Port Attribute Configuration

Click L2 Config -> GVRP Config -> GVRP Interface Config in the navigation bar and
enter GVRP interface attribute configuration page.

Port GVRP Status
g0/1  Enable V|

GVRP interface configuration can enable or disable GVRP protocol of the port.

1.19 STP Configuration

1.19.1 STP Status Information

If you click Advanced Config -> STP Config in the navigation bar, the STP Config
page appears, as shown in figure 10.
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Root STP Config

Spanning Trée Priority 4096

MAC Address 00E0.0FBE.T025

Hiello Tima 2

Max Age 20

Forward Delay 15

Protocol Type w

spanning Tree Priority (32768 V|

MAC Address 8479.733A.2013

Hello Time |2 | {1-100s
Max Age (20 | (6-40)s
Forward Delay 115 | (4-30)s
BPDU Terminal

| Apply | | Reset

The root STP configuration information and the STP port’s status are only-read.

Click the dropdown box on the right side of “Protocol” to change the currently running
STP mode. The supported modes include STP, RSTP and Disabled STP.

The priority and the time need be configured for different modes.

Note:
The change of the STP mode may lead to the interruption of the network.

1.19.2 Configuring the Attributes of the STP Port

If you click the "Configure RSTP Port" option, the “Configure RSTP Port” page

appears.
Pawrl Protoool Status Priority{D-~240) Path-Cost{ -~ 200000} Edge Port RSTP Ring
g0/1 [ Enable ] [128 v| |0 | |_Disable | [ Disable ]

The configuration of the attributes of the port is irrelative of the global STP mode. For
example, if the protocol status is set to “Disable” and the STP mode is also changed,
the port will not run the protocol in the new mode.

The default value of the path cost of the port is 0, meaning the path cost is
automatically calculated according to the speed of the port. If you want to change the
path cost, please enter another value.
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1.20 IGMP-Snooping Configuration

1.20.1 IGMP-Snooping Configuration

Click L2 Config -> IGMP Snooping in the navigation bar, and enter the IGMP-
Snooping Configuration page.

IGHMP Snooping Config

Multicast Filtration Mode [Transfer Unknown |
IGHMP Snooging |I:r'|53hle '--"|
Enable Auto Query | Disable v|

. Apply |

On this page you can set whether to make a switch to forward unknown multicasts,
whether to enable IGMP snooping, and whether to configure the switch as the querier
of IGMP.

1.20.2 IGMP-Snooping VLAN List

In the navigation bar, click L2 Config -> IGMP Snooping -> IGMP Snooping VLAN
list in the navigation bar, and enter IGMP-Snooping VLAN page.

[ mew |
Mo.l PagefTotal 1 Page  First Prev Mt Last Go No. | | Page Seanch:| Current 1 Mem/Total 1 Iem
VLAN ID Status of the IGMP Srooping Vian Immadiate-beave Multicast Router Port Operate
1 Running Disaie g0y L({static); g0/ 2{static); Edit

| Select AlllSeect Nong e

If you click New, IGMP-snooping VLAN configuration can be done. Through Web up to 8
physical ports can be set on each IGMP snooping VLAN. If you click Cancel, a selected IGMP-
Snooping VLAN can be deleted; if you click Edit, you can modify the member port, running
status and immediate-leave of IGMP-Snooping VLAN.
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Revising the IGMP Snooping VLAN Conlig
VLAN ID |

Status of the IGMP Snooping Vian [Enable |
immediate-leave
Cﬁ'ﬂ@.ll‘ﬂuﬂtrﬂutﬂ Part Avallable Port List
R w7l
(002 A
[ g0y 3
o1
|00/5
| < | |G
907
|90/
[00FS W
lghrin
Apply | Reset | GoBack |

When create new IGMP-Snooping Vlan, VLAN ID can be modified; when modify IGMP-
Snooping Vlan, VLAN ID cannot be modified.

You can add or delete the routing port by buttons “>>" or “<<”.

1.20.3 Static Multicast Address

Click L2 Config -> IGMP Snooping > Static Multicast Address List in the navigation
bar, and enter static multicast address configuration page.

Static Multicast Address Coalig

VLAN 1D | ]
Huslticast IF Address [ [
Assignment Pert L]

T

HooD PagefTotal O Page  First Prev Mext Last  Go Mo [ ] Fage Search:[ Cirant O [em/Teotal O loem
VLAN ID LT Pait

" Select AljSelect None | pelete | Refresh |

This page displays the static multicast group in current network according to IGMP-
Snooping statistics and the port set each member belongs to.

Click “Refresh” to refresh the contents in the list.

1.20.4 Multicast List

Click the Multicast List Info option on the top of the page and the Multicast List Info
page appears.
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Mo.i Page/Total 1 Page First Prev Mest Last Go Mo | '

| Page Search: | Current 2 Ttem;Total 2 Tem
VLAN 1D Group Type Port
1 239.255.255.250 1GMP o9
1 335.80.65.83 IGMP e

On this page the multicat groups, which are existent in the current network and are in

the statistics of IGMP snooping, as well as port sets which members in each group
belong to are dislayed.

Click “Refresh” to refresh the contents in the list.

Note:

By default, a multicast list can display up to 15 VLAN items. You can modify the

number of multicast items by runningip http web igmp-groupsafter you log on to
the device through the Console port or Telnet.

1.21 Setting Static ARP

Click L2 Config -> Static ARP in the navigation bar, and enter the basic ARP
configuration page.

Ha.l Page/Total 1 Page  Firdt Prey Mext Last  Go Wo,

| Page Sewrch: | _ Current 1 Ttem,Total 1 Ttem
1P Address MAC Address Interface VLAN Operate
| 10.0.0.1 222225555 44 44 i i
[ Subect All/Sebect Hons |

Drelete

BHAC Tha mac address only Sappoets the unitcast address and the Podlowing Poemeans  SCOOR O] O MR OO, 00 W00 30 100 1 30008 30, 000 00 - 300 3000, 3 X i Wi mimibar

Click “New” to add ARP entry. The VLAN interface needs to be assigned when configuring the
ARP entry.

Click “Modify” to modify the current ARP entry.
Click “Delete” to delete the selected ARP entry.
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Configure the comesponding MAC address of an 1P address

SMALC: The mac address ooy supports the unftcast address and has the followdes Tonmiats : XOOOOOOOCN, 00N OO M0N0, 080 : 00T M0 30 ;B0 0, 00 = 000 B0 O - 3020, i X |5 M mrumibiesr

1.22 Static MAC Configuration

Click L2 Config > Static MAC Config in the navigation bar, and enter static MAC
address configuration page.

Static MAC Address List Info

L Mew |
Mol Page/Total | Fage First Prew Mext Last Go Wo. | | Page Search:| Current 1 Ity Tatal 1 fbem
I Statis MAC Addréss WLAN [D Part L]
O 1 123412341204 1 GO Edit
T Selict AllfGalest Mona | Delete |

Click “New” to configure static MAC address and VLAN for the assigned port. The unicast

MAC address can only be configured with one port and the multicast MAC address can be
configured with multiple ports.

Click “Modify” to modify the configured static MAC address.
Click “Delete” to delete the static MAC address entry.
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Static MAC Address Config

Static MAC Address |123-1.1234.1234
VLAN 1D 2

Configured Port List Available Port List

a0y4 =[Fy
Qfz A
Qo3
goss
i
[<< ] 00/7
e (11
gd/a
gojIn W
g1l

L Apply | Reset | GoBack

Hexlp
=0nly one port can be configured for a unicast MAC address, while multiple MAC addresses can be configured for a multicast MAC address

#MAC format: 0000 K00

1.23 LLDP Configuration

1.23.1 Configuring the Global Attributes of LLDP

If you click Layer-2 Config -> LLDP Config in the navigation bar, the Global LLDP
Config page appears, as shown in figure 6.

L Ba<ic Conlig ol LLDP Protocod

Frotecal State [Bpen the LLOP protocol Bd
HoldTime Settings [120 | (0-65535)s
Reinit Settings 2 |(2-5)5
Satting the packet transmission cycle [30 | (5-65534)s

:
:

2HoldTime: Means the TTL{Time to live) of sending LLDP packets, Its default value is 120s.
#Rednit: Means the delay of continously sending LLDP packets. Its default value ks 2s.

You can choose to enable LLDP or disable it. When you choose to disable LLDP, you
cannot configure LLDP.

The “HoldTime” parameter means the ttl value of the packet that is transmitted by
LLDP, whose default value is 120s.
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The “Reinit” parameter means the delay of successive packet transmission of LLDP,
whose default value is 2s.

1.23.2 Configuring the Attributes of the LLDP Port

If you click Layer-2 Config -> LLDP Config-> LLDP Port Config in the navigation
bar, the Setting the attributes of the LLDP port page appears, as shown in figure 7.
Part Receive LLDP Packet Send LLDP Packet
g1 Enable W | |Enah!e il

LLDP interface configuration can enable or disable the port transmitting LLDP packets.

1.24 DDM Configuration

Click L2 Config > DDM Config in the navigation bar, and enter DDM configuration
page.

DM Config

DOM | Enable V|
. Apply | |

Reset |

1.25 Link Aggregation Configuration

1.25.1 Port Aggregation Configuration

If you click Advanced Config -> Link Aggregation Config in the navigation bar, the
Link aggregation Config page appears, as shown in figure 22.

Port Aggregation Conlig

[ Mew |

Ha.l PageTobsl 1 Page  First Prev Mext LSt Go Mo [

| Page Search: |
Aggregation Group

| Current 1 Ibem,Total 1 em
Hodse Configure port membssrs Walid port members Spaed SEate Operate
el Sabic 005006 dawm Edit
(] Sebect AllfSelect None Delete

L e |

#hiote: The physical abtribubes of all the agoregated ports shall be the sams, induding Speed, Duplic mede and Vian

If you click New, an aggregation group can be created. Up to 32 aggregation groups can be
configured through Web and up to 8 physical ports in each group can be aggregated. If you click

Cancel, you can delete a selected aggregation group; if you click Modify, you can modify the
member port and the aggregation mode.
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Port Apgregation Config

Aggregation Group [P ]
Mot SAatic |
Configured port List Avallable Port List
03 @l
o0/ ﬂ; e
| ] l,:llllﬂ
. @0/
[ <« o0/ 10
011
o0/12
@13 L*]
014
Apply Reset |

=hobe: Each aggregaticn port can be configured 1o hanee 51 most @ phyniical port.

An aggregation group is selectable when it is created but is not selectable when it is modified.

When a member port exists on the aggregation port, you can choose the aggregation mode to
be Static, LACP Active or LACP Passive.

You can click >> and << to delete and add a member port in the aggregation group.
1.25.2 Configuring Load Balance of Port Aggregation Group

Some models support aggregation group based load balance mode configuration and some
not but can be configured in the global configuration mode.

Conliguring Losd Balance ol Post Aggregation Groap

Port Channel Lxading Dalance Hode
pl ErETa ]
| apply | | Reset |

You can select link aggregation load balance mode and click "Apply" to apply it.

1.26 EAPS Ring Protection Configuration
1.26.1 EAPS Ring List

If you click Layer-2 Config -> Ring Protection ->EAPS Config, the EAPS Ring
Config page appears.
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. .
Mo.l Page/Total 1 Page  First Prev Next Last Go No. | | Page Search: | Current 1 ToemTokal 1 tem
Ring [0 Node Type  Ring Description  Confrod VLAN  Status Hello Fadl Proeforward  Primary Port/Forwarding/Link Status  Secondary Port/Forwarding/Link Stabus  Operate

[] 0  Haster-node z RingFail 1 3 3 tiana/Blocking/Linkdoen None BlecingLinksown Edit
] Select AN/Sedect None | Delete | | Refresh |

In the list shows the currently configured EAPS ring, including the status of the ring,
the forwarding status of the port and the status of the link.

Click “New” to create a new EAPS ring.

Click the “Operate” option to configure the “Time” parameter of the ring.

Note:

1. The system can support 8 EAPS rings.

2. After a ring is configured, its port, node type and control Vlan cannot be modified.
If the port of the ring, the node type or the control Vlan need be adjusted, please
delete the ring and then establish a new one.

1.26.2 EAPS Ring Configuration

If you click “New” on the EAPS ring list, or “Operate” on the right side of a ring item, the
“Configure EAPS” page appears.

Fing D
Mode Type
Fing Description

Controd VLAN
Hadla i

Fail Tirse
Preforward Time
Primary Part
Secondary Port

o)
[Master Node |

I | {1-nes
) | 32008
3 | (2-200

Apply | | Reset Go Back |

#Ring Descripkion: Yo cann't ingist "Enber’.

Note:
If you want to modify a ring, on this page the node type, the control VLAN, the
primary port and the secondary port cannot be modified.

In the dropdown box on the right of “Ring ID", select an ID as a ring ID. The ring IDs of
all devices on the same ring must be the same.



Web Configuration

The dropdown box on the right of “Node Type” is used to select the type of the node.
Please note that only one master node can be configured on a ring.

Enter a value between 1 and 4094 in the text box on the right of “Control VLAN” as the
control VLAN ID. When a ring is established, the control VLAN will be automatically
established too. Please note that if the designated control VLAN is 1 and the VLAN of
the control device is also 1 the control device cannot access the control VLAN.
Additionally, please do not enter a control VLAN ID that is same as that of another ring.

In the text boxes of “Primary Port” and “Secondary Port”, select a port as the ring port
respectively. If "Node Type" is selected as “Transit-Node”, the two ports will be
automatically set to transit ports.

Click “Apply” to finish EAPS ring configuration, click “Reset” to resume the initial values
of the configuration, or click “Return” to go back to the EAPS list page.

1.27 MEAPS Configuration

1.27.1 MEAPS Ring Configuration

If you click Layer-2 Config -> Multiple Ring Protection -> Multiple Ring Protection
on the navigation bar, the Multiple Ring Protection Configuration page appears.

Bl
Mol Page/Total 1 Page First Prav Mest Last Go e, Page  Search: Cusrent 1 [Bem/Total 1 Them
Domain [0 Ring [0 Ring Type Node Type Contrel Wlan  Hello Tene  Failesd Time Pre Forward Tene Post Typé Post Tyee Operate
2 z Hajor Ring  Master Rode ] 3 q -] Mone  Primary-Port None  Secondary-Port Edit
Salect Al/Seluct None . Delete

The list shows the current configured MEAPS ring, including Domain ID, Ring ID, Ring
type, Node type, Control Vlan, Hello Time, Failed Time, Pre Forward Time, primary port
and secondary port.

Click New to create a MEAPS ring.

Click Edit on the right and configure the time parameter and the primary and
secondary port of the ring.

Note:

1. The system supports 4 MEAPS (0-3).

2. One domain supports 8 rings (0-7).

3. Once one MEAPS is configured, its Domain ID, ring ID, ring type, node type and
control Vlan cannot be modified. If adjustment is needed, please delete the Ethernet
ring and reset it.

1.27.2 MEAPS Ring Configuration

If you click New on the Multiple Ring Protection page or click Edit on the right, the New
MEAPS Global Config page appears.
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New MEAPS Glabal Conlig

Domaln 10
Ring 10"
Ring Type™ H jor Ri i
tode Type™  [Master Hode ¥/
Ceeitral Vian® ||
Hallo Timag
Failed Tima
Fre-Forward Tima |
Primary-port one |
Secondary-Port [Mane ]
Apply | | Resel | | GoBack |

EYOUr wal Mgt may B intemupted as tha controd VLAN s modiSed (o Ba tha vl interiacs that Tha wil browser connadis
=0nly e MBsher oF ERMASil nbde can be configuned in the major fng

#Tha master node, trarsit node, edge node or assistant node can e conligured in the sub ring

#Tha master of transit noda cam be conligured in ong ring, whils tha edge node or assiptant edge noda cam be conligured in several fings

Note:
In an existed MEAPS ring, its domain ID, ring ID, ring type, node type and control
Vlan cannot be modified.

The primary ring can only be configured with the main node and the Transit node.

The secondary ring can be configured with the main node, the transit node, the edge
node and the assistant edge node.

The primary node and the transit node can only be existed in one ring. The edge node
and the assistant edge node can be existed in multiple rings simultaneously.

On the right drop box of “Primary-Port” and “Secondary-Port”, select one port
respectively as the ring port or select None.

1.28 Backup Link Protocol Configuration

1.28.1 Backup Link Protocol Global Configuration

If you click Layer-2 Config ->Backup Link Config ->Backup Link Protocol Global
Config on the navigation bar, the Backup Link Protocol Global Config page appears.

Backuplink Profoool Global Condhg

| Mewr |

Mo.l FageiTotal | FPage Frst Prew Nest Last So Ko, Page  Search: | Currant 1 feem Total 1 jrem
Graip 1D Présimption Hoda Profenption Dy Dpiratia
0 2 Fiis Prrmgtion it
] Salect AN/ Seleck None | Delete |

On the page, the current configured backup link groups are shown, including
Preemption Mode and Preemption Delay.

Click New to create a new link backup group.
Click Edit on the right to configure Preemption Mode and Preemption Delay.
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Backuplink Protocod Global Conllg
Gagiap D | |

Freemption Mode |Mo Preempticn |
Preamption Delay

L Applty | | Reset |

Note:

1. The system supports 8 link backup groups.

2. The Preemption mode determines the policy the primary port and the backup port
forward packets.

1.28.2 Backup Link Protocol Interface Configuration

If you click Layer-2 Config -> Backup Link Protocol Config -> Backup Link
Protocol Interface Config on the navigation bar, the Backup Link Protocol Global
Config page appears.

Backuplink Protocol Interface Conllg

No.l Page/Total | Page First Prev Next Last Go Mo. | | Page Search:| | Current 18 Item/Total 18 Ttem
Interface Nama Group 1D Irterface Attrikate MMU Astibute Shareload VLAN Oparate
L]
o
LUE]
a4
[ L]
Qe
Gir
L]

FRESSSSS

This page shows the backup link group’s member ports, Interface Attribute, MMU
Attribute, Shareload Vlan, etc.

Click Edit on the right to configure the Backup Link Protocol.

Backuplink Protocsd Interface Conflg
Interface Hame a1

{Groasp DD
Interface Attribute [ W]
HMU Artribute [ w|
[ apply | | reset | | cGopack |

& Shane Load VLAN can ba Only Configunesd On The Backup Port

The backup link group which has configured the primary port cannot take other ports as its
primary port. Likewise, the backup link group which has configured the backup port cannot
take other ports as its backup port.
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1.29 MTU Configuration

If you click Layer-2 Config -> MTU Config on the navigation bar, the MTU Config
page appears.

MU (1500 | (1500-8216)

Apply | Reset

sConfigure the sire of the syitem mbu, whose default walue s 1500

You can set the size of the maximum transmission unit (MTU).

1.30 PDP Configuration

1.30.1 Configuring the Global Attributes of PDP

If you click Layer-2 Config -> PDP Config in the navigation bar, the Global PDP
Config page appears, as shown in figure 4.

Bashc Conilg of PDP Protocod

Protocel State [Close the POP protecsl |
HldTime Settings |IW | {10-255)%
Setting the packet transmisslon cyde B0 [5-254)s
Protoos Version Verdond

[ apply | | Reset |

2HoldTime: If the other PDP packets are not recelved, the switch will save the holdime before dearing the recelved packets.[ts defadt value is 180s.
eCycde of Sending Packets:1ts default value Is 605,

You can choose to enable PDP or disable it. When you choose to disable PDP, you
cannot configure PDP.

The “HoldTime” parameter means the time to be saved before the router discards the
received information if other PDP packets are not received.

1.30.2 Configuring the Attributes of the PDP Port

If you click Layer-2 Config -> PDP Config-> PDP Port Config in the navigation bar,
the Setting the attributes of the PDP port page appears, as shown in figure 5.

Port Status

g0/1 Enable PDP "~"'|

After the PDP port is configured, you can enable or disable PDP on this port.
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1.31 Vlan interface configuration

Click L3 Config -> VLAN Interfaces and IP Addresses, and enter the VLAN interface
configuration page.

tew

Ho.l Page/Total 1 Page  First Prev Next Last Go No. | | Page Seasch:| ] Currest 1 IhemTotal 1 Ttem
Hame of the VLA Interlace [P antribate IP Address Oparate
O 1 Manual Config 192.168.1.302/16; Edit

| Sebect All/Saelect Mone . pelete |

21P address modification may Interrupt your web managemient

Click New to add a new VLAN interface. Click Cancel to delete a VLAN interface. Click
Modify to modify the settings of a corresponding VLAN interface.

When you click New, the name of the corresponding VLAN interface can be modified,;
but if you click Modify, the name of the corresponding VLAN interface cannot be modified.

VLAN Interface Conflg

[P AREribaste

VLAN [nterface Hama® _ _
1P Abtribute® [Hanusl Config  ~|
Primary IP Address
IP Address® ' |
MASK address® (AR
Secondary 1P Address 1
1P Address® | |
MASK address™ : |
Secondary 1P Address 2

1P Address= |
MASK address® | |

| Apply | meset | [ coBack |

The pdirmary [P maust be confguned for the VLAN interface balore the secondary [P is configured

Note:
Before the accessory IP of a VLAN interface is set, you have to set the main IP.

1.32 Setting the Static Route

If you click Layer-3 Config -> Static Route Config, the Static route configuration
page appears.
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Siatic Routing Protocol Conflg

Mol Fage/Total | Page  First Prev Meat Last Gan.|:| Page Search: | Currert 1 fhem/Total 1 Mem
Dafault st [P Dast [P Irteriace VLAN Gatwway's IF Forwarding Routing Distanca  Routing Specfy the route L
it Sageninnil Mask Tygs Ietarlacs Adiieass Address eI T dascription

| Talse I92. 068,000 F55.255.000  pateway 193.168.1.3 2 falsa [Edit

() Select Seiact Nooe

aGlobal: The next-hop address is in the global reting fable,

Click Create to add a static route.
If you click Edit, you can modify the current static route.
If you click Cancel, you can cancel the chosen static route.

Static Route Config

Configure the static routing protocol

Default Route O
Dest 1P Segment [ |
Dest TP Mask | |
Interface Type | Inkerface Mulld |
Interface Vian
Gateway's [P Address
Forwarding Routing address
Distance melic
Fouting Tag
Specify Route Description

|.__.
[
I
|
L Apply | | Reset | | GoBack

— |
1
|
|

#Global: The next-hop address is in the global routing table.
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1.33 QoS Configuration

1.33.1 Configuring QoS Port

If you click Advanced Config -> QoS -> Configure QoS Port, the Port Priority Config
page appears.

Port Priosity Config

Filters Port Type: [all ] Shot Hurm: [A1 ] Mame(s): | | Help

Paort COS valse
2071
9042
a3
P0f4
giys
P05
o0s7
o0/8

eldidldldl e

You can set the CoS value by clicking the dropdown box on the right of each port and
selecting a value. The default CoS value of a port is 0, meaning the lowest priority. If
the CoS value is 7, it means that the priority is the highest.

1.33.2 Global QoS Configuration

If you click Advanced Config -> QoS -> Configure QoS Port, the Port Priority Config
page appears.

Schedule Policy
Sehidule Palicy [ ]

Queus 1 Quess 2 Cuece 3 Cueus 4
[x | (r=127) 1 | (3=127) [2 | fm-127) |3 | fo-127)

5 Qi § Cuadus 7 Quiui §
i| | [0-127) [ | (B-227) [1 (2-127) i | 10-137)

COES-Ta-qusdise map
Quass
I 1

Mn]"-"

| Qe 3 W

4 W

| G 5

ME&-V

| Queeue & W

[Gueve 8 v

g
5
-

o B P SR N =

| Apply | I Reset

In WRR mode, you can set the weight ratio of the QoS queue. There are 4 queues in
total, among which queue 1 has the lowest priority and queue 4 the highest priority.
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1.34 1P Access Control List
1.34.1 Setting the Name of the IP Access Control List

If you click Advanced Config -> IP Access Control List -> IP Access Control List
Config, the IP ACL configuration page appears.

I ACL Comlig

H|

Mol Page/Tetnl 1 Page First Prev Mext Last Go Mo | | Page Search:| | Current 2 Ttem,Total 2 Tem
Harmse of the 1P ACL Attritate of the IP ACL Operate
O MyStandardIPACL standard Edit
O MyExtandardACL extended Edit
[] Select AljSeect None

| petete |
Click New to add a name of the IP access control list. Click Cancel to delete an IP
access control list.

Creating the 1P ACL

Marme of the 1P ACL® [
aribute  [standard ]
Apply . Reset | GoBack |

If you click Modify, the corresponding IP access control list appears and you can set the
corresponding rules for the IP access control list.

1.34.2 Setting the Rules of the IP Access Control List

» Standard IP access control list

P Standard ACLMyStandard IPACL

T e SR e e e S e B e
Hew |

Mo.i Pape/Total 1 Page  First Prav Resf Last  Go Hn.:

| Page Search: | Current 1 Ibem,Total 1 Tbem
Authority Src [P Src 1P Mask Record the log Operate
O p 1.1.1.1 255,255,.255.0 leg [Edit
[ Sebect All/Sthect Hone

| Go Back | | Delete

Click New to add a rule of the IP access control list. Click Cancel to delete a rule of the

IP access control list. If you click Modify, the corresponding IP access control list appears
and you can set the corresponding rules for the IP access control list.
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MerwStandand TP ACL Regalatbon

HewlP Access Control ListMySRandard|PACLIRem

Authoaity [ peermit i
Src P Type

S —
Sre 1P Mask iromn —]
Sre 1P Range™ -
Leg O
[ mppty | | meset | | GoBack |

» Extended IP access control list

Exterded 1P AULMyExtamdardACL

Mol PapeTobal 1 Page First Préw Nest Last Gu-ﬂ:l._ | Page Sﬂrl:hil | Curmen® 1 [MemTotad 1 Dtem
O nit
Hask  Probsool g Dt Dst T Fraspninited Length of tha  Time-0s-  Record
Austhority Typh  Mumiber Src Address Port Address Port  RANge TosPrecedence frl-nr;:;lﬂ'ru Packst Offiet IP packet | fve Value  the log Operate
[] permit  Mask =] 192,168, 1.1/ 255.0.0.0 Bty Edit
[ Sebect AlSebect Hors | GoBack | Delete |

Click New to add a rule of the IP access control list. Click Cancel to delete a rule of the
IP access control list. If you click Modify, the corresponding IP access control list appears

Papsa i dezrpmny ol Lirbylwimsderd iDL

Sshooty e ]
Huti Typa [Muth |
Sratitnl Hunbe™ E |
T IF Tipa |wy =)
o I
St B gk
S Bonarine Wiaa®
B 36 Banga™ '
Brr Boet w
Sor owm Banga
Gt P Typa By W)
[
D B ™
[ B et
[z 19 Banga®
B et W
[ Fors e .
Tima-Rarga [ m—
Tan | |
]
Bl g [ =l
Fragmarind Dack ™
o [ !
RasgE o gy 1P Basion | .
Tierartz-bve T | ] |
[ 0

and you can set the corresponding rules for the IP access control list.
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1.34.3 Applying the IP Access Control List

If you click Advanced Config -> IP Access Control List -> Applying the IP Access
Control List, the Applying the IP access control list page appears.

Part Egress ACL Ingress ACL
GOyl ] [

acla
GO
Gof4
G5

ooy
GOfE

1.35 MAC Access Control List

1.35.1 Setting the Name of the IP Access Control List

If you click Advanced Config -> MAC Access Control List -> MAC Access Control
List Config, the MAC ACL configuration page appears.

[ Wew
Mo.1 Page/Tokal 1 Page First Prev Hext Last Go Hao. | | Fage Sa;ln:h:_

) Currend 1 IbemiTetal | fem
Namia of ths HAC Acoess Controd List Opaabs

HyArL Edit
[ Select ASeect Hong | Delete |

Click New to add a name of the MAC access control list. Click Cancel to delete an IP
access control list.
|y wnci s S s s s am i sa e e s
Harme of the MAD ACL® [ |
[ apply | | Reser | | GoBack |

1.35.2 Setting the Rules of the MAC Access Control List

If you click Modify, the corresponding MAC access control list appears and you can set
the corresponding rules for the MAC access control list.

| Hew |

He.l Page/Tetal 1 Page  First Prev Mest Last Go Mo. | | Page  Search:| | Current 1 Mhem,Total 1 ftem
Buthority Src MAC Type Src MaAl Src HMAC Mask Dt MAC Typa D=t MAC D1 MAC Mask Cperabe
(] panmilt hices 00010002, 0003 vy Edit
[] Select AllfSelect Ko Go Back . Delete |
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Click New to add a name of the MAC access control list. Click Cancel to delete a rule of
the IP access control list. If you click Modify, the corresponding IP access control list appears
and you can set the corresponding rules for the MAC access control list.

Nvwi MAC ACL Regillation

NawMAC A0LMyACLItem

Apply | Reset | Go Back

SHAC: the valld mac address can be cre of the following formabs: AO0OOOOOO0O0, J0OOE 000000, 80000 000 00000000, anad 200000000000 - 300X, among which ¥ Is a Hex nasmber

1.35.3 Applying the MAC Access Control List

If you click Advanced Config -> MAC Access Control List -> Applying The MAC
Access Control List, the Applying the MAC access control list page appears.

Part Egréss ACL Ingress ACL
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1.36 SNMP Configuration

If you click Network Management Config -> SNMP Management in the navigation
bar, the SNMP management page appears, as shown in figure 2.

1.36.1 SNMP Community Management

| - By

No.l Page/Toral 1 Page  First Pre Reod Lagt G Hﬂ

| Page Search:| | Current 1 Tbem;Total 1 Tem
SHMP Community Hame SHMP Comeunity Encryplicn SHMP Community Attribute Operate
W riscrivEponEocTres False R Ed#
[ Select AlifSelect None Debete

On the SNMP community management page, you can know the related configuration
information about SNMP community.

You can create, modify or cancel the SNMP community information, and if you click
New or Edit, you can switch to the configuration page of SNMP community.

SHMP Community Name finpat bess than 20 characters
SHMP Community Artribute [Rnad Onty_ |
| Apply | [ coBack |

On the SNMP community management page you can enter the SNMP community name,
select the attributes of SNMP community, which include Read only and Read-Write.

1.36.2 SNMP Host Management

SHHEP Host Managanent

L Mew |
Wo.l Page/Total 1 Page First Prev Hext Last Go Mo. [ | Page Search:| _| Cisrent 1 Mam,Total 1 Ttem
SHMP Host [P SNHF Community String SNMP Message Type SHMP Community Version Operate
O 10.8.1.1 BTG Traps wl it
L1 Seplpck AllfSalect Koo

: X
On the SNMP community host page, you can know the related configuration information about
SNMP host.

You can create, modify or cancel the SNMP host information, and if you click New or Edit, you
can switch to the configuration page of SNMP host.
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SHMP Host 1P [
Py r— E—
SNMP Hessage Type [Traps | = Informs is not supported in version v1
SNMP Community Version [v1 ]

[ aow | [ Gosack |

On the SNMP host configuration page, you can enter SNMP Host IP, SNMP Community,
SNMP Message Type and SNMP Community Version. SNMP Message Type includes Traps
and Informs, and as to version 1, SNMP Message Type does not support Informs.

1.37 RMON

1.37.1 RMON Statistic Information Configuration

If you click Network Management Config -> Rmon -> Rmon Statistics -> New, the
RMON Statistics page appears.

Interiace Statstcs Conlig

Interface gl v
Indix {1-45535)
| mpply | | GoBack |

#1t masst b configuarad in interface made, which i used to snabla the interface statistics

*&The strimg you bokally entered i less than or egual to 25% characters

You need to set a physical port to be the reception terminal of the monitor data.

The index is used to identify a specific interface; if the index is same to that of the
previous application interface, it will replace that of the previous application interface.

At present, the monitor statistic information can be obtained through the command line
“show rmon statistics”, but the Web does not support this function.

1.37.2 RMON History Information Configuration

If you click Network Management Config -> RMON -> RMON History -> New, the
RMON history page appears.
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Intertace Histery conlig

Iedurface i~
Iredeen [ ](-esmm)
Sampling Nurmbers [se |i1-65525)
Samgling Irterval ‘1800 | (1-3800)
Crwniesr | config Enter hest than 31 charscbers™
| Apply | Go Back

wSampling Number means hire maey history Rems must be gavned necently

You need to set a physical port to be the reception terminal of the monitor data.

The index is used to identify a specific interface; if the index is same to that of the
previous application interface, it will replace that of the previous application interface.

The sampling number means the items that need be reserved, whose default value is
50.

The sampling interval means the time between two data collection, whose default
value is 1800s.

At present, the monitor statistic information can be obtained through the command line
“show rmon history”, but the Web does not support this function.

1.37.3 RMON Alarm Information Configuration

If you click Network Management Config -> Rmon -> Rmon Alarm -> New, the
RMON Alarm page appears.

Index ' | (1-65535)
MIB Kode [1finctets v
om 1.2.6.1.2.1.2.2.1.10
Interface ! bl
Alarm bype absolute bl
Sampling [nterval | | fa-2147983647)
Rlsing Threshodd ' | (-2147483648 - 2147483647)
Rising Event Index ' | 055535
Falling Threshold ] | {=z147483548 - Z147483E47)
Falling Event Index [ tressmasm
Crveriar | Enter less than 31 characters™
| Apply | | Go Back

&Thir owrer Can be emply
“#Tha siring you totally entensd i limited @n 235 characters
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The index is used to identify a specific alarm information; if the index is same to the
previously applied index, it will replace the previous one.

The MIB node corresponds to OID.

If the alarm type is absolute, the value of the MIB object will be directly minitored; if the
alarm type is delta, the change of the value of the MIB object in two sampling will be
monitored.

When the monitored MIB object reaches or exceeds the rising threshold, the event
corresponding to the index of the rising event will be triggered.

When the monitored MIB object reaches or exceeds the falling threshold, the event
corresponding to the index of the falling event will be triggered.

1.37.4 RMON Event Configuration

If you click Network Management Config -> RMON -> RMON Event -> New, the
RMON event page appears.

Index | {1-6553%)
Cwner |
Description
Enabis kg
Enabla trag
Communily

21f the log s enabled§-dthe lkems will be added to the log table at the trigger of the event.
21¥ the trap s enabled, the trap will be generated with the event community namse.

*#Tha string you totally entered is less than 255 charachers

The index corresponds to the rising event index and the falling event index that have
already been configured on the RMON alarm config page.

The owner is used to describe the descriptive information of an event.

"Enable log" means to add an item of information in the log table when the event is
triggered.

“Enable trap” means a trap will be generated if the event is triggered.
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1.38 Ping

1.38.1 Ping

If you click Diagnosis Tools -> Ping, the Ping page appears.

HMN Event Condig

Index [ | (1-85535)

Cremar iliim ilii
Dascriphion | |
Enable log L
Enable trap L
Coemmusrely
| Apply | | GoBack |

#]1 ik 150 15 enabledg gite tems will B added to tha leg tabla st tha trigyer of the avent,
#]1 ik tFap 5 anablad, the trap will ba gensrabisd with tha vant commisnily mama,
=#The string you totaly entered is less than 255 characters

Ping is used to test whether the switch connects other devices.

If a Ping test need be conducted, please enter an IP address in the “Destination
address” textbox, such as the IP address of your PC, and then click the “PING” button.
If the switch connects your entered address, the device can promptly return a test
result to you; if not, the device will take a little more time to return the test result.

“Source IP address” is used to set the source IP address which is carried in the Ping
packet.

“Size of the PING packet” is used to set the length of the Ping packet which is
transmitted by the device.
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1.39 User Management
1.39.1 User List

If you click System Mgr.-> User Mgr., the User Management page appears.

[ wew |
Mo.l Paga/Tetnl 1 Page First Prev Bet Last Go Mo | | Page  Seanch: | _ Current 1 [tem, Total | Ttem
User name User permission Pass-Group Authen-Growp Authar -Group User Status Operate
admin System adminkstrator Nomial Edit
[] Select A0/Select None | Delete

#Habe: When only ol Admin user @xEis, You canest deletn thi curtent administraber s, OlRSreisg, you Cannst 09 on 0o the switch and conligurs it

SUsers can be divided into the Admin user and the limitesd user according to the permission, The Admin user can use 3l fenctions of the switch, incduding browsing, configuring and remate
login, while the imited user only has the permission o browse the switch's running state throwgh the 'WEB page.

PR the Mo Batton 10 craabe 3 febw LSST.

You can click “New” to create a new user.

To modify the permission or the login password, click “Edit” on the right of the user list.

Note:

1. Please make sure that at least one system administrator exists in the system, so
that you can manage the devices through Web.

2. The limited user can only browse the status of the device.

1.39.2 Establishing a New User

If you click “New” on the User Management page, the Creating User page appears.
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User Managemaent

Liser nama [
Password
Conferning password [
Pasi-Group
Aiithbn-Group [
Author-Group
L Aepty | | Reset | | Goback |

wClick the "Apply” bulton 195 534 & user or modily the passwend and the permission.

#Users can be divided Into the &dmin user and the bmited user according to the pamlssion, The Ademin user can use all functiors of the switch, Induding browsing, conflguring and remote
kosgin, while the lmited user cnly Bas the permission to browse the switch’s running state throasgh the 'WEB page.

In the “User name” text box, enter a name, which contains letters, numbers and
symbols except “?”, “\", “&”, “#” and the "Space" symbol.

In the “Password” textbox enter a login password, and in the “Confirming password”
textbox enter this login password again.

1.39.3 User Group Management

Click the Tab page of user group management and enter user group management
page.

{|

Mo.l Fage/Total | Fage First Prev Rext Last Gu-m.l | Fage 5un:l1:| | Curmeed | 1t Total 1 flem
Saral Humbsar Groisy Hame Packs-Group Riusda Autran-Group Rals Aasthir-Groug Rule Opaaie Drgtail
O 1 ol (] Edit Dtail

[ Sebeect AlSSelact Noni | Delete |

Click “create new” to create a new user group.
Click “delete” to delete the user group.
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liser Growap Conlig

Ustr Group Name® [
Pass-Group Name [
|
|

Bartheeri-Growp Name
Author-Grospy Hame

avply | | meset | | GoBack |

2The user group mastnt eadst.
e st exist,

The new user group name must be not used before. The password rule name, authentication
rule name and authorization rule name must have been created, or you cannot create a new user
group. Configure the password rule, authentication rule and authorization rule in other 3 tab pages.

1.39.4 Password Rule Management

Click password rule management Tab page to enter password rule management page.

H|
|

Mo.l Page/Tokal 1 Page First Prey Mext Last Go Mo | | Page 5-h|r|:h-'.. | Current 1 IoemTotal 1 [tim
Sarial Hurmbser Fass Group Namis Sami as the usernams Min Length Validty Homber Loveiarslttasr Lipspser= letedr Spistial-character Operate
O ] 11111 Can s S2imid Husk Mgt Hizgt Husk Edit

0 s s v

Click “create new” to create new password rule.

Click “delete” to delete password rule.

Pass-Group Conllig

Pass-Group Name™ |

Same as Usernama [Can__+]

Contaln Number [Must ]

Contain Lower-better |Musk i

Corftaln Upper-letter Muss il

Contaln Speclal-characber Muss il

Min Length ' | {2227y
Validty o o |hjo |mfs  |s
. Apply | | Reset | | GoBack |

#Config Pass-Grousp
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Set some password rules including whether the password can be the same with the user
name, whether the password must contain numbers, lowercase, uppercase, special characters,
the minimum length and the period of validity.

When the rule is created and applied to the user management, the user password will show
invalid if the set password is not complied with the password rule, vice versa.

1.39.5 Authentication Rule Management

Click the Tab page of authentication rule management to enter authentication
management page.

Auithor-Group Mgr.

[ Wew |

Ho.l PageTotal | Page  First Prev Mext Last Go Mo. [ | Page Search:| ] Current 3 Tbem,Tokal 3 Tem
Serial Humbes Butheri-Group Mame Max bry Hmes Duration for all tries Ciperate

0 1 a 5 3d Edit

O 2 b Edt

O 1 &

[] Seact All/Salect Heas | pDelete |

Click “create new” to create the new authentication rule.
Click “delete” to delete the authentication rule.

Asthan-Group Name® [ |
M ey Gimis [ [{1-9]
Duaratice for all trias b Jdfe  Jhfp  Im[s s
| Apply | | Reset | GoBack

sCoanfigure the Authen-Group
# gpMax Try Timesg aned g Duration for all triesgg must be entared at the sama tme

You can configure the maximum number of attempts and periods or you don’t, but you must
configure them simultaneously or neither.

1.39.6 Authorization Rule Management

Click the Tab page of authorization rule and enter the authorization rule management
page.
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[ mew |

Mo.l PagefTotal 1 Page First Prev Nest Last Go Mo [ | Page Searchi| | Cusrant 3 Topm Total 3 Iem
Serid Humber Author-Group Name Frecedence Operate

| 1 a System administrater Esit

D 2 B System administrates it

| 3 S Syibem adminisiratsr it

] Selact All/Salect Nong _ Delete |

Click “create new” to create new authorization rule.
Click “delete” to delete the authorization rule.

Author-Group Condlg

Author-Groep Heme™ | |
Precederse |Sysbemn administrator |
| appty | | meset | | GoBack |

=Config Auther-Group

The authorization rule determines your permission of the administrator or the limited user. If

you are the administrator, you have the administrator right. If you are the limited user, you can only
but check the web.

1.40 Log Management

If you click System Mgr.-> Log Mgr., the Log Management page appears.

Lo Managemen

Sysbem logs will B dent to the server whien it is enabled

Enabia tha log server [
Address of the log Server
Ll of gystem lops [E-inforrmational)
Enable the lag buffer O
Size of the log buffer 2096 1Byies)
Level of cache logs (F-debugging) ™

| Apply

If “Enabling the log server” is selected, the device will transmit the log information to
the designated server. In this case, you need enter the address of the server in the
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“Address of the system log server” textbox and select the log's grade in the “Grade of
the system log information” dropdown box.

If “Enabling the log buffer” is selected, the device will record the log information to the
memory. By logging on to the device through the Console port or Telnet, you can run
the command “show log” to browse the logs which are saved on the device. The log
information which is saved in the memory will be lost after rebooting. Please enter the
size of the buffer area in the “Size of the system log buffer” textbox and select the
grade of the cached log in the “Grade of the cache log information” dropdown box.

1.41 Managing the Configuration Files
If you click System Mgr.-> Configuration file, the Configuration file page appears.

1.41.1 Exporting the Configuration Information

Export the owrent startup-config

Export

The current configuration file can be exported, saved in the disk of PC or in the mobile
storage device as the backup file.

To export the configuration file, please click the “Export” button and then select the
“Save” option in the pop-up download dialog box.

The default name of the configuration file is “startup-config”, but you are suggested to
set it to an easily memorable name.

1.41.2 Importing the Configuration Information

Impert startup-config file A
Beboot i required alfter importing Slartup-config)

Import

You can import the configuration files from PC to the device and replace the
configuration file that is currently being used. For example, by importing the backup
configuration files, you can resume the device to its configuration of a previous
moment.

Note:

1. Please make sure that the imported configuration file has the legal format for the
configuration file with illegal format cannot lead to the normal startup of the device.
2. If error occurs during the process of importation, please try it later again, or click
the “Save All” button to make the device re-establish the configuration file with the
current configuration, avoiding the incomplete file and the abnormality of the device.
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3. After the configuration file is imported, if you want to use the imported
configuration file immediately, donotclick “Save All", but reboot the device directly.

1.42 Software Management

Click System Mgr. -> Software Update in the navigation bar, and enter the device
software management page.

1.42.1 Backup System Software

|

Currgni goftwarg warsion: saiich.bin, 3.001T Bald 37543 Build 37543, J005-9-10 17:50: 28 by WEIKAL
File name on the server |geitch.bin

The current running software version is displayed in the page. If you need to backup
the system, please click “backup system software”, then select “save” in the pop-up file
download dialog box and save the system profile to your computer disk, transferable
data device or other positions in the network.

Note:
Default name of the system profile is “Switch.bin”. You are suggested to change the
default name to a name that easy to identify.

1.42.2 Update System Software

Note:

1. Please ensure your update system profile match with the device type. Otherwise,
the system cannot operate normally.

2. The system profile update may need 1 to 2 minutes. After clicking and confirming
the “update” button, the profile will be upload to the device. Please be patient.

3. Please do not restart or interrupt the device if errors occur in the update process,
or the device cannot start up. Please try update again later.

4. Please save the configuration and restart the device after updating, so that the
new system can operate.

Rehoat i reguired alter the update of System solbware!
[] Reboot the device astomatically after update
File name on the Server | saitch. bin |

Update Systemn ';al::E....
' Upgrade '
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The update software is usually used for solving the existing problems or improving

certain functions. You don't need to update the system software regularly, if your
device operates normally.

If your system needs to be update, please enter the full path of the new system profile
into the text box right of “update system software” or click “browse” button to select
new system profiles and click “update”.

1.43 Rebooting the Device

If you click System Mgr.-> Reboot, the Rebooting page appears.

Ribspend
Reboot

aClick the "Rebot’ butlon 1o restart the divice,

If the device need be rebooted, please first make sure that the modified configuration
of the device has already been saved, and then click the “Reboot” button.
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