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Chapter 1 Configuring Physical Interface IP Access List Command 

1.1   IP Access List Configuration Commands 
IP access list configuration commands include:
· ip access-group

· ipv6 access-group
1.1.1    ip access-group

Syntax
To apply an access control list to control packet access, use the ip access-group command in the appropriate configuration mode. To remove the specified access group, use the no form of this command.

In interface configuration mode:
[no] ip access-group name 
In global configuration mode: 

[no] ip access-group name [vlan {word | add word | remove word}]
Enable the IP access list that created on the port or global, or remove the IP access list that applied on the port or global.

Parameter 
	Parameter 
	Description 

	name
	Name of an IP access list

	Vlan 
	Apply the access list on inbound of VLAN.

	Word
	VLAN range table

	add
	Add VLAN range table

	remove
	Remove VLAN range table


Command Mode
Global configuration mode or interface configuration mode　
Usage Guidelines 

Most of the commands in the access list are configured by hardware. The commands that are not supported by hardware do not prompt errors, but have no actual effect. A small amount commands such as time-range is configured by software.
Note:
Ipv4 standard access list support:
Any: any source ip address 
source-addr source-mask : source address matching
reverse-mask source-addr source-mask: reverse mask source address matching
ipv4 extended access list support:
any: any ip address
Ip-protocol: IP protocol number
ip -IP protocol
reverse-mask -protocols for the reverse mask configuration
eq/gt/lt/src-portrange/ dst-portrange: tcp/udp port number matching
gre: GRE protocol number matching
icmp: ICMP protocol number matching
igmp: IGMP protocol number matching
ospf: OSPF touting protocol number matching
tcp/udp port number matching can configure source port number matching and destination port number matching at the same time, but only the destination port number matching takes effect. However, if one of the matching methods is eq, the source port number matching and destination port number matching can take effect at the same time.
Example 
The following example applies access list filter on packets inbound from Ethernet interface g0/1:
Switch_config#inter g0/1

Switch_config_g0/1# ip access-group filter　
1.1.2    ipv6 access-group

Syntax

To apply an access control list to control packet access, use the ipv6 access-group command in the port configuration mode. To remove the specified access group, use the no form of this command.

In interface configuration mode:
[no] ip access-group name 
In global configuration mode:
[no] ipv6 access-group name [vlan {word | add word | remove word}]
Enable the IP6 access list that created on the port or global, or remove the IP6 access list that applied on the port or global.
Parameter
	Parameter
	Description

	name
	Name of an IP access list

	Vlan 
	Apply the access list on inbound of VLAN.

	Word
	VLAN range table

	add
	Add VLAN range table

	remove
	Remove VLAN range table


Command mode
Global configuration mode or interface configuration mode
Usage Guidelines
Most of the commands in the access list are configured by hardware. The commands that are not supported by hardware do not prompt errors, but have no actual effect. A small amount commands such as time-range is configured by software.
Note:
Ipv6 access list support:
Any: any ipv6 address
Ipv6-addr/ host Ipv6-addr:  ipv6 address matching
Ipv6-protocol: ipv6 protocol number
eq/gt/lt/src-port-range/ dst-port-range: tcp/udp port number matching
dscp/flow-label: packets flied matching
tcp/udp port number matching can configure source port number matching and destination port number matching at the same time, but only the destination port number matching takes effect. However, if one of the matching methods is eq, the source port number matching and destination port number matching can take effect at the same time.
Example
The following example applies access list filter on packets inbound from Ethernet interface g0/1:
Switch_config#inter g0/1

Switch_config_g0/1# ipv6 access-group filter  
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