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NEPEXOA K IPV6
DUAL-STACK + NAT444

=
>

RE

Dual Stack

Radius Server

IPv6oE Node

> Mopaepxka IPv6 TpebyeTtca oT CPE, ecnu CPE paboTtaeT B pexxume router, B Iﬁ
cnydvae ecnu bridge — 10 He TpebyeTcs

> BRAS uncnonsayet Dual Stack ons kaxgoro aboHeHTa, B criydae rnosiHoro Iﬁ
ncyepnaHmsa v4 NpocTpaHcTBa, Ana cteka v4 Bknodvaetcs pyHkunsa NAT44
(Carrier Grade)

> Mopaepxka IPv6 oT MHpacTpyKTypbl 4OCTYyNa U METPO arperauumn He ]6
TpebyeTcs |

> Kaxgbln cTek ynpasnaem co CTopoHbl AAA 1’5
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ONTUMAAbHBIV AN3AH NAT
PACI‘IPEAE/\EI—IHAQ MO AEAND,
VWHTETPNPOBAHHDBLI CG-NAT

> HeT BnnaHuA Ha nyTb NpoxoXXaeHua Tpadumka

> YnpasneHne NAT nonntmkon co ctopoHsl AAA

> OTCcyTCTBME OOMOSNTHUTENBHOM TOYKM OTKa3a B Buae NAT depmbl
> ObpaboTka Tpadunka 6e3 4oNONHUTENbHbIX

creunanmn3npoBaHHbIX yCTpOVICTB
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UTO TAKOE CG-NAT B SMARTEDGE?

> [Nopgepxka ¢ SEOS 11.1

> JIlnueHnsnpyemaa yHKUUA
— Hanu4ymne nuueH3nm obasatenbHo
— bes nuueHsnn KkoHdurypaumnsa HegocTyrnHa

> Nopoepxka RFC: 4787 (UDP), 5382 (TCP) 5508 (ICMP), draft-
nishitani-cgn
> Noppepxka Address Pairing (soft and hard limit)
> Nopoepxka logging/tracing
> Nopoepxka Bcex TmnoB aboHeHTOB(PPPOE,CLIPS,LNS)
— Ina LNS nogoepxunBaetcs Tonibko CG-NAT

> Noppepxka Full Cone NAT ana UDP u TCP
> TpaHcnaunsa doparMeHTUPOBAaHHbIX MakeToB.
> Noppepxka UDP Refresh

> Noppepxka ICMP Notifications

> Konunyectso TpaHcnauum
- PPA2/3, SE100 — 2M aKkTnBHbIX TPAHCNALUNN HA MOAYNb
— KonnuectBo TpaHcnaumm gmkcnpoBaHo
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CGNAT - AKTVBALUWA AMUEHIINW

> Legacy NAT -> 6e3 nuueHs3uu
> CGNAT -> Heobxoamma nuueH3nd

> AKTBaUma NMULUEH3NN:

> software license
> nat enhanced encrypted 1 ...
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CGNAT = COSAARWVE TTOANTNK

> Legacy NAT -> 6e3 enhanced
> CGNAT -> keyword enhanced

> Co3aaHue NonUTUKK:
> nat policy basic_nat enhanced

> ...

> KntoyeBoe crnoo B CLI anga cosgaHmna CG-NAT nonnuTukm -
enhanced
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CGNAT = POINT TO MULTIPOINT
SESSIONS FOR TCP OVERVIEW

Point to point Point to multipoint

One internal —one remote endpoint |One internal — more remote
endpoint

JAN

Remote

JAN

Remote

Y  —

‘ Internal NAT

— )Y )

‘ Internal NAT

>
>

Remote

Remote

\\
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HACTPOWKA CGNAT - POINT TO
MULTIPOINT SESSIONS FOR TCP

> context nat_context

> nat policy basic_nat enhanced

> I Default class

> drop

> I Named classes

access-group basic_nat_rules

class yes p2mp
pool NAPT_ POOL local
endpoint-independent filtering udp
endpoint-independent filtering tcp
timeout abandoned 1800

\%4

\4

\4

v

v

\4
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CGNAT = TPAHCAALINA
OPAIMMERTWMPOBAHRHDIX NMAKETOB

Legacy NAT -> pparmeHTMpoBaHHble nakeTbl yHUYTOXaTCA (<0.2%)
CGNAT -> goparmMeHTUpoOBaHHbIe NaKeTbl TPAHCITNPYHOTCS

%

v

v

Mopoepxka TCP,UDP,ICMP(3a nckntoudeHnem ICMP Error)
MuHumMmaneHas gnvHa naketa — 220 banT(Bkroyas 3aronoBok)

v

YcnoBsusa BKIIKOYEHUA:

v

— B koHTekcTe oTcyTCcTBYET CKOHGUrypmpoBaHHbii NAT nyn ¢ 6rnokamum nopTos.

— B koHTekcTe oTcycTcTByeT NAT nonutuka npmBsasaHHasi K aboHeHTY.

— B koHTekcTe otcyctByeT NAT nysn npuBsA3aHHbLIW K NONUTUKE.
YCcnoBua OTKNIOYEHUS:

— B koHTekcTe otcyctcTByeT NAT nonuMtuka npuBsidaaHHasi K abOHEHTY.

— B koHTekcTe otcyctByeT NAT nyn npMBA3aHHbIA K MOSIUTUKE.

\%

%

HacTpoinka Ha KOHTEKCT:
context local
[no] nat fragments

v

%
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CGNAT = INBOUND REFRESH
BEHAVIOR FOR UDP OVERVIEW

\\

no inbound-refresh udp

inbound-refresh udp

NAT

[ []
|
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HACTPOWMKA CGNAT - INBOUND
REFRESH BEHAVIOR

> N0 inbound-refresh udp
> Inbound-refresh udp
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CGNAT - BAOKW NMOPTOB C
AVNATTASOHAMW IP AAPECOB

> Legacy NAT -> 1 IP ¢ 6nokom noptoB

> Enhanced CGNAT -> [lnana3oH agpecoB ¢ briokamu
NopToB

> HacTpownka ananasoHa agpecos ¢ 6rilokaMmu NOpPTOB:

> context nat_context

> Ip nat pool NAPT_POOL napt multibind

> address 10.10.10.1 to 10.10.10.99 port-block 1 to 15
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CGNAT = Ob30P AOI'TMPOBAHIWMA
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CGNAT - Ob30P AOTTVPOBAHWHA

CoaepxxaHne coobLLEHNS B KOMNMNEKTOP:

Context Info
CONTEXT_ID
CONTEXT_NAME

Block Assignment

CONTEXT_ID
ASSIGN_TS_SEC
IPV4_INT_ADDR
IPV4_EXT_ADDR
EXT_PORT_FIRST
EXT _PORT LAST
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Block Un-assignment

CONTEXT_ID
ASSIGN_TS_SEC
UNASSIGN_TS_SEC
IPV4_INT_ADDR
IPV4_EXT_ADDR
EXT_PORT_FIRST
EXT_PORT_LAST
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CGNAT = Ob30P AOI'MPOBAHINA

INorrpyemble nona:

Field Type Value

CONTEXT_ID 24628
CONTEXT_NAME 24629
ASSIGN_TS_SEC 24630
UNASSIGN_TS_SEC 24631
IPV4_INT_ADDR 24632
IPV4_EXT_ADDR 24633
EXT_PORT_FIRST 24634
EXT_PORT_LAST 24635

\\

Length Description

(bytes)
4
64

N NS B DM OB

Internal context ID

Zero terminated context Name

Seconds of UNIX timestamp for assign
Seconds of UNIX timestamp for unassign
Internal IPv4 address

External IPv4 address

External L4 port start

External L4 port end
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HACTPOWKA CGNAT -
AOTTVPOBAHWME ANNOKALINIA

> context local
nat logging-profile nat-log-profilel

> context nat-context
nat logging-profile nat-log-profile2
transport-protocol udp
export-version v9
source-ip-address 10.10.10.1
source-port 4242
destination-ip-address 100.1.1.1 context local
destination-port 8989
dscp ef
maximum ip-packet-size 1400

> 1p nat pool nat-pool napt multibind logging
logging-profile nat-log-profilel context local
logging-profile nat-log-profile2
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USEFUL OPERATIONAL COMMANDS

> show nat profile

> show nat pool

> show card x nat ctxinfo
> show card x nat profile
> show card x nat pool
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CGNAT - UICKAIOUEHVE NMOPTOB 3,
MYAA >

Port 0 Full port range Port 65535

0-1023 15000 - 20000 45000 - 55000
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Available
ranges

Excluded port
ranges



HOW TO CONFIGURE CGNAT -
eXCLUDE PORT RANGeS FROM POOL

\\

> context nat_context

> Ip nat pool nat-pool napt multibind
address 85.62.163.1 to 85.62.163.14
exclude well-known

exclude 15000 to 20000

exclude 45000 to 55000

A%

v

v

A%
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USEFUL OPERATIONAL COMMANDS

> show nat pool
> show card x nat pool
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CGNAT = ADDRESS PAIRING

Arbitrary behavior

Paired behavior

A

Internal

Ext. IP

=)
=) ="
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HACTPOWKA CGNAT - ADDRESS
PAIRING

\\

> 1Ip nat pool poolname napt paired

> paired-mode subscriber over-subscription <users-per-1P>
[port-limit <limit>]

> or

> paired-mode subscriber [over-subscription <users-per-1P>]
port-limit <limit>

over-subscription — ms2koe ogpaHu4YeHuUe Kosiudyecmaea
8HYyMpeHHUX adpecos Ha 0OUH 8HeWHUU adpec, be3
o2paHuU4YeHuUss mpaHcsayuu Ha aopec.

port-limit — x)xecmkoe ozgpaHu4eHue Korudecmea
mpaHcsayulu Ha o0OuH adpec(be3s npues3Ku K rpomokKorsy)
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HACTPOWKA CGNAT - PAIRED
BEHAVIOR

> MpuMep 1 — 64 nonb3oBaTens AenAT 0AWH BHELWHUIA agpec
> context nat_context

> Ip nat pool nat-pool-paired napt paired

> paired-mode subscriber over-subscription 64

> address 100.100.100.1/32

> nat policy pol-nat enhanced

> | Default class

> pool nat-pool-paired local

CG-NAT SMARTEDGE | Commercial in confidence | © Ericsson AB 2012 | 2012-05-23 | Page 26

\\



HACTPOWKA CGNAT - PAIRED
BEHAVIOR

\\

> [IpuMep 2, xecTkoe orpaHnyeHne KonmyecTBa TPaHCAALMIA Ha
nonb3oBartens

> context nat_context

Ip nat pool nat-pool-paired napt paired
paired-mode subscriber port-limit 1024
address 100.100.100.1/32
address 100.100.100.2/32

> nat policy pol-nat enhanced

> | Default class

> pool nat-pool-paired local

A%

v

v

A%
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HACTPOWKA CGNAT - PAIRED
BEHAVIOR

\\

> MMpuMmep 3, komGMHMpPOBaHNE MSAMKOro M XXeCTKOro orpaHuYeHum
Ha nonb3oBarteneun — 32 nofib3oBartens Ha 1 BHeLWHNUN aapec C
orpaHnyeHnem Konum4yectBa TpaHcnsauuu(noptoB) 4096 Ha

nonb3oBaTens
> context nat_context
> Ip nat pool nat-pool-paired napt paired

> paired-mode subscriber over-subscription 32 port-limit
4096

> address 100.100.100.1/24
> nat policy pol-nat enhanced
> | Default class

> pool nat-pool-paired local
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CGNAT = ICMP NOTIFICATION

Oss..En

NAT

> B cnyyae HeBO3MOXXHOCTU CO34aHUs TPaHCNALUK NO TEM
NN UHBIM NMPUYNHAM BHYTPEHHEMY XOCTY MNOChINaeTcs
ICMP type 2 code 13 (Communication Administratively
Prohibited)
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HACTPOWKA CGNAT = ICMP
NOTIFICATON

> nat policy pol-nat enhanced
> 1 Default class
> Nno icmp-notification
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KOHOUTYPALUWNA CG-NAT

context | ocal

nat | oggi ng-profile DEFAULT_NAT LOGE NG
transport-protocol udp
source 10.6.19. 37 port 5000
destination 10. 14. 33.50 context | ocal port 5000
dscp ef

context | ocal

I p nat pool RESIDENTIAL_6K _PORTS napt paired-node | ogging
pai r ed- node subscri ber over-subscription 10 port-limt 6000
| oggi ng-profil e DEFAULT _NAT LOGA NG cont ext | ocal
address 87.0.0.1 to 87.0.0. 254
excl ude wel | - known

context | ocal

nat policy RESIDENTI AL_6K PORTS enhanced

pool RESI DENTI AL_6K_PORTS | ocal
I nbound-refresh udp
I cnp-notification

end
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YTUANSALUNA NAT

> [local]Redback#show card 2 nat allocation

v

Slot 2, Ingress:

Microblock counters:
used count : 1885
unassigned count : 9603
free count : 54048

[local|Redback#

v

v

v

%

%

%

1 Mukpobnok = 32 nopTa = 32 BO3MOXHbIX TPaHCNSLNM
KonunyecTtBo TpaHcnauum ~= (used count)*32

\%

v

used count = KONMYECTBO MUKPOOIIOKOB UCMOSIb30BAHHbLIX U anoLMPOBaHHbIX K
circuits

v

unassigned count = KOnM4eCcTBO MUKPOBIOKOB KOTOPLIE Y)XXe NpeanoLnpoBaHbl
B namsiTb PPA, HO HEe NCNOMnb3yTCA Circuits n MoryT 6bITb ObICTPO MPUCBOEHBI
npn HEOBXOANUMOCTMN.

> free count = ocTaBLleecst KOIMYECTBO CBOBOAHLIX MUKPOOIIOKOB.
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