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About This Guide

About This Guide

Yealink administrator guide is intended for administrators who need to properly configure,
customize, manage, and troubleshoot the Skype for Business phones rather than endusers.
This guide will help you understand the Voice over Internet Protocol (VolP) network and
Sessionlnitiation Protocol (SIP) components, and provide descriptions of all available phone
features. This guide describes three methods for configuring phones: central provisioning, web
user interface and phone user interface. It will help you perform the following tasks:
Configure your phone on a provisioning server
Configure your phonegs features and functions via

Troubleshoot some common phone issues

Many of the features described in this guide involve network settings, which could affect the

phoneds performance in the network. So an understand]
knowledge of IP telephony concepts are necessary.

The detailed information in this guide is applicable to the following firmware version for Skype
for Business phones:

For T48S/T46S/T42S/T41S Skype for Business phones: 66.980.or higher.
For T58A/T56A T55A Skype for Business phones55.90.14 or higher.

For CP960 Skype for Businesphones: 73.8.035 or higher.

Chapters in This Guide

This administrator guide includes the following chapters:

Ch apt €mdud QveiviewDZ gtrébes the phones and expansion modules.

Chapt &ettin@Start§dDZ descri bes how phones fit in your net
and connect phones, and also gives you an overview
Chapt &ettinBUp YJur SystenDZ descri bes some essenti al i nfor mai

up your phone network and set up your phone with a provisioning server.

Chapter 4,] Configuring Basic FeaturesDZ descr i bes how to configure the
phones.

Ch a pt &€onfighring Advanced FeaturedDZ descri bes how to configure th
features on phones.

Chapter 6, Cgnfiguring Audio FeaturedZ descri bes how to configure the
phones.

Chapter 7, Cgnfiguring Security FeaturePZ descri bes how to configure the
features on phones.
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Chapter 8, TrjubleshootingDZ d e s ¢ r i hreubleshootywhomes and provides some

common troubleshooting solutions.

Chapter 9, D¥bpendixD@rovides the glossary, time zones, trusted certificates, auto
provisioning flowchart, reference information about phones compliant with RFC 3261 SIP

call flows and some other function lists (e.g., DSS keys, reading icons)

Related Documentations

vi

This guide covers CP960/T58A/T56A/T55A/T48S/T46S T42S T41SSkype for Businessphones.

The following related documents are available:

Quick Start Guides, which describe how to assembleSkype for Businessphones and
configure some basic features available onSkype for Businessphones.

User Guides, which describe the basic and advanced features available oskype for

Businessphones.

Auto Provisioning Guide, which describes how to provision Skype for Businessphones
using the configuration files.

The purpose of Aufo Provisioning Guide is to serve as a basic guidance for provisioning
Yealink phones with a provisioning server. If you are new to this process, it is helpful to
you after reading this guide.

Description of Configuration Parameters in CFG Fileswhich describes all configuration

parameters in configuration files.

Note that Yealink administrator guide contains most parameters. If you want to find out
more parameters which are not listed in administrator guide, please referto Description of
Configuration Parameters in CFG Files guide.

<y0000000000xx>.cfg and <MAC>.cfg template configuration files.

Deployment Guide, which describes how to deploy phones in a Microsoft Skype for

Business Serveenvironment.

Yealink CPW90 QuickStart Guide, which describes how to connect CPW90 wireless

expansion microphones to CP960 Skype for Business phone.

For support or service, please contact your Yealink reseller or go to Yealink Technical Support

online: Atip.//support.yealink.com/ .
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http://support.yealink.com/
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Typographic and Writing Conventions

Yealink documentations contain a few typographic conventions.

You need to know the following basic typographic conventions to distinguish types of in-text

information:
Convention Description
Highlights the web/phone user interface items such as menus, menu
- selections, soft keys,or directory names when they are involved in a
o}
procedure or user action (e.g.,Click Security ->License).
Also used to emphasize text (e.g.,Configuration File ).
Used to show the format of examples (e.q., ittp(s).//[IPv6 address)),
p or to show the title of a section in the reference documentations
alics
available on the Yealink Technical SupportWebsite (e.qg., Triggering
the Skype for Business phone to Perform the Auto Provisioning).
Used for cross references to other sections within this documentation
Blue Text )
(e.g.,refer to Troubleshooting).
) Used for hyperlinks to Yealink resources outside of this
Blue Text in ) ] )
P documentation such as the Yealink documentations (e.g.,
alics
Yealink Skype for BusinessHD IP Phones Auto Provisioning Guide).

You also need to know the following writing conventions to distinguish conditional

information:
Convention Description

Indicates that you must enter specific information. For example, when

<> you see <MAC>, e n t-digit MACaddressplflyaursee
<phonelPAddress>,entery our phonedgs | P addr
Indicates that you need to select an item from a menu. For example,

-> Setting ->Basic indicates that you need to select Basic from the
Setting menu.

Reading the Configuration Parameter Tables

Most feature s described in this guide include two tables. One is a summary table of
provisioning methods that you can use to configure the features. The other is a table of details
of the configuration parameters that you configure to make the features work.

This brief section describes the conventions used in the summary table and configuration
parameter table. In order to read the tables and successfully perform configuration changes, an

understanding of these conventions is necessary.

Vii
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Summary Table Format

viii

The following summary table indicates three provisioning methods (central provisioning, web
user interface and phone user interface, refer to Provisioning Methods for more information )
you can use to configure a feature. Note that the types of provisioning methods available for
each feature will vary; not every feature uses all these three methods.

The central provisioning method requires you to configure parameter s located in CFG format
configuration files that Yealink provides. For more information on configuration files, refer to
Configuration Files on page 122. As shown below, the table specifies the configuration file
name and the corresponding parameters. That is, the <MAC>.cfg file contains the
account.1.auto_answermparameter, and the <y0000000000xx>.cfg file contains the
features.aufo_answer_delayparameter.

The web user interface method requires you to configure features by navigating to the
specified link. This navigation URL can help you quickly locaé the webpage where you can
configure the feature.

Configuration file name Feature explanation

Eionhgure auto cnswef.~]

-E MAC > .cfge I Parameter::
Central

[ac:ount 1.auto_answer ]—— Parameter name

P
P

(Configuration Specify-a-period-of delay time-for
auto-answer.«

File) -Ey0000000000xx>,c09~ | "
ar

features.auto_onswer_delay:

Provisioning
Configure auto-answer.+

method
Navigateto:
WebUserinterface: ttp://<phonelPAddress>/serviet?m
d_data&p= t-basic&q=| = <
moc.aaiap=accountbanc®a=! I=Navigation URL
ad&acc =0+ P
["huncﬂw Interf }_ Configure: auto-answer.+

Manual provisioning method
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Configuration Parameter Table Format

The following configuration parameter table describes the parameter that you can configure to
make the feature (e.g., auto answer) work.

Parameter name Permitted parameter value
Parameters: Permitted-Values~ Default
C: Default parameter
account.l.auto_answer- 0O-or-1« @-—
[: value
Description:

Enables-or-disables auto-answer-feature-for-account .+ ]—— Feature explgnation

Disabled M A f h I
IEnobIed, eaning of the parametervalue

Ifitis set to-1(Enabled), the Skype for-Business phone can-automatically-answer-an-incoming

call.v

Note: The Skype for Business phone cannot automatically answer-the incoming call- during a
call even if auto answeris enabled.«

}- Important information

Web Userinterface:

Web pqth —-[Accounl->805|c->Au!o Answer~]

Phone Usernterface:

[Menu->Fea!uves->Auto Answer->Line:1->Auto Answers ]

|
Phone path

Note Sometimes you will seethe words] Ref er t o t he findhe PesmitiechMalues on t ¢
Default field. It means the permitted value or the default value of the parameter has the model
difference or there are many permitted values of the parameter, you can get more details from
the following Description field.

The word JNoneDin the Web User Interface or Phone User Interface field means this feature
cannot be configured via web/phone user interface.

The above table also indicates three methods for configuring the feature.

Method 1: Central Provisioning

This table specifies the details of account.1.auto_answemparameter, which enables or disables

the auto answer feature. This parameter is disabledby default. If you want to enable the auto

answer feature, open the MAC.cfg file and locate the parameter name account.1.auto_answer

Set the parameter value to J1DZto enable the auto an:

answer feature.

Note that som e parameters described in this guide contain one or more variables (e.g., X or Y).
But the variables in the parameters described in the CFG file are all replaced with specific value
in the scope of variable. You may need to assign a value to the variable kefore you search and
locate the specific parameter in the CFG file.
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For example, if you want to configure the dial-now rule, you need to locate the
dialplan.dialnow.rule.Xin the Common.cfg file and then configure it as required (e.g.,
dialplan.dialnow.rule.1 = 123).

Eommon.dgl—b Confiauration file name

DIIII|III1IDIIII|III20

|||||I|||3|D||T|I|||

###X ranges from 1 to 100
$##dialplan.dialnow.rule.X =.
dialplan.dialnow.rule.l

dialplan.dialnow.rule.2
dialplan.dialnow.rule.3

4n 50 0 70

a0

\ Parameter name

If you want to enable the audio codec 1 for account 1, you can locate the
static.account.1.codecY.enablein the MAC.cfg file and configure it as required (e.g.,

static.account.1.codecl.enable = 1).

The following shows a segment of MAC.cf file:

|MAC-’Cf9 |_"(_“ Configuration file narme

i WD S 30 40 50 ] 70

=
i I T Y YT YT e T Y NN

a0

B R I T T T A48 4 040440004000 088
% Audio Codec F#
et i s R R L s RS R RS s RS s E LSS sE s s s E st i

#% ¥ ranges from 1 to 12
e = L ———
[ accountc.l.codec.Y.enable

.enable = \ Parameter name

account.l.codec.1
account.l.codec.l.payload type =
account.l.codec.l.priority =
account.l.codec.l.rtpmap =
account.l.codec.2.enable =

1 2
account.l.codec.2.payload type =
account.l.codec.2.priority =
account.l.codec. 2. repmap =

Method 2: Web User Interface

As described in the chapter Summary Table Format, you can directly navigate to the specified
webpage to configure the feature. You can also first log into the web user interface, and then
locate the feature field according to the web path ( e.g.,Account ->Basic->Auto Answer ) to

configure it as required.

As shown in the following illustration:

€ ’3'I"‘ /§0.10.20.17}serviet?p=account-basiciig= ] W & v € || Q Google <Ctri+K> TE 3 AP 6-1-0
A phoneglddre:s s Navigation URL

Yealink | v46s ‘

| Network Features || Settings Directory || Security

Register

Auto Answer Disabled v 0] « Feature Field
Basic The b i
Disabled = e baskc parameters for
Account Lock (2] administrator.
Codec Always Onine Disabled A ) Proxy Require

A special parameter just for

Nortel server. If you login to

Nortel server, the value should
[ Confim ] ([ Gncsl | be, com.nortehetworks.frewal

@ You can dlick here to get
more guides,

To successfully log into the web user interface, you may need to enter the user name (default:

admin) and password (default: admin). For more information, refer to Web User Interfaceon
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page 117.

Method 3: Phone User Interface

You can configure features via phone user interface. Access to the desired feature according to
the phone path (e.g., Menu ->Setting ->Features->Auto Answer) and then configure it as
required.

As shown in the following illustration:

Auto Answer

1. Auto Answer: Enabled

Switch

Recommended References

For more information on configuring and administering other Yealink products not included in
this guide, refer to product support page at Yealink Technical Support

To access the latest Release Notes or other guides for Yealinlphones, refer to the Document

Download page for your phone at Yealink Technical Support

If you want to find Request for Comments (RFC) documents, type
htto.//www.ietf.org/rfc/rfeNNNN.txt (NNNN is the RFC number) into the location field of your

browser.

This guide mainly takes the T46SSkype for Businessphones as examplefor reference. For more
details on other Skype for Business phonesrefer to Yealink Skype for Business phonespecific

user guide.

For other references, look for the hyperlink or web info throughout this administrator guide.

Understanding VolP Principle and SIP Components

This section mainly describes the basic knowledge of VolP principle and SIP components, which

wi || help you have a better understanding of the phol

Xi
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VolIP Principle

VolP

VolIP (Voice over Internet Protocol) is a technology using the Internet Protocol instead of
traditional Public Switch Telephone Network (PSTN) technology for voice communications.

It is a family of technologies, methodologies, communication protocols, and transmission
techniques for the delivery of voice communicatio ns and multimedia sessions over IP networks.
The Session Initiation Protocol (SIP)s a popular VolIP protocol that is found in widespread

implementation.

SIP

SIP( Session I|Initiation Protocol) is the Internet Engir
multimedia conferencing over IP. It is an ASCHbased, application-layer control protocol

(defined in RFC 326) that can be used to establish, maintain, and terminate calls between two

or more endpoints. Like other VolIP protocols, SIP is designed to address functions of signaling

and session management within a packet telephony network. Signaling allows call information

to be carried across network boundaries. Session management provides the ability to control

attributes of an end-to-end call.

SIP provides capabilities to:

Determine the location of the target endpoint -- SIP supports address resolution, name
mapping, and call redirection.

Determine media capabilities of the target endpoint -- Via Session Description Protocol
(SDP), SIP determines the Jlowest | evel DZof common
Conferences are established using only media capabilities that ca be supported by all

endpoints.

Determine the availability of the target endpoint -- A call cannot be completed because
the target endpoint is unavailable, SIP determines whether the called party is already on
the phone or does not answer in the allotted number of rings. It then returns a message

indicating why the target endpoint is unavailable.

Establish a session between the origin and target endpoint -- The call can be completed,
SIP establishes a session between endpoints. SIP also supports midall changes, such as
the addition of another endpoint to the conference or the chang e of a media
characteristic or codec.

Handle the transfer and termination of calls -- SIP supports the transfer of calls from one
endpoint to another. During a call transfer, SIP simply establishes a session between the
transferee and a new endpoint (specified by the transferring party) and terminates the
session between the transferee and the transferring party. At the end of a call, SIP

terminates the sessions between all partes.

Xii
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SIP Components

SIP is a peerto-peer protocol. The peers in a session are called User Agents (UAs). A user agent

can function as one of following roles:

User Agent Client (UAC)-- A client application that initiates the SIP request.

User Agent Server (UAS}- A server application that contacts the user when a SIP request

is received and that returns a response on behalf of the user.

User Agent Client (UAC)

The UAC is an application that initiates up to six feasible SIP requests tahe UAS. The six
requests issued by the UAC are: INVITE, ACK, OPTIONS, BYE, CANCEL and REGISTER. When the
SIP session is being initiated by the UAC SIP component, the UAC determines the information
essential for the request, which is the protocol, the port and the IP address of the UAS to which
the request is being sent. This information can be dynamic and will make it challenging to put
through a firewall . For this reason, it may be recommended to open the specific application

type on the firewall. The UAC isalso capable of using the information in the request URI to
establish the course of the SIP request to its destination, as the request URI always specifies the
host which is essential. The port and protocol are not always specified by the request URI. Tha

if the request does not specify a port or protocol , a default port or protocol is contacted. It may
be preferential to use this method when not using an application layer firewall. Application

layer firewalls like to know what applications are flowing th rough which ports and it is possible
to use content types of other applications other than the one you are trying to let through what
has beendenied.

User Agent Server (UAS)

UAS isa server that hosts the application responsible for receiving the SIP requests from a UAC,
and on reception it returns a response to the request back to the UAC. The UAS may issue
multiple responses to the UAC, not necessarily a single response. Communicatiorbetween UAC

and UAS is client/server and peertogpeer.

Typically, a SIP endpoint is capable of functioning as both a UAC and a UAS, but it functions
only as one or the other per transaction. Whether the endpoint functions as a UAC or a UAS

depends on the UA that initiates the request.

Xiii
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Summary of Changes

This section describes the changes to this guide for each release and guide version.

Changes for Release 9, Guide Version 9. 14

Major updates have occurred to the following sections:
Wi-Fion page 69
Shared Line Appearance(SLADn page 292

Skype for BusinessFeature Licenseon page 391

Changes for Release 9, Guide Version 9. 9
Documentations of the newly released T55A Skype for Business phone have been added.
Major updates have occurred to the following sections:
Wi-Fion page 69

Bluetooth on page 183

Changes for Release 9, Guide Version 9.5

The following sections are new:
User-Triggered Provisioning Settings Configuration on page 119
Major updates have occurred to the following sections:
In-Band Provisioning Settingson page 116
Provisioning Methods Priority on page 117
Bluetooth on page 183
Music on Hold on page 266
Response Groupon page 274
Intercom on page 283
Audio Recording on page 290
Voice Mail without PIN on page 291
Boss-Line Ringtone on page 296
Delegates-call Ringtone on page 297
EXP40EXP50Expansion Module on page 306
E911on page 311
Multicast Paging on page 317
Phone Ring Toneson page 344

Local Logon page 422

Xiv
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Changes for Release 9, Guide Version 9.47
Documentations of the newly released CP960Skype for Business phone have been added.
The following sections are new:
CPE90 Wired Expansion Microphonesn page 32
CPW90 Wireless Microphoneon page 32
Audio Recording on page 290

Major updates have occurred to the following sections:

Signing into Skype for Businesson page 140
Signing Out of Skype for Businesson page 152

Bluetooth on page 183

Changes for Release 9, Guide Version 9.46

Add newly released T58Aand T56A Skype for Business phones.

Changes for Release 9, Guide Version 9. 45
Major updates have occurred to the following sections:

Signing into Skype for Businesson page 140

Exchange Authentication on page 156

Changes for Release 9, Guide Version 9. 30
The following section is new:
Incoming Call on page 263

Major updates have occurred to the following sections:

Web Sigrn-in on page 146
Showing Full Name on page 187
Phone Lockon page 396
Common Area Phoneon page 327
Log Fileson page 422

Capturing Packets on page 437

XV



Microsoft Skype for Business Edition IP Phones Administrator Guide

Table of Contents

ADBOUL ThiS GUIAE ... e Y
Chapters iN THIS GUITE........ceiiiiiiee it ieeie et e s bt em e e en e st s ne e e sne e e sneeeme e reeeneeenneas V...
Related DOCUMENTALIONS ........oiiiiiiie it eeeee et ettt et e e e st e e e eaee e e e sabeeeeemeeeasseeeesanbeeeeanneeeaanneeeaanreeens Vi..
Typographic and Writing CONVENTIONS .........ueiiiieiiieiiereeee et eseee s et eseessessneeenree s Vil
Reading the Configuration Parameter TabIeS.........c.cvoiiiiiiiereeece e vii

SUMMATY TabIE FOIMAL.......ciiiiiiiiiiie ettt e ss e e e s e e ene e Vil
Configuration Parameter Table FOrmMat..........cocveiiiiiiiren e e iX.
ReCcOMMENTEd REFEIENCES. ...ttt sr e s e e e s e e senees Xi.
Understanding VoIP Principle and SIP COMPONENTS........ccciiiiiiiiieieeeeee e seseseesiee e Xi...
VOIP PrINCIPIE. ... ettt ettt h e s et et e e sbe e e sb bt e s s bt s meesneesnneenaneesnneenn Xil.
SIP COMPONEITS....coiiiiiiee ittt e et et e e e e et e e e e et e s e s e e e e e e e s s ne e e e e ne e e e smneenesneeenaanneeena Xiil..
SUMMEATY OF CRBNGES. ... .teiiiie ettt ettt et ettt b e st e e aae e st e sbe e e sh bt e satesneeesneesnneennneas XiV..
Changes for Release 9, Guide VErsion 9.5.........cciiiiiiiiieeeiee et snee e Xiv
Changes for Release 9, GUIAE VEIrSION 9.47.........cuuiiiiiiiiieeieeeeiiee et eeeseae e e sanees XV
Changes for Release 9, GUIdE VErSION 9.46.........cc.euiiiiiiiireiieeiiee e eee e seesseae e eeee et eeesanees XV
Changes for Release 9, GUIde VErsion 9.45...........iiiiiiiiiiecieeeeee e e et XV
Changes for Release 9, Guide Version 9.30.........ccuuiiiiiiiiiriiieriiee e e seesssee e e e seeeeesanees XV

Table of CONENTS ....ccoovviiiiei e XVi

ProduCt OVEIVIEW .....uviiiiiiiiiiiii et e e eeaeees 23
PRoNe MOEIS.........ciiiiiiiiccc s 23

Physical Features ofSkype for BusineSsPhones..............ccocoviiiiiiciiiicccc 23..

Key Features of Skype for BusSine€ss PhONES.............cccovuiiminnniiciiii s 30
CPE90 Wired EXpansion MICIOPNONES.........c.uii ittt sttt reeesee e 32.
CPWO0 WireleSSs MICIOPNONE.......c.uviie ittt eeei et e ettt e st e e et e e e s beee e e s teeasaaneeeanseeeessnseeeennnnnannes 32

Getling Started ......coovvieiiii e 35
What [P PhoNes NEEA t0 MEEL......cciuiiiiiiiiiie ettt sttt e be e e saeeeneens 35
INItIAliZAtION PrOCESS OVEIVIEW.......iiiiiiiitie ettt sttt e et sbe e s e e ene e e e e nbeeenn e e sneeeneens 35
VETTYING STAMUD ettt ettt ettt e e st e s e bt e et e e e b e e et e e et e snbeeebeeebeeenns 36

Setting UP YOUr SYSIEIM ..o e e e 39
Setting Up YOUr PRoNe NEIWOIK........cciiuiiiiiiiis et eeeie et e sttt e e s saneesesee e s snnseaeesbeeenans 39

XVi



Table of Contents

[ o (@ =@ o] o o PRSP 44
Configuring Network Parameters ManuUally ............ccoovieiiiereerriesie e 54
Configuring Transmission Methods of the Internet Port and PC POrt..........cccoevviiiierieeniecnee. 59
Configuring PC POt MOOE ........coiiiiiiii et s st e e s e nnns 63
VAV L=d R ST=T V=T g 1Y oL T PP RP SRR PRRPPRY 65..

IPv6 Support
Quality of Service (QoS)
802.1X AUTNENTICALION .....eiiiiiiiie ittt s e e e e n e smne e e e

Setting UP @ ProViSIONING SEIVEN........coiiuiiiiiieieieeeeee ettt et e st st esneessneesnneessnee e
UPGrading FIMMWATE.........uoiiiii ettt ettt e st e sr e e st esnr e e s e ennneseneesaneas
Configur ing BasiC Features ...........ccccoiveiiiiiiieeiiece e 139
SigNING INtO SKYPE fOr BUSINESS. ....cciuiiiiiiieitie et ettt e et e e e e st sne e et e ens 140
PIN AUtNENTICATION ...ttt sttt e e en e e et e e b e e sneeeneennneennee s 141
(6T g [o] T DTSR P P PPP PP 143
WED STOMFIN e ettt sae e e e nnr e nans 146

Sign in via PC

Remember Password
Signing Out of Skype for Business.................

Microsoft Exchange Integration.....................

EXchange AUtNENTICALION. .........ooiiiiii et s n e
Updating Status AULOMALICAIY ........ocoviiriieiie et e s e e e
AIWAYS ONINE.....eeiiiiieee ettt e st e st r et e e et e et e semeeea s e e e bt e e abe e e b e e emeeaeseesneeeabeeeneennneean
POWET LED INQICALOL. ......eiitieiiii ettt ettt e s st e et rneeenne e b e e b e e neas
1070 ] 1= 1] PRSPPSO
SCIBEINM SAVEN ..ottt e ittt ettt et e e ettt e e e e e et e e et et e e e e e e e sams e e e e be et e e sat st e e ene e e e ne et e e natr e e e e nneeeennes
POWET SAVING. ...t eeitii ittt ettt e et e e bt e b e e s b ee s ne e et st e sae e e sb bt e sa bt e ne e s s e e sbb e e nareesebeeneenane
2 F T 14T | PRSPPI
2] 0= oo ] 1 [P PSPPSR PRSPPI
SHOWING FUITINGIME ...ttt et st e s et e et e e eesenee s b e e saneesbee s
TIME NG DALE......eeeieiiee ettt sttt e s bt et e et e e s s b e e sabe e e s bt e ne e s entesebe e e nbeenareeaneeean

NTP TIME SEIVE.......eiiiiiiiiiie ittt ettt st e st et sab e e bt e e besenneesbeesateennnes

TIiME AN DALE SEHINGS. .. coteiitiieiii et ettt ettt sae e s sneesae e e st b e e saneesseesaneenns

Daylight SAVING TIME.....cii ittt e seree e s e e e sttt e e e s raeeeseteeeaasseeeeensbeesannneessnsees
(=T g o (U= o 1= PP

LoAding LaNQUAGE PACKS........cuiiiiiiiiiiiieeeite ettt e ettt e e saeeeassbe e e s ssbeeeessnbaesesnaessssseeesnsbeeessaneenans

Specifying the Language to Use
NGV XS 1= Lo SO PSUPSPRNt




Microsoft Skype for Business Edition IP Phones Administrator Guide

xviii

ST a1 B 1o o TS T PRSP
KBY TOME. ...ttt et e e s et e e e e n e e e et e e e et et e e e e e nn e e e e nn e e e snneenereeene
[0 F= 1 o = o USROS

[ T= L [ 1 PSPPSRSO
Customizing Dial-now Template File
[ [0 11T =P PP P PP P UPPPPRNE
Contact Management ............cccceevevvreereeeneneenn.
Skype for Business Directory.....
Local Directory........ccccoeverveeiiiennns

Outlook Contacts

(02 1|1 1o o 1SRRI 243
ST\ S 02 | oo APPSO PP PPPP PP 243
EXPOIING CAll LOG .. tetetiieiiie ittt seeeeeee sttt ettt et e et sa e sme e st e esse e e san e e s b s emneeaneeanneenas 245
MISSEA CAII LOG ... ettt ettt e eae e ss e s e st e e b eeneeseneesnneeenneennee 245
History RECOrd CONLACES AVALAL..........eiiieeiiie e reeeri s eee et esseesene e seneesnee e 247

Dial SEAICKH DIAY........eiieeieitee ettt e st et e et nanas 249

(A SR BT o - Vo OO PSP TP P RO VPP PRSP 251

(0= 1| I = 1] o PSP P P OPRPTPVSPRT 253

AULO ANSWET ...ttt ettt ettt e st e e ettt e e bt e e e s e e e e s b et e e e nee e e e sareeaeenne e e e ne e e e e anreeeennneeeenn 255

BUSY TONE DIAY ... .eeieieitee ettt ettt ettt e e s et s i s e e s e e s besamness b e e sabe e eaneeeneean 258

Return CodeWhEN REUSE.........iiiiiiiiee et s e e 260

L 14 V(=T L T T OSSP OU PRSP PP PRSP 261

180 RING WOTKBIOUNG. ... .cceiiieiiiieiiieieee ettt s e e sttt setesme e e st ense e e se e e s s s e e meesneesnneennnas 261

INCOMING CaAll DISPIAY......ee ittt ettt ettt e s e bt be e st e e s st smeesneeesneennns 263

(0= 1 I = [o] [0 O U PP PP PTRTUSPUSTPPRN 264
MUSIC ON HOIG ...ttt e e st e et n e s e et eeneeanee s 266.

(0= 1| I o o 41 T o S OO PSP PP PP PP PUSPRR 269

TEAMECAII GIOUD ...ttt ettt et s e e et e et e h e se e et et e s be e e sb e e e shntemeesseessneennreesnneean 271
Setting UP TEAM-CAIl GrOUD.....cciiiiiiii ittt et ettt s ettt emeese e e be e sneeesnneenne 212
TEAMHCall RINGIONE......eiiiiii ittt e e en et b e e bt naeesneeesneennnas 273

RESPONSE GIOUP. ... eeiieiiiiie et ie et e ettt e et e e e e et e e st e e st et e e me e e e s sr et e e nasr e e e s ase e e e enneeesanrneeesanneeenan 274
ReSPONSE GroUP RINGIONE......ccoiiiiiieiiie et ettt ettt e s e i sre et e e nneas 275

CAIIQUEBUE. ...ttt ettt ekt e bt e be e e et e b et e ke e e ket e sheesneenbe e e abeeeabeeeanneeneeere e e 277

Call NUMDBEE FIIEET ...ttt sr et e et e sb bt e s st eneesn e e ssbeennneesarean 277

SEArCh NUMDET FltEE......ei ittt b e eneeee e e b e nnee s 219

ATIOW IMULE ...ttt ettt et e e bt e e b e e eab et e a b e et e s eat e sabeeeabeesabeeemneenneennee

101 C=T o702 3 SO OPTPPRRTRTRI
(18] (o o] 1aTo [ 1] (=T oo ] 1 4 I @2 || E- PR
Incoming Intercom Calls............

Audio Recording
Voice Mail without PIN ..........cccocoiiiiiiiene
Shared Line Appearance(SLA)
Boss Admin Feature............cccoeeenneenne.

ASSIGNING DEIEGALES. ....ccciiiiie it ceee ettt e e a e et e e s e e e e st e e e s ta e e e e steeennaaeesnraeeas



Table of Contents

ViIieWING the CalENUAT...........ooii ettt s e e e s e e et e et e e e eneeeeanneeas

Working with Schedule Reminders

L 5 PP U PP OTOUPPPPPPN 311
Ll o Tor= 1o o I N T ST TSP U PSR TRPPPO 314
Adding the Location INfOrMALION ...........ceiiiiiiiiiiieee e e 315

WL or= TS = Vo o o T TP PP PR OPPRR 317
SENAING RTP SIIEAIM......ciiiiiiiiieiiie ittt et e e be e sne e e e be e e sbe e e s seeeneeesnee e 317
RECEIVING RTP SIMEAIMN......ciiiiiiiieiieete ettt st e e s et s e ne e et e s enneenee s 321

HOE DESKING ...ttt e ettt h et et e s et ek e e be e e s be e e snn e s meesbeeeabbeennneenneeenneens 325

COMMON AFEA PRONE.......coiiiiiiie et et s et e e b e e besenne e neeebeeeaes 327
CAP Provisioning SIgRIN MENOG ...........coiiiiiiiiieeiee e 332

Branch Office Resiliency
ACHON URI ..ot
Configuring Trusted IP Address for Action URI
Capturing the Current Screen of the Phone

Quality Of EXPerienCe......ccuvveiiiieeeeeereeeee e

Configuring Audio Features ..........ccciiiieiiiiiiceiieie e 343

PrE DAl TOMNE....ei ittt ettt e bt e e e e e eb et e b et e b et e b e e e e e e e e e b e e hr e e et e nneennis 343
PRONE RING TOMES ...ttt ettt ettt e e s et s b e e st e e sabe e smneeeneesateeanneeebeeen 344
MULING the RINGIONE ..ceiiiiiie et e e et e e st e e st eseae e e s tb e e e e assbeeesssneeanseeesanseeeean 348
PrIVALE LINE TONES....iiiiiiitiieitie ettt etee ettt ettt et e st s b e st sa bt e se e s eat e s a bt e en b e e sabe e smeeeeneesabeeanneeebeeans 349

[ LT [F= 1 1o T,

RINGEr DEVICE fOr HEAUSEL.....ccuviiiiiie ittt et e e s
DUAI HEAUSEL ...ttt ettt e e e e e eb e e bt e bt e be e e ane e eas e e be e e nbneess b e e nneesanis
SENAING VOIUME ...ttt sttt et e e e e b e e et et e be e e ke e eaneasbeeenbeeenbeeenneean

AUAIO COUBCS.....eeieiietiteiiie ettt st e e et e bt b e e e e e ete e e be e et e e e ess e e aneeereennneennnis
Acoustic Clarity TEChNOIOQY.........ccueiiiiiiiii ettt
Acoustic Echo Cancellation (AEC).............
Background Noise Suppression (BNS)

Xix



Microsoft Skype for Business Edition IP Phones Administrator Guide

Automatic Gain CONIOI (AGC).......eiiiiierieeriie et e e e r e e e e e nee s 375
Voice ACLiVity DeteCtiON (WAD) ......c.eiiiieiiiiiteeeee ettt ssee s e e st s rnesen e nne e nee s 375
Comfort Noise Generation (CNG).........coiciiiieeiiereeeee et sse et eneesr e snn e nnns 376
JIEET BUTTEI ..ttt e et e e n e n e e n e enns 377
NOISE SUPPIESSION....eeeiiiieieieitreeseeeeasee st e st e s e st e e sse e s et e sareess b e e satesaneensseesaneesnneesnsenennenareeanreeaas
SMAIT NOISE BIOCK........coiiiiiiieiit ettt
DTMF ...ttt et
Methods of Transmitting DTMF Digit
Suppress DTMF Display........ccoooeeveiiieieeceeeniiieee e
TranSEr VIA DTIME ......ooi ittt en et nne e et e e ene e e e e reeea 386
Play LOCAlI DTIME TON ..ottt e sttt st ss et sneesne e s re e e bt nnn e e sreeeneennees 388
Configuring Security Features ..........ccooeveviiiiiiiieiiiieieeeeeiee e 391
Skype for BUSINESS FEALUIE LICENSE........cueiiiii ettt eeee ettt et e e e e e e s 391
User and AdMINISTrator PASSWOITS. .......ccoiuiiiiiiieiieeieeeeiet ettt esse e s nnee et eneesne et e sneeennnees 393.
AULO-LOGOUL TIMIE ..ttt sttt e e s e e e st e e b e e eme e e eae s e abe e e be e et e e emmeeeaneebeeenneennnean 395.
[ 00T =3 o Lo T O PPOU PP PPP PRSP 396
ACCOUNT LOCK. ...ttt ettt s et st e et e b e sme e s ene e sar e e sar e e sabe e e nennnneas 400
TrANSPOT LAYET SECUIIEY. ...ueeiiteeitie et iese e et e sttt ettt et e sse st e st e st e sneeseneeshneess b e e st e e ssnesaneennneeenned 401
Encrypting Configuration FileS..........ccviiiiiiiiieernee e sreeesee s ssnesnee e snee e e 410
TroubleshOoting .......cooviiiiiii e 417
TroublesShootiNg METNOUS ........ooiiiiiiiii et et e e e 417
MEMOTY INFOPMELION ...eviiiiieit ettt e et nn e e e e 417
SKYPE fOr BUSINESS SEATUS.....c.ueiiiiieiiie e eteerie ettt e st b e e e sene e ne et e s e naneean 418
LOG FIlES ettt h e h et b e e e e e n e et e e ne e neeenee e 422
CaPUNNG PACKELS .....eiiiiieiii ettt st e et s st emeesn e e nnre e e 437
Enabling WatCh DOQ FEALUIE..........coiiiiiiiie et e 441
Getting Information from Status INAICAOrS ..........cocuviiiieiiiereeeee e e e 442
Analyzing Configuration FilES...........ooiiiiiiiiieeee et 442
Exporting All the DIagnOStC FIlES.........ooiiiiiiiiiiieeee e e e 445
TroubleShOOtING SOIULIONS ...t e eeeseane e s e b e e e s snteeeenaneeeasseees 446
[P AQArESS ISSUBS......tieiiiiiiitie it ettt s ettt b et ene e saee et e e e be e e nbreesneesnneesnneennnee s d 447
TIME QNG DALE ISSUBS.....cueeiiiiieiii ettt eteeei ettt ettt ettt e nneesne et eesnn e seneesneesneennned 447
DISPIAY ISSUBS ...ttt ettt ettt ettt ekttt be e se e e e ne e s hb e e st bt e s ab e e s he e e st e nsneenaneesabeena 441.
(D1 (=T ox (0] VA [T 1= PO P TSRS PPP PP 448
AUIO ISSUES. ...ttt ettt ettt e e h e ene e s ene e sh bt e s ab e e sab e e sneeeeneeseneesnbeennneenanad 4438
BIUEBTOOTN ISSUES.......eieiiiieiieie ettt ettt e st e bt sab et e s besenneesn e e sateesnnes 449
Firmware and Upgrading ISSUES ........c.uiiuiiiiiiiieeeeeeiiie ettt e et setesne e s naeeesenees 449

XX

Provisioning Issues crreernreeeenneesneneee . 400

System Log ISSUES.........cccevevriieeerieeenn.
Resetting Issues
[Rd=] o ToTo] 110Te T E1S U 1= SO UPSRO 454



Table of Contents

ProtoCOIS aNd POIMS ISSUES......ccuiiiiieiieieseereees ettt n e s snee e r e e nne s 456
PASSWOIT ISSUEBS......cceiieiitieiii e seeeeeee sttt re e et e e s e e e nb e e abr e e sanesneeesneennneennnees 458
POWET aNd SEAIUD ISSUES.......ceiiiiiiieiiitieeee et e ettt e eneesne e st e e snneennneesneenans 458
OLNEI ISSUEBS......eeeeeee ettt ettt ettt ae e st e s st e s et e s r e e as b e e s tenennensneesanesenneeenneead 458
APPENAIX .o 461
APPENTIX AL GIOSSAIY....ceveeiitiieiet et ieete ettt et eee e e ee e e s e e sre e e st s e enneesne e st st e ssneessneesnneenneesnneeanneenns 461
APPENIX B: TIME ZOMNES......ciiiiiiiiieiiie e seeeestese ettt ste st e ss e saee e st e s sennesan e e s s r e e sareesnreeannenaneesnree s 462
Appendix C: Trusted CertifiCates..........covviiriiiriererreie e reesnee e e snee e D4
APPENTIX D: STALIC SENGS. ... veiieeiiiieiteeereereee st res ettt e ssresrneess st e sseeessreessnenneenreas 466
Appendix E: SIP (Session INitiatiomProtOCOl) ..........cceeiiiiiiiiieeeeee et 466
RFC and Internet Draft SUPPOIL.........ooiiieiiie e reeee et e s e ne e e 466

SIP REMQUESL......eeiiiiiiee ettt e et e e st e e s et se e e e s e e bt e e s b et e e amnr e e eenr e e e n e e e nreeean 469

SIP HEAUET ...ttt e e st e bt b e en e e e ne b e e e b e nee e reeas 470

SIP RESPONSES.....coiiiie it rtieeeeree ettt eeeee e e e e e e eesesnne e e s snneeessnneeesnmneessnneeesnnneeeens DL

SIP Session Dscription Protocol (SDP) USAQE..........cveiiiiiiiiiieeei et e s 474.
APPENIX F: SIP Call FIOWS. ... .eiiieieiiieeitieee st e s st sneesneennne A74
Successful Call Setup and DISCONNECL.........cuiiiiiiiiieee ettt sree e e e 475
Unsuccessful Call SetUKCalled USET IS BUSY............c.ccurveverereeeeeereseecceeeeseseesesesesesesesssessesesenns 477
Unsuccessful Call SetuflCalled User DOES NOt ANSWET............covvvrirerereresieeseseesesisesssesessees! 479
Successful Call Setup and Call HOId..............ooiiiiiiiien e 481
Successful Call Setup and Call WaItiNg..........cooviiiiiiiiereieeee e 484

Call Transfer without Consultation

Call Transfer with Consultation
[OF=1 | OT0T0) (=T (=T 0 (o7 YNNI RPRPRRIRY 496

XXi



Microsoft Skype for Business Edition IP Phones Administrator Guide

XXii



Product Overview

Product Overview

This chapter contains the following information about Skype for Businessphones:
Phone Models
CPE90 Wired Expansion Microphones

CPW90 Wireless Microphone

Phone Models

This section introduces CP960/T58A/T56A/T55A/T48S/T46S T423 T41SSkype for Business
phone models. They aredesigned to work with Skype for BusinessServer. Thesephones are
characterized by a large number of functions, which simplify business communication with a
high standard of security.

The CP960/T58A/T56A/T55A/T48S/T46ST42S T41SSkype for Business phones provide a

powerful and flexible IP communication solution for Ethernet TCP/IP networks, delivering

excellent voice quality. When these phones register with Skype for Businessaccounts, you can

interact with your Skype for Business contactsonyour phones t hroughiveMi crosoft s
Directory.

Skype for Business phone comply with the SIP standard RFC 326}, and they can only be used

within a network that supports this model of phone.

For a list of key features available onYealink Skype for Business phone running the latest

firmware, refer to Physical Features ofSkype for BusinessPhoneson page 23.

Physical Features of Skype for Business Phones

This section lists the available physical features é Skype for Business phones

23
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CP960

Physical Features:

- 5Dz 720 x 1280 pixel color touch screen with backl:
- HD Voice: HD Codec

- 5 Touch keys

- 1*RJ45 10/100Mops Ethernet ports

- 2*EX mic ports

- 2*USB2.0 ports, support USB flash drive

- 1*3.5mm audio-out port, support external speaker

- 1*Micro USB port (It is unavailable for Skype for Business phones.
- 2 LED indicators

- Security lock port

- Power over Ethernet (IEEE 802.3af)
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TS5A

Physical Features:

- 4.3" 480 x 272 capacitive touch screen

- HD Voice:, HD Handset, HD Speaker

- 17 dedicated hard keys

- 1*RJ9 (4P4Chandset port

- 1*RJ9 (4P4C) headset port

- 1* USB port, support USB flash drive USB headsets, Bletooth dongle and Wi -Fi dongle
- Security lock port

- 2*RJ45 10/1001000Mbps Ethernet ports

- 4 LEDs: *power, 1*mute, 1*headset, 1*speakerphone

- Power adapter: AC 100~240V input and DC5V/1.2A output
- Power over Ethernet (IEEE 802.3af)

- Wall Mountable
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T58A/T56A

Physical Features:

- 7DX024 x 600 pixel color touch screen with backlight

- HD Voice: HD Codec, HD Handset, HD Speaker

- 20 dedicated hard keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2* USB port, support USB flash drive and USB headsets (T58A)

1*USB port, support USB flash drive USB headsets, Bluetooth dongle and WiFi dongle
(T56A)

- 2*RJ45 10/1001000Mbps Ethernet ports

- 4 LEDs: *power, 1*mute, 1*headset, 1*speakerphone

- Power adapter: AC 100~240V input and DC5V/2A output
- Power over Ethernet (IEEE 802.3af)

- Wall Mountable
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T48S

Physical Features:

- 7DZ 800 x 480 pixel color touch screen with backlig
- 24 bit depth color

- HD Voice: HD Codec, HD Handset, HD Speaker

- 26 dedicated hard keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ45 10/1001000Mbps Ethernet ports

- 1*RJ12 (6P6C) expansion module port

- 4 LEDs: *power, 1*mute, 1*headset, 1*speakerphone

- Power adapter: AC 100~240V input and DC 5V2A output

- Power over Ethernet (IEEE 802.3af)

- Built-in USB port, support USB flash drive, Bluetooth headset and W4Fi

- Wall Mountable
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T46S

Yealink

Physical Features:

- 4. 3DZ 480 x 272 vgthbaeklightc ol or di spl ay
- 24 bit depth color

- HD Voice: HD Codec, HD Handset, HD Speaker

- 36 dedicated hard keys and 4 context-sensitive soft keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ45 10/1001000Mbps Ethernet ports

- 1*RJ12 (6P6C) expansion modulgort

- 14 LEDs: *power, 10*line, 1*mute, 1*headset, 1*speakerphone

- Power adapter: AC 100~240V input and DC 5V/2A output

- Power over Ethernet (IEEE 802.3af)

- Built-in USB port, support USB flash drive and Bluetooth headset
- Wall Mountable
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T42S

Physical Features:

- 192 x 64 graphic LCD

- HD Voice: HD Codec, HD Handset, HD Speaker

- 30 dedicated hard keys and 4 context-sensitive soft keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ45 10/1001000Mbps Ethernet ports

- 1*RJ12 (6P6C) EHS36 headset adaptgort

- 10 LEDs: *power, 6*line, 1*mute, 1*headset, 1*speakerphone
- Power adapter: AC 100~240V input and DC 5V1.2A output
- Power over Ethernet (IEEE 802.3af)

- Built-in USB portand support USB flash drive

- Wall Mountable
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T41S

Yealink

Physical Features:

- 192 x 64 graphic LCD

- HD Voice: HD Codec, HD Handset, HD Speaker

- 30 dedicated hard keys and 4 context-sensitive soft keys

- 1*RJ9 (4P4C) handset port

- 1*RJ9 (4P4C) headset port

- 2*RJ45 10/10Mbps Ethernet ports

- 1*RJ12 (6P6C) EHS36 headset adapter port

- 10 LEDs: 1*power, 6*line, 1*mute, 1*headset, 1*speakerphone
- Power adapter: AC 100~240V input and DC 5V/1.2A output
- Power over Ethernet (IEEE 802.3af)

- Built-in USB port and support USB flash drive

- Wall Mountable

Key Features of Skype for Business Phones

In addition to physical features introduced above, Skype for Businessphones also support the

following key features when running the latest firmware:
Phone Features

- Call Options : emergency call, call waiting, call hold, call mute, call forward, call

transfer, group pickup and audio conference.

- Basic Features: live dialpad, dial plan, hotline, caller identity, auto answer.

30



Product Overview

Codecs and Voice Features

- Wideband codec: G.722 SILK_WB

- Narrowband codec: G.711,G.726, G729, iLBC G723 SILK_NB
- VAD, CNG, AECPLC, AJB, AGC

- Full-duplex speakerphone with AEC

- Built in microphone array, 360 degree voice pickup (only applicable to CP960 Skype
for Business phones)

Network Features
- SIP vl (RFC2543), v2 (RFC3261)

- NAT Traversal: STUN, TURN and IGEURN and ICEare not applicable to CP960
Skype for Business phones)

- Proxy mode and peer-to-peer SIP link mode

- IP assignment: Static/DHCP

- VLAN assignment: LLDP/Static/DHCECDP

- Bridge mode for PC port (not applicable to CP960 Skype for Business phones)
- HTTP/HTTPS server

- DNS client

- DHCP server

- IPv6 support

- Wi-Fi (only applicable to T48S Skype for Business phones)

Management

- FTP/TFTP/HTTIRTTPSauto-provision

- Yealink Redirection and Provisioning Service (RPS)
- Configuration: browser/phone/auto -provision

- Dial number via SIPserver

- Dial URL via SIP server

Security
- HTTPS (server/client)

- Transport Layer Security (TLS)

VLAN (802.1q), QoS

- Digest authentication using MD5/MD5 -sess
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- Secure configuration file via AES encryption
- Phone lock for personal privacy protection

- Admin/User configuration mode

- 802.1X authentication

- Incoming signaling validation

CPE90 Wired Expansion Microphones

This section introduces CPE90 expansion microphones. CPE90 are only applicable to CP960
Skype for Business phones.

The CPE90 can work as expansiomicrophones of the CP960 Skype for Business phone. CPE90
supports 360-degree audio pickup at a radius of up to 3 meters. There is a mute button on its
top. You can mute or unmute the CPE90 by tapping the mute button.

The following lists the available physical features of the CPE90:

Physical Features:

- Optima HD voice
- Full duplex technology
- Muting the microphone with touchpad

- 10-foot (3-meter) 360°oice pickup

CPW90 Wireless Microphone

32
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ice pic

Skype for Business phone. It supports 360degree aud

There are a mute button and a battery indicator LED on its top. You can mute or unmute the

CPW90 by tapping the mute button.

For more information, refer to Yealink CPW90 Quick Start Guide

The following lists the available physical features of the CPW90

Physical Feature s

Optima HD voice

Full duplex technology

Muting the microphone with touchpad

10-foot (3-meter) 360°vo

Distance between CP960 and CPW90

800mAnh battery capacity

19-hour talking time

11-day standby time
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Getting Started

This chapter provides basic information and installation instructions of Skype for Business
phones.

This chapter providesthe following sections:
What IP Phones Need to Meet
Initialization Process Overview

Verifying Startup

What IP Phones Need to Meet

In order to operate as SIP endpoints inyour network successfully, Skype for Business phones
must meet the following requirements:

A working IP network is established.
VolP gateways are configured for SIP.
The latest (or compatible) firmware of Skype for Businessphones is available.

The Skypefor Business Server is active and configured to receive and send SIP messages.

Initialization Process Overview

The initialization process of the phone is responsible for network connectivity and operation of

the phone in your local network.

Once you conned your phone to the network and to an electrical supply, the phone begins its

initialization process.

During the initialization process, the following events take place:
Loading the ROM file

The ROM file resides in the flash memory of the phone. The phonecomes from the factory with
a ROM file preloaded. During initialization, the phone runs a bootstrap loader that loads and
executes the ROM file.

Configuring the VLAN

If the phone is connected to a switch, the switch notifies the phone of the VLAN informati on
defined on the switch (if using LLDP or CDP). The phone can then proceed with the DHCP
request for its network settings (if using DHCP). For more information on VLAN, refer to VLAN
on page 78.
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Querying the DHCP (Dynamic Host Configuration Protocol)  Server

The Skype for Business phone is capable of querying a DHCP server. DHCP is enabled the
phone by default. The following network parameters can be obtained from the DHCP server
during initialization :

IP Address

Subnet Mask

Gateway

Primary DNS(Domain Name Server)

Secondary DNS

You need to configure network parameters of the phone manually if any of them is not
supplied by the DHCP server.For more information on configuring network parameters

manually, refer to Configuring Network Parameters Manually on page 54.
Contacting the provisioning server

If the phone is configured to obtain configurations from the provisioning server, it will connect
to the provisioning server, download the configuration file(s) during startup. T he phone will be
able to resolve and update configurations written in the conf iguration file (s). If the phone does
not obtain configurations from the provisioning server, the phone will use configurations
stored in the flash memory. For more information, refer to Setting Up Your Phones with a

Provisioning Serveron page 114.
Updating firmware

If the access URL of firmwareis defined in the configuration file, the phone will download
firmware from the provisioning server. If the MD5 value of the downloaded firmware file differs
from that of the image stored in the flash memory, the phone will perform a firmware up date.

You can manually upgrade firmware if the phone does not download firmware from the

provisioning server. For more information, refer to Upgrading Firmware on page 132.
Downloading the resource files

In addition to configuration file(s), the phone may require resource files before it can deliver
service. These resource files are optional, but if some partialar features are being deployed,
these files are required.

The followings show examples of resource files:
Language packs
Ring tones

For more information on resource files, refer to Resource Fileson page 123.

Verifying Startup
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through th e following steps:

1.

The power LED indicator of TS8A/T56A/T55A/T48S/T46S/T42S/T41Skype for Business
phones illuminate solid red.

The mute touch key LED indicators of CP960Skype for Business phoneslluminate solid
red.

The message] We | c loitializingA  lgasewaitD@ppears on the LCD screenof
T58A/TS56A T55A/ T48S/T46S/T42S/T41Skype for Business phones wherthe phones start
up.

The message] Initializing A B@pears on the touch screen of CP960Skype for Business

phones when the phones start up.

The phone enters the login screen.
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Setting Up Your System

This section describes essential information on how to set up your phone network and set up
your phones with a provisioning server. It also provides instructions on how to set up a
provisioning server, how to deploy Yealink phones from the provisioning server, how to upgrade

firmware, and how to keep user personalized settings after auto provisioning.
This chapter provides the following sections:

Setting Up Your Phone Network

Setting Up Your Phoneswith a Provisioning Server

Setting Up Your Phone Network

Yealink phones operate on an Ethernet local area network (LAN) or wireless network. Local area
network design which varies by organization and Yealink phones canbe configured to

accommodate a number of network designs.

In order to get your phones running, you must perform basic network setup, such as IP address
and subnet mask configuration. You can configure the IPv4 or IPv6 network parameters for the
phone. You can also configure the appropriate security (VLAN and/or 802.1X authentication)

and Quality of Service (QoS) settings for the phone.

This chapter describes how to configure all the network parameters for phones, and it provides

the following sections:

DHCP

DHCP Option

Configuring Network Parameters Manually

Configuring Transmission Methods of the Internet Port and PC Port
Configuring PC Port Mode

Web Server Type

Wi-Fi

VLAN

IPv6 Support

Quality of Service (QoS)

802.1X Authentication
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DHCP

40

DHCP (Dynamic Host Configuration Protocol) is a network protocol used to dynamically
allocate network parameters to network hosts. The automatic allocation of network parameters
to hosts eases the administrative burden of maintaining an IP network. Skype br Business
phones comply with the DHCP specifications documented in RFC 2131 If using DHCP, phones
connected to the network become operational without having to be manually assigned IP
addresses and addtional network parameters.

Procedure

DHCP can be configured using the configuration files or locally.

Configure DHCP on the phone.

Central Provisioning
] ) ) <MAC>.cfg Parameter:
(Configuration File)

static.network.internet_port.type

Configure DHCP on the phone.

Navigate to:
Web User Interface

http://<phonelPAddress>/serviet?
Local

p=network&qg=Iload

Phone User Interface Configure DHCP on the phone.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.network.internet_port.type Oor 2 0

Description :

Configures the Internet (WAN) port type for IPv4.

0-DHCP

2-Static IP Address

Note: 1t wor ks only if the value of the para
0 (IPv4) or 2 (IPv4 & IPv6). If you change this parameter, the phone will reboot to make the
change take effect.

Web User Interface:

Network->Basic->IPv4 Config

Phone User Interface:

Menu-> Setting->Advanced (default password: admin)>Network ->WAN Port->IPv4



http://www.ietf.org/rfc/rfc2131.txt
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To configure DHCP via web user interface:

1. Click Network ->Basic.

2. Inthe IPv4 Config block, mark the DHCP radio box.

ram

Yealink | vies

i Status ] ] Account Network Features ] ‘ Settings ‘ { Directory | | Security ‘
Basic Internet Port NOTE
Mode(IPv4/IPv6) Pv4 v 0
PC Port DHCP
1Pv4 Config The network configurations wil

Advanced ° oo @ be acquired from DHCP server.

g Static IP Address
O Static P Address @ Specify the IP address, Subnet
l— Mask, Default Gateway, Primary
1B/ Address DNS, Secondary DNS fields
Subnet Mask mantialy.
Gateway PPPoE
Contact your ISP if it should be
Static DNS ©) on @ Off used.
Primary DNS [ You can dlick here to get
Secondary DNS [— more guides.

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the phone.
To configure DHCP via phone user interface:

1. PressMenu ->Setting ->Advanced (default password: admin)->Network ->WAN
Port->I1Pv4.

2. Press @ or @ , or theSwitch soft key to select DHCP from the Type field.
3. Press theSave soft key to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4.  PressOK to reboot the phone.

Static DNS

Static DNS address(es) can be configured and used even thoughDHCP is enabled.
Procedure

Static DNS can be configured using the configuration files or locally.

Configure the static DNS feature.
<y0000000000xx% .cfg Parameters:

static.network.static_dns_enable

Central Provisioning

(Configuration File) Configure static DNS address.

Parameters:
<MAC>.cfg
static.network.primary_dns

static.network.secondary_dns
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Configure the static DNS feature.
Configure static DNS address.

Web User Interface Navigate to:

Local http://<phonelPAddress>/serviet?
p=network&q=load

Configure the static DNS feature.
Phone User Interface

Configure static DNS address.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.network.static_dns_enable Oor 1l 0

Description :

Triggers the static DNS feature to on or off.

0- Off, the phone will use the IPv4 DNS obtained from DHCP.

1-0n, the phone will use manually configured static IPv4 DNS.

Note: | t works only if the value of the para
0 (DHCP). If you change this parameter, the phone will reboot to make the change take
effect.

Web User Interface:

Network->Basic->IPv4 Config->Static DNS

Phone User Interface:

Menu-> Setting->Advanced (default password: admin)>Network ->WAN Port->IPv4->Type
(DHCP)>Static DNS

static.network.primary_dns IPv4 Address Blank

Description :

Configures the primary IPv4 DNS server.

Example:

static.network.primary_dns =202.101.103.55

Note: | t works only if the value of the para
1 (On). If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Network->Basic->IPv4 Config->DHCP->Static DNS (On}>Primary DNS

Phone User Interface:
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Parameter s Permitted Values Default

Menu->Setting->Advanced (default password: admin)->Network->WAN Port->IPv4->Type
(DHCP}>Static DNS (Enabled}>Primary DNS

static.network.secondary_dns IPv4 Address Blank

Description :

Configures the secondary IPv4 DNS server.

Example:

static.network.secondary_dns = 202.101.103.54

Note: 't works only if the value of the para
1 (On). If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Network->Basic->IPv4 Config->DHCP->Static DNS (On}>Secondary DNS

Phone User Interface:

Menu->Setting->Advanced (default password: admin)->Network->WAN Port->IPv4->Type
(DHCP}>Static DNS (Enabled)>Secondary DNS

To configure static DNS address when DHCP is used via web user interface:

L

Click Network ->Basic.
In the IPv4 Config block, mark the DHCP radio box.

2
3. Inthe Static DNS block, mark the On radio box.
4

Enter the desired values in the Primary DNS and Secondary DNS fields.

Yealink | vses

l Status i ‘ Account Features ‘ l Settings ‘ l Directory ’ ! Security l
Basic Internet Port NOTE "
Mode(IPv4/IPv6) Pv4 v 0
PC Port DHCP
1Pv4 Config The network configurations wil
be acquired from DHCP server.
Advanced ® DHP @
. ) Static IP Address
Static IP Address @ Specify the IP address, Subnet
[— Mask, Default Gateway, Primary
I Address DNS, Secondary DNS fields
Subnet Mask manualy.
Gateway PPPOE
Contact your ISP if it should be
Static DNS ® on off used.
Primary DNS 202.201.101.55 You can click here to get
Secondary DNS 202.201.101.54 more guides.

5. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure static DNS when DHCP is used via phone user interface:

1. PressMenu ->Setting ->Advanced (default password: admin)->Network ->WAN
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Press @ or @ , or theSwitch soft key to select DHCP from the Type field.

Press @ or @ , or theSwitch soft key to select Enabled from the Static DNS field.

Enter the desired values in the Primary DNS and Secondary DNS fields respectively.

Press theSave soft key to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

PressOK to reboot the phone.

Port->1Pv4.
2.
3.
4.
5.
6.
DHCP Option

44

DHCP provides a framework for passing information to TCP/IP network devicesNetwork and

other control information are carried in tagged data items that are stored in the options field of

the DHCP message. The data items themselves are also called options.

DHCP can be initiated by simpy connecting the phone with the network. Skype for Business

phones broadcast DISCOVER messages to request the network information carried in DHCP

options, and the DHCP server responds with specific values in corresponding options.

The following table lists common DHCP options supported by phones.

Parameter DHCP Option Description
Subnet Mask 1 Specify the clientgs ¢
Specify the offset of the client's subnet in
Time Offset 2 seconds from Coordinated Universal Time
(UTQ).
Specify alist of IP addresses for routers on the
Router 3 )
clientds subnet.
) Specify a list of time servers available to the
Time Server 4 )
client.
Domain Name 6 Specify a list of domain name serversavailable
Server to the client.
Specify a list of MIT-LCS UDPservers available
Log Server 7 )
to the client.
Host Name 12 Specify the name of the client.
] Specify the domain name that client should
Domain Server 15 ) .
use when resolving hostnames viaDNS.
Broadcast 08 Specify the broadcast address in use on the
Address client's subnet.
Network Time 42 Specify a list of NTP servers available to the

Protocol Servers

client by IP address

43 (vendor class ID:

Specify virtual local area network (VLAN) ID.
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Parameter DHCP Option Description

CPEOCPHONE)

Vendor-Specific ] ]

) 43 (vendor class ID: Specify Skype for Business Server pool

Information ) N o )
MS-UGC-Client) certificate provisioning service URL.

Vendor Class )

60 Identify the vendor type.

Identifier

Identify a TFTP server when the 'sname' field in
TFTP Server

66 the DHCP header has been used for DHCP

Name )

options.

Identify a boot file when the 'file' field in the
Boot file Name 67 DHCP header has been used for DHCP

options.
Skype for 120 Specify a list of Skype for BusinessServers
Business Server available to the client.

For more information on DHCP options, refer to RFC 2131or RFC 2132

If you do not have the ability to configure the DHCP options for discovering the provisioning
server on the DHCP server, an alternate méhod of automatically discovering the provisioning
server address is required. Connecting to the secondary DHCP server that responds to DHCP
INFORM queries with a requested provisioning server address is one possibility. For more
information, refer to RFC 3925 If a single alternate DHCP server responds, this is functionally
equivalent to the scenario where the primary DHCP server responds with a valid provisioning
server address. If no DHCP servers respondhe INFORM query process will retry and eventually

time out.

DHCP Option 66 and Option 43

Yealink Skype for Business phones support obtaining the provisioning server address by
detecting DHCP options during startup.

The phone will automatically detect the option 66 for obtaining the provisioning server
address. DHCP option 66 is used to identify the TFTP server. DHCP option 43 is a vender
specific option, which is used to transfer the vendor-specific information.

The administrator can use vendor class identifier, specified by DHCP option 60, to send the
phone a customized configuration in option 43. Depending on the vendor class ID it is
configured for, the option 43 might have different values. Two vendor class identifiers are used
when deploying with the Skype for Business Server: a VLAN ID request (vendor class ID: CPE
OCPHONE) and a certificate provisioning service URL request (vendor class ID: MSC-Client).
For more information on DHCP option 60, refer to DHCP Option 600on page 49.
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To use DHCP option 66 and option 43, make sure the DHCP Active feature is enabled

Procedure

DHCP active can be configured using the configuration files or locally.

Central

Provisioning

(Configuration File)

<y0000000000xx»%.cfg

Parameter:

Configure DHCP active.

static.auto_provision.dhcp_option.enable

Local

Web User Interface

Navigate to:

Configure DHCP active.

tings-autop&g=load

http:// <phonelPAddress>/servlet?p=set

Details of Configuration Parameters:

Parameter s

Permitted Values

Default

static.auto_provision.dhcp_option.enable

Oorl

0-Off

None

Description :

Triggers the DHCP Active feature to on or off.

Web User Interface:
Settings->Auto Provision->DHCP Active

Phone User Interface:

1-On, the phone will obtain the provisioning server address by detecting DHCP options.

To configure the DHCP Active feature via web user interface:

1. Click Settings ->Auto Provision .
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2.  Mark the On radio box in the DHCP Active field.

Yealink | :ss

Status Account Network Features Settings Directory Security
MOH Auto Provision NOTE
PNP Active O on @ off g
Preference - - Auto Provision
DHCP Active @ on © oOff ol The auto provision parameters
for administrator.
Time&Date Custom Option(128~254) 160,161 9
Upgrade DHCP Option Value MS-UC-Cliant ) Vi G s e 2 g
more guides.
. Server URL [7]
Auto Provision
User Name [7)
Configuration
e Password sesesase [7)
Dial Plan Commaon AES Key sesessce Q
Voice MAC-Oriented AES Key sesasese 0
Zero Active Disabled -
Tones @
Wait Time(1~100s) 5 [7]
(el Power On @ on © off @
Location Repeatedly © on @ off @
EXP Module Interval(Minutes) 1440 [7]
Weekly © on @ off @
BToE
Time 00 : 00 - 00 :00 [7)
Power Saving Sunday
Monday
Tuesday
Day of Week #wednesday @
Thursday
Friday
Saturday

Autoprovision Now Q

3. ClickConfirm to accept the change.

DHCP Option 160 and Option 161 and Custom Option

Yealink Skype for Business phones also support obtaining the provisioning server address by

detecting DHCP custom option during startup.

If DHCP Option 66 is not available,the phone use the default custom option (160 or 161) with
the URL or IP address of the provisioning server. The phone will automatically detect the option

160 or 161 for obtaining t he provisioning server address.

To use DHCP option 160 or option 161, make sure the DHCP Active feature is enablecénd

custom option is configured.
Procedure

DHCP active can be configured using the configuration files or locally.

Configure DHCP active.
Parameters:

static.auto_provision.dhcp_option.ena

Central Provisioning ble
<y0000000000xx%.cfg

Configuration File i .
( g ) Configure the custom DHCP option

for requesting provisioning server

address.

static.auto_provision.dhcp_option.list_

47



Microsoft Skype for Business Edition IP Phones Administrator Guide

48

user_options

Configure the custom option.

Navigate to:
Local Web User Interface

http:// <phonelPAddress>/servlet?p=

settings-autop&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.auto_provision.dhcp_option.enable Oor1l 1

Description :

Triggers the DHCP Option feature to on or off.

0-Off

1-On, the phone will obtain the provisioning server address by detecting DHCP options.
Web User Interface:

Settings->Auto Provision->DHCP Active

Phone User Interface:

None
static.auto_provision.dhcp_option.list_user_op Integer from 128 to
. 160,161
tions 254
Description :

Configures the custom DHCP option for requesting provisioning server address.Multiple

DHCP options are separated by commas.

Note : I't works only if the value of the par
is setto 1 (On).

Web User Interface:

Settings->Auto Provision->Custom Option(128~254)

Phone User Interface:

None

To configure the custom option via web user interface:

1.
2.

Click Settings ->Auto Provision .

Mark the On radio box in the DHCP Active field.
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3. Enter the custom option (160 or 161) in the Custom Option(128~254)

Yealink | :ss

field.

Status || Account

Auto Provision

|| Network || Features |

Security |

NOTE

| Directory ||

Settings

MOH
PNP Active O on @ off g
Preference - - Auto Provision
DHCP Active @ on © oOff 0 The auto provision parameters
for administrator.
Time&Date: Custom Option(128~254) 160,161 7]
upgrade DHCP Option Value MS-UUC-Clent ) :’e";u“;g:"“k B
. Server URL 0
Auto Provision
User Name [7)
Configuration
e Password sesesase [7)
Dial Plan Commaon AES Key sesessce Q
Voice MAC-Oriented AES Key sesasese 0
Zero Active Disabled -
Tones @
Wait Time(1~100s) 5 [7]
CroreleTs Power On ® on © off @
Location Repeatedly D on @ off @
EXP Module Interval(Minutes) 1440 [7]
Weekly Con©@of @
BToE
Time 00 : 00 - 00 :00 [7)
Power Saving Sunday
Monday
Tuesday
Day of Week #wednesday @
Thursday
Friday
Saturday

Autoprovision Now Q

4.  Click Confirm to accept the change.

Note

The phones also support obtaining the provisioning server address via Skype for Business Server

(if configured) during sign -in process. This method for obtaining provisioning server address has

higher priority than the DHCP option.

DHCP Option 60

DHCP option 60 is used to identify the vendor class ID. By default, the vendor class ID is MS

UC-Client (case sensitive).

Procedure

DHCP option 60 can be configured using the configuration files or locally.

Central Configure DHCP option 60.
Provisioning Parameters:
] ) <y0000000000xx%.cfg
(Configuration static.auto_provision.dhcp_option.optio
File) n60_value
Configure DHCP option 60.
Navigate to:
Local Web User Interface
http:// <phonelPAddress>/servlet?p=se
ttings -autop&g=Iload
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Details of Configuration Parameters:

Permitted
Parameter s Default
Values
static.auto_provision.dhcp_option.option60_v String within )
MS-UC-Client
alue 99 characters

Description :

Configures the value (vendor class of the device) of DHCP option 60.

Web User Interface:
Settings->Auto Provision->DHCP Option Value
Phone User Interface:

None

To configure DHCP option 60 on the phone via web user interface:

1. Click Settings ->Auto Provision .

2. Enter the desired vendor class IDin the DHCP Option Value field.

Yealink | :ss

| Account || Network || Features |[QES=iiilCEM | Directory ||
Auto Provision
MOH NOTE
PNP Active O on @ off g
Preference _ _ Auto Provision
DHCP Active @ on © oOff 0 The auto provision parameters
for administrator.
Time&Date Custom Option(128~254) 160,161 9
i You can click here to get
Upgrade DHCP Option Value MS-UC-Client @ g
Pg QJ more guides.
. Server URL [7]
Auto Provision
User Name [7)
Configuration
e Password sesesase [7)
Dial Plan Commaon AES Key sesessce Q
Voice MAC-Oriented AES Key sesasese 0
Zero Active Disabled -
Tones @
Wait Time(1~100s) 5 [7]
(el Power On @ on © off @
Location Repeatedly © on @ off @
EXP Module Interval(Minutes) 1440 [7]
Weekly © on @ off @
BToE
Time 00 : 00 - 00 :00 [7)
Power Saving Sunday
Monday
Tuesday
Day of Week #wednesday @
Thursday
Friday
Saturday
Autoprovision Now Q

3. Click Confirm to accept the change.

DHCP Option 42 and Option 2

Yealink Skype for Business phones supporusing the NTP server address offered by DHCP.

DHCP option 42 is used to Pecify a list of NTP servers available to the client by IP addressNTP
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servers shaild be listed in order of preference. DHCP option 2 is used to specify the offset of

the client's subnet in seconds from Coordinated Universal Time (UTC).

To update time with the offset time offered by the DHCP server, make sure the DHCP Time
feature is enabled at the path Settings ->Time&Date ->DHCP Time. For more information on

how to configure DHCP time feature, refer to NTP Time Serveron page 189.

DHCP Option 12 Hostname

This option specifies the host name of the phone. The name may or may not be qualified with
the local domain name (based on RFC 2132). See RFC 1035 for charactegstrictions.

Procedure

DHCP option 12 hostname can be configured using the configuration files or locally.

Configure the DHCP option 12

Central Provisioning hostname.
) . . <y0000000000xx% .cfg
(Configuration File) Parameters:

static.network.dhcp_host_name

Configure the DHCP option 12

hostname.
Local Web User Interface Navigate to:

http:// <phonelPAddress>/servlet?

p=features-general&g=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

) String within 99 Refer to the
static.network.dhcp_host_name )
characters following content

Description :

Configures the DHCP option 12 hostname on phone.
Default Value:

For CP960 Skype for Business phones: SIEP960
For T58A Skype for Business phones: SIF58

For T56A Skype for Business phones: SIF56A

For TSA Skype for Business phones: SIPT55A

For T48S Skype for Business phones: SIP48S

For T46S Skype for Business phones: SIP46S

For T42S Skype for Business phones: SIP42S
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Parameter s

Permitted Values

Default

For T41S Skype for Business phones: SIiP41S

Note: If you change this parameter, the phone will reboot to make the change take effect.

Web User Interface:

Features>General Information->DHCP Hostname

Phone User Interface:

None

To configure DHCP option 12 hostname on phone via web user interface:

1.
2.

Click Features->General Infor mation .

Yealink | s

Enter the desired host name in the DHCP Hostname field.

Account

General Information @

Features | Directory

General
Information Call Waiting Enzbled @
Audio Key As Send # @
Hotline Number
Intercom
Hotline Delay(0~105) 4
Eemotlconuc Busy Tone Delay (Secands) 0 v 0
Bluetooth Retumn code when refuse 603 (Decline) @
LED Feature Key Synchronization Disabled v
Time-Out for Dial-Now Rule 1 [7]
Dial Search Delay 1 0
.
.
.
Call Number Filter Q@
Search Number Filter
Voice Mail Tone Enabled v 9
DHCP Hostname SIP-T46S o
E911 Location Tip Enabled v 0
Update Chacking Time 24 [7]
Use DHCP Option 120 Disabled @
SFB Cert Service URL Q@
Enable SFB Automation Disabled @
SFB Inactive Time 5 Q@
SFB Away Time 5 o
Web Sign in Enabled v 0
Set as CAP Enabled M
Remember Password Disabled M
History Record Contacts Avatar Enzbled v
Auto Discover Enabled A
Exchange Server Url l—
Hot Desking Enable Enabled -

Confirm

Cancel

NOTE

‘Call Waiting

This call feature allows your
phone to accept other incoming
«calls during the conversation.

Key As Send
Selact * or # as the send key.

You can click here to get
more guides.

3.

4.

Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after a reboot.

Click OK to reboot the phone.
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DHCP Option 120

Yealink Skype for Business phones support obtaining Skype for Business Server address from
DHCP. DHCP option 120 is used to pecify a list of Skype for BusinessServersavailable to the
client.

Procedure

DHCP option 120 can be configured using the configuration files or locally.

Central Configure DHCP option 120.

Provisioning .

Confiourat <y0000000000x%> cfg | ©arameters:

on ation . .

( ‘gurat sip.option120_get_lync_server.enable

File)
Configure DHCP option 120.
Navigate to:

Local Web User Interface

http:// <phonelPAddress>/servlet?p=fea
tures-general&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

sip.option120_get_lync_server.enable Ooril 0

Description :

Enables or disables phones to obtain the Skype for Business Serveaddress from DHCPby
detecting DHCP option 120.

0-Disabled

1-Enabled

Web User Interface:
Features>General Information->Use DHCP Option 120
Phone User Interface:

None

To configure DHCP option 120 via web user interface:

1. Click Features->General Information
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2. Select desired value from the drop-down menu of Use DHCP Option 120 .

Yealink | s

Account Network Features Settings Directory

— General Information @ NOTE

Information call waiting Enabled @
‘Call Waiting
Audio Key As Send # @ This call feature allows your
phone to accept other incoming
Hatline Number calls during the conversation.
Intercom n
" - Key As Sen
o e [ s =) 4 Selact * or # as the send key.
emote Control
Busy Tone Delay (Seconds) 0 v e
You can click here to get
Bluetooth Retum code when refuse 603 (Decline) @ more guides.
LED Feature Key Synchronization Disabled v
Time-Out for Dial-Mow Rule 1 Q@
Dial Search Delay 1 e

Call Number Filter (7]
Search Number Filter

Voice Mail Tone Enabled @
DHCP Hostname SIP-T465 (7]
E911 Location Tip Enabled @
Update Checking Time 24 e
Use DHCP Option 120 Disabled v e
SFB Cert Service URL (7]
Enable SFB Automation Disabled @
SFB Inactive Time 5 [7]
SFB Away Time 5 e
Web Sign in Enzbled v e
Set as CAP Enabled A
Remember Password Disabled A

History Record Contacts Avatar Enabled M

Auto Discover Enabled M
Exchange Server Url l—

Hot Desking Enable Enabled -

Confirm Cancel

3. Click Confirm to accept the change.

Configuring Network Parameters Manually

If DHCP is disabled or the phone cannot obtain network parameters from the DHCP server, you
need to configure them manually. The following parameters should be configured for phones

to establish network connectivity:

IP Address
Subnet Mask
Default Gateway
Primary DNS

Secondary DNS
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Procedure

Network parameters can be configured manually using the configuration files or locally.

Configure network parameters of the
phone manually.

Parameters:
static.network.internet_port.type

Central
Provisioning static.network.ip_address_mode

(Configuration <MAC>.cfg static.network.internet_port.ip

File) static.network.internet_port.mask
static.network.internet_port.gateway
static.network.primary_dns

static.network.secondary_dns

Configure network parameters of the

phone manually.
Web User Interface Navigate to :

Local http://<phonelPAddress>/servlet?p=n
etwork&qg=load

Configure network parameters of the
Phone User Interface
phone manually.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.network.internet_port.type Oor2 0

Description :

Configures the Internet (WAN) port type for IPv4.
0-DHCP

2-Static IP Address

Note: 1t wor ks only if the value of the para
0 (IPv4) or 2 (IPv4 & IPv6). If you change this parameter, the phone will reboot to mé&e the

change take effect.

Web User Interface:
Network->Basic->IPv4 Config
Phone User Interface:

Menu->Setting->Advanced (default password: admin)>Network ->WAN Port->IPv4->Type

static.network.ip_address_mode 0,1or2 0
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Parameter s Permitted Values Default

Description :

Configures the IP address mode.

0-1Pv4

1-1Pv6

2-1Pv4 & IPv6

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Network->Basic->Internet Port ->Mode(IPv4/IPv6)

Phone User Interface:

Menu-> Setting-> Advanced (default password: admin}>Network->WAN Port->IP Mode

static.network.internet_port.ip IPv4 Address Blank

Description :

Configures the IPv4 address.

Example:

static.network.internet_port.ip = 192.168.1.20

Note: 1t wor ks only if the value of the para
0 (IPv4) or 2 (IPv4 & IPv6), and "static.network.internet_port.type" is set to 2 (Static IP
Address). If you change this parameter, the phone will reboot to make the change take

effect.

Web User Interface:

Network->Basic->IPv4 Config->Static IP Address>IP Address
Phone User Interface:

Menu->Setting->Advanced (default password: admin)>Network ->WAN Port->IPv4->Type
(Static IPy>IP Address

static.network.internet_port.mask Subnet Mask Blank

Description :

Configures the IPv4 subnet mask.

Example:

static.network.internet_port.mask = 255.255.255.0

Note: 1t works only if the value of the para
0 (IPv4) or 2 (IPv4 & IPv6), and "static.network.internet_port.type" is set to 2 (Static IP
Address). If you change this parameter, the phone will reboot to make the change take

effect.

Web User Interface:




Setting Up Your System

Parameter s Permitted Values Default

Network->Basic->IPv4 Config->Static IP Address>Subnet Mask
Phone User Interface:

Menu-> Setting-> Advanced (default password: admin)>Network->WAN Port->IPv4->Type
(Static IP}>Subnet Mask

static.network.internet_port.gateway IPv4 Address Blank

Description :

Configures the IPv4 default gateway.

Example:

static.network.internet_port.gateway = 192.168.1.254

Note: 1 t wor ks only if the value of the parai
0 (IPv4) or 2 (IPv4 & IPv6), and "static.network.internet_port.type" is set to 2 (Static IP
Address). If you change this parameter, the phone will reboot to make the change take

effect.

Web User Interface:

Network->Basic->IPv4 Config->Static IP Address>Gateway
Phone User Interface:

Menu->Setting->Advanced (default password: admin)}>Network->WAN
Port->IPv4->Type(Static IP)>Gateway

static.network.primary_dns IPv4 Address Blank

Description :

Configures the primary IPv4 DNS server.
Example:

static.network.primary_dns = 202.101.103.55

Note: |t works only if the value of the para
0 (IPv4) or 2 (IPv4 & IPv6), and "static.network.internet_port.type" is set to 2 (Static IP
Address). If you change this parameter, the phone will reboot to make the change take

effect.

Web User Interface:

Network->Basic->IPv4 Config->Static IP Address> Static DNS (On}>Primary DNS
Phone User Interface:

Menu-> Setting-> Advanced (default password: admin)>Network->WAN
Port->IPv4->Type(Static IP)>Primary DNS

static.network.secondary_dns IPv4 Address Blank
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Parameter s Permitted Values Default

Description :

Configures the secondary IPv4 DNS server.
Example:

static.network.secondary_dns = 202.101.103.54

Note: 't works only if the value of the para
0 (IPv4) or 2 (IPv4 & IPv6), and "static.network.internet_port.type" is set to 2 (Static IP
Address). If you change this parameter, the phone will reboot to make the change take
effect.

Web User Interface:
Network->Basic->IPv4 Config->Static IP Address > Static DNS (On}>Secondary DNS
Phone User Interface:

Menu->Setting->Advanced (default password: admin)>Network->WAN
Port->IPv4->Type(Static IP)->Secondary DNS

To configure the IP address mode via web user interface:

1. Click Network ->Basic.

2. Select desired value from the drop-down menu of Mode(IPv4/IPv6) .

Yealink | s

Status || Account | Network

Internet Port
Basic
I Mode(IPv4/IPv6) IPv4 v o I
DHCP
PC Port IPv4 Config The network configurations will
- be acquired from DHCP server.
Advanced © pHer @
Static IP Address
O staticIP Address @ Specify the IP address, Sul?net
Mask, Default Gateway, Primary
1P Address DNS, Secondary DNS fields
manually.
Subnet Mask
PPPoE
— Contact your ISP if it should be
Gateway oy
Static DNS Oon ® off
[ You can dlick here to get
Primary DNS more guides.
Secondary DNS

3. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

4. Click OK to reboot the phone.
To configure a static IP v4 address via web user interface:

1. Click Network ->Basic.

2. Inthe IPv4 Config block, mark the Static IP Address radio box.
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3.

Enterthe desired values in the IP Address, Subnet Ma sk, Gateway , Primary DNS and
Secondary DNS fields.

Yealink | s

Network

| Status

Account

Basic

PC Port

Internet Port

Mode(IPv4/IPv6)

IPv4 v

Static DNS
Primary DNS

Secondary DNS

1Pv4 Config The network configurations will
R be acquired from DHCP server.
Advanced D DHCP @
Static IP Address
@® Static IP Address Specify the IP address, Subnet
0 Mask, Default Gateway, Primary
1P Address 192.168.1.10 DNS, Secondary DNS fields
manually.
Subnet Mask 255.255.255.0
PPPoE
Gateway 192.168.1.254 Contact your ISP if it should be
== used.

® On off
202.101.103.55
202.101.103.54 X

DHCP

[ You can click here to get
more guides.

4.  Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after a reboot.

5.  Click OK to reboot the phone.

To configure the IP mode via phone user interface:

1. PressMenu ->Setting ->Advanced (de fault password: admin) ->Network ->WAN Port .

2. Press @or @ or the Switch soft key to select IPv4, IPv6 or IPv4 & IPv6 from the IP

Mode field.

3. Press theSave soft key to accept the change.

A dialog box pops up to prompt that the settings will take effect after a reboot.

4.

PressOK to reboot the phone.

To configure a static IP v4 address via phone user interface:

1.

Configuring Transmission Methods of the

PressMenu ->Setting ->Advanced (default password: admin) ->Network ->WAN

Port->1Pv4.
Press @ or @ , or theSwitch soft key to select the Static IP from the Type field.

Enter the desired value in the IP Address, Subnet Mask, Gateway , Primary DNS and
Secondary DNS field respectively.

Press theSave soft key to accept the change.
A dialog box pops up to prompt that the settings will take effec t after a reboot.

PressOK to reboot the phone.

Internet Port and PC Port

Yealink TS58A/T56AMT55A/T48S/T46S/T42S/T41Skype for Business phonessupport two

Ethernet ports: Internet port and PC port. The CP960Skype for Business phoneshave Internet

port only. Three optional methods of transmission configuration for phone Internet or PC

Ethernet ports:
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Auto-negotiate
Half-duplex
Full-duplex

Auto-negotiate is configured for both Internet and PC ports on the phone by d efault.

Auto -negotiate

Auto-negotiate means that two connected devices choose common transmission parameters
(e.g., speed and duplex mode) to transmit voice or data over Ethernet. This process entails
devices first sharing transmission capabilities and then selecting the highest performance
transmission mode supported by both. You can configure the Internet port and PC port on the
phone to automatically negotiate during the transmission.

Half -duplex

Half-duplex transmission refers to transmitting voice or d ata in both directions, but in one
direction at a time; this means one device can send data on the line, but not receive data
simultaneously. You can configure the half-duplex transmission on both Internet port and PC
port for the phone to transmit in 10Mb ps or 100Mbps.

ﬁ/—)
s

Internet Port

SW
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Full-duplex

Full-duplex transmission refers to transmitting voice or data in both directions at the same

time; this means one device can send data on the line while receiving data. You can configure

the full-duplex transmission on both Internet port and PC port for the phone to transmit in
10Mbps, 100Mbps or 1000Mbps (1000Mbps is only applicable to
T58A/TS56A/T55A/T48S/T46S/T42S Skype for Business phones)

Internet Port

PC Port

&

Procedure

The transmission methods of Ethernet ports can be configured using the configuration files or

locally.

Central Provisioning

(Configuration File)

<y0000000000x» .cfg

Configure the transmission methods of
the Internet (WAN) port.

Parameters:
static.network.internet_port.speed_duplex

static.network.pc_port.speed_duplex

Local

Web User Interface

Configure the transmission methods of
the Internet (WAN) port.

Navigate to :

http://<phonelPAddress>/serviet?p=net
work-adv&g=load

Details of Configuration Parameters:

Parameter s

Permitted Values Default

static.network.internet_port.speed_duplex

0,1,2,3,40r5 0

Description :

Configures the transmission method of the Internet (WAN) port.
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Parameter s Permitted Values Default

0-Auto Negotiate

1-Full Duplex 10Mbps
2-Full Duplex 100Mbps
3-Half Duplex 10Mbps
4-Half Duplex 100Mbps

5-Full Duplex 1000Mbps (only applicable to T58A/T56A/T55A/T48S/T46S/T42S Skype for
Business phone$

Note : For T58A/T56A/T55A/T48S/T46S/T42S Skype for Business phonesyou can set the
transmission speed to 1000Mbps/Auto Negotiate to transmit in 1000Mbps if the phone is
connected to the switch supports Gigabit Ethernet. We recommend that you do not change
this parameter. If you change this parameter, the phone will reboot to make the change
take effect.

Web User Interface:
Network ->Advanced->Port Link->WAN Port Link
Phone User Interface:

None

static.network.pc_port.speed_duplex 0,1,2,3,40r5 0

Description :

Configures the transmission method of the PC (LAN) port.

0-Auto Negotiate

1-Full Duplex 10Mbps

2-Full Duplex 100Mbps

3-Half Duplex 10Mbps

4-Half Duplex 100Mbps

5-Full Duplex 1000Mbps (only applicable to TS8A/T56A/T55A/T48S/T46S/T42S Skype for

Business phoneg

Note:l't wor ks only if the value of the para
(Auto Negotiation). It is not applicable to CP960 Skype for Business phones. For
T58A/T56A/T55A/T48S/T46S/T42 Skype for Business phonegiou can set the transmission
speed to 1000Mbps/Auto Negotiation to transmit in 1000Mbps if the phone is connected

to the switch supports Gigabit Ethernet. We recommend that you do not change this
parameter. If you change this parameter, the phone will reboot to make the change take

effect.
Web User Interface:
Network->Advanced->Port Link->PC Port Link

Phone User Interface:
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Parameter s

Permitted Values Default

None

To configu re the transmission methods of

1. Click Network ->Advanced .

Ethernet ports via web user interface:

2. Select the desired value from the drop-down menu of WAN Port Link .

3. Select the desired value from the drop-down menu of PC Port Link.

Yealink | s

Basic
PC Port

Advanced

Active

Packet Interval (1~3600s)

cor @
Active
Packet Interval (1~3600s)
VIAN @
WAN Port Active
VID (1-4094)
Priority
PC Port Active
VID (1-4094)
Priority
DHCP VLAN Active
Option (1-255)
PortLink @

Disabled

Disabled

W

WAN Port Link

PC Port Link

Auto Negotiate

Auto Negotiate

- m|[e] [= o| [= m m

¥ @ o i

=4 = =3

8 & &

£ |£ <1< <L < < <

VLAN
A VLAN is a logical local area
network (or LAN) that extends

beyond a single traditional LAN
to a group of LAN segments,
given specific configurations.

QoS

When the network capacity is
insufficient, QoS could provide
priority to users by setting the
value.

Local RTP Port
Define the port for voice
transmission.

You can click here to get
more guides.

4. Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the phone.

Configuring PC Port Mode

The PC port on the back of the phone is used to connect a PC. You carenable or disable the

PC (LAN) port on the phones via web user interface or using configuration files. PC portis not

applicable to CP960 Skype for Business phones.

Procedure

PC port mode can be configured using the configuration files or locally.

Central Provisioning

(Configuration File)

<y0000000000xx» .cfg

Configure the PC (LAN) port
Parameter:

static.network.pc_port.enable

Local

Web User Interface

Configure the PC (LAN) port

Navigate to :
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http://<phonelPAddress>/servlet?
p=network -pcport&q=load

Details of Configuration Parameters:

Parameters

Permitted Values

Default

static.network.pc_port.enable

Oorl

Description :
Enables or disables the PC port.
0-Disabled

1-Auto Negotiation

Note: If you change this parameter, the phone will reboot to make the change take effect.

It is not applicable to CP960 Skype for Business phones.

Web User Interface:
Network->PC Port->PC Port Active
Phone User Interface:

None

To enable the PC port via web user interface:

1.
2.

Click Network ->PC Port.

SelectAuto Negotiat ion from the drop-down menu of PC Port Active .

Yealink | s

Status H Account Network

Features H Settings || Directory !l Security l

< PC Port Active
Basic

PC Port Active

PC Port

Advanced

Auto Negotiation

A )
Cancel

NOTE

PC Port
The PC prot parameters for
administrator.

3.

4.

Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after a reboot.

Click OK to reboot the phone.

To disable the PC port via web user interface:

6.

Click Network ->PC Port.
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7. SelectDisabled from the drop-down menu of PC Port Active .

Yealink | s

Status H Account Network ( Features H Settings H Directory H Security i

Basic FCRort Actve NOTE
PC Port Active Disabled A ]
PC Port PC Port
The PC prot parameters for
Confirm Cancel
Advanced [: S administrator.

8. Click Confirm to accept the change.

A dialog box pops up to prompt that settings will take effect after areboot.

9. Click OK to reboot the phone.

Web Server Type

Web server type determines access protocol ofthephoneds web user interface. Sk
Business phones support both HTTP and HTTPS protocols for accessing the web user interface.
This can be disabled when it is not needed or when it poses a security threat. For more

information on accessing the web user interface, refer to Web User Interfaceon page 117.

HTTP is an application protocol that runs on top of the TCP/IP suite of protocols. HTTPS is a
web protocol that encrypts and decrypts user page requests as well as pages returned by the
web server. Both HTTP and HTTPS port numbers are configurable.

When you enable user to access web user interface of the phone using the HTTP/HTTPS
protocol (take HTTPS protocol for example):

https://10.10.20.24 Q Google <Ctrl+K> B 3 A @ S - |

aQ

LOgill Gigabit Color IP Phone SIP-T46S

Username [admin ]

Password [sssee |
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When you disable user to access web user interface of the phone sing the HTTP/HTTPS

protocol (take HTTPS protocol for example):

https://10.10.20.24

Unable to connect

& 3 A @ CY

Firefox can't establish a connection to the server at 10.10.20.24.

Procedure

Web server type can be configured using the configuration files or locally.

Central Provisioning
(Configuration File)

<y0000000000xx>.cfg

Configure the web access type,
HTTP portand HTTPS port.

Parameters:
static.wui.http_enable
static.network.port.http
static.wui.https_enable

static.network.port.https

Local

Web User Interface

Configure the web access type,
HTTP port and HTTPS port.

Navigate to :

http://<phonelPAddress>/servlet?
p=network -adv&q=load

Phone User Interface

Configure the web access type,
HTTP port and HTTPS port.

Details of Configuration Parameters:

Parameter s

Permitted Values Default

static.wui.http_enable

Oor1l 1
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Parameter s Permitted Values Default

Description :

Enables or disables the user to access web user interface of the phone using the HTTP
protocol.

0-Disabled

1-Enabled

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->Web Server->HTTP

Phone User Interface:

Menu->Setting->Advanced (default password: admin)>Network->Webserver Type->HTTP
Status

static.network.port.http Integer from 1 to 65535 80

Description :

Configures the HTTP port for the user to access web user interfaceof the phone using the
HTTP protocol.

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->Web Server->HTTP Port(1~65535)

Phone User Interface:

Menu->Setting->Advanced (default password: admin)>Network->Webserver Type->HTTP
Port

static.wui.https_enable Oorl 1

Description :

Enables or disables the user to access web user interface of the phone using the HTTPS

protocol.

0-Disabled

1-Enabled

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->Web Server->HTTPS

Phone User Interface:

Menu->Setting->Advanced (default password: admin)>Network->Webserver
Type->HTTPS Status
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Parameter s Permitted Values Default

static.network.port.https Integer from 1 to 65535 443

Description :

Configures the HTTPS port for the user to access web user interface of the phone using the
HTTPS protocol.

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->Web Server->HTTPS Port(1~65535)

Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->Webserver
Type->HTTPS Port

To configure web server type via web user interface:

1. Click Network ->Advanced .

2. Select the desired value from the drop-down menu of HTTP.

3.  Enter the desired HTTP port number in the HTTP Port(1~65535) field.
The default HTTP port number is 80.

4.  Select the desired value from the drop-down menu of HTTPS

5.  Enter the desired HTTPS port number in the HTTPS Port(1~65535) field.



Setting Up Your System

The default HTTPS port number is 443.

Yealink | s

Status ‘ ‘ Account ’ Network | Features ‘ ‘ Settings ‘ ‘ Directory ’ ’ Security i
uor @ NOTE
Basic
Active Enabled v
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
. insufficient, QoS could provide
» priority to users by setting the
value.
-
Web Server @ Local RTP Port
Define the port for voice
HTTP Enabled v transmission.
FIERort (1-5530) [ You can dlick here to get
HTTPS Enabled ) more guides.
HTes por 16553
802.1x @
802.1x Mode Disabled e
Identity
MD5 Password ssesccos
CA Certificates
Device Certificates
SpantoPC @
Span to PC Port Disabled Y
ICMPv6 Status @
Active Enabled v,
| Confim | | Cancel

6. ClickConfirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

7. Click OK to reboot the phone.
To configure web server type via phone user interface:

1. PressMenu->Setting ->Advanced (default password: admin)->Network ->Webserver
Type.

2. Press @ or @ or the Switch soft key to select the desired value from the HTTP
Status field.

3. Enter the desired HTTP port number in the HTTP Port field.

4. Press @ or @ or the Switch soft key to select the desired value from the HTTPS
Status field.

5. Enter the desired HTTPSport number in the HTTPSPort field.
6. Press theSave soft key to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

7. PressOK to reboot the phone.

Wi-Fi

Wi-Fi feature enables users to connect their phonestot he or gani zationgs wireless

wireless network is more convenient and cost-effective than wired network. Wi-Fi feature is
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only applicable to CP960/T58A/ TS56A/T55A/T48S Skype for Business phones.

When the Wi-Fi feature is enabled, the phone will automatically scan the available wireless
networks. All the available wireless networks will display in scanning list on the touch screen.
You can store up to 5 frequently -used wireless networks on your phone and specify the priority

for them.

For T56A/T55A/T48S Skype for Business phonego use Wi-Fi feature, make sure the WiFi USB
dongle is properly connected to the USB port on the back of the phone.

When you connect the Ethernet cable, you can enable the WiFi feature. But you have to disable
the Wi-Fi feature if you want to use the wired network.

Procedure

Wi-Fi feature can be configured using the following methods.

Enable or disable WiFi feature.
Parameter:

static.wifi.function.enable

Configure Wi-Fimode.
Parameter:

static.wifi.enable

Configure the Wi-Fi settings.

Central Parameters:
<y0000000000xx>.

Provisioning ‘
cig

static.wifi.X.label
(Configuration File) L )
static.wifi.X.ssid
static.wifi.X.priority
static.wifi.X.security_mode
static.wifi.X.cipher_type
static.wifi.X.password

static.wifi.X.eap_type

static.wifi.X.eap_user_name

static.wifi.X.eap_password

Configure Wi-Fi feature.
Configure the Wi-Fi settings.
Web User Interface Navigate to :

http://<phonelPAddress>/serviet?p=netw
ork-wifi&g=load

Configure Wi-Fi feature.
Phone User Interface
Configure the Wi-Fi settings.
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Details of the Configuration Parameters:

Parameter s Permitted Values Default

static. wifi.function.enable Oorl 1

Description :

Enables or disables the WiFifeature.
0-Disabled

1-Enabled

Note: It is only applicable to CP960/T58AT56A/T55A Skypefor Business phones If you
change this parameter, the phone will reboot to make the change take effect.

Web User Interface:
None
Phone User Interface:

None

static.wifi.enable Oorl 0

Description :

Activates or deactivates the Wi-Fi mode.
0-Disabled

1-Enabled

Note: It is only applicable to CP960/T58A/T56A/T55A T48S Skype for Business phones~or
CP960/T58A/T56A/T55A Skype for Business phonesit works only if the value of the
parameter] s t wifi.function.enableDZ i s set to 1 (Enabl ed)

Web User Interface:
Network->Wi-Fi>Wi-Fi Active (It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu-> Setting->Basic >Wi-Fi->Wi-Fi

static.wifi.X.label String within 32

Blank
(X ranges from 1 to 5) characters
Description :

Configures the profile name of the wireless network X for the phone.

Note : For T48SSkype for Business phonesit works only if the value of the parameter
Jstatic. wi fi . enab|FerOP95MI588/E56A/M5HASKYpe foEBusiness e d
phones, it is only works only if the value of the parameter | s t wifi.function.enable D@nd
the value of the par amsctter(Enpldet)lat i c. wi fi . e

Web User Interface:

71



Microsoft Skype for Business Edition IP Phones Administrator Guide

72

Parameter s Permitted Values Default

Network->Wi-Fi>Profile Name (It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu->Setting - >Basic->Wi-Fi->Wi-Fi(On)>Add -> Profile Name or
Menu->Setting - >Basic->Wi-Fi->Wi-Fi(On)}>The storage network->Edit->Profile Name

(It is only applicable to T48S Skye for Business phoneg

static.wifi.X.ssid String within 32

Blank
(X ranges from 1 to 5) characters
Description :

Configures the Service Set Identifier(SSID)of the wireless network X.
SSID isa unique identifier for accessing wireless access points.

Note : For T48SSkype for Business phonesit works only if the value of the parameter
Jstatic. wi fi . enab|FerOPI5I588/E56A/M5HASKYpe foEBusineds e d
phones, it is only works only if the value of the parameter | s t wifi.function.enable D@nd
the value of the par amsettelr(Enphdetd)at i c. wi fi . e

Web User Interface:

Network->Wi-Fi>SSID(It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu->Setting - >Basic->Wi-Fi->Wi-Fi(On)->Add (More->Add)->SSID or

Menu->Setting ->Basic->Wi-Fi->Wi-Fi(On)>The storage network->Edit->SSID

static.wifi.X.priority
Integer from1to 5 1
(X ranges from 1 to 5)

Description :
Configures the priority for the wireless network X for the IP phone.
5 is the highest priority, 1 is the lowest priority.

Note : For T48SSkype for Business phonesit works only if the value of the parameter

jstatic.wifi . enab |FerOPI950I588/€56A/THHASKype foEBusiness e d
phones, it is only works only if the value of the parameter ] s t wifi.function.enable Da@nd

the value of the par amscttelr(Enpldet)lat i c. wi fi . e
Web User Interface:

Network->Wi-Fi>Change Priority (It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu->Setting ->Basic->Wi-Fi(On)>The storage network->Move Up/Move Down

(It is only applicable to T48S Skype for Business phones

L ) Refer to the following
static.wifi.X.security_mode NONE
content
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Parameter s Permitted Values Default

(X ranges from 1 to 5)

Description :

Configures the security mode of the wireless network X.
Permitted Values:

For T48S Skype for Business phone:

NONE, WEPWPA-PSK or WPA2PSK, WPAEAP or WPA2EAP
For CP960/T58A/T56A/T55A Skype for Business phone:
NONE, WEP, WPA/WPA2 PSK or 802.1x EAP

Note : For T48SSkype for Business phonesit works only if the value of the parameter
Jstatic. wi fi . enab|FerOPI5I588/E56A/M5HASKYpe foEBusineds e d
phones, it is only works only if the value of the parameter | s t wifi.function.enable D@nd
the value of the par amsettelr(Enpbdetd)at i c. wi fi . e

Web User Interface:

Network->Wi-Fi>Secure Mode (It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu->Setting - >Basic->Wi-Fi>Wi-Fi(On)}>Add (More->Add)->Security Mode or

Menu->Setting - >Basic->Wi-Fi->Wi-Fi(On)>The storage network-> Edit->Security Mode

static.wifi.X.cipher_type NONE, WEP, TKIP, AES

NONE
(X ranges from 1 to 5) or TKIP AES
Description :

Configures the encryption type of the wireless network X.

If the value of the par amet er NONEjt parnottedvi f

value of this parameter is NONE.

If the value of the par amet er WERthegperinited vaiud
of this parameter is WEP.

Iftheval ue of the parameter Jstatic.wifi.X. se
permitted values of this parameter are TKIP, AESor TKIP AES

Note : For T48SSkype for Business phonesit works only if the value of the parameter
Jstatic. wi fitbol (Enalsdd)lFerCPI50ET588/E56A/T55ASkype for Business
phones, it is only works only if the value of the parameter | s t wifi.function.enable D@nd
the value of the par amsettel(Enpdet)ard setdo.1\{Endbled) e

Web User Interface:
Network->Wi-Fi>Cipher Type (It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu->Setting ->Basic->Wi-Fi>Wi-Fi(On)}>Add ->Cipher Type or
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Parameter s Permitted Values Default

Menu->Setting - >Basic->Wi-Fi->Wi-Fi(On)}>The storage network->Edit->Cipher Type

(It is only applicable to T48S Skype for Business phones

static.wifi.X.password String within 64

Blank
(X ranges from 1 to 5) characters
Description :

Configures the password of the wireless network X.

Note : For T48S Skype for Business phonest ivorks only if the value of the parameter
Jstatic.wifi.enableDZis set to lare(sdito®wBR ed
WPA-PSKor WPA2-PSK For CP960/T58A/T56A/T55A Skype for Business phones, it works
only if the value of the parameter ] s t wifi.function.enableD@nd the value of the
parameter ] st aresetda lWEndbied) and thebvhlwe D¥the parameter
Jstatic. wifi. X. s NERar WRAWPADPSK.DZ i s set to

Web User Interface:

Network->Wi-Fi>PSK(It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu->Setting - >Basic->Wi-Fi>Wi-Fi(On}>Add ->WPA Shared Key or

Menu->Setting - >Basic->Wi-Fi->Wi-Fi(On)>The storage network->Edit->WPA Shared Key

static.wifi.X.eap_type Refer to the following

Blank
(X ranges from 1 to 5) content
Description :

Configures the EAPauthentication mode of the wireless network X.
Permitted Values:

For T48S Skype for Business phone:

TTLSPEAPor TLS

For T58A/T56A Skype for Business phone:

PEAP, TLS, TTLS or PWD

Note : For T48S Skype for Business phonest works only if the value of the parameter
Jjstatic.wifi.enableDZis set to 1 ( EWPA-EAP
or WPA2-EAP. For CP960/T58A/T56A/T55A Skype for Business phonesit works only if the
value of the parameterj s t wifi.function.enableD@nd the value of the parameter

st at i c . ware $etto le(Bnabted) ardZhe value of the parameter
static.wifi.X. s®&®RAdxEAR.Y _modeDZi s set to

Web User Interface:
None

Phone User Interface:




Setting Up Your System

Parameter s Permitted Values Default
None
static. wifi. X.eap_user_name String within 32
Blank
(X ranges from 1 to 5) characters

Description :
Configures the EAP authentication username of the wireless network X.

Note : For T48S Skype for Business phonesit works only if the value of the parameter
Jstatic.wifi.enableDZis set to 1 (VWPAE£BRoe d
WPA2-EAPand the value of the par amet ELSojPEAPat
For CP960/T58A/T56A/T55A Skype for Business phones it works only if the value of the
parameter] s t wifi.function.enableD@andt he val ue of the par amg
set to 1 (Enabled) and the value of the p
802.1x EAP.

Web User Interface:

Network->Wi-Fi>User Name (It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu->Setting - >Basic->Wi-Fi>Wi-Fi(On)}>Add ->User Name or

Menu->Setting - >Basic->Wi-Fi>Wi-Fi(On)}>The storage network->Edit->User Name

static. wifi. X.eap_password String within 64
Blank
characters

(X ranges from 1 to 5)

Description :
Configures the EAP authentication password of the wireless network X.

Note : For T48S Skype for Business phonesit works only if the value of the parameter
Jjstatic.wifi.enableDZis set to 1 ( EnWPA-EAP
or WPA2-EAP. For CP960/T58A/T56A/T55ASkype for Business phonesit works only if the
value of the parameter] s t wifi.function.enableD@nd the value of the parameter

jstatic.wiséetenableDEnakl ed), ] st at802clxBAPf i
and the value of the parameter Jstatic.wifi.X.eap_typdZ i s PEAPITTLSar PWD.

Web User Interface:
Network->Wi-Fi>PSK(It is only applicable to T48S Skype for Business phones
Phone User Interface:

Menu->Setting - >Basic->Wi-Fi>Wi-Fi(On}>Add ->WPA Shared Key or

Menu->Setting - >Basic->Wi-Fi->Wi-Fi(On) >The storage network->Edit->WPA Shared Key

To enable the Wi -Fi feature via web user interface:

1. Click Network ->Wi-Fi.
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2.

SelectEnabled from the drop-down menu of Wi-Fi Active .

Yealink | s

Account Features Settings Directory

Basic

PC Port

Advanced You can dlick here to get
more guides.

Wi-Fi

|WifFi Active: | Enabled v

NOTE

Change Priority | 1 | | Delete Al || Delets

To add a wireless network via web user interface:

P won

Click Network ->Wi-Fi.

Enter the profile name of the wireless network in the Profile Name field.

Enter the Service Set Identifier (SSID)of the wireless network in the SSIDfield.

Select the security mode of the wireless network from the drop-down menu of Secure
Mode .

If you select WEP:

1) Enter the password of the wireless network in the PSKfield.

If you select WPA-PSKor WPA2-PSK

1) Select the encryption type of the wireless network (TKIP, AESor TKIP AES) from
the drop-down menu of the Cipher Type.

2)  Enter the password of the wireless network in the PSKfield.

If you select WPA-EAP or WPA2-EAP:

1) Select the encryption type of the wireless network (TKIP, AESor TKIP AES) from
the drop-down menu of the Cipher Type.

2) Enter the desired usernamein the User Name field.
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3) Enter the password of the wireless network in the PSKfield.

Yealink | vsss

Status Account Features Settings Directory Security

Basic Wi-Fi Active: Disabled - 9 NOTE

PC Port network-wifinote

Advanced You can click here to get
more guides.

Wi-Fi

hange roy |

Profile Name Test 0
SSID Test @
Secure Mode WPA-EAP - e
Cipher Type TKIP - @
User Name John

PSK seseses 0

e o

5. Click Add to accept the change.

6. Repeat steps 2 to 5 to add more wireless networks.
To adjust the priority of the added wireless network via web user interface:

1. Click Network ->Wi-Fi.

2. Click to select the desired wireless network which you want to adjust the priority, and then

Click 1 ] or .

Yealink | s

Status Account Features Settings Directory

s Wi-Fi Active Enabled - @ NOTE
PC Port WL S = 2 $E 8215 2 network-wifi-note
Testfor2 Testfor2 WPA2 PSK AES [
Advanced You can click here to get
more guides.
Wi-Fi
change rorey [ |

3. Repeat the step 2 to adjust the priority of more wireless networks.
To activate the Wi -Fi mode via phone user interface:

1. TapMenu ->Setting ->Basic->Wi-Fi.
2. Tap the On radio box of the Wi-Fi field.

The phone scans the availablewireless network automatically.
To add a wireless network:

1. TapMenu ->Setting ->Basic->Wi-Fi.
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2. Tap the On radio box of the Wi-Fi field.
The phone scans the availablewireless network automatically.
3. Tap the Add soft key.

4. Use the WLAN settings obtained from your gateway/router to configure this WLAN Profile
on the phone. Do the following:

a) If you select None or WEP from the drop-down menu of Security Mode :
Enter the profile name, SSIDand WPA shared key in the corresponding fields.
b) If you select WPA-PSKor WPA2-PSKfrom the drop-down menu of Security Mode :

Select the desired Cipher type (TKIP, AESor TKIP AES from the drop-down menu of
Cipher Type .

Enter the profile name, SSIDand WPA shared key in the corresponding fields.
c) If you select WPA-EAP or WPA2-EAP from the drop-down menu of Security Mode :

Select the desired Cipher type (TKIP, AESor TKIP AES from the drop-down menu of
Cipher Type .

Enter the profile name, SSID username andWPA shared key in the corresponding
fields.

5. Tap the Save soft key to accept the change.

VLAN (Virtual Local Area Network)is used to logically divide a physical network into several
broadcast domains. VLAN membership can be configured through software instead of
physically relocating devices or connections. Grouping devices with a common set of
requirements regardless of their physical location can greatly simplify network design. VLANs

can address issues such as scalability, security and network management

The purpose of VLAN configurations on the phone is to insert tag with VLAN information to the
packets generated by the phone. When VLAN is properly configured for the ports (Internet port
and PC port) on the phone, the phone will tag all packets from these ports with the VLAN ID.
The switch receives and forwards thetagged packets to the corresponding VLAN according to
the VLAN ID in the tag as described in IEEE Std 802.3

VLAN on phones allows simultaneous access for a regular PC. This feature allows a PC to be
daisy chained to a phone and the connection for both PC and phone to be trunked through the

same physical Ethernet cable.

In addition to manual configuration, the phone also supports automatic discovery of VLAN via
LLDP, CDP or DHCP. The assignment takes effect in this order: assignmemnia LLDP/CDP,
manual configuration, then assignment via DHCP.

For more information on VLAN, refer to VLAN Feature on YealinkiP phones.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
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LLDP

LLDP (Linker Layer Disavery Protocol) is a vendor-neutral Link Layerprotocol, which allows the

phone to receive and/or transmit device -related information from/to directly connected

devices on the network that are also using the protocol, and store the information about other
devices.LLDP transmits information as packets called LLDP Data Units (LLDPDU#n LLDPDU
consists of a set of Type Length-Value (TLV)elements, each of which contains a particular type

of information about the device or port transmitting it.

LLDP-MED (Me dia Endpoint Discovery)

LLDRMED s published by the Telecommunications Industry Association (TIA) It is an extension

to LLDP that operates between endpoint devices and network connectivity devices.LLDRMED

provides the following capabilities for the endpoint :

Capabilities Discovery-- allows LLDRMED endpoint to determine the capabilities that the

connected switch supports and has enabled.

Network Policy -- provides voice VLAN configuration to notify the phone which VLAN to

use and QoS-related configuration for voice data . It

environment.

provides a ]

plug

Power Management -- provides information related to how the phone is powered, power

priority, and how much power the endpoint needs.

Inventory Management -- provides a means to effectively managethe phone and its

attributes, such as model number, serial numberand software revision.

TLVs supported by the phone are summarized in the following table:

Time To Live

TLV Type TLV Name Description
Chassis ID The network address of the phone.
Port ID The MAC address of the phone.
Mandatory TLVs Seconds until data unit expires.

The default value is 180s.

End of LLDPDU

Marks end of LLDPDU.

Optional TLVs

System Name

Name assigned to the phone.

The default valuei s -T8 b B DZ

System Description

Description of the phone.

Description includes firmware version of the

phone.

Capabilities

The supported and enabled phone
capabilities.

The Telephone capability is supported and
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TLV Type

TLV Name

Description

enabled by default.

Port Description

Description of port that sends data unit.

The defaul't val ue i

S

IEEE Std 802.3

Duplex mode and network speed settings

of the phone.

The Auto Negotiation is supported and
enabled by default.

The advertised capabilities of PMD.

o MAC/PHY
Organizationally . . o
- Configuration/Status | Auto-Negotiation is:
Specific TLV
100BASETX (full duplex mode)
100BASETX (half duplex mode)
10BASET (full duplex mode)
10BASET (half duplex mode)
The MED device type of the phone and the
supported LLDP-MED TLV type can be
encapsulatedin LLDPDU.
Media Capabilities
The supported LLDR-MED TLV types are:
LLDRMED Capabilities, Network Policy,
Extended Power via MD}PD, Inventory.
Port VLAN ID,application type, L2 priori
Network Policy PP P prorly
and DSCP value.
Extended Powekrvia- o
Power type, source, priority and value.
MDI
TIA Inventory § Hardware

Organizationally
Specific TLVs

Revision

Hardware revision of the phone.

Inventory g Firmware

Revision

Firmware revision of the phone.

Inventory § Software

Revision

Software revision of the phone.

Inventory g Serial

Serial number of the phone.

Number

Inventory g Manufacturer name of the phone.
ManufacturerName | The default value is
Inventory g Model Model name of the phone.

Name Thedefault value is J]
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TLV Type

TLV Name

Description

Asset ID

Assertion identifier of the phone.

Procedure

LLDP can be configured using the configuration files or locally.

Central Provisioning

(Configuration File)

<y0000000000xx>.Cfg

Configure LLDP feature.
Parameters:
static.network.lldp.enable

static.network.lldp.packet_interval

Local

Web User Interface

Configure LLDP feature.
Navigate to :

http://<phonelPAddress>/serviet?
p=network -adv&q=load

Phone User Interface Configure LLDP feature.

Details of Configuration

Parameters:

Parameter s

Permitted Values Default

static.network.lldp.enable

Oorl 1

Description :

0-Disabled

Web User Interface:

Phone User Interface:

Enables or disables the LLDP (Linker Layer Discovery Protocol) feature on the phone.

1-Enabled, the phone will attempt to determine its VLAN ID through LLDP.

Note: If you change this parameter, the phone will reboot to make the change take effect.

Network->Advanced->LLDP->Active

Menu->Setting ->Advanced (default password: admin)>Network->LLDR>LLDP Status

static.network.lldp.packet_interval

Integer from 1 to
3600

60

Description :

Protocol) request.

Note: | t wor ks

Configures the interval (in seconds) for the phone to send the LLDP (Linker Layer Discovery

only

(Enabled).If you change this parameter, the phone will reboot to make the change take

i f t h stativ.retwarlelldpefiabléDE ¢ sp asred
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Parameter s Permitted Values Default

effect.

Web User Interface:
Network->Advanced->LLDP->Packet Interval (1~3600s)
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)->Network->LLDR>Packet Interval

To configure LLDP via web user interface:

1. Click Network ->Advanced .

2. Inthe LLDP block, select the desired value from the drop-down menu of Active .

3. Enter the desired time interval in the Packet Interval (1~3600s) field.

Yealink | vsss

Account Network Features Directory H Security |

3 LLDP
Bk o NOTE
Active Enabled ad
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is 3 logical local area
network (or LAN) that extends
Advanced coP @ beyond a single traditional LAN

to a group of LAN segments,

Active Enabled ¥ given specific configurations.

Packet Interval (1~3600s) 60

Do

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the phone.
To configure LLDP feature via phone user interface:
1. PressMenu ->Setting ->Advanced (default password:

admin) ->Network ->LLDP->LLDP Status.

2. Press @ or @ , or theSwitch soft key to select the desired value from the LLDP
Status field.

3. Enter the priority value (1-3600s) in the Packet Interval field.
4. Press theSave soft key to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

5. PressOK to reboot the phone.

CDP (Cisco Discovery Protocolpllows phones to receive and/or transmit device -related
information from/to directly connected devices on the network that are also using the protocol,
and store the information about other devices.

If the CDP feature is enabled on phones, the phones will periodically advertisetheir own



Setting Up Your System

information to the directly connected CDP -enabled switch. The phones can also receive CDP
packets from the connected switch. If the VLAN configurations on the phones are different
from the ones sent by the switch, the phones will perform an update and reboot. This allows
you to plug the phones int o any switch, obtain their VLAN IDs, and then start communications

with the call control.

Procedure

CDP can be configured using the configuration files or locally.

Configure CDP feature.

Central Provisioning Parameters:
] ) ) <y0000000000xx>.cfg
(Configuration File) static.network.cdp.enable

static.network.cdp.packet_interval

Configure CDP.

Navigate to :
Web User Interface

Local http://<phonelPAddress>/serviet?
p=network -adv&q=load

Phone User Interface Configure CDP feature.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static. network. cdp.enable Oor1l 1

Description :

Enables or disables the CDP (Cisco Discovery Protocol) feature on the phone.
0-Disabled

1-Enabled, the phone will attempt to determine its VLAN ID through CDP.

Note: If you change this parameter, the phone will reboot to make the change take effect.

Web User Interface:
Network->Advanced->CDP->Active
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->CDR>CDP Status

static.network.cdp.packet_interval Integer from 1 to 3600 60

Description :

Configures the interval (in seconds) for the phone to send the CDP (Cisco Discovery
Protocol) request.
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Parameter s Permitted Values Default

Note:1't wor ks only i f t hetaticretivarkecdperdabldDB é sp sred
(Enabled). If you change this parameter, the phone will reboot to make the change take
effect.

Web User Interface:

Network->Advanced->CDP->Packet Interval (1~3600s)

Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->CDR>Packet Interval

To configure CDP via web user interface:

1.
2.
3.

Click Network ->Advanced .

In the CDP block, select the desired value from the drop-down menu of Active .

Enter the desired time interval in the Packet Interval (1~3600s) field.

Yealink | s

Account Network Features Directory H Security |

g LLDP
Basic o NOTE
Active Enabled 24
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is 3 logical local area
Adva d network (or LAN) that extends
vance CbpP 0 beyond 2 single traditional LAN
, to a group of LAN segments,
Active Enabled b given specific configurations.
Packet Interval (1~3600s) 60
QoS
VAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Disabled v priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 0 - Define the port for voice

Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

Click OK to reboot the phone.

To configure CDP feature via phone user interface:

1.

PressMenu ->Setting ->Advanced (default password: admin) ->Network ->CDP->CDP
Status.

Press @ or @ , or theSwitch soft key to select the desired value from the CDP Status
field.

Enter the priority value (1-3600s) in the Packet Interval field.
Press theSave soft key to accept the change.
A dialog box pops up to promp t that the settings will take effect after a reboot.

PressOK to reboot the phone.
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Manual Configuration for VLAN in the Wired Network

VLAN is disabled onphones by default. You can configure VLANfor the Internet port and PC

port manually. For CP960Skype for Businessphones, you can only configure VLAN for the

Internet port manually, because they only have Internet port. Before configuring VLAN on the

phone, you need to obtain the VLAN ID from your network administrator.

Procedure

VLAN can be configured usng the configuration files or locally.

Configure VLAN for the Internet port and
PC port manually.

Parameters:
Central static.network.vlan.internet_port_enable
Provisioning . . .
<y0000000000xx>.cfg static.network.vlan.internet_port_vid
(Configuration
File) static.network.vlan.internet_port_priority
static.network.vlan.pc_port_enable
static.network.vlan.pc_port_vid
static.network.vlan.pc_port_priority
Configure VLAN for the Internet port and
PC port manually.
Web User Interface Navigate to :
Local http://<phonelPAddress>/serviet?p=net

work-adv&g=load

Phone User Interface

Configure VLAN for the Internet port and
PC port manually.

Details of Configuration Parameters:

Parameter s

Permitted Values Default

static.network.vlan.internet_port_enable

Oor 1 0

Description :

0-Disabled

1-Enabled

Web User Interface:

Enables or disablesVLAN for the Internet (WAN) port.

Note: If you change this parameter, the phone will reboot to make the change take effect.

Network ->Advanced->VLAN->WAN Port->Active
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Parameter s Permitted Values Default

Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->VLAN->WAN
Port->VLAN Status

) ) ) Integer from 1to
static.network.vlan.internet_port_vid 4094 1

Description :
Configures VLAN ID for the Internet (WAN) port.

Note: If you change this parameter, the phone will reboot to make the change take effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->VID (1-4094)
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)->Network->VLAN->WAN
Port->VID Number

static.network.vlan.internet_port_priority Integer from Oto 7 0

Description :

Configures VLAN priority for the Internet (WAN) port.

7 is the highest priority, O is the lowest priority.

Note: 1 t wor ks only i f t h etatieretivarkevlaroirfternet hpert gnableDy]

is set to 1 (Enabled). If you change this parameter, the phone will reboot to make the

change take effect.

Web User Interface:
Network->Advanced->VLAN->WAN Port->Priority
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)->Network->VLAN->WAN
Port->Priority

static.network.vlan.pc_port_enable Oor1l 0

Description :

Enables or disables VLAN for the PC (LAN) port.
0-Disabled

1-Enabled

Note: 1t wor ks only i f t hetatie.retwarkepc_pdit.eratlieBZ par s
(Auto Negotiation ). If you change this parameter, the phone will reboot to make the

change take effect. It is not applicable to CP960 Skype for Business phones.
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Parameter s Permitted Values Default

Web User Interface:
Network->Advanced->VLAN->PC Poit->Active
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->VLAN->PC
Port->VLAN Status

) . Integer from 1 to
static.network.vlan.pc_port_vid 1
4094

Description :
Configures VLAN ID for the PC (LAN) port.

Note: Itworksonlyift he val ue of the parameter Jsta
(Aut o Negotiation) and statienetwaklviangc_poft_emnabl®Z p
set to 1 (Enabled).If you change this parameter, the phone will reboot to make the change

take effect. It is not applicable to CP960 Skype for Business phones.

Web User Interface:
Network->Advanced->VLAN->PC Port>VID (1-4094)
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->VLAN->PC Port>VID

Number

static.network.vlan.pc_port_priority Integer from 0Oto 7 0

Description :
Configures VLAN priority for the PC (LAN) port.
7 is the highest priority, O is the lowest priority.

Note: | t works only if the value of t heissptdorla
(Aut o Negotiation) and statienetwosklviangc_poft enabledZ p
setto 1 (Enabled).

If you change this parameter, the phone will reboot to make the change take effect. It is
not applicable to CP960 Skype for Business pones.

Web User Interface:
Network->Advanced->VLAN->PC Port->Priority
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->VLAN->PC
Port->Priority

To configure VLAN for Internet (WAN) port  via web user interface:

1. Click Network ->Advanced .
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2. Inthe WAN Port block, select the desired value from the drop-down menu of WAN Port
Active .

3.  Enter the VLAN ID in theVID (1-4094) field.

4.  Select the desired value (G7) from the drop-down menu of Priority .

Yealink | s — — e
" Status H Account " Network Security ‘

Basic uor @ NOTE
Active Enabled A
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is 2 logical local area
Advanced network (or LAN) that extends
cop 0 beyond a single traditional LAN
" to a group of LAN segments,
Active Enabled B given specific configurations.
Packet Interval (1~3600s) 60
QoS
VLAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Enabled - priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 0 v Define the port for voice
PC Port Active Disabled v
VID (1-4094) 1 m You can click here to get
more guides.
Priority 0 v
DHCP VLAN Active Enabled A
Option (1-255) 132
Port Link @
WAN Port Link Auto Negotiate v
PC Port Link Auto Negotiate v
Voice QoS @)
Voice QoS (0~63) 46
SIP Qos (0~63) 26

5. ClickConfirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure VLAN for PC port via web user interface:

1. Click Network ->Advanced .
2. Inthe PC Port block, select the desired value from the drop-down menu of Active .

3.  Enter the VLAN IDin the VID (1-4094) field.
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4.  Select the desired value(0-7) from the drop-down menu of Priority .

Yealink | s

I Status H Account ’ Features H Settings i Directory H Security ‘

3 LLDP
Basic o NOTE
Active Enabled ad
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is a logical local area
Aieanced network (or LAN) that extends
cop 0 beyond a single traditional LAN
to a group of LAN segments,
Active Enabled 2 given specific configurations.
Packet Interval (1~3600s) 60
QoS
VLAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Disabled = priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 0 v Define the port for voice
PC Port Active Enabled ¥
VID (1-4094) 1 m You can click here to get
more guides.
Priority 0 -
DHCP VLAN Active Enabled v
Option (1-255) 132
Port Link @
WAN Port Link Auto Negotiate v
PC Port Link Auto Negotiate v
Voice QoS @)
Voice QoS (0~63) 46
SIP Qos (0~63) 26

5. ClickConfirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. Click OK to reboot the phone.
To configure VLAN for Internet port (or PC port) via phone user interface:
1. PressMenu ->Setting ->Advanced (default password:

admin) ->Network ->VLAN->WAN Port (or PC Port).

2. Press @ or @ , or theSwitch soft key to select the desired value from the VLAN
Status field.

3.  Enter the VLAN ID (24094) in the VID Number field.
4.  Enter the priority value (0-7) in the Priority field.
5. Press theSave soft key to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. PressOK to reboot the phone.

DHCP VLAN

Skype for Business phones support VLAN discovery via DHCP. When the VLAN Discovery
method is set to DHCP, the phone will examine DHCP option for a valid VLAN ID. The
predefined option 132 is used to supply the VLAN ID by default. You can customize the DHCP
option used to request the VLAN ID.
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Procedure

DHCP VLAN can be configured using the configuration files or locally.

Configure DHCP VLAN discovery

feature.

Central Provisioning
. . . <y0000000000xx>.cfg Parameters:
(Configuration File)
static.network.vlan.dhcp_enable

static.network.vlan.dhcp_option

Configure DHCP VLAN discovery
feature.

Web User Interface Navigate to :

Local http://<phonelPAddress>/servlet?
p=network -adv&q=load

Configure DHCP VLAN discovery
Phone User Interface

feature.
Details of Configuration Parameters:
Parameter s Permitted Values Default
static.network.vlan.dhcp_enable Oorl 1

Description :

Enables or disablesDHCP VLAN discovery feature on the phone

0-Disabled

1-Enabled

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Network->Advanced->VLAN->DHCP VLAN>Active

Phone User Interface:

Menu->Setting->Advanced (default password: admin)->Network->VLAN->DHCP
VLAN->DHCP VLAN

static.network.vlan.dhcp_option Integer from 1 to 255 132

Description :

Configures the DHCP option from which the phone will obtain the VLAN settings. You can

configure at most five DHCP options and separate them by commas.
Note: If you change this parameter, the phone will reboot to make the change take effect.

Web User Interface:
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Parameter s Permitted Values Default

Network->Advanced->VLAN->DHCP VLAN>Option (1-255)
Phone User Interface:

Menu->Setting->Advanced (default password: admin)->Network->VLAN->DHCP
VLAN->Option

To configure DHCP VLAN discovery via web user interface:

1. Click Network ->Advanced .
2. Inthe DHCP VLAN block, select the desired value from the drop-down menu of Active .

3.  Enter the desired option in the Option (1-255) field.

The default option is 132.

Yealink | s

Network [ . Directory

uor @ NOTE
Basic
Active Disabled v
VLAN
PC Port Packet Interval (1~3600s) 60 A VLAN is 2 logical local area
network (or LAN) that extends
Advanced cDP beyond a single traditional LAN
< 0 to a group of LAN segments,
Active Enabled v given specific configurations.

Packet Interval (1~3600s) 60

QoS
When the network capacity is
insufficient, QoS could provide

VEAN 0 priority to users by setting the
- value.
WAN Port Active Dibled
Local RTP Port
VID (1-4094) 1 Define the port for voice
transmission.
Priority 0 v
You can click here to get
PC Port Active Disabled % more guides.
VID (1-4094) 1
Priority 1] v
DHCP VLAN Active Enabled ba
Option (1-255) 132

4. Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5. Click OK to reboot the phone.
To configure DHCP VLAN discovery via phone user interface:
1. PressMenu ->Setting ->Advanced (default password: admin)->Network ->VLAN->DHCP

VLAN.

2. Pres@ or @ or the Switch soft key to select the desired value from the DHCP VLAN
field.

3. Enter the desired option in the Option field.
4. Press theSave soft key to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

5. PressOK to reboot the phone.
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IPv6 Support

92

Because Internet Protocol version 4 (IPv4) uses a 3dit address, it cannot meet the increased
demands for unique IP addresses for all devices that connect to the Internet. Therefore,
Internet Protocol version 6 (IPv6) is the next generation network layer protocol , which designed

as a replacement for the current IPv4 protocol.

IPv6is developed by the Internet Engineering Task Force (IETF) to deal with the long
anticipated problem of IPv4 address exhaustion. Yealink Skype for Business phone supports
IPv4 addressing mode, IPv6 addressing mode, as well as an IPv4&IPv6 dual stack addressing
mode. IPW uses a32-bit address, consisting of four groups of three decimal digits separated
by dots; for example, 192.168.1.10Q IPv6 uses a 128bit address, consisting of eight groups of
four hexadecimal digits separated by colons; for example, 2026:1234:1:1:215:65ff:fel1f.caa

VolIP network based on IPv6 can provide endto-end security capabilities, enhanced Quality of
Sewice (QoS), a set of service requirements to deliver performance guarantee while
transporting traffic over the network.

If you configure the network settings on the phone for an IPv6 network, you can set up an IP
address for the phone either by using SLAAC(ICMPv6), DHCPv6 or by manually entering an IP
address. Ensure that your network environment supports IPv6. Contact your ISP for more

information.

IPv6 Address Assignment Method
Supported IPv6 address assignment methods:

Manual Assignment: An IPv6 addressand other configuration parameters (e.g., DNS
server) for the phone can be statically configured by an administrator.

Stateless Address Autoconfiguration  (SLAACYICMPv6: SLAACIs one of the most
convenient methods to assign IP addresses to IPv6 nodes.SLAAC requires no manual
configuration of the phone, minimal (if any) configuration of routers, and no additional
servers.To uselPv6 SLAACthe phone must be connected to a network with at least one
IPv6 router connected. This router is configured by the network administrator and sends
out Router Advertisement announcements onto the link. These announcements can allow
the on-link connected phone to configure itself with IPv6 address, as specified in RFC
4862.

Stateful DHCPv6: The Dynamic Host Configuration Protocol for IPv6 (DHCPv6) has been
standardized by the IETF through RFG3315. DHCPvV6 enables DHCP servers to pass
configuration parameters such as IPv6 network addresses to IPv6 nodes. It offers the
capability of automatic allocation of reusable network ad dresses and additional
configuration flexibility. This protocol
Aut oconf i grCr2469, and cabbe(used separately or concurrently with the latter
to obtain configuration parameters.

is

a

st at


http://www.ietf.org/rfc/rfc2462.txt
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How the phone obtains the IPv6 address and network settings?

The following table lists where the phone obtains the IPv6 address and other network settings

SLAAC How the phone obtains the IPv6  address and network
DHCPv6 _
(ICMPv6) settings?
] ] You have to manually configure the static IPv6 address and
Disabled Disabled )
other network settings.
] The phone can obtain the IPv6 address and other network
Enabled Disabled ) )
settings via DHCPV6.
If the SLAAC server is working, the server can specify the
phone to obtain the IPv6 address and other network
settings either from DHCPv6 or SLAAC.
Enabled Enabled
If the SLAAC server is not working, the phone will try to
obtain the IPv6 address and other network settings via
DHCPV6
Procedure

IPv6 can be configured using the configuration files or locally.

Central
Provisioning
(Configuration
File)

<MAC> .cfg

Configure the IPv6 address assignment
method.

Parameters:
static.network.ip_address_mode
static.network.ipv6_internet_port.type
static.network.ipv6_internet_port.ip
static.network.ipv6_prefix
static.network.ipv6_internet_port.gateway

static.network.ipv6_icmp_v6.enable

Configure the IPv6 static DNS address.
Parameters:
static.network.ipv6_primary_dns

static.network.ipv6_secondary_dns

<y0000000000xx>.cfg

Configure the IPv6 static DNS.
Parameter:

static.network.ipv6_static_dns_enable

Local

Web User Interface

Configure the IPv6 address assignment
method.

Configure the IPv6 static DNS.

Configure the IPv6 static DNS address.
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Navigate to :

http://<phonelPAddress>/servlet?p=networ
k&g=load

Configure the IPv6 address assignment

method.

Phone User Interface ] ]
Configure the IPv6 static DNS.

Configure the IPv6 static DNS address.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.network.ip_address_mode 0,1lor2 0

Description :

Configures the IP address mode.
0-1Pv4

1-1Pv6

2-1Pv4 & IPv6

Note: If you change this parameter, the phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->Internet Port->Mode (IPv4/IPv6)
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->WAN Port->IP Mode

static.network.ipv6_internet_port.typ

Ooril 0
e
Description :
Configures the Internet (WAN) port type for IPv6.
0-DHCP
1-Static IP Address
Note: | t wor ks only if the value of the para

1 (IPv6) or 2 (IPv4 & IPv6)If you change this parameter, the phone will reboot to ma ke the
change take effect.

Web User Interface:

Network->Basic->IPv6 Config

Phone User Interface:

Menu->Setting->Advanced (default password: admin)>Network->WAN Port->IPv6
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Parameter s Permitted Values Default

static.network.ipv6_static_dns_enable Oor1l 0

Description :

Triggers the static IPv6é DNS feature to on or off.

0- Off, the phone will use the IPv6 DNS obtained from DHCP.
1-On, the phone will use manually configured static IPv6 DNS.

Note: 't works only if the value of the para
set to 0 (DHCP).If you change this parameter, the phone will reboot to make the change
take effect.

Web User Interface:
Network->Basic->IPv6 Config->IPv6 Static DNS

Phone User Interface:

Menu->Setting ->Advanced (default: admin) ->Network ->WAN
Port->IPv6->Type(DHCP)>Static DNS

static.network.ipv6_internet_port.ip IPv6 address Blank

Description :

Configures the IPv6 address.

Example:

static.network.ipv6_internet_port.ip = 2026:1234:1:1:215:65ff:.felf:caa

Note: It works only if the value of the parameter ] st ati c. net wor k. i p_
1 (IPv6) or 2 (IPv4 & IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP
Address). If you change this parameter, the phone will reboot to make the change take

effect.
Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>IP Address

Phone User Interface:

Menu->Setting->Advanced (default password: admin)->Network ->WAN
Port->IPv6->Type(Static IP}>IP Address

static.network.ipv6_prefix Integer from 0 to 128 64

Description :
Configures the IPv6 prefix.

Note: 1t works only if the value of the para
1 (IPv6) or 2 (IPv4 & IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP
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Parameter s Permitted Values Default

Address). If you change this parameter, the phone will reboot to make the change take
effect.

Web User Interface:

Network->Basic->IPv6 Config->Static IP Address>IPv6 Prefix(0~128)

Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->WAN Port->IPv6->
Type(Static IP}>IPv6 IP Prefix

static.network.ipv6_internet_port.gat
IPv6 address Blank
eway

Description :

Configures the IPv6 default gateway.

Example:

static.network.ipv6_internet_port.gateway = 3036:1:1:¢c3c7:c11c:5447:23a6:255

Note: Itworks onlyiftheval ue of the parameter Jstati(
1 (IPv6) or 2 (IPv4 & IPv6), and "static.network.ipv6_internet_port.type" is set to 1 (Static IP
Address). If you change this parameter, the phone will reboot to make the change take

effect.
Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Gateway

Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->WAN Port->IPv6->
Type(Static IP)>Gateway

static.network.ipv6_primary_dns IPv6 address Blank

Description :

Configures the primary IPv6 DNS server.

Example:

static.network.ipv6_primary_dns = 3036:1:1:¢3c¢7: c11c:5447:23a6:256

Note: It works only if the value of the parameter "static.network.ip_address_mode" is set

to 1 (IPv6) or 2 (IPv4 & IPv6). In IHCP environment, you also need to make sure the value
of the parameter "static.network.ipv6_static_dns_enable" is set to 1 (On). If you change this
parameter, the phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Primary DNS

Phone User Interface:
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Parameter s Permitted Values Default

Menu->Setting->Advanced (default password: admin)>Network->WAN
Port->IPv6->Type(Static IP}>Primary DNS

Or Menu->Setting->Advanced (default password: admin)>Network->WAN Port->IPv6->
Type(OHCP)->Static DNS(Enabled)>Primary DNS

static.network.ipv6_secondary_dns IPv6 address Blank

Description :

Configures the secondary IPv6 DNS server.

Example:

static.network.ipv6_secondary_dns =2026:1234:1:1:c3c7:c11c:5447:23a6

Note: It works only if the value of the parameter "static.network.ip_address_mode" is set

to 1 (IPv6) or 2 (IPv4 & IPv6). In DHCP environment, you also need to make sure the value
of the parameter "static.network.ipv6_static_dns_enable" is set to 1 (On). If you change this
parameter, the phone will reboot to make the change take effect.

Web User Interface:
Network->Basic->IPv6 Config->Static IP Address>Secondary DNS

Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->WAN Port->IPv6->
Type(Static IP}>Secondary DNS

Or Menu->Setting->Advanced (default password: admin)>Network->WAN Port->IPv6->
Type(OHCP)>Static DNS(Enabled)}>Secondary DNS

static.network.ipv6_icmp_v6.enable Oor1l 1

Description :

Enables or disables the phone to obtain IPv6 network settings via SLAAC (Stateless

Address Autoconfiguration) method.
0-Disabled
1-Enabled

Note : I't works only if the value of the parf
set to 0 (DHCP).If you change this parameter, the phone will reboot to make the change

take effect.
Web User Interface:
Network->Advanced->ICMPv6 Status>Active

Phone User Interface:

None
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To configure IPv6 address assignment method via web user interface:

1. Click Network ->Basic.

2. Select the desired address mode (Pv6 or IPv4 & IPv6) from the drop-down menu of
Mode(IPv4/IPv6) .

3. Inthe IPv6 Config block, mark the DHCP or the Static IP Address radio box.

- If you mark the Static IP Address radio box, configure the IPv6 address and other

configuration parameters in the corresponding fi elds.

Yealink | s

98

} Status ‘ ‘ Account | Features } ‘ Settings ‘ ‘ Directory ‘ ’ Security ‘
Internet Port NOTE
Basic
Mode(IPv4/IPv6) IPv6 v o
DHCP
PC Port 1Pv4 Config The network configurations will
be acquired from DHCP server.
Advanced ® pHCP @ g
Static IP Address
Static IP Address @ Spedify the IP address, Subnet
Mask, Default Gateway, Primary
1P Address DNS, Secondary DNS fields
manually.
Subnet Mask
PPPoE
'7 Contact your ISP if it should be
Gateway oo
Static DNS On '® Off
[E You can click here to get
Primary DNS more guides.
Secondary DNS
IPv6 Config
O pHer @
©® staticIP Address @
1P Address 2026:1234:1:1:215:65f:fel
PV6 Prefix(0-129)
Gateway 3026:1:1:c3c7:c11¢:5447:2
IPv6 Static DNS ® On Off
Primary DNS 3026:1:1:c3¢7:c11¢:5447:2
Secondary DNS 2026:1234:1:1:c3c7:c11c:5
i
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- (Optional.) If you mark the DHCP radio box, you can configure the static DNS

address in the corresponding fields.

Yealink s

| Account | | Features ‘;

Internet Port NOTE
Basic

Mode(IPv4/1Pv6) )

DHCP
PC Port 1Pv4 Config The network configurations will
be acquired from DHCP server.

f Directory || Security

Settings

Advanced ® pHeP @
Static IP Address
Static IP Address @ Spedify the IP address, Subnet
Mask, Default Gateway, Primary

IP Address DNS, Secondary DNS fields
manually.
Subnet Mask ]
PPPoE -
Gateway Cousgdtact your ISP if it should be
Static DNS on ® off
[&] You can dlick here to get
Primary DNS ,7 more guides.
Secondary DNS |
IPv6 Config
® pHCP @
O stticlP Address @
1P Address 2 1234:1:1:215:65f:fe
IPV6 Prefix(0~128)
Gateway
1PV6 Static DNS ® on O off

Primary DNS 026:1:1:c3¢7:€11¢:5447:2
Secondary DNS 2026:1234:1:1:c3c7:c11c:5

3026:1:1: g : :
G

4.  Click Confirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

5. Click OK to reboot the phone.
To configure SLAAC feature via web user interface:

1. Click Network ->Advanced .
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2. Inthe ICMPV6 Status block, select the desired value from the drop-down menu of

Active .

Yealink | vses

Network —| ]— 1m

il bw
Basic
Active Enabled v
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced CDP 0 beyond a single traditional LAN
to 3 group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) QoS
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
X
e ke
Local RTP Port
VID (1-4034) Dsfine the portfor voice
transmission.
[2 You can dlick here to get
PC Port Active more guides.
V> (14099
prrty
.
.
.
PortLink @
wa P ik
PC Port Link Auto Negotiate v
ICMPv6 Status @)
IActlve Enabled W I

3. ClickConfirm to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

4. Click OK to reboot the phone.
To configure IPv6 address assignment method via phone user interface:

1. PressMenu ->Setting ->Advanced (default password: admin) ->Network ->WAN Port .
Press @ or @ to selectlPv4 & IPv6 or IPv6 from the IP Mode field.
Press @ or @ to highlight IPv6 and press the Enter soft key.

p wDN

Press @ or @ to select the desired IPv6 address assignment method.

If you select the Static | P, configure the IPv6 address and other network parameters in the

corresponding fields.
5. Press theSave soft key to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. PressOK to reboot the phone.
To configure IPv6 static DNS when DHCP is used via phone user interface:

1. PressMenu ->Setting ->Advanced (default password: admin) ->Network ->WAN
Port->1Pv6.

2. Press@ or @ , or the Switch soft key to select the DHCP from the Type field.

3. Press @ or @ , or theSwitch soft key to select Enabled from the Static DNS field.
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4. Enter the desired values in the Primary DNS and Second DNS fields respectively.
5. Press theSave soft key to accept the change.
A dialog box pops up to prompt that the settings will take effect after a reboot.

6. PressOK to reboot the phone.

Quiality of Service (QoS)

Quality of Service (QoS)is the ability to provide different priorities for different packets in the
network, allowing the transport of traffic with special requirements . QoS guarantees are

important for applications that require fixed bit rate and are delay sensitivewhen the network
capacity is insufficient. There arefour major QoS factorsto be considered when configuring a

modern QoS implementation: bandwidth, delay, jitter and loss.
QoS provides better network service through the following features:

Supporting dedicated bandwidth

Improving loss characteristics

Avoiding and managing network congestion
Shaping network traffic

Setting traffic priorities across the network

The BestEffort serviceis the default QoS model in IP networks. It provides no guarantees for
data delivering, which means delay, jitter, packet loss and bandwidth allocation are
unpredictable. Differentiated Services DiffServ or DS) is the most widely used QoS model. It
provides a simple and scalable mechanismfor classifying and managing network traffic and
providing QoS on modern IP networks. Differentiated Services Code Point (DSCP) is used to
define DiffServ classes and stored in the first six bits of the ToS (Type of Seree) field. Each
router on the network can provide QoS simply based on the DiffServ class. The DSCP value
ranges from 0 to 63 with each DSCP specifying a particular perhop behavior (PHB) applicable
to a packet. A PHB refers to the packet scheduling, queung, policing, or shaping behavior of a
node on any given packet.

Four standard PHBs available to construct a DiffServenabled network and achieve QoS:
Class Selector PHB -- backwards compatible with IP precedence Class Selector code
points are of the form jxxx000DZ he first three bits are the IP precedence bits.Theseclass

selector PHBs retain almost the same forwarding behavior as nodes that implement IP

precedence-based classification and forwarding.

Expedited Forwarding PHB -- the key ingredient in DiffServ model for providing a low -
loss, low-latency, low-jitter and assured bandwidth service.

Assured Forwarding PHB -- defines a method by which BAs (Bandwidth Allocations) can

be given different forwarding assurances.

Default PHB -- specifies that a packet marked with a DSCP value 0f 000000Dgets the

traditional best effort service from a DS-compliant node .
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VolIP is extremely bandwidth and delay-sensitive. QoSis a major issue in \bIP implementations,
regarding how to guarantee that packet traffic not be delayed or dropped due to interference
from other lower priority traffic. VolP can guarantee high-quality QoS only if the voice and the
SIP packets are given priority over other kinds of network traffic. Skype for Business phones

support the DiffServ model of QoS.

Voice QoS

In order to make VolP transmissions intelligible to receivers, voice packets should not be
dropped, excessively delayed, or made to suffer varying delay.DiffServ model can guarantee
high-quality voice transmission when the voice packets are configured to a higher DSCPvalue.

SIP QoS

SIPprotocol is used for creating, modifying and terminating two -party or multi -party sessions.
To ensure good voice quality, SIP packets emanated from phones shald be configured with a
high transmission priority.

DSCPs for voice and SIP packets can be specified respectively.

For voice and SIP packets, the Skype for Business phone obtains DSCP info from the network
policy if LLDP feature is enabled, which takesprecedence over manual settings. For more
information on LLDP, refer to LLDPon page 79.

Procedure

QoS can be configured using the configuration files or locally.

Configure the DSCPs for voice

packets and SIP packets.

Central Provisioning
' N <y0000000000xx>.cfg Parameters:
(Configuration File)

static.network.qos.audiotos

static.network.qos.signaltos

Configure the DSCPs for voice
packets and SIP packes.

Local Web User Interface Navigate to :

http://<phonelPAddress>/serv

let?p=network -adv&q=load

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.network.qos.audiotos Integer from 0to 63 46
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Parameter s Permitted Values Default

Description :
Configures the DSCP (Differentiated ServiceCode Point) for voice packets.
The default DSCP value for RTP packets is 46 (Expedited Forwarding).

Note: If you change this parameter, the phone will reboot to make the change take effect.

Web User Interface:
Network->Advanced->Voice QoS (0~63)
Phone User Interface:

None

static.network.qos.signaltos Integer from 0to 63 26

Description :
Configures the DSCP (Differentiated Services Code Point) for SIP packets.
The default DSCP value for SIP packets is 26 (Assured Forwarding).

Note: If you change this parameter, the phone will reboot to make the change take effect.

Web User Interface:
Network->Advanced->SIP QoS (0~63)
Phone User Interface:

None

To configure DSCPs for voice packets and SIP packets via web user interface:

1. Click Network ->Advanced .

2.  Enter the desired value in the Voice QoS (0~63) field.
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3. Enterthe desired value in the SIP QoS (0~63) field.

Yealink | s

(

= ——— —_— s ————
Status } ‘ Account | | Features { Settings ‘; | Directory i ‘
3 LLDP
Basic L)
Active Enabled ad
PC Port VLAN
Packet Interval (1~3600s) 60 A VLAN is a logical local area
ihvanced network (or LAN) that extends
cop 0 beyond a single traditional LAN
to a group of LAN segments,
Active Enabled B given specific configurations.
Packet Interval (1~3600s) 60
QoS
VAN @ When the network capacity is
insufficient, QoS could provide
WAN Port Active Disabled - priority to users by setting the
value.
VID (1-4094) 1
Local RTP Port
Priority 0 ad Define the port for voice
transmission.
PC Port Active Disabled 23
VID (1-4094) 1 @ You <j.an click here to get
more guides.
Priority 0 v
DHCP VLAN Active Enabled v
Option (1-255) 132
Port Link @)
WAN Port Link Auto Negotiate v
PC Port Link Auto Negotiate -
Voice QoS @)
Voice QoS (0~63) 46
SIP Qos (0~63) 26

4.  Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

5.  Click OK to reboot the phone.

802.1X Authentication

IEEBB02.1X authentication is an IEEEtandard for Port-based Network Access Control (PNAC)
part of the IEEE 802.1group of networking protocols. It offers an authentication mechanism for
devices to connect/link to a LAN or WLAN.
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The 802.1X authentication involves three parties: a supplicant, an authenticator and an
authentication server. The supplicant isthe phone that wishes to attach to the LAN or WLAN.
With 802.1X port-based authentication, the phone provides credentials, suchas username and
password, for the authenticator, and then the authenticator forwards the credentials to the
authentication server for verification. If the authentication server determines the credentials are

valid, the phone is allowed to access resource located on the protected side of the network.

Authenticator 802.1x

Enabled Switch hentication Server

Authenticator
Wireless
Access Point

Yealink Skype for Business phones support the following protocols for 802.1X authentication:

EARMDS5

EARTLS(requires Device and CA certificates, requires no password)
EARPEAP/MSCHAPV2 (requires CA ceritfates)
EARTTLS/EAPMSCHAPV2(requires CA certificates)
EARPEAP/GTQrequires CA certificates)
EARTTLS/EAPGTC(requires CA certificates)

EARFAST

For more information on 802.1X authentication, refer to Yealink 802.1.X Authentication
Procedure

802.1X authentication can be configured using the configuration files or locally.

Configure the 802.1X authentication.

Parameters:

Central Provisioning )
. . . <y0000000000xx>.cfg static.network.802_1x.mode
(Configuration File)

static.network.802_1x.identity

static.network.802_1x.md5_password
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static.network.802_1x.root_cert_url

static.network.802_1x.client_cert_url

Configure the 802.1X authentication.

Navigate to :
Web User Interface

Local http://<phonelPAddress>/serviet?p=
network-advé&q=load

Phone User Interface Configure the 802.1X authentication.

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.network.802_1x.mode 0,1,2,3,4,56o0r7 0

Description :

Configures the 802.1x authentication method.
0-Disabled

1-EARMD5

2-EARTLS

3-EARPEAP/MSCHAPV2
4-EARTTLS/EAPMSCHAPV2
5-EARPEAP/GTC

6-EARTTLS/EAPGTC

7-EARFAST

Note: If you change this parameter, the phone will reboot to make the change take effect.

Web User Interface:
Network ->Advanced->802.1x->802.1x Mode
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->802.1x->802.1x Mode

static.network.802_1x.identity String within 32 characters Blank

Description :

Configures the identity (or user name) for 802.1x authentication.
Example:

static.network.802_1x.identity = admin

Note: | t works only if the value of the para

2,3,4,5, 6 or7. If you change this parameter, the phone will reboot to make the change
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Parameter s Permitted Values Default

take effect.

Web User Interface:
Network->Advanced->802.1x->Identity
Phone User Interface:

Menu->Setting->Advanced (default password: admin)>Network->802.1x ->ldentity

static.network.802_1x.md5_password String within 32 characters Blank

Description :

Configures the password for 802.1x authentication.
Example:

static.network.802_1x.md5_password = admin123

Note: 1t works only if the value of the para
3, 4,5, 6 or 7. If you change this parameter, the phone will reboot to make the change take
effect.

Web User Interfac e:
Network->Advanced->802.1x->MD5 Password
Phone User Interface:

Menu->Setting ->Advanced (default password: admin)>Network->802.1x ->MD5

Password

static.network.802_1x.root_cert_url URL within 511 characters Blank

Description :
Configures the access URLof the CA certificate.

Example:
static.network.802_1x.root_cert_url = http://192.168.1.10/ca.pem

Note: 1t works only if the value of the para
3,4, 5, 6 or 7. The format of the certificate must be *.pem,*.crt, *.cer or *.der.

Web User Interface:

Network->Advanced->802.1x->CA Certificates

Phone User Interface:

None

static.network.802_1x.client_cert_url URL within 511 characters Blank

Description :

Configures the access URL of the device certificate.
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Parameter s Permitted Values Default

Example:

static.network.802_1x.client_cert_url = http://192.168.1.10/client.pem

Note: 't wor ks only if the value of the para
(EARTLS. The format of the certificate must be *.pem.

Web User Interface:

Network->Advanced->802.1x->Device Certificates

Phone User Interface:

None

To configure the 802.1X authentication via web user interface:

1. Click Network ->Advanced .

2. Inthe 802.1x block, select the desired protocol from the drop-down menu of 802.1x
Mode .

a) If you select EAP-MD5:
1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.

Yealink | 1.s

Settings H Directory I(

Basic
Active Enabled V.
VLAN
PC Port Packet Interval (1~3600s) A VLAN is 3 logical local area
network (or LAN) that extends
Advanced CcDP 0 beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) 60 e
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
isabl
WAN Port Active valte:
Local RTP Port
vID (1-4084) Defie the port fo voice
transmission.
priority
[ You can dlick here to get
5! more guides.
.
.
802.1x @
802.1x Mode EAP-MDS5 v
MD5 Password sscsscse
CA Certificates |
Device Certificates
Span to PC 0

b) If you select EAP-TLS
1) Enter the username for authentication in the Identity field.
2) Leave theMD5 Password field blank.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,
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*.crt, *.cer or *.der)from your local system.

4) In the Device Certificate s field, click Browse to select the desired client certificate
from your local system.

5) Click Upload to upload the certificates.

Yealink | s P _—
| status || Account |ELERTHS Features | 1 Settings || Directory || Security |
| | | | |

uor @
Basic
Active Enabled v
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced CcDP 0 beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
. i v 3
WAN Port Active Disoled LS
Local RTP Port
vID (1-4084) Defie the port for voice
transmission.
s
[ You can click here to get
5! more guides.
.
.
802.1x @
02 1 Mode
ety
A Browse...
CA Certificates
Upload
Browse...
Device Certificates
Upload
Span to PC 0
Span to PC Port Disabled ad

c) If you select EAP-PEAP/MSCHAPV2:
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.
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4) Click Upload to upload the certificate.

Yealink | s m——

Status | ‘ Account | UCVLIU | Features || Settings | | Directory | | Security |
| 1 al al 1
uor @
Basic
Active Enabled v
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond 3 single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~36005) Qos
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
i v 3
WAN Port Active Disabled VL
Local RTP Port
VID (1-4094) Define the port for voice
transmission.
o
[2 You can click here to get
5 more guides.
.
.
802.1x @
802.1x Mode EAP-PEAP/MSCHAPV2 Vv
nty
; | Browse...
CA Certificates
Upload
Device Certificates I
Span to PC 0
Span to PC Port Disabled v

d) If you select EAP-TTLS/EAP-MSCHAPV2:
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.
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4) Click Upload to upload the certificate.

Yealink | s

LWL S | Features || Settings || Directory ||

uor @
Basic ’
Active Enabled v
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
WAN Port Active Disabled v value.
Local RTP Port
VID (1-4094) Define the port for voice
transmission.
Priorty
[2 You can click here to get
5 more guides.
.
.
802.1x @
802.1x Mode EAP-TTLS/EAP-MSCHAPY VvV
ety
o | Browse...
CA Certificates
Upload
Device Certificates l
Span to PC 0
Span to PC Port Disabled v

e) If you select EAP-PEAP/GTC
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.

Yealink |4

| Features || Settings || Directory ||

Basic
Active Enabled V.
VLAN
PC Port Packet Interval (1~3600s) AVLAN is a logical local area
network (or LAN) that extends
Advanced coP 0 beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
VLAN insufficient, QoS could provide
e priority to users by setting the
WAN Port Active Disabled v value.
Local RTP Port
VID (1-4004) Defie the port fo voice
transmission.
priority
- [ You can click here to get
more guides.
.
.
802.1x @
802.1x Mode EAP-PEAP/GTC v
centy
i [ Browse...
CA Certificates
Upload
Device Certificates I
Span to PC 0
Span to PC Port Disabled v
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4) Click Upload to upload the certificate.
f) If you select EAP-TTLS/EAP-GTC
1) Enter the username for authentication in the Identity field.
2) Enter the password for authentication in the MD5 Password field.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.

Yealink | s

(

Status | ‘ Account | | Features | ‘ Settings | [ Directory | | Security ‘
| | | | Al |
uor @
Basic
Active Enabled V.
VLAN
PC Port Packet Interval (1~3600s) AVLAN is a logical local area
network (or LAN) that extends
Advanced coP 0 beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
WAN Port Active _Drsabled v value.
Local RTP Port
vID (1-4004) Define the port for voice
transmission.
prty
[ You can click here to get
5 more guides.
.
.
802.1x @
802.1x Mode EAP-TTLS/EAP-GTC W
ety
; [ Browse...
CA Certificates
Upload
Device Certificates I
Span to PC 0

4) Click Upload to upload the certificate.
g) If you select EAP-FAST:
1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
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4.

3) In the CA Certificate s field, click Browse to select the desired CA certificate (*.pem,

*.crt, *.cer or *.der)from your local system.

Yealink | s

Network Settings [ | Directory 1 ‘ Security
Basic
Active Enabled v
VLAN
PC Port Packet Interval (1~3600s) A VLAN is a logical local area
network (or LAN) that extends
Advanced cor @ beyond a single traditional LAN
to a group of LAN segments,
Active Enabled v given specific configurations.
Packet Interval (1~3600s) Qos
When the network capacity is
VLAN insufficient, QoS could provide
0 priority to users by setting the
i v S
WAN Port Active Disabled VL
Local RTP Port
VID (1-4094) Defie the port for voice
transmission.
prrty
[ You can click here to get
5 more guides.
.
.
802.1x @
802.1x Mode EAP-FAST b
ity
. — [om]
CA Certificates
Upload
Device Certificates I
Span to PC 0
Span to PC Port Disabled v

4) Click Upload to upload the certificate.
Click Confirm to accept the change.
A dialog box pops up to prompt that settings will take effect after a reboot.

Click OK to reboot the phone.

To configure the 802.1X authentication via phone user interface:

1.
2.

PressMenu ->Setting ->Advanced (default password: admin) ->Network ->802.1x.

Press@ or @ , or theSwitch soft key to select the desired value from the 802.1x
Mode field.

a) If you select EAP-MD5:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
b) If you select EAP-TLS

1) Enter the username for authentication in the Identity field.

2) Leave theMD5 Password field blank.
c) If you select EAP-PEAP/MSCHAPV2:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
d) If you select EAP-TTLS/EAP-MSCHAPV2:

1) Enter the username for authentication in the Identity field.
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2) Enter the password for authentication in the MD5 Password field.
e) If you select EAP-PEAP/GTC

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
f) If you select EAP-TTLS/EAP-GTC

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
g) If you select EAP-FAST:

1) Enter the username for authentication in the Identity field.

2) Enter the password for authentication in the MD5 Password field.
PressSave to accept the change.

The phone reboots automatically to make the settings effective after a period of time .

Setting Up Your Phones with a Provisioning Server

This chapter provides basic indructions for setting up your phones with a provisioning server.

This chapter consists of the following sections:

Provisioning Points to Consider
Provisioning Methods

Configuration Files and Resource Files
Setting up a Provisioning Server

Upgrading Firmware

Provisioning Points to Consider
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If you are provisioning a mass of phones, we recommend you to use central provisioning
method as your primary configuration method. For more information on central

provisioning, refer to Central Provisioning on page 115.

A provisioning server maximizes the flexibility you have when installing, configuring,
upgrading, and managing the phones, and enables you to store configuration on the
server. You can set up a provisioning server on the local area network (LAN) or anywhere
on the Internet. For more information, refer to Setting up a Provisioning Serveron page
125.

If the phone cannot obtain the address of a provisioning server during startup, and has
not been configured with settings from any other source, the phone will use
configurations stored in t he flash memory. If the phone that cannot obtain the address of
a provisioning server has previously been configured with settings it will use those

previous settings.
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Provisioning Methods

Skype for Business phones can be configured using the following methods:

Central Provisioning : configuration files stored on a central provisioning server.
In-band Provisioning: settings from the Skype for Businessserver pool.
Manual Provisioning: operations on the web user interface or phone user interface.

Combination of the above methods.

Central Provisioning

The following figure shows how the phone interoperates with provisioning server when you use

the centralized provisioning method:

1 2 3 4
Configuringa = .
= i Obtainingthe Performingthe
Mancxgssy = Ao Provisioning Server Auto Provisioning
Configuration Files and Upload Add Do

Configuration Files

o
B

Configuration Files: Provisioning Server: Ways to Obtain the Wuy_s .to I'.’erionn the Auto

® CommonCFGFile ® FTP Provisioning Server Provisioning Process:

® MAC-Oriented CFGFile e TFTP Address: For phone flash:

@ Resource Files e HTTIP ® DHCPOptions ® PowerOn
Language File ® HTIPS ® Phone Flash o Rapaaladly
AutoDSTxam! ® Weekly o
contact.xml ® Auto Provision Now

dialnow.xm| ® Multi-mode Mixed
@ Auto Provisioning via
Activation Code
Except phone flash:
® Startup

Using the configuration files to provision the phones and to modify features and configurations
is called the central provisioning method. You can use a text-based editing application to edit
configuration files, and then store configuration files to a provisioning server. Skype for
Business phonescan be centrally provisioned from a provisioning server. For more information
on the provisioning server, refer to Setting up a Provisioning Serveron page 125. For more

information on configuration files, refer to Configuration Files on page 122.

Skype for Business phonescan obtain the provisioning server address during startup. Then
phones download configuration files from the provisioning server, resolve and update the
configurations written in configuration files. This entire process is called auto provisioning. For
more information on auto provisioning, refer to

Yealink Skype for Business HD IP_Phones Auto_Provisioning Gwaddition to the
configuration files, the phones also download resource files during auto provisioning. For more

information on resource files, refer to Resource Fileson page 123.
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In-Band Provisioning Settings

116

After the phone is signed in, the phone receives settings from the Skype for Business server
pool through in -band provisioning.

Skype for Business inrband provisioning device settings take precedence over the same
settings configured via central provisioning. To avoid configuration conflicts, ensure that the
settings applied to phones are from one source or the other. If you are provisioning in -band,
remove the parameters from the configuration files before using central provisioning method.
If you are using central provisioning, it is best practice to disable in-band provisioning device
settings.

Procedure

In-band provisioning device settings can be configured using the configuration files only.

Configures in-band provisioning device
Central settings sent from Skype for Business
Provisionin
. g <y0000000000x% .cfg server.
(Configuration
Parameters:
File)
static.phone_setting.receive_inband.enable

Details of Configuration Parameters:

Parameters Permitted Values Default

static.phone_setting.receive_inband.enable Oor1l 1

Description :
Enables or disablesin-band provisioning device settings sent from Skype for Business
server.

0-Disabled, the phone blocks in-band provisioning device settings sent from Skype for

Business server.

1-Enabled, the phone accepts inband provisioning device settings sent from Skype for

Business server.

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

None

Phone User Interface:

None
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Manual Provisioning

There are two ways to manually provision phones:

Web User Interface

Phone User Interface
Web User Interface

You can configure phones via web user interface, a web-based interface that is especially useful
for remote configuration. Because features and configurations vary by phone model and

firmware version, options available on each page of the web user interface can vay.

An administrator or a user can configure phones via web user interface; but accessing the web

user interface requires password.The default user name and password for the administrator are

b o t ddmifiDEase sensitive). The defaultusernameandpas swor d for t hsDZser ar
(case sensitive).For more information on configuring passwords, refer to User and

Administrator Passwordson page 393.

This method enables you to perform configuration changes on a per-phone basis. Note that
the features can be configured via web user interface are limited. So, you can use the web user
interface method as the sole configuration method or in conjunction with other provisioning
methods.

Phones support both HTTP and HTTPS protocols for accessing the web user interface. For more

information, refer to Web Server Typeon page 65.
Phone User Interface

You can configure phones via phone user interface on a perphone basis. As with the web user
interface, phone user interface makes configurations available to users andadministrators; but
the Advanced/Advanced Settings option is only available to administrators and requires an
administrator password (default: admin). For more information on configuring password, refer

to User and Administrator Passwordson page 393.

If you want to reset all settings made from the phone user interface to default, ref er to Yealink
Skype for Business phonespecific user guide.

Provisioning Methods Priority

By default, different provisioning methods (central provisioning, in -band Provisioning and
manual Provisioning) have no priority. That is, the subsequent operations always override
previous operations regardless of the provisioning method you are using.

For example, a user disables the phone lock feature via phone/web user inteface manually, but
the phone automatically receives in-band provisioning when the auto update timer expires, so

that the phone lock feature is enabled automatically.
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Note
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If users want to keep the personalized settings, the system adrministrator can enable the
provisioning methods priority to ensure that provision with high priority will not be overwritten

by provision with low priority.

The provisioning methods priority is as follows (highest to lowest):
Phone/WebUser Interface

In-Band Provisioning Srioit
riority

Central Provisioning

Static settings are settings that related to network and central provisioning. Static settings have
no priority. So no matter which provisioning method you are using to provision your phone,
static settings always take effect.For more information on static settings, refer to Appendix D:
Static Settingson page 466.

Procedure

Provisioning methods priority can be configured using the configuration files only.

Central Configures the provisioning methods
Provisioning priority .
] ) <y0000000000x»%.cfg
(Configuration Parameters:
File) static.auto_provision.custom.protect

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.auto_provision.custom.protect Oorl 0

Description :

Enables or disablesthe provisioning methods priority .

0-Disabled, different provisioning methods (central provisioning, in -band Provisioning and
manual Provisioning) have no priority. The subsequent operations always override previous
operations regardless of the provisioning method you are using.

1-Enabled, different provisioning methods have priority (phone/web user interface>in-band

provisioning>central provisioning>factory defaults). Provision with high priority will not be

overwritten by provision with low priority.
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Parameter s

Permitted Values

Default

Web User Interface:
None
Phone User Interface:

None

User-Triggered Provisioning Settings Configuration

You can configure the user-triggered provisioning feature which allows users to trigger phones

to perform provisioning by dialing an activation code. This method works only if there is no

registered account on the phone.

Procedure

The following table lists the parameters you can use to configure settings for user-trig gered

provisioning.
Configures the user-triggered provisioning .
Parameters:
static.autoprovision.X.name
Central static.autoprovision.X.code
Provisioning . .
<y0000000000x% .cfg static.autoprovision.X.url
(Configuration
. static.autoprovision.X.user
File)
static.autoprovision.X.password
static.autoprovision.X.com_aes
static.autoprovision.X.mac_aes

Details of Configuration Parameters:

Parameters

Permitted Values

Default

static.autoprovision.X.name

(X ranges from 1 -50)

String within 64
characters

Blank

Description :

make the change take effect.
Web User Interface:

None

It configures the code name to trigger auto provisioning.

Note: X is an activation code ID. And if you change this parameter, the phone will reboot to
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Phone User Interface:

None

static.autoprovision.X.code
String Blank
(X ranges from 1 -50)

Description :

It configures the activation code to trigger auto provisioning.
The activation code can be numeric characters, special characters # * or a combination of

them.

Example:
static.autoprovision.l.code = 123
static.autoprovision.2.code = **
static.autoprovision.3.code = *123

Note: X is an activation code ID. And if you change this parameter, the phone will reboot to
make the change take effect

Web User Interface:
None

Phone User Interface:

None
static.autoprovision.X.url URL within 511
Blank
(X ranges from 1 -50) characters
Description :

It configures the access URL of the provisioning server for the phone to perform auto
provisioning which is triggered by activation code.

Note: X is an activation code ID. And if you change this parameter, the phone will reboot to
make the change take effect.

Web User Interface:
None

Phone User Interface:

None
static.autoprovision.X.user String within 64
Blank
(X ranges from 1 -50) characters
Description :

It configures the user name for authentication during auto provisioning which is triggered

by activation code.

Note: X is an activation code ID. And if you change this parameter, the phone will reboot to

make the change take effect.
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Web User Interface:
None

Phone User Interface:

None
static.autoprovision.X.password String within 32
Blank
(X ranges from 1 -50) characters
Description :

It configures the password for authentication during auto provisioning which is triggered by

activation code.

Note: X is an activation code ID. And if you change this parameter, the phone will reboot to
make the change take effect.

Web User Interface:
None

Phone User Interface:

None
. . String within 16
static. autoprovision.X.com_aes Blank
characters
Description :

It configures the plaintext AES key for decrypting the Common CFG file.

If it is configured, it has a higher priority than the value configured by the parameter
Jjstatic.auto_provision.aes_key_16.combz

Note: X is an activation code ID.And if you change this parameter, the phone will reboot to
make the change take effect.

Web User Interface:
None

Phone User Interface:

None
. . String within 32
static.autoprovision.X.mac_aes Blank
characters
Description :

It configures the plaintext AES keyfor decrypting the MAC -Oriented CFG file.

If it is configured, it has a higher priority than the value configured in the parameter

jstatic.auto_provision.aes_key_16. macDz

Note: X is an activation code ID. And if you change this parameter, the phone will reboot to

make the change take effect.

Web User Interface:
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None
Phone User Interface:

None

Configuration Files and Resource Files

When phones are configured with central provisioning method, they will request to download
the configuration files and resource files from the provisioning server.

The following sections describe the details of configuration files and resource files:
Configuration Files
Resource Files

Obtaining Configuration Files/ResourceFiles

Configuration Files

The configuration files are valid CFG files that can be created or edited using a text editor such
as UltraEdit. An administrator can deploy and maintain a mass of Yealinkphones automatically
through configuration files stored on a provisioning server.

Yealink configuration files consist of:

Common CFGFile

MAC-Oriented CFG File
Common CFG File

Common CFG file, named <y0000000000xx>.cfgcontains parameters that affect the basic
operation of the phone, such as language and volume. It will be effectual for all phones of the

same model. Thecommon CFG file has a fixed name.

The following table lists the name of the common CFG file for each phone model:

Phone Model Common CFG file
CP960 y000000000073.cfg
T58A y000000000058.cfg
T56A y000000000056.cfg
T55A y0000000000%6.cfg
T48S y000000000065.cfg
T46S y000000000066.cfg
T42S y000000000067.cfg
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Phone Model Common CFG file

T41S y000000000068.cfg

MAC-Oriented CFG File

MAC-Oriented CFG file,named <MAC>.cfg, contains parameters unique to a particular phone,
such as account registration. It will only be effectual for a specific phone.

The MAC-Oriented CFG file is namedafter the MAC addressof the phone . MAC address a
unique 12-digit serial number assigned to each phone, can be obtained from the bar code on
the back of the phone. For example,if the MAC address of a phone is 00156574B150, thename
of the MAC-Oriented CFG filemust be 00156574b150.cfg(case sensitive).

Resource Files

When configuring some particular features, you may need to upload resource files to phones.
Resource files are optional, but if the particular feature is being employed, these files are
required.

If the resource file is to be used for all phones of the same model, the access URL of resource
file is best specified in the common CFG file. However, if you want to specify the desired phone
to use the resource file, the access URL of resource file should be specified in theMAC-
Oriented CFG file During provisioning, the phones will request the resource files in addition to
the configuration files. For more information on the access URL of resource file, refer to the
corresponding section in this guide.

The followings show examples of resourcefiles:

Language packs
Ring tones
Local montact file

For more information on resource files, refer to Obtaining Configuration Files/Resource Fileson

page 123.

If you want to delete resource files from a phone at a later date - for example, if you are giving
the phone to a new user - you can reset the phone to factory configuration settings. For more

information, refer to Resetting Issueson page 451.

Obtaining Configuration Files/Resource Files

Yealink supplies some template configuration files and resource files for you, so you can
directly edit and customize the files as required. You can ask the distributor or Yealink FAEfor
template files. You can also obtainthe template files online:

http://support.yealink.com/documentFront/forward ToDocumentFrontDisplayPage .
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The names of the Yealinksupplied template files are:

Template File File Name Description
Common CFG intai
_ Common.cfg Allow you to deploy and maintain a
Configuration File mass of Yealink phones. For more
Files MAC-Oriented information, refer to Common CFG File
CFG File MAC.Clg | and MAC-Oriented CFG File
Allows you to add or modify time zone
and DST settings for your area. For
AutoDST . .
AutoDST.xml | more information, refer to
Template o )
Customizing an AutoDSTTemplate File
on page 202.
For example, Allow you to customize the translation
of the existing language on the
Language 000.GULI.Engl )
) phone/web user interface. For more
Packs ish.lang ] ) ]
information, refer to Loading
1.English.js Language Packson page 206.
K d Inout Existing input methods. It is not
i eypad Inpu . .
Resource Files , ime. txt applicable to CP960T58A/TS6A TS5A
Method File ]
Skype for Businessphones.
Allows you to customize multiple dial
Dial Now ) now rules for phone. For more
dialnow.xml | ] o )
Template information, refer to Customizing Dial-
now Template Fileon page 222.
Allows you to add or modify multiple
local contacts at a time for your
Local Contact ) )
contact.xml phone. For more information, refer to

File

Customizing a Local Contact Fileon

page 229.
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To download template files:

1. Goto Yealink Document Download page and select the desired Skype for Businessphone
model.

2.  Download and extract the combined files to your local system.

For example, the following illustration shows the available template files.

Other Yealink BToE Connector for Lync(2.0.0.29).zip
Documents

CFG_Templates.zip

Resource Files.zip

3.  Open the folder you extracted and identify the template file you will edit according to the
table introduced above.

For some features, you can customize the filename as required. The followingtable lists the

special characters supported by Yealink phones:

Server
Platform HTTP/HTTPS TFTP/FTP
Support: ~ 1@ $" () _ | Support: ~ 1 @$" ()
- .. [1{} (including -1 %& =+
Windows space) (including space)
Not Support: | <>:" Not Support: |< > :"
IN*?2#% &=+ I\*2#
Support: ~"1@$" () _
, Y Support: ~"1T@$" ()
BN IEE < g
Linux (including space) —- -
& = + (including space)
Not Support: /\ *?#
Not Support: /\ *?2#
%& =+

Setting up a Provisioning Server

This chapter provides basic instructions for setting up a provisioning server and deploying

phones from the provisioning server.
This chapter consists of the following sections:
Why Using a Provisioning Server?
Supported Provisioning Protocols
Configuring a Provisioning Server
Triggering the Phones to Perform Auto Provisioning

Deploying Phones from the Provisioning Server
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Why Using a Provisioning Server?

You can use a provisioning server to configure your phones. A provisioning server allows for
flexibility in upgrading, maintaining and configuring the phone. Configuration files and
resource files are normally located on this server.

When phones are triggered to perform auto provisioning, it will request to download the
configuration files from the provisioning server. During the auto provisioning process, the
phone will download and update configuration files to the phone flash. For more information
on auto provisioning, refer to
Yealink_Skype_for_Business_HD_IP_PhonestoA&rovisioning Guide

Supported Provisioning Protocols

Note

The Skype for Business phones perform the auto provisioning function of downloading
configuration files, downloading resource files and upgrading firmware. The transfer protocol is
used to download files from the provisioning server. Skype for Business phones support several
transport protocols for provisioning, including FTP, TFTP, HTTP, and HTTPS protocdsd you
can specify the transport protocol in the provisioning server address, for example,
http://xxxxxxx. If not specified, the TFTP protocol is used. The provisioning server address can
be IP address, domain name or URL. If a user name and password are specified as part of the
provisioning server address, for example, http://user:pwd@server/dir, they will be used only if
the server supports them.

A URL should contain forward slashes instead of back slashes and should not contain spaces.
Escape characters are not supported.

If a user name and password are not specifiedas part of the provisioning server address, the
User Name and Password of the provisioning server configured on the phone will be used.

There are two types of FTP methodKactive and passive.The phonesare not compatible with
active FTP.

Configuring a Provisioning Server
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The provisioning server can be set up on the local LAN or anywhere on the Internet. Use the
following procedure as a recommendation if this is your first provisioning server setup. For
more information on how to set up a provisioning server, refer to

Yealink_Skype_for_Business_HD _IP_Phones_Auto_Provisioning_Guide
To set up the provisioning server:

1. Install a provisioning server application or locate a suitable existing server.
2. Create an account and home directory.

3.  Set security permissions for theaccount.


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Setting Up Your System

4.  Create configuration files and edit them as desired.
5.  Copy the configuration files and resource files to the provisioning server.

For more information on how to deploy phones using configuration files, refer to Deploying

Phones from the Provisioning Serveron page 127.

Note Typically all phones are configured with the same server account, but the serveraccount

provides a means of conveniently partitioning the configuration. Give each account a unique
home directory on the server and change the configuration on a per-line basis.

Triggering the Phone sto Perform Auto Provisioning

You can use thefollowing methods to trigger the IP phone to perform auto provisioning:
Procedure

Configuration changes can be performed using the configuration files or locally.

Configure the way for the phon e to check

for configuration files.

Parameters:
static.auto_provision.power_on
Central -P P -
Provisioning static.auto_provision.repeat.enable
] ) <y0000000000xx>.cfg . n )
(Configuration static.auto_provision.repeat.minutes
File) static.auto_provision.weekly.enable
static.auto_provision.weekly.begin_time
static.auto_provision.weekly.end_time
static.auto_provision.weekly.dayofweek
Local Web User Interface Configure the way for the phone to check

for configuration files.
Navigate to :

http://<phonelPAddress>/servlet?p=setti
ngs-autop&qg=Iload

Details of Configuration Parameters:

Parameter s Permitted Values Default

static.auto_provision.power_on Oorl 1

Description :

Triggers the power on feature to on or off.
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Parameter s Permitted Values Default

0-Off

1-On, the phone will perform an auto provisioning process when powered on.
Web User Interface:

Settings->Auto Provision->Power On

Phone User Interface:

None

static.auto_provision.repeat.enable Oorl 0

Description :

Triggers the repeatedly feature to on or off.

0- Off

1-On, the phone will perform an auto provisioning process repeatedly.
Web User Interface:

Settings->Auto Provision->Repeatedly

Phone User Interface:

None

static.auto_provision.repeat.minutes Integer from 1 to 43200 1440

Description :

Configures the interval (in minutes) for the phone to perform an auto provisioning process

repeatedly.

Note: 1t wor ks only if the value of the paraf
to 1 (On).

Web User Interface:
Settings->Auto Provision->Interval(Minutes)
Phone User Interface:

None

static.auto_provision.weekly.enable Oorl 0

Description :

Triggers the weekly feature to on or off.

0-Off

1-On, the phone will perform an auto provisioning process weekly.
Web User Interface:

Settings->Auto Provision->Weekly
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Parameter s Permitted Values Default

Phone User Interface:

None

static.auto_provision.weekly.begin_time Time from 00:00 to 23:59 00:00

Description :

Configure s the begin time of the day for the phone to perform an auto provisioning

process weekly.

Note: 1 t works only if the value of the parart
to 1 (On).

Web User Interface:

Settings->Auto Provision->Time

Phone User Interface:

None

static.auto_provision.weekly.end_time Time from 00:00 to 23:59 00:00

Description :

Configure s the end time of the day for the phone to perform an auto provisioning process

weekly.

Note: | t wor ks only if the value of the paraft
to 1 (On).

Web User Interface:
Settings->Auto Provision->Time
Phone User Interface:

None

. . 0,1,2,3,4,5,60ra
static.auto_provision.weekly.dayofweek o o 0123456
combination of these digits

Description :

Configure s the days of the week for the phone to perform an auto provisioning process

weekly.
0-Sunday
1-Monday
2-Tuesday
3-Wednesday
4-Thursday
5-Friday
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Parameter s Permitted Values Default

6-Saturday

Example:

static.auto_provision.weekly.dayofweek = 01

It means the phone will perform an auto provisioning process every Sunday and Monday.

Note: 1t works only if the value of the parafi
to 1 (On).

Web User Interface:
Settings->Auto Provision->Day of Week
Phone User Interface:

None

To configure the way for the Skype for Business phone to check for configuration files

via web user interface:

1.
2.

Click Settings ->Auto Provision .

Make the desired change.

Yealink | s

Account Network Features Settings Directory
MOH Auto Provision NOTE
PNP Active © on @ off @
Preference _ _ Auto Provision
DHCP Active @ on © oOff 0 The auto provision parameters
for administrator.
Time&Date Custom Option(128~254) 160,161 @
Upgrade DHCP Option Value MS-UC-Client @ You can click here to get
more guides.
. Server URL 0
Auto Provision
User Name [7)
Configuration
g Password [7)
Dial Plan Common AES Key sesssnns (]
Voice MAC-Oriented AES Key ssssssss (7]
Zero Active Disabled -
Tones @
Wait Time(1~1005) 5 [7]
Fiurallee Power On ® on © off @
Location Repeatedly O on @ off g
EXP Module Interval(Minutes) 1440 0
Weekly © on @ off @
BToE
Time 00 : 00 - 00 :00 [7)
Power Saving Sunday
Monday
Tuesday
Day of Week [¥l wednesday @@
Thursday
Friday
Saturday
Autoprovision Now Q

3.

Click Confirm to accept the change.

When t he ] PoweOn,tl@mphaneiwsl check ¢configueation files stored on the

provisioning server during startup and then will download firmware from the server.
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Deploying Phones from the Provisioning Server

During auto provisioning, the phones download the common configuration file first, and then
the MAC-Oriented file. Therefore any parameter in the MAC-Oriented configuration file will

override the same one in the common configuration file.

Yealink suppliesconfiguration files for each phone model, which is delivered with the Skype for
Business phone firmware. The configuration files, supplied with each firmware release, must be
used with that release. Otherwise, configurations may not take effect, and the phone will
behave without exception. Before you configure parameters in the configuration files, Yealink
recommends that you create new configuration files containing only those parameters that

require changes.
To deploy Skype for Business phones from the pr  ovisioning server:

1. Create per-phone configuration files by performing the following steps:

a) Obtain a list of phone MAC addresses (the bar code label on the back of the phone
or on the outside of the box).

b) Create perphone <MAC>.cfg files by using the MAC-Oriented CFGfile from the
distribution as templates.

c) Edit the parameters in the file as desired.
2. Create new common configuration files by performing the following steps:

a) Create <y0000000000xx>.cfg files by using theCommon CFGfile from the
distribution as templates.

b) Edit the parameters in the file as desired.
3. Copy configuration files to the home directory of the provisioning server.
4. Reboot phones to trigger the auto provisioning process.

Skype for Business phones discover the provisioning server address, ahthen download the

configuration files from the provisioning server.

For more information on configuration files, refer to Configuration Files on page 122. For
protecting against unauthorized access, you can encrypt configuration files. Formore
information on encrypting configuration files, refer to Encrypting Configuration Files on page
410.

During the auto provisioning process, the phone supports the following methods to discover
the provisioning server address:

DHCP: DHCP option can be usedto provide the address or URL of the provisioning server
to phones. When the phone requests an IP address using the DHCP protocol, the resulting
response may contain option 66 or the custom option (if configured) that contains the

provisioning server address.

Static: You can manually configure the server address via phone user interface or web
user interface.

For more information on the above methods, refer to Yealink Skype for BusinessHD IP Phones
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Auto Provisioning Guide.

Upgrading Firmware

Yealink supports three methods to upgrade phone firmware:

Upgrade firmware via web user interface

: Download firmware in ROM format, and

upload it to the phone via web user inter face. This method can deploy a single phone.

Upgrade firmware from provisioning server

: Download firmware in ROM format, and

use centralized provisioning method to upgrade the firmware. This method requires

setting up a provisioning server, and uses configuration files to provision the phone.

Upgrade firmware from Skype for Business Server

: Download firmware in CAB file

format, and place the firmware on Skype for Business Server to provision the phone.

The following table lists the associated and latest firmware name for Skype for Business phone

model.
Associated Firmware )
Phone Model ) Firmware Name(.cab)
Firmware Name Name(.rom)
CP960 73.x.x.x.rom 73.8.035.rom Yealink_ver_73.8.35.cab
T58A/T56A 55.x.x.x.rom 55.9.014.rom Yealink_ver_55.9.04.cab
T48S/T46S/T42S/T41S 66.x.x.x.rom 66.9.080.rom Yealink_ver_66.9.80.cab

Note

Upgrading Firmware via Web User Interface
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You can download the latest firmware online:

http.//support.yealink.com/documentFront/forward ToDocumentFrontDisplayPage .

Do not unplug the network and power cables when the Skypefor Business phoneis upgrading

firmware.

To manually upgrade firmware via web user interface, you need to store firmware to your local

system in advance.

To upgrade firmware manually via web user interface:

1. Click Settings ->Upgrade .

2. Click Browse to locate the required firmware from your local system .
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3. ClickUpgrade .

Yealink | vsss

Account Network Settings Directory
MOH NOTE
Version )
Preference Reset to Factory Setting
Firmware Version 66.9.0.30 Reset all the settings of the
hone to default configurations.
Time&Date Hardware Verson 66.0.0.126.0.0.0 ? ¢
Reset Setti Select and Upgrade Firmware
Upgrade Ry ing Select and upgrade the file from
. st 1ot ) e et
Auto Provision
Reboot (7] You can click here to get
Configuration more guides.
Select and Upgrade Firmware (g | Browse... | no file selected. ‘
Dial Plan Upgrade

Adialogbox popsupt o pr ompt ] F iStPphoaewit beafdated.Htevill take 5
minutes to complete. Pl ease don't power off! Dz

4.  Click OK to confirm the upgrade.

Note Do not close and refresh the browser when the Skype for Business phone is upgrading firmware
via web user interface.

Upgrading Firmware from the Provisioning Server

Phones support using FTP, TFTP, HTTéhd HTTPSprotocols to download configuration files

and firmware from the provisioning server, and then upgrade firmware automatically.
Phones can download firmware stored on the provisioning server in one of two ways:
Check for configuration files and then download firmware during startup.

Automatically check for configuration files and then download firmware at a fixed interval

or specific time.

Method of checking for configuration files is configurable.
Procedure

Configuration changes can be performed using the configuration files or locally.

Specify the access URL of firmware.
Parameter:

Central static.firmware.url

Provisioning

. . <y0000000000xx>.cfg !

(Configuration Configure the phone to be reset to

File) factory after an upgrade.
Parameter:
static.auto_provision.reset_factory.enable
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Details of Configuration Parameters:

Parameter s Permitted Values

Default

static.firmware.url URL within 511 characters

Blank

Description :
Configures the access URL of the firmware file.
Example:

static.firmware.url = http://192.168.1.20/66.9.080.rom

Web User Interface:
Settings->Upgrade ->Select and Upgrade Firmware
Phone User Interface:

None

Note: If you change this parameter, the phone will reboot to make the change take effect.

static.auto_provision.reset_factory.enable Oorl

Description :

Enables or disables the phone to be reset to factory after the upgrade.
0-Disabled

1-Enabled

this parameter, the phone will reboot to make the change take effect.

Note : You can reset your phone to factory using this parameter once only. If you change

Updating Phone Firmware from Skype for Business Server

You can update firmware from Skype for Business Server. Before updating firmware from Skype

for Business Serveryou must upload the update package (*.CAB) to your Skype for Business

Update Server in advance. For more information, refer to Updating Phone Firmware from

Microsoft Skype for Business Server

Automatic Update

Update checking time defines a period of time for the phone to automatically check a firmware

update on Skype for Business Server.
Procedure

Update checking time can be configured using the configuration files o r locally.

134



http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Setting Up Your System

Central Configure update checking time.
Provisionin .
o f <y0000000000xx>.cfg Parameters:
(Configuration sfb.update_time
File)
Configure update checking time.
Navigate to :
Local Web User Interface
http://<phonelPAddress>/serviet?p=featur
es-general&g=load

Details of Configuration Parameters:

Parameters

Permitted Values Default

sfb.update_time

Integer from 1 to
48

24

Description :

Business Server every 24 hours.

Web User Interface:

Phone User Interface:

None

Configures the auto timer (in hours) for the phone to automatically check if there is a
firmware update available on Skype for Business Server.

If it is set to 24, the phone will check if a firmware update is available on the Skype for

Note: If you change this parameter, the phone will reboot to make the change take effect.

Features>General Information->Update Checking Time

To configure update checking time via web user interface:

1. Click Features->General Information .
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2.  Enterthe desired value in the Update Checking Time field.

Yealink | s

Account Network Features Settings Directory

— General Information @ NOTE

Information Call Waiting Enabled @
‘Call Waiting
Audio Key As Send # @ This call feature allows your
phone to accept other incoming
Hotline Number calls during the conversation.
Intercom 4
" - Key As Sen
o e [ e i) 4 Selact * or # as the send key.
emote Control
Busy Tone Delay (Seconds) 0 v o
You can click here to get
Bluetooth Retum code when refuse 603 (Decline) @ more guides.
LED Feature Key Synchronization Disabled v
Time-Out for Dial-Mow Rule 1 Q@
Dial Search Delay 1 0

Call Number Filter (7]
Search Number Filter

Voice Mail Tone Enabled @
DHCP Hostname SIP-T46S o
E911 Location Tip Enabled v o
Update Checking Time 24 0
Use DHCP Option 120 Disabled @
SFB Cert Service URL Q@
Enable SFB Automation Disabled @
SFB Inactive Time 5 (7]
SFB Away Time 5 o
Web Sign in Enabled v 0
Set as CAP Enabled M
Remember Password Disabled A

History Record Contacts Avatar Enabled A

Auto Discover Enabled A
Exchange Server Url l—

Hot Desking Enable Enabled -

Confirm Cancel

A dialog box pops up to prompt that settings will take effect after a reboot.

3. ClickConfirm to accept the change.

Manual Update

You can initiate an update immediately, just power off the phone and power on it again. The
phone will boot up, check for updates and apply the updates. You can also trigger an update

manually via phone user interface.
To trigger an update manually via phone user interface:

1. PressMenu ->Setting ->Advanced (default password: admin)->Firmware Update .
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2.  PresstheUpdate soft key.

New firmware, update now?

Cancel

3.  Press theOK soft key to confirm the update.

I f there is no update available on Skype for Busin
firmware is the | atest DZ

The firmware is the latest
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Configuring Basic Fe atures

This chapter provides information for making configuration changes for the following basic
features:

Signing into Skype for Business
Signing Out of Skype for Business
Microsoft Exchange Integration
Updating Status Automatically
Always Onine

Power LED Indicator

Contrast

Screen Saver

Power Saving

Backlight

Bluetooth

Showing Full Name

Time and Date

Language

Key As Send

Send Tone

Key Tone

Dial Plan

Dial Now

Hotline

Contact Management

Call Log

Dial Search Delay

Live Dialpad

Call Waiting

Auto Answer

Busy Tone Delay

Return Code When Refuse

Early Media
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180 Ring Workaround
Incoming Call

Call Hold

Call Forward
Team-Call Group
Response Group

Call Queue

Call Number Filter
Search Number Filter
Allow Mute

Intercom

Audio Recording
Voice Mail without PIN
Shared Line Appearance(SLA)
Boss Admin Feature
Calendar

BToE

EXP40EXP50Expansion Module

Signing into Skype for Business
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Skype for Business users are authenticated against Microsoft Active Directory Domain Service.

The following four sign-in methods are available.

PIN Authentication : Thismet hod

us es

the userds phone number

personal identification number (PIN) to sign into Skype for Business server. This signin

method is only applicable to On-Premises account.

User Sign-in:  Thi s met hod

uses

t hiraddresssusér same,anddent i al s

password) to sign into Skype for Business server. This sigiin method is applicable to On-

Premises account and Online account.

Web Sign-in: This method uses the unique website shown on the phone to sign in. This

sign-in method is only applicable to Online account.

(or

(s
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Note

Sign in via PC: when your phone is paired to your computer using Better Together over
Ethernet (BTOE), use the Skype for Business client to sign in. This sigim method is

applicable to On-Premises account and Online acount.

If the phone reboots after successful login, the login credentials from the previous Sign-In will be
cached. User can sign in successfully without reentering the credentials.

If Active Directory Federation Services(ADFS or Single Sign-On (SSQ authentication
method is used in your environment, you can still use the user sign-in/sign in via pc/web
sign-in method to sign into Skype for Business successfully.

PIN Authentication

During startup, the phone can download a private CA root security certificate used by Skype for
Businessand obtain the Skype for Business server addresdy detecting the DHCP options 43.
As a result, you can sign into Skype for Business on your phone with your PIN Authentication
credentials. If the DHCP Option 43is not configured in your network, your phone will not
support PIN Authentication sign-in method.

Contact your network administrator for more information.

Procedure

PIN Authentication can be configured using the configuration files or locally.

Configure PIN Authentication method.
<y0000000000xx>.cfg | Parameter:

features.pin_authertication.enable

Central Configuret he phone@s e ®iNen
Provisioning Authentication method.

(Configuration Parameter:

File) <MAC>.cfg static.account.sfb.1pin_number

Configure the PIN for the PIN Authentication.
Parameter:

static.account.sfb.1pin_password

Configure PIN Authentication information .

Navigate to:
Web User Interface

Local http://<phonelPAddress>/servlet?p=account -

register-lync&qg=load&acc=0

Phone User Interface | Configure PIN Authentication information .
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Details of Configuration Parameters:

Parameter s

Permitted Values

Default

features.pin_authentication.enable

Oorl

Description :

0-Disabled
1-Enabled

Web User Interface:
None

Phone User Interface:

None

Enables or disables the user to sign into the phone using PIN Authentication method.

String within 128

static.account.sfb.1. pin_password

characters

static.account.sfb.1. pin_number Blank
characters
Description :
Configures the phoned s e x t e n sRINdAuthentationtmketieod.
Web User Interface:
Account->Register->Extension
Phone User Interface:
Sign in->PIN Authentication->Extension
String within 99
Blank

Description :

Web User Interface:
Account->Register->Pin
Phone User Interface:

Sign in->PIN Authentication->PIN

Configures the PIN for the PIN Authentication method.

To sign into the Skype for Business Server using PIN Authentication method via web user

interface:

1. Click Account ->Register.

2. SelectPin Authentication from the drop-down menu of Mode .

3. Enter your Skype

Extension field.
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4.  Enter your personal identification number in the Pin field.

Yealink|wmes

Register
Basic

Codec

Account | Directory

Pin Authentication v ?

NOTE

Register Status

Login address
Provided by the operator login
address

Extension

Pin

Register Name
Provided by the operator register
name.

Login address

Register Name P .

Provided by the operator
Password.

I

Password

Sign In Sign Out Cancel You can click here to get
more guides.

5.  Click Sign In to accept the change.

To sign into Skype for Business server using PIN Authentication method via phone user

interface:

1. Press theSign In soft key.

p W DN

Select PIN Authentication
Enter your phone number or extension (e.g.,4040) in the Extension field.

Enter your personal identification number in the PIN field.

Sign In

Sign In: PIN Authentication <>

Extension: 4040

Delete Sign In

5. Press theSign In soft key.

User Sign-in

You can sign into Microsoft Skype for Business on your phone with your login credentials,

which includes your address, username, and password.

Procedure

User sigrrin method can be configured using the configuration files or locally.

Central
Provisioning
(Configuration
File)

Configure user sign-in method.
<y0000000000xx>.cfg | Parameters:

features.user_sign_in.enable

<MAC>.cfg Configure user sign-in information.
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Parameters:
static.account.sfb.1.server
static.account.sfb.luser_name

static.account.sfb.1password

Web User Interface
Local

Configure user sign-in method.
Navigate to :

http://<phonelPAddress>/servlet?p=accou
nt-register-lync&g=load&acc=0

Phone User Interface

Configure user sign-in information.

Details of Configuration Parameters:

Parameter s

Permitted Values Default

features.user_sign_in.enable

Oorl 1

Description :

0-Disabled
1-Enabled

Web User Interface:
None

Phone User Interface:

None

Enables or disables the user to sign into the phone using User Signin method.

static.account.sfb.1.server

SIP URI Blank

Description :

Example:

Web User Interface:
Account->Register->Login address
Phone User Interface:

Sign in->User Sign-in->Address

The value format is username@domain.com.

Configures the sign-in address for the user sign-in method.

static.account.sfb.1.server= 4040@example.com

static.account.sfb.1. user_name

String within 128
Blank
characters
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Parameter s Permitted Values Default

Description :
Configures the user name for the user sign-in method.

The value format is username@domain.com or username@domain, domain.com\username
or domain\username.

Example:

static.account.sfb.luser_name= 4040@example.com
Web User Interface:

Account->Register->Register Name

Phone User Interface:

Sign in->User Sigrn-in->UserName

) String within 99
static.account.sfb.1. password Blank
characters

Description :

Configures the password for the user sign-in method.
Web User Interface:

Account->Register->Password

Phone User Interface:

Sign in->User Sign-in->Password

To sign into the Skype for Business server using User Sign -in method via web user
interface:

1. Click Account ->Register.

2. SelectUser Sign in from the drop-down menu of Mode .

3. Enter your Skype fonraddBsséeigmedsd@examplecon) s thes i gn

Login address field.

4.  Enter your Skype for Business user name (e.g4040@example.com) in the Register Name
field.
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5.  Enter the sign-in password in the Password field.

Yealink|wms

Account Directory
- ? noTE
Register Status Disabled
Basic Login address
Extension 0 Provided by the operator login
address
ELEE Pin l— 0
Register Name
Login address 4040@yezlinksfb.com 0 Provided by the operator register
name.
Register Name 4040@yezlinksfb.com 0 P ord
password 0 g;gx;egj.hv the operator
Sign In Sign Out Cancel You can click here to get
more quides.

6. Click Sign In to accept the change.

To sign into the Skype for Business server using User Sign -in method via phone user
interface:

1. Press theSign In soft key.

2. Select User Sign-in.

3.  Enter your Skype for Businessu s e sigd-& address (e.g.,4040@example.com) in the
Address field.

4.  Enter your Skype for Businessuser name (e.g.,4040@example.com) in the UserName
field.

Sign In

Sign In: User Sign-in <>

Address: 4040@yealinksfb.com

UserName: 4040@yealinksfb.com|

Password:

Delete Sign In

5.  Enter the sign-in password in the Password field.

6. Press theSign in soft key.

Web Sign -in

You can sign into your Skype for Business Online account using the Web Signln method, which
allows you to sign into the phone with your Skype for Business Online account using a web
browser.

Procedure

Web sign-in can be configured using the configuration files or locally.

Central Provisioning <y0000000000xx>.cfg Configure the web sign-in method.
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(Configuration File) Parameter:

features.web_sign_in.enable

Configure the Server URL for device
pairing.
Parameter:

features.device_pairing.url

Configure web sign-in method.

Navigate to :
Web User Interface

Local http://<phonelPAddress>/serviet?p=a
ccount-register-lync&g=load&acc=0

Phone User Interface Configure web sign-in method.

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
features.web_sign_in.enable Oorl 1

Description :

Enables or disables the user to sign into the phone using web sigr-in method.
0-Disabled

1-Enabled

Web User Interface:

Features>General Information->Web Sign in

Phone User Interface:

None
https://bootstrap.pinau
) . URL within P ) PP )
features.device_pairing.url th.services.skypeforbusi
512characters
ness.com

Configures the Server URL for device pairing, so that you can sign intothe phone using web

sign-in method.

Example:

features.device_pairing.url= https://bootstrap.pinauth.services.skypeforbusiness.com/

To enable the web sign-in via web user interface:

1. Click Features->General Information .

2. SelectEnabled from the drop-down menu of Web Signin .
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If it is disabled, you cannot sign into the Skype for Business Server usingveb sign-in

method.

Yealink | s

Status Account Network Settings Directory Security
o
Information call Waiting Enabled - @
Call Waiting
Audio Key As Send # - 9 This call feature allows your
: : @ phone to accept other incoming
Hotline Number i
Intercom calls during the conversation.
Hotline Delay(0~10s) 4 (7] Key As Send
Remote Control =
Busy Tone Delay (Seconds) 0 . 0 Select * or # as the send key.
Bluetooth Return code when refuse 603 (Decline) - 9 You can click here to get
more guides.
LED Feature Key Synchronization Disabled - 0
Time-Out for Diak-Now Rule 1
.
.
.
DHCP Hostname SIP-T465 e
E911 Location Tip Enabled - 9
Update Checking Time 24 (7]
Use DHCP Option 120 Disabled - 9
SFB Cert Service URL (7]
Enable SFB Automation Disabled - 9
SFB Inactive Time 5 Q@
SFB Away Time 5 e
‘Web Sign in Enabled - 0 |
Set as CAP Disabled - 9
Remember Password Disabled - 9
History Record Contacts Avatar Enabled - 0
Auto Discover Enabled - 9
Exchange Server Url (7]

3. ClickConfirm to accept the change.

To sign into the Skype for Business server using Web Sign -In method via web user
interface:

1. Click Account ->Register.

2. SelectWeb Sign in from the drop-down menu of Mode .

3. ClickSignin.

The web user interface will show the pairing code and URL.

Yealink | s

Status Account Network Features Settings Directory Security

Basic

Login address
Go to URL in browser: http://aka.ms/sphone Provided by the operator login

address
Codec Use the code to sign in: gx4bwm437
Register Name

Provided by the operator

register name.

Password
Provided by the operator
Password.

You can click here to get
more guides.
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4. Enter the URL into the web browser.

5.  On the Skype for Business Authentication website, enter your email address (e.g.,
zhaops04@example.onmicrosoft.com) and then click Verify email .

@ Skype for Business Web Sign-in

Enter your work or school email address.

zhaops04@example.onmicrosoft.com

6. Enter your Online account and password

7. (Optional) If you want to reduce the number of times you are asked to sign in, you can

select Yesto stay signed in.
8. ClickSignin.
9.  Enter the pairing code generated on the phone into the web browser.
10. Click Continue .
11. Click the account to sign in.
A confirmation message is displayed when your phone successfully signs into Skype for

Business.

To sign into  Skype for Business server using Web Sign -In method via phone user

interface:

1. Press theSign In soft key.

2. Select Web Sign-in.

Sign In

Sign In: Web Sign-in <>

Please click on Sign in to get the pairing code and URL

Sign In

3. Press theSign In soft key.
The screen will show the pairing code and URL.

4. On your computer, enter the URL into your web browser, and then follow the same steps

as introduced above.
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Sign in via PC

When your phone and your computer are paired using Better Together over Ethernet (BTOE),
you can sign into your phone using the Skype for Business client on your computer. For more
information , refer to BToEon page 302.

Remember Password
You canenable the remember password feature, so that aRemember P assword option will

appear on the phone login screen.

Note Remember password feature is only applicable to PIN Authentication and User Sign-in

methods.

Procedure

Remember password can be configured using the configuration files or locally.

Central Configure the remember password
Provisioning feature.
] ) <y0000000000x%.cfg
(Configuratio Parameters:
n File)

features.remember_password.enable

Configure the remember password

feature.
Local Web User Interface Navigate to :

http://<phonelPAddress>/servlet?p=feat

ures-general&q=load

Details of Configuration Parameters:

Parameters Permitted Values Default

features.remember_password.enable Oorl 0

Description :

Enables or disablesa Remember Password option to appear on the phone login screen.
0-Disabled

1-Enabled, a Remember Password option will appear on the phone login screen.

Note: It is not applicable to CP960/T58A/T56A Skype for Businessphones. If you change

this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Features>General Information->Remember Password
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To configure remember password feature via web user interface:

1. Click Features->General Information

2. Selectthe desired value from the drop-down menu of Remember Password .

Yealink | :ss

Account Network Features Settings Directory

— General Information @ NOTE

Information Call Waiting Enabled @
Call Waiting
Audio Key As Send # @ This call feature allows your
phone to accept other incoming
Hotline Number calls during the conversation.
Intercom —
i n
Hotline Delay(0-~105) 4 Selact * or # as the send key.

Remote Control

Busy Tone Delay (Seconds) 0 v e
You can click here to get
Bluetooth Retum code when refuse 603 (Decline) @ more guides.
LED Feature Key Synchronization Disabled v
Time-Out for Dial-Mow Rule 1 Q@
Dial Search Delay 1 e

Call Number Filter (7]
Search Number Filter

Voice Mail Tone Enabled @
DHCP Hostname SIP-T465 e
E911 Location Tip Enabled @
Update Checking Time 24 e
Use DHCP Option 120 Disabled @
SFB Cert Service URL (7]
Enable SFB Automation Disabled @
SFB Inactive Time 5 (7]
SFB Away Time 5 e
Web Sign in Enazbled v e
Set as CAP Enabled A
Remember Password Disabled A |
History Record Contacts Avatar Enabled A

Auto Discover Enabled A
Exchange Server Url l—

Hot Desking Enable Enabled -

3. ClickConfirm to accept the change.
A dialog box pops up to prompt you that this configuration will take effect after a reboot.

4. Click OK to reboot the phone.
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The login screen will be shown as below:

Sign In

Sign In: User Sign-in

Address:

UserName:

Password:

Remember Password: Off

Back Switch

(User Sigrrin method)

Sign In

Sign In: PIN Authentication

Extension:
PIN:

Remember Password:

Switch

(PIN Authentication method)

Signing Out of Skype for Business

Procedure

<>

Sign In

Sign In

You can sign out of Skype for Business server via web or phone user interface directly.

Central Provisioning
) . ) <y0000000000x» .cfg
(Configuration File)

Configure the sign out
feature.

Parameters:

phone_setting.idle_sign_out.

enable

Web User Interface

Local

Sign out of Skype for

Business Server.
Navigate to :

http://<phonelPAddress>/s
ervlet?p=account-register-

lync&qg=load&acc=0

Phone User Interface

Sign out of Skype for

Business Server.
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Details of Configuration Parameters:

Parameters Permitted Values Default

Refer to the
phone_setting.idle_sign_out.enable Oorl following

content

Description :
Enables or disables the phone to signout of Skype for Business Server from the idle screen.

0-Disabled, you can only sign out of Skype for Business Serveron your phone by navigating
to Menu ->Setting ->Advanced ->Sign Out or More-> Advanced ->Sign Out .

1-Enabled, you canonly sign out of Skype for Business Server by tapping your avatar, and
then select Sign Out.

Default Value:

For CP960 Skype for Business phones: 0

For T58A/T56AT55A Skype for Business phonesi1

Note: It is only applicable to CP960/T58A/T56AT55A Skype for Businessphones.

To sign out of Skype for Business Server via web user interface:

1. Click Account ->Register.

Yealink | s

Account Network Features Settings Directory Security
" 2
Register g ? NOTE
Register Status Registered
Basic Login address
Extension 0 Provided by the operator login
Codec Pin l— @ TR
Login address y39@yealinksfb.com 0 m;:edrb':at';f operator
Register Mame y39@yealinksfb.com 0 register name.
Password = |ssssssss @ Password
Provided by the operator
Password.
Sign In Cancel
You can click here to get
more guides.

2. Click Sign Out to accept the change.
To sign out of Skype for Business Server via phone user interface:

1. Do one of the following:

If you are using T46S/T42S/T41S Skype for Business phones, pre&tatus, and then
select Sign Out .

If you are using T48S Skype for Business phones, tap your avatar, and then select
Sign Out .

If you are using T58A/T56A T55A/CP960 Skype for Business phones, and the valuef
t he p ar phone_tsetting.idle_sign outenabldZ i s set to 1 (Enabled),
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Microsoft Exchange
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avatar, and then selectSign Out .

If you are using T58A/T56A Skype for Business phones, and the value of the

p ar a mehomer setfing.idle_sign_out.enabldZ i s sDisabled),;mavigate(to

Menu ->Setting ->Advanced ->Sign Out.

If you are using CP960T55A Skype for Business, and the value of the parameter

jphone_setting.idle_sign_out.enabl®Z i s @isabled) wavidate to

More ->Advanced ->Sign Out.

The Skype for Business phone can obtain Microsoft Exchange Server address automatically. This

Integration

feature enables visual voicemailsetting up, call log synchronization, Outlook contact search,

and calendar retrieval. If your phone fails to obtain the Microsoft Exchange Server address

automatically, you can manually configure the address.

Procedure

Microsoft Exchange Server can be configured using the configuration files or locally.

Central
Provisioning
(Configuration
File)

<y0000000000xx>.cfg

Configures the way to obtain Microsoft
Exchange Server address.

Parameter:

phone_setting.ews_autodiscover.enable

Specify the Microsoft Exchange Server

address manually.
Parameter:

phone_setting.ews_url

Local

Web User Interface

Configures the way to obtain Microsoft

Exchange Server address.

Specify the Microsoft Exchange Server
address.

Navigate to :

http://<phonelPAddress>/servlet?p=fea
tures-general&q=load

Details of Configuration Parameters:

Parameter s

Permitted Values Default

phone_setting.ews_autodiscover.enable

Oor1l 1

Description :
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Parameter s Permitted Values Default

Enables or disables thephone to obtain the Microsoft Exchange Server address

automatically via Auto discover request.

0-Disabled, the phone does not obtain Microsoft Exchange Server addressautomatically via
Auto discover request. You need to configure the Microsoft Exchange Server address

manually.

1-Enabled, the phone will obtain Microsoft Exchange Server address automatically via Auto
discover request.

Web User Interface :

Features>General Information ->Auto Discover

Phone User Interface:

None

phone_setting.ews_url String Blank

Specify the Microsoft Exchange Server addressnanually.

Note: | t works only if the value of the para
is set to O (Disabled).

Web User Interface :

Features>General Information->Exchange Server Url

Phone User Interface:

None

To configure the Microsoft Exchange Server via web user interface:

1. Click Features->General Information .

2. Do one of the following:

- If you select Enabled from the drop-down menu of Auto Discover , the phone can
obtain Microsoft Exchange Server address automatically
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- If you select Disabled in the drop-down menu of Auto Discover , you should enter

the Microsoft Exchange Server address in theExchange Server Url field.

Yealink|ies

Account Features Directory

General Information
General @ NOTE
Information Call Waiting Enabled @
‘Call Waiting
Audio Key As Send # @ This call feature allows your
phone to accept other incoming
Hotline Number calls during the conversation.
Intercom
Hatline Delay(0~10s) 4 Key As Send

Selact * or # as the send key.
Remote Control

Busy Tone Delay (Seconds) 0 v o
You can click here to get
Bluetooth Retum code when refuse 603 (Decline) @ more guides.
LED Feature Key Synchronization Disabled v
Time-Out for Dial-Mow Rule 1 Q@
Dial Search Delay 1 0
.
.
.
Call Number Filter (7]

Search Number Filter

Voice Mail Tone Enabled @
DHCP Hostname SIP-T465 (7]
E911 Location Tip Enabled v 0
Update Checking Time 24 o
Use DHCP Option 120 Disabled v 0
SFB Cert Service URL (7]
Enable SFB Automation Disabled @
SFB Inactive Time 5 Q@
SFB Away Time 5 0
Web Sign in Enzbled v o
Set as CAP Enabled A
Remember Password Disabled M
History Record Contacts Avatar Enabled M
Auto Discover Enabled M
Exchange Server Url l—
Hot Desking Enable Enabled -

[ confim | [ cancel |

3. ClickConfirm to accept the change.

Exchange Authentication

You need to pass Exchange authenticationto accessfeatures that associated with the Microsoft
Exchange Server (history records, voice mail, Outlook contacts and calendarsBy default, your
phone will pass Exchange authentication automatically when you access these featurs. You
may need to enter Exchange authentication information manually when your login password

expires, or is changed by system administrator.
Procedure

Exchange authentication can be configured using the configuration files only.

Central Configures the Exchange address for

Provisioning accessing theMicrosoft Exchange
<MAC>.cfg

(Configuration Server.

File) Parameter:
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static.account.sfb.1.ewsauth_address

Configures the user name for accessing
the Microsoft Exchange Server

Parameter:

static.account.sfb.1.ewsauth_user

Configures the password for accessing

the Microsoft Exchange Server
Parameter:

static.account.sfb.1.ewsauth_pwd

Configures the phone to pop up a
reminder about Exchange
<y0000000000xx>.cfg authentication failure.

Parameter:

phone_setting.ews_auth_popup.enable

Configure the Exchange authentication

Local Phone User Interface ) )
information.
Details of Configuration Parameters:
Parameter s Permitted Values Default

String within 128

static.account.sfb.1.ews .auth_address Blank
characters

Description :

Configures the Exchange address for accessing theMicrosoft Exchange Server
Example:

static.account.sfb.1l.ewsauth_address= ylI39@redmond.yealinksfb.com

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

None

Phone User Interface:

On the authentication dialog box->Signin address

String within 129

static.account.sfb.1.ews .auth_user Blank
characters

Description :
Configures the user name for accessing the Microsoft Exchange Server
Note: If you change this parameter, the phone will reboot to make the change take effect.

Example:
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Parameter s Permitted Values Default

static.account.sfb.1.ewsauth_user= yI39@example.com
Web User Interface:

None

Phone User Interface:

On the authentication dialog box->User

String within 130

static.account.sfb.1. password Blank
characters

Description :

Configures the password for accessing theMicrosoft Exchange Server

Note: If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

None

Phone User Interface:

On the authentication dialog box->Password

phone_setting.ews_auth_popup.enable Oorl 1

Description :

It enables or disables the phone to pop up a reminder about if the Exchange authentication

failed.
0-Disabled
1-Enabled

Note: It is not applicable to CP960 Skype for Businessphones. If you change this parameter,

the phone will reboot to make the change take effect.
Web User Interface:

None

Phone User Interface:

None
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To configure Exchange authentication via phone user interface:

1. When your login password has expired, oris changed by your system administrator, and
you want to access history recordsyvoice mail or calendar features that are associated with
the Microsoft Exchange Server a message is displayed on the LCD screen

Authentication failed.Re-enter the
password to access Exchange
services
Cancel
2. PressOK.
3. Enter authentication credentials in corresponding fields.
Sign in a... yl39@redmond.yealinksft
User: yI39@yealinksfb.com
Password: [eesessesse
Cancel Delete

4. PressOK to accept the change.

Note You can also pass Exchange authentication using your Skype for Business clientif your

phone pairs with the Skype for Business clientvia BToE

Updating Status Automatically

The Skype for Business Server helps you keep your presence information ugo-date by

monitoring idle time of your phone. Phone statusturns to Inactive when your phone has been

idle for the designated time. Phone status will change from Inactive to Away after another

designated time.

Procedure

Updating status automatically can be configured using th e configuration files or locally.

Central Configures the inactive time (in minutes)

Provisioning of the phone.

<y0000000000x»%.cfg
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(Configuration Parameters:

File) . . .
sfb.presence.inactive_time

sfb.presence.away_time

Configures the inactive time (in minutes)

of the phone.

Local Web User Interface Navigate to :

http://<phonelPAddress>/servlet?p=featu

res-general&q=load

Details of Configuration Parameters:

Parameters Permitted Values Default

sfb.presence.inactive_time Integer from 5 to 360 5

Description :

Configures the inactive time (in minutes) of the phone, after which the phone will change its
status to Inactive automatically.

Example:

If it is set to 5, the phone will change its status to Inactive automatically after the phone has been

inactive for 5 minutes.

Note: I t works only if thefbabhlewaghb_oDhéipearan

(Disabled). If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Features>General Information->SFB Inactive Time

Phone User Interface:

None

sfb.presence.away_time Integer from 5 to 360 5

Description :

Configures the inactive time (in minutes) of the phone, after which the phone will change its
status from Inactive to Away automatically.

Example:

If it is set to 5, the phone whose status is Inactive will change to Away automatically after 5
minutes.

Note: I t works only if the value of the paran
(Disabled).If you change this parameter, the phone will reboot to make the change take effect.
Web User Interface:

Features>General Information->SFB Away Time

Phone User Interface:
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None

To configure the automatic status updating time

1. Click Features->General Information

2. Enter the desired time in the SFB Inactive Time field.

3. Enter the desired time in the SFB Away Time field.

Yealink | :ss

via web user interface:

General
Information

Audio

Intercom

Remote Control

Bluetooth

LED

Account Network

General Information

Features Settings

Call Waiting Enabled v 0
Key As Send # @
Hotline Number

Hotline Delay(0~10s) 4

Busy Tone Delay (Saconds) 0 @
Return code when refuse 603 (Decling) v o
Feature Key Synchronization Disabled v
Time-Out for Dial-Mow Rule 1 Q
Dial Search Delay 1 (7]
Call Number Filter (7]
Search Number Filter

Voice Mail Tone Enabled @
DHCP Hostname SIP-T46S o
E911 Location Tip Enabled v 0
Update Chacking Time 24 [7]
Use DHCP Option 120 Disabled @
SFB Cert Service URL Q@
Enable SFB Automation Disabled @
SFB Inactive Time 5 Q@
SFB Away Time 5 o
Web Sign in Enabled v 0
Set as CAP Enabled M
Remember Password Disabled M

History Record Contacts Avatar Enabled v

Auto Discover Enabled A
Exchange Server Url l—

Hot Desking Enable Enabled -

Cancel

Directory

NOTE

Call waiting

This call feature allows your
phone to accept other incoming
«calls during the conversation.

Key As Send
Selact * or # 25 the send key.

*You can click here to get
more guides.

4. Click Confirm to acceptthe change.

Always Online

Always on line feature allows the phone to maintain the current status until you manually

change it. For example, the current status of the phone is Available , if the always online feature

is enabled, then the phone status will stay Available until you manually change it.
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Procedure

Always on line can be configured using the configuration files or locally.

Central Configure always on line.
Provisionin .
>1oning <y0000000000xx>.cfg | Farameter:

(Configuration .
sfb.always_online.enable

File)
Configure always on line.
Navigate to :

Local Web User Interface
http://<phonelPAddress>/servilet?p=acco
unt-basic&g=load&acc=0

Details of the Configuration Parameter:

Parameter

Permitted Values

Default

sfb.always_online.enable

Oorl

Description :

change it.

0-Disabled

1-Enabled

Web User Interface:
Account->Basic->Always Online

Phone User Interface:

Menu->Setting ->Basic->Always Online (not applicable to CP960/T55A)

Enables or disables thephone to maintain online status when it is idle until you manually

To configure always on line via web user interface:

1. Click Account ->Basic.
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2. Select the desired value from the drop-down menu of Always Online.

Yealink | s

Account Network Features Settings Directory Security

Auto Answer Disabled - 9
Basic Basic
Account Lock Disabled A 0 The basic parameters for
Codec Always Onine Disabled - @ | administrator.
Proxy Require
A special parameter just for

Nortel server. If you login to
Nortel server, the value should
be, com.nortelnetworks.firewall

You can click here to get
more guides.

3" Click Confirm to accept the change.
To configure always online via phone user interface:

1. PressMenu ->Setting ->Basic->Always Online .

2. Press@ or @ , or the Switch soft key to select the desired value from the Always
Online field.

3. Press theSave soft key to accept the change.

Power LED Indicator

Power LED Indicatorindicates power status and phone status. It is not applicable to CP960

Skype for Businessphones.

There areseven configuration options for Power LED Indicator

Common Power Light On

Common Power Light On allows the Power LED Indicatorto be turned on.
Ring Power Light Flash

Ring Power Light Flashallows the Power LED Indicatorto flash when the phone receives an

incoming call.
Voice Mail Power Light Flash

Voice Mail Power Light Flashallows the Power LED Indicatorto flash when the phone receivesa

voice mail.

Mute Power Light On

Mute Power Light On allows the Power LED Indicatorto flash when a call is muted.
Hold/Held Power Light On

Hold/Held Power Light On allows the Power LED Indicatorto flash when a call is placed on hold
or is held.
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Talk/Dial Power Light On

Talk/Dial Power Light On allows the Power LED Indicatorto be turne d on when the phone is

busy.
Boss/Admin Power Light On
Boss/Admin Power Light On allows the Power LED Indicatorto be turned on when using the

Boss Admin Feature.

Procedure

Power LED Indicatorcan be configured using the configuration files or locally.

Configure the Power LED Indicator
Parameters:
phone_setting.common_power_led_enable
Central
Provisioning <y0000000000xx
(Configuratio >.cfg

n File)

phone_setting.ring_power_led_flash_enable
phone_setting.mail_power_led_flash_enable
phone_setting.mute_power_led_flash_enable
phone_setting.hold_and_held_power_led_flash_enable
phone_setting.talk_and_dial_power_led_enable

phone_setting.boss_admin.talk_power_light.enable

Configure the Power LED Indicator

Web User Navigate to:
Local

Interface http://<phonelPAddress>/serviet?p=features -

powerled&qg=load

Details of Configuration Parameters:

Permitted
Parameter s Default
Values
phone_setting.common_power_led_enable Oorl 0

Description :

Enables or disables the power LED indicator to be turnedon.
0-Disabled (power LED indicator is off)

1-Enabled (power LED indicator is solid red)

Note : It is not applicable to CP960 Skype for Businessphones.
Web User Interface:

Features>LED->Common Power Light On

Phone User Interface:
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Permitted
Parameter s Default
Values
None
phone_setting.ring_power_led_flash_enable Oorl 1
Description :

Enables or disables the power LED indicator to flash when the phone receives an incoming
call.

0-Disabled (power LED indicator does not flash)

1-Enabled (power LED indicator fast flashes (300ms) red)
Note : It is not applicable to CP960 Skype for Businessphones.
Web User Interface:

Features>LED->Ring Power Light Flash

Phone User Interface:

None

phone_setting.mail_power_led_flash_enable Oorl 0

Description :

Enables or disables the powerLED indicator to flash when the phone receives a voice mail.
0-Disabled (power LED indicator does not flash)

1-Enabled power LED indicator dow flashes (1000ms) red

Note : It is not applicable to CP960 Skype for Businessphones.

Web User Interface:

Features>LED->Voice Mail Power Light Flash

Phone User Interface:

None

phone_setting.mute_power_led_flash_enable Oorl 0

Description :

Enables or disables the power LED indicator to flash when a call is mute.
0-Disabled (power LED indicator does not flash)

1-Enabled (power LED indicator fast flashes (300ms) red

Note : It is not applicable to CP960 Skype for Businessphones.

Web User Interface:

Features>LED->Mute Power Light On

Phone User Interface:

None
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Permitted
Parameter s Default
Values
phone_setting.hold_and_held_power_led_flash_enable Oorl 0

Description :

Enables or disables the power LED indicator to flash when a call is placed on hold or is held.

0-Disabled (power LED indicator does not flash)

1-Enabled (power LED indicator fast flashes (500ms) red
Note : It is not applicable to CP960 Skype for Businessphones.
Web User Interface:

Features>LED->Hold/Held Power Light On

Phone User Interface:

None

phone_setting.talk_and_dial_power_led_enable

Oorl

Description :

Enables or disables the power LED indicator to be turned on when the phone is busy.

0-Disabled (power LED indicator is off)

1-Enabled (power LED indicator is solid red)

Note : It is not applicable to CP960 Skype for Businessphones.
Web User Interface:

Features>LED->Talk/Dial Power Light On

Phone User Interface:

None

phone_setting.boss_admin.talk_power_light.enable

Oorl

Description :

Enables or disables the power LED indicator to be turned onwhen using the Boss Admin

feature.

0-Disabled (power LEDindicator is off)

1-Enabled (power LED indicator is solid red)

Note : It is not applicable to CP960 Skype for Businessphones.
Web User Interface:

Features>LED->Boss/Admin Power Light On

Phone User Interface:

None

To configure the Power LED Indicator via web user interface:
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1. Click Features->LED.

Select the desired value from the drop-down menu of Common Power Light On .
Select the desired value from the drop-down menu of Ringing Power Light Flash .
Select the desired value from the drop-down menu of Voice Mail Power Light Flash .
Select the desired value from the drop-down menu of Mute Power Light On.

Select the desired value from the drop-down menu of Hold/Held Power Light On.

Select the desired value from the drop-down menu of Talk/Dial Power Light On

© N o g &~ w DN

Select the desired value from the drop-down menu of Boss/Admin Power Light On

Yealink | wss

Account Directory

General r LED: TROLE
Information Common Power Light On Disabled - 9
Power LED

Audio Ring Power Light Flash Enabled - 9 Power LED Setting

Voice Mail P Light Flash Enabled -
Intercom L IIEATS . nave L) You can click here to get

Mute Power Light On Disabled - 0 more guides.
Remote Control Hold/Held Power Light On Disabled - 0
Bluetooth Talk/Dial Power Light On Disabled - 9
LED Boss/Admin Power Light On Disabled -

Indicator LED:
Line Key Led Light On Disabled -
Exp Led Light On Enabled -

9. Click Confirm to accept the change.

Contrast

Contrast determines the readability of the texts displayed on the LCD screen. Adjusting the

contrast to a comfortable level can optimize the screen viewing experience.

You can confi gur e EXP4D that({S Poprected mMBIT46SHhonest Make
sure the expansion module has been connected to the phone before adjustment.

Contrast is not applicable to CP960/T58A/T56A/T55A/T42S/T41S Skype for Business phones.

Procedure

Contrast can be configured using the configuration files or locally.

Configure the contrast of the LCD

Central Provisioning screen.

) . . <y0000000000xx» .cfg
(Configuration File) Parameter:

phone_setting.contrast

Configure the contrast of the LCD

Local Web User Interface screen.

Navigate to :
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http://<phonelPAddress>/servlet?

p=settings - preference&q=load

Configure the contrast of the LCD
Phone User Interface

screen.
Details of the Configuration Parameter:

Parameter Permitted Values Default
phone_setting.contrast Integer from 1 to 10 6
Description :

Configures the contrast of the LCD screen.
ForT48SMT46S Skype for Business phones, it co

EXP40 only.

Note: We recommend that you set the contrast of the LCD screento 6 as a more
comfortable level. It is not applicable to CP960/T58A/T56A/T55A/T42S/T41S Skype for

Business phones.
Web User Interface:
None

Phone User Interface:

Menu->Setting ->Basic->Display->Contrast

To configure the contrast via phone user interface:

1.

PressMenu ->Setting ->Basic->Display ->Contrast .

If EXP40 is not connected to the phone, the Contrast Setting screen displays "No EXP".
Press @or @ or the Switch soft key to increase or decrease the intensity of contrast.
The default contrast level isJ6DZ

Press theSave soft key to accept the change.

Screen Saver

168

The screen saver will automatically start when the phoneis idle for the preset waiting time. You

can stop the screen saver and return to the idle screen at any time by pressing a key on the

phone or tapping the touch screen. The screen saver is only applicable to
CP960/T58A/T56A/T55A/T48S/T46S Skype for Business phones.

Userscan select to display the built-in screen saver ora custom screen saver To set the custom

screen saver for the phone, you need to upload the custom screen saver in advancelf multiple

pictures are uploaded, all pictures are displayed in slide show style when screen saver starts.

The CP960T58A/T56A/T55A Skype for Business phone supports four screen saver types: Clock,
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Colors, Photo Frame and Photo Tableand you can only configure the screen saver via phone

user interface for CP960 Skype for Businessphone.

The screen saverimage format must meet the following :

Single File
Phone Model Format Resolution ) Note
Size
<=2.0
T48S _ <=5MB 2MB of space
megapixels
*.jpg/*.png/*.b should be
mp/*.jpeg reserved for the
<=1.8
T46S ) <=5MB phone
megapixels

The following shows that the built -in screen saver is displaying on the phone:

Procedure

20:48

Tue Jul 11

Screen saver can be configured using the following methods.

Central Provisioning

<y0000000000x»%>.
(Configuration File) cfg

Parameter:

screensaver.wait_time

Configure the time to wait in the idle state

before the screen saver starts.

display.
Parameter:

screensaver.type

Configure the type of screen saver to

screen saver image.

Parameter:

screensaver.upload_url

Specify the access URL of the custom
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Delete custom screen saver image.
Parameter:

screensaver.delete

Configure the phone to display the clock

and icons when the screen saver starts.
Parameter:

screensaver.display_clock.enable

Configure the interval for the phone to
change the picture when the screen saver

starts.
Parameter:

screensaver.picture_change_interval

Configure the interval for the phone to
move the clock and icons when the screen

saver starts.
Parameter:

screensaver.clock_move_interval

Web User Interface

Configure the idle time before the screen

saver starts.

Configure the type of screen saver to be
displayed.

Upload the custom screen saver image.
Delete custom screen saver images.
Navigate to:

http://<phonelPAddress>/serviet?p=setti
ngs-preference&q=load

Phone User Interface

Configure the screen savet

Details of the Configuration Parameters:

Parameter s

Permitted Values Default

screensaver.wait_time

15, 30, 60, 120,
300, 600, 1800,
3600, 7200, 10800,
21600

600

Description :

Configures the time (in seconds) to wait in the

idle state before the screen saver starts.
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Parameter s Permitted Values Default

15-15s

30-30s

60-1min

120-2min

300-5min

600-10min

1800-30min

3600-1h (not applicable to CP960/T58AT56A/TS55A)
3200-2h (not applicable to CP960/T58A/T56ATS55A)
10800-3h (not applicable to CP960/T58A/T56AT55A)
21600-6h(not applicable to CP960/T58A/TS6AIT55A)
Note : It is only applicable to T58A/TS6AT55A/T48S/T46S Skype for Businesphones.
Web User Interface:
Settings->Preference->Screensaver Wait Time
Phone User Interface:

Menu->Setting - >Basic->Display-> Screensaver>Wait Time

screensaver.type Oorl 0

Description :

Configures the type of screen saver to display.

For T48S/T46S Skype for Business phones

0-System, the LCD screen will display the builtin picture.

1-Custom, the LCD screen will display the custom screen saver images (configured by the
p a r a medreensavégr.upload_uiZf multiple images are uploaded, the phone will display
all images alternately. The time interval is configured by the parameter

J screenpsiacvteurr e _change_interval Dz

For T58A/T56AIT55A Skype for Business phones

0-Clock

1-Colors

2-Photo Frame

3-Photo Table

Note : It is only applicable to T58A/T56 A T55A/T48S/T46S Skype for Businesphones.
Web User Interface:

Settings->Preference->ScreensaverType

Phone User Interface:
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Parameter s Permitted Values Default

Menu->Setting - >Basic->Display->Screensaver > Screensaver Type

Note : It is configurable only if you have uploaded custom image file(s) to the phone.

URL within 511
screensaver.upload_url Blank
characters

Description :

Configures the access URL of the custom screen saveimage.
Example:

screensaver.upload_url = http://192.168.10.25/Screencapture.jpg

During the auto provisioning process, the phone connects to the HTTP provisioning server
192.168.10. 25DZ and edrowinnhaogaed s] S chree esnccraepetnu

If you want to download multiple screen saver images to the phone simultaneously, you can
configure as following:

screensaver.upload_urk http://192.168.10.25/Screencapture.jpg
screensaver.upload_urk http://192.168.10.25/Screensaver.jpg

Note : It is only applicable to T48S/T46S Skype for Business phones.
Web User Interface:

Settings->Preference->Upload Screensaver

Phone User Interface:

None
http://localhost/all
or
screensaver.delete http://localhost/  na Blank
me.(jpg/png/bmp /
Jpeg)
Description :

Deletes the specified or all custom screen saver images.

Example:

Delete all custom screen saver images:

screensaver.delete = http://localhost/all

Delete a custom screen saver image (e.g., Screencapture.jpg):
screensaver.delete =http://localhost/Screencapture.jpg

Note : It is only applicable to T48S/T46S Skype for Business phones.
Web User Interface:

Settings->Preference->Screensaver Type (Custom)>Del

Phone User Interface:
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Parameter s Permitted Values Default
None
screensaver.display_clock.enable Ooril 1
Description :

Enables or disables thephone to display the clock and icons when the screen saver starts.
0-Disabled

1-Enabled

Note : It is only applicable to T48S/T46S Skype for Business phones.

Web User Interface:

Settings->Preference->Display Clock

Phone User Interface:

Menu->Setting - >Basic->Display->Screensaver > Display Clock

] ) Integer from 5 to
screensaver.picture_change_interval 1200 60

Description :

Configures the interval (in seconds) for the phone to change the picture s when the screen

saver starts.

Note: |t works only if the value of the par
the parameter Jscreensaver.upload_url DZ sh
applicable to T48S/T46S Skype for Business phones.

Web User Interface:
None

Phone User Interface:

None
) Integer from 5 to
screensaver.clock_move_interval 600
1200
Description :

Configures the interval (in seconds) for the phone to move the clock and icons when the

screen saver starts.

Note : It works only if the value of the par

1 (Enabled). It is only applicable to T48S/T46S Skype for Business phones.
Web User Interface:
None

Phone User Interface:
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Parameter s

Permitted Values Default

None

To upload custom screen saver via web user interface:

1. Click Settings ->Preference.

2. SelectCustom from the drop-down menu of Screensaver Type.

3. Inthe Upload Screensaver field, click Browse to locate the custom picture from your

local system.

4. Click Upload to upload the file.

The Upload Screensaver field appears only if Screensaver Type is set to Custom.

Yealink | :ss

Features Settings Directory Security

Status Account Network
MOH Language
Live Dialpad
Preference
Backlight Active Level
Time&Date Watch Dog
Upgrade Ring Type

. Private line ring
Auto Provision

Upload Ringtone
Configuration

Dial Plan Screensaver Wait Time
Voice Display Clock

Screensaver Type
Tones

Screensaver
Phone Lock Upload Screensaver
Location
X Module
BToE

English (English) - @ NOTE

Disabled - @
Preference Settings

8 A 0 The preference settings for
administrator.

Enabled - @

Ringl.wav - @ You can click here to get
more guides.

Ring6.wav -

| Browse... | No file selected. ‘ (7]

10 min -

@ on © off

Custom -

‘[ Browse... ] No file selected. ‘

Power Saving

The custom screen saver appears in thedrop-down menu of Screensaver. The Screensaver

field appears only if Screensaver Type is set to Custom.

To set the system screen saver via web use r interface:

1. Click Settings ->Preference.
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2. SelectSystem from the drop-down menu of Screensaver Type.

Yealink | s

Account Network Features Settings Directory Security
MOH Language English (English) - 0 NOTE
Live Dialpad Disabled - 0
Preference Preference Settings
Backlight Active Level 8 - 9 The preference settings for
administrator.
Time&Date Watch Dog Enabled - 0
Upgrade Ring Type Ringl.wav - 0 You can click here to get
more guides.
. Private line ring Ring6.wav -
Auto Provision
Upload Ringtone [ Browse... | No file selected. | [7]
Configuration
:
Dial Plan Screensaver Wait Time 10 min -
Voice Display Clock @ on © off
Screensaver Type System - |
Tones
o

3. ClickConfirm to accept the change.

To configure the screen saver wait time and screensaver display clock via web user

interface:

1. Click Settings ->Preference.

2. Select the desired time from the drop-down menu of Screensaver Wait Time .

3. Mark the desired radio box in the Display Clock field.

-
Yealink | s
Status Account Network Features Settings Directory

MOH Language English (English) - @ NOTE
Live Dialpad Disabled - @

Preference Preference Settings
Backlight Active Level 8 A 0 The preference settings for

administrator.
Time&Date Watch Dog Enabled - @
Upgrade Ring Type Ringl.wav - @ You can click here to get
more guides.
. Private line ring Ring6.wav -

Auto Provision
Upload Ringtone ‘[ Browse* ] No file selected. ‘ 0

Configuration

g Upload Cancel

Dial Plan Screensaver Wait Time 6h -

e Display Clock @ on © off
Screensaver Type System -

Tones

4. Click Confirm to accept the change.

To configure the screen saver via phone user interface:

1. PressMenu ->Setting ->Basic->Display -> Screensaver.

2.  Press @ or @ , or the Switch soft key to select the desired wait time from the Wait

Time field.

3. Press @ or @ , or the Switch soft key to select the desired value from the Display
Clock field.

4. Press @ or @ , or the Switch soft key to select the desired value from the

Screensaver Type field.
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This field is available only if you have uploaded custom image file(s) via web user

interface.

5. Press theSave soft key to accept the change.

Power Saving

The power-saving feature turns off the backlight and screen to conserve energy. The phone
enters power-saving mode after it has been idle for a certain period of time. And the phone will
exit power-saving mode if a phone event occurs- for example, the phone receivesan incoming

call, or you press a key on the phone.

For T48S/T46S Skype for Businesphones, if you connect an expansion module EXPIO to the
phone, the screen saver will start orstop on the phone and EXP40 synchronously.

For T58AIT56A phones, if you connect a color-screen expansion module EXP50 to the phone,
the screen saver will start orstop on the phone and EXP50 synchronously

If the screen saver (refer toScreen Save) is enabled on your phone, power-saving mode will
still occur. For example, if a screen saver is configued to display after the phone has been idle
for 5 minutes, and power-saving mode is configured to turn off the backlight and screen after
the phone has beenidle for 15 minutes, the backlight and screen will be turned off 10 minutes

after the screen saver displays.

You can configure the following power -saving settings:

Office Hour : When you start work and how long you work each day.

Idle TimeOut (minutes) : The period of time the phone should be idle before the screen

turns off.

You can specify different timeouts for office hours (Office Hour Idle Timeout) and non-
office hours (Off Hour Idle Timeout). By default, the Office Hours Idle Timeout is much

longer than the Off Hours Idle Timeout.

You can also specify a separate timeout period that applies after you press a key or tap

the screen. This is called theUser Input Extention Idle TimeOut. You can choose to set a

higher User Input Extention Idle TimeOut than the Office Hours and Off Hours Idle

Timeouts,s o t hat when youodore act isvaevliyn gu stiordge twhoen opth ad me ,t

as often.

Not e To determine which idle timeout applies: If you press a key or tap the screen, the idle timeout
period that applies (User Input Extention Idle TimeOut or Office Hours/Off Hours Idle Timeout)
will be the timeout with the highest value.

Procedure

Power saving can be configured using the configuration files or locally .

Central <y0000000000x Configure the power-saving feature.
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Provisioning x>.cfg Parameter:
(Configuration features.power_saving.enable
File)

Configure the office hour.

Parameters:
features.power_saving.office_hour.monday
features.power_saving.office_hour.tuesday
features.power_saving.office_hour.wednesday
features.power_saving.office_hour.thursday
features.power_saving.office_hour.friday
features.power_saving.office_hour.saturday

features.power_saving.office_hour.sunday

Configures idle time before the phone enters

power-saving mode.
Parameters:
features.power_saving.office_hour.idle_timeout

features.power_saving.off_hour.idle_timeout

features.power_saving.user_input_ext.idle_timeout

Configure the power-saving feature.
Configure the office hour.

Configures idle time before the phone enters

Web User Interface power-saving mode.
Navigate to:

http://<phonelPAddress/serviet?p=settings -

powersaving&g=Iload

Details of the Configuration Parameters

Permitted
Parameter s Default
Values
features.power_saving.enable Oorl 1

Description :

Enables or disables the power-saving feature.
0-Disabled

1-Enabled

Web User Interface:

Settings->Power Saving->Power Saving

177



Microsoft Skype for Business Edition IP Phones Administrator Guide

178

Permitted
Parameter s Default
Values

Phone User Interface:

None
) ) ) ) Integer from
features.power_saving.office_hour.idle_timeout 960
1 to 960
Description :

Configures the time (in minutes) to wait in the idle state before the phone enters power-

saving mode during the office hours.
Example:
features.power_saving.office_hour.idle_timeout =600

The phone will enter power-saving mode when it has beeninactivated for 600 minutes (10
hour) during the office hours.

Web User Interface:
Settings->Power Saving->Office Hour Idle TimeOut

Phone User Interface:

None
Integer
features.power_saving.off_hour.idle_timeout from 1 to 10
10
Description :

Configures the time (in minutes) to wait in the idle state before the phone enters power-
saving mode during the non -office hours.

Example:
features.power_saving.off_hour.idle_timeout =10

The phone will enter power -saving mode when it has beeninactivated for 10 minutes

during the non -working hours.
Web User Interface:
Settings->Power Saving->Off Hour Idle TimeOut

Phone User Interface:

None
. . . . Integer from 1
features.power_saving.user_input_ext.idle_timeout 10
to 30
Description :

Configures the minimum time (in minutes) to wait in the idle state - after using the phone -

before the phone enters power-saving mode.
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Permitted
Parameter s Default
Values

Example:
features.power_saving.user_input_ext.idle_timeout =10

Web User Interface:

Settings->Power Saving>User input extension Idle TimeOut

Phone User Interface:

None

features.power_saving.office_hour.monday 7,19
features.power_saving.office_hour.tuesday 7,19
features.power_saving.office_hour.wednesday Integer from 7,19
features.power_saving.office_hour.thursday Oto23, 7,19

Integer from

features.power_saving.office_hour.friday 0to 23 7,19
features.power_saving.office_hour.saturday 7,7
features.power_saving.office_hour.sunday 7,7

Description :

Configures the starting timeandendingt i me of the dayogs offic
Starting time and ending time are separated by a comma.

Example:

features.power_saving.office_hour.monday =7,19

Web User Interface:

Settings->Power Saving->Monday/Tuesday/Wednesday/Thursday/Friday/Saturday/Sunday
Phone User Interface :

None

To configure the power -saving feature via web user interface:

1. Click Settings ->Power Saving .
SelectEnabled from the drop -down menu of the Power Saving field.
Enter the start time and end time respectively in the desired field.

Enter the desired value (£960) in the Office Hours Idle TimeOut field.

o > WD

Enter the desired value (£10) in the Off Hours Idle TimeOut field.

179



Microsoft Skype for Business Edition IP Phones Administrator Guide

6. Enter the desired value (:30) in the User input extension Idle TimeOut field.

MOH
Preference
Time&Date
Upgrade
Auto Provision
Configuration
Dial Plan
Voice

Tones

Phone Lock
Location

EXP Module
BToE

Power Saving

Yealinklves

Account

Network

Features

Settings

Directory

Power Saving
Office Hour
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday
Idle TimeQut (minutes)
Office Hour Idle TimeOut
Off Hour Idle TimeQut

User input extention Idle TimeQut

Enabled

960

10

10

- 19

- 19

=19

- 12

- 12

- 07

- 07

e |

Cancel

NOTE

settings-powersaving-note

You can click here to get
more guides.

7. ClickConfirm to accept the change.

Backlight

Note

180

You can change the backlight brightness of the LCD screen during phone activity and inactivity.

The backlight brightness automatically changes when the phone is idle for a specified time.
Backlight time is applicable to CP3%0/T58A/T56A/T55A/T48S/T46SSkype for Business phones
and connected EXP40EXP5Q

Backlight Active Level

is used to adjust the backlight intensity of the LCD screen when the

phone is active. It is applicable to CP960T58A/T56A/T55A/T48S/T46S Skype forBusiness
phones and the connected EXP40.

Inactive Level is used to adjust the backlight intensity of the LCD screen when the phone is

inactive. It is only applicable to T483 T46SSkype for Business phonesand the connected

EXPA40.

Backlight Time specifiesthe delay time to change the intensity of the LCD screen when the IP

phone is inactive. For T48S/T46S Skype for Business phonedacklight time is configurable on

Skype for Business Server only.

Bef or e

adj ust

t he

L C D ¢ smakeaswrekthe iexpdnsion mddulee x

has been connected to the Skype for Business phone.
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The following table lists available method s and configuration options to configure the backlight

of phone models.

Phone Model (and the

i . Configuration
connected expansion Configuration Methods

Options
module)

T48S(EXP40) Configuration Files Backlight Inactive
T46S(EXP40) Phone User Interface Level

CP960

T58AEXP0)
Configuration Files
T56 A(EXP0)
Web User Interface Backlight Active Level
T55A
Phone User Interface
T48S(EXP40)

T46S(EXP40)

CP960
T58A

Phone User Interface Backlight Time
T56A

T55A

Procedure

Backlight can be configured using the configuration files or locally.

Central Configure the backlight of the LCD screen.
Provisioning Parameters:
] ) <y0000000000x» .cfg
(Configuration phone_setting.active_backlight_level
File) phone_setting.inactive_backlight_levé
Configure the backlight of the LCD screen.
Web User Interface Navigate to :
Local http://<phonelPAddress>/servlet?p=setti
ngs-preference&q=load
Phone UserInterface Configure the backlight of the LCD screen.

Details of Configuration Parameters:

Parameters Permitted Values Default

phone_setting.active_backlight_level Integer from 1 to 10 8

Description :

Configures the intensity of the LCD screen when thephone is active.
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10 is the highest intensity .

For T48S/T46SSkype for Businessphones it confi gur es t hpaond CD
and the connected EXP40.

For CP960/T58A/T56A T55A Skype for Business phones, it configures the intensity of the

touch screen.

Note: It is applicable to CP960/T58A/T56 AT55A/T48S/T46SSkype for Business phonesand
the connected EXP40.

Web User Interface:
Settings->Preference->Backlight Active Level
Phone User Interface:

Menu->Setting - >Basic-> Display->Backlight->Backlight Active Level

phone_setting.inactive_backlight_level Oor1l 1

Description :

Configures the intensity of the LCD screen whenthe phone is inactive.
0- Off

1-Low

Note: Itis only applicable to T48Sand T46SSkype for Business phonesand the connected
EXP40

Web User Interface:
None
Phone User Interface:

Menu->Setting - >Basic-> Display->Backlight->Inactive Level
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To configure the backlight via  web user interface:

1. Click Settings ->Preference.

2. Select the desired value from the drop-down menu of Backlight Active Level .

Yealink | vss

Account Features Settings Directory

MOH Language English (English) - 9 NOTE
Live Dialpad Disabled - 0
Preference Preference Settings
Backlight Active Level 8 - 0 The preference settings for
administrator.
Time&Date Watch Dog Enabled - 0
i You can click here to get
Upgrade Ring Type Ringl.wav - @ g
P9 0 more guides.
. Private line ring Ring6.wav -
Auto Provision
Upload Ringtone ‘[ Browse I No file selected. | 0
Configuration
i

3. Click Confirm to acceptthe change.
To configure the backlight via phone user interface:

1. PressMenu ->Setting ->Basic->Display ->Backlight .

2. Press @ or @ , or the Switch soft key to select the desired level from the Backlight
Active Level field.

3. Press ®0r @ or the Switch soft key to select the desired value from the Inactive
Level field.

4. Press theSave soft key to accept the change.

Bluetooth

Not e

Bluetooth enables low-bandwidth wireless connections within a range of 10 meters (32 feet).
The best performance is in the 1 to 2 meters (3 to 6 feet) range. It is not applicable to
T42S/T41S Skype for Business phones.

For T48S/T46S Skype for Business phtes, you can pair and connect the Bluetooth headset. For
CP960T58A/T56A/T55A Skype for Business phones, you can use youSkype for Business
phone as a Bluetooth speaker for your mobile phone and manage calls for your mobile phone.

For more information, refer to Yealink Skype for Business phonespecific user guide.

You can personalize the Bluetooth device name. The preconfigured Bluetooth device nhame will
display in scanning list of other devices. It is helpful for the other Bluetooth devices to identify

and pair with your phone.

To use this feature on T48S/T46FT56A/T55A Skype for Business phones, make sure the
Bluetooth USB dongle is properly connected to the USB port on the back of the phone.

Procedure

Bluetooth mode can be configured using the configuration files or locally.
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Central Provisioning
] ] ) <y0000000000x%.cfg
(Configuration File)

Enable or disable the Bluetooth

feature.
Parameter:

static.bluetooth.function.enable

Configure Bluetooth fast entrance.
Parameter:

features.bluetooth.fast_entrance

Configure Bluetooth mode.
Parameter:

features.bluetooth_enable

Configure the Bluetooth device

name.
Parameter:

features.bluetooth_adapter_name

Web User Interface

Local

Configure Bluetooth mode.
Navigate to :

http://<phonelPAddress>/serviet?p=
features-bluetooth&qg=load

Phone User Interface

Configure Bluetooth mode.

Configure the Bluetooth device

name.
Details of the Configuration Parameter:
Parameter Permitted Values Default
static. bluetooth.function.enable Oorl 1

Description :
Enable or disable the Bluetooth feature.
0-Disable

1-Enable

Web User Interface:
None
Phone User Interface:

None

Note: Itis only applicable to T58A/T56A/T55A Skype for Business phoneslf you change
this parameter, the phone will reboot to make the change take effect.
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Parameter Permitted Values Default

features.bluetooth.fast_entrance Oor1 0

Enables or disables the phone to display a Bluetoothentry on the menu screen.
0-Disabled
1-Enabled

Note : It is only applicable to CP960/T58AT56A/T55A Skype for Business phonesFor
T58A/T56A/T55A Skype for Business phone, iworks only if the value of the parameter
jstaticbl uet oot h. functi qbnabled)abl eDZ i s set to 1

Web User Interface:
None
Phone User Interface:

None

features.bluetooth_enable Oorl 0

Description :

Triggers Bluetooth mode to on or off.

0-Off

1-On

Note: Itis only applicable to CP960/T58A/T56A/T55AT48S/T46S Skype for Business

phones. For T5S8A/T56A/T55A Skype for Business phone, i works only if the value of the
par ameatatiel| jet oot h. functi dBnabed)abl eDZ i s set

Web User Interface:
Features>Bluetooth ->Bluetooth Active
Phone User Interface:

Menu->Setting - >Basic->Bluetooth ->Bluetooth

) o Refer to the
String within 64 )
features.bluetooth_adapter_name following
characters
content

Description :

Configures the Bluetooth device name.
For CP960 Skype for Business phones:
The default value is YealinkCP960.

For T58A Skype for Business phones:
The default value is Yealink T58.

For T56A Skype for Business phones:

185



Microsoft Skype for Business Edition IP Phones Administrator Guide

186

Parameter Permitted Values Default

The default value is Yealink T56A.
For T55A Skype for Business phones:
The default value is Yealink T55A
For T48S Skype for Business phones:
The default value is Yealink T48S.
For T46S Skype for Business phones:
The default value is Yealink T46S.

Note : For CP960/T48S/T46S Skype for Business phone# works only if the value of the
parameter] f eat ures. bl uet oot h_FerTSBA/T56ADKB5ASKkype It  t
Business phone, 1 works only if the value of the parameter
jstaticbl uet oot h. funct i qBnabled)adtheerddze of the pamrnetet o 1
jfeatures.bluetooth_enableDZis set to 1 (

Web User Interface:
None
Phone User Interface:

Menu->Setting - >Basic->Bluetooth ->Bluetoo th (On)->Edit My Device Information ->Device
Name

bluetooth.a2dp_sink 0,1lor2 0

Enables or disables the phone to display the Media audio option for the connected

Bluetooth device.

0-Disabled

1-Enabled, the phone displays the Media audio option, but this option is disabled.
2-Enabled, the phone displays the Media audio option, and this option is enabled.

Note : It is only applicable to CP960 Skype for Business phoneslt works only if the value of
the parameter jstaticb | uet oot h. f unct i IiBnabled)andtheesdlie of the s e
parameterj f eat ur es. bl uet oot h _IfyouzHarge tbZ parameterethe t ¢
phone will reboot to make the change take effect.

Web User Interface:
None
Phone User Interface:

None

To active the Bluetooth mode via web user interface:

1.

Click Features->Bluetooth .
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2.

Yealink | es

f Account Features

Select the desired value from the drop-down menu of Bluetooth Active .

Directory

General Bluetooth Settings

Information Bluetooth Active

Audio Confirm

Intercom

NOTE

features-bluetooth-note

You can click here to get
more guides.

Remote Control

Bluetooth

LED

3. Click Confirm to accept the change.

To active the Bluetooth mode via phone user interface:

1. PressMenu ->Setting ->Basic->Bluetooth .
2.  Press @ or @ , or theSwitch soft key to select On from the Bluetooth field.
3. Press theSave soft key to accept the change.

To edit device information via phone user interface:

1. PressMenu ->Setting ->Basic->Bluetooth .

2. Press @ or @ or the Switch soft key to select On from the Bluetooth field.

3. Press theSave soft key to accept the change.

4. SelectEdit My Device Information and then press the Enter soft key.
The LCD screen displays the device name and MAC address. THAAC address cannot be
edited.

5. Enter the desired name in the Device Name field.

6. Press theSave soft key to accept the change or the Back soft key to cancel.

Showing Full Name

Showing full name allows the phone to extend thedisplay | engt h o fnanehfeh
showing full name feature is enabled, more characterscan be displayed. Showing full name

feature is only applicable to T48S/T46S Skype for Business phones
Procedure

Showing full name can be configured using the configuration files or locally .

econtactos

Configure the phone to show full

Central name.

Provisioning <y0000000000xx% .cfg b .
arameter:

(Configuration File)
phone_setting.name_full_display.mode

Phone User Interface Configure the phone to show full
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name.
Details of the Configuration Parameter:
Parameter Permitted Values Default
phone_setting.name_full_display.mode 0,1o0r2 0

Description :
Configure the display mode of the contactd same.
0-Off, the phone does not extend the display length of the contact @ name.

1-On, the phone extends the display | engt h of t hMore characte cah ljes
displayed in a line.

2-On (only applicable to T48S)t he phone extends the displ g
names. More characters (about 15 characters)can be displayedi n a | i ne. | f
name includes a dot, the dot breaks a line into two lines.

Note : It is only applicable to T48S/T46S Skype for Business phonedf you change this
parameter, the phone will reboot to make the change take effect.

Web User Interfa ce:
None
Phone User Interface:

Menu->Setting - >Basic->Display->Show full name

To configure the phone to display full name via phone user interface:

1. PressMenu ->Setting ->Basic->Display ->Show full name .

2. Press@ , @ , or the Switch soft key to select On from the Show full name field.

Show full name

1. Show full name: On

Switch

3. Press theSave soft key to accept the change.

The phone will reboot to make the change take effect.
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Time and Date

Phones maintain a local clock and calendar. Time and date are displayed on the idle screen of

phones.

The following table lists available configuration methods for time and date.

Option

Configuration Methods

NTP time server

Configuration Files
Web User Interface

Phone User Interface

Configuration Files

Time Zone Web User Interface
Phone User Interface
Web User Interface
Time
Phone User Interface
Configuration Files
Time Format Web User Interface
Phone User Interface
Web User Interface
Date

Phone User Interface

Date Format

Configuration Files
Web User Interface

Phone User Interface

Daylight Saving Time

Configuration Files

Web User Interface

NTP Time Server

A time server is a computer server that reads the actual time from a reference clock and

distributes this information to the clients in a network. The Network Time Protocol (NTP) is the

most widely used protocol that distributes and synchronizes time in the network.

The phones synchronize the time and date automatically from the NTP time server by default.

The NTP time server address can be offered bythe DHCPserver or configured manually. NTP

by DHCP Priority feature can configure the priority for the phone to use the NTP time server

address offered by the DHCP server or configured manually.

Time Zone

A time zone is a region on Earth that has a uniform standard time. It is convenient for areas in

close commercial or other communication to keep the same time. When configuring the phone
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to obtain the time and date from the NTP time server, you must set the time zone .

Procedure

NTP time server and time zone can be configured using the configuration files or locally.

<y0000000000x% .Cfg

Configure the NTP server.
Parameters:

phone_setting.hide_ntp_server.enable

Central Provisioning
(Configuration File)

<MAC> .cfg

Configure NTP by DHCP priority

feature and DHCP time feature.

Parameters:

local_time.manual_ntp_srv_prior

local_time.dhcp_time

Configure the NTP server, time zone.
Parameters:

local_time.ntp_serverl
local_time.ntp_server2
local_time.interval
local_time.time_zone

local_time.time_zone_name

Web User Interface

Local

Configure NTP by DHCP priority
feature and DHCP time feature.
Configure the NTP server, time zone.
Navigate to :

http://<phonelPAddress>/serviet?p=s
ettings-datetime&qg=load

Phone Userlinterface

Configure DHCP time feature.

Configure the NTP server and time

zone.
Details of Configuration Parameters:
Parameter s Permitted Values Default
local_time.manual_ntp_srv_prior Oorl 0

Description :

server.

Configures the priority for the phone to use the NTP server address offered by the DHCP
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Parameter s Permitted Values Default

0-High, use the NTP server address offered bythe DHCP server preferentially
1-Low, use the NTP server address cofigured manually preferentially

Web User Interface:

Settings->Time&Date->NTP by DHCP Priority

Phone User Interface:

None

local_time.dhcp_time Oorl 0

Description :

Enables or disables thephone to update time with the offset time offered by the DHCP

server.
0-Disabled

1-Enabled

Note: It is only available to offset from GMT O.
Web User Interface:
Settings->Time&Date->DHCP Time

Phone User Interface:

Menu->Setting ->Basic->Date & Time->DHCP Time

phone_setting.hide_ntp_server.enable Oor1l 0

Description :
It enables or disables the phone to hide NTP Server configurations on the LCDscreen.
0-Disabled

1-Enabled, the NTP Server configurations on the LCD screen will be hidden, so that you

cannot configure NTP Server address manually.

Note: It is not applicable to T42S/T41S Skype for Business phonedf you change this

parameter, the phone will reboot to make the change take effect.
Web User Interface:
None

Phone User Interface:

None
. IP Address or Domain
local_time.ntp_serverl cn.pool.ntp.org
Name
Description :
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Parameter s Permitted Values Default

Configures the IP address or the domain name of the NTP server 1.
Example:

local_time.ntp_serverl = 192.168.0.5

Web User Interface:

Settings->Time&Date->Primary Server

Phone User Interface:

Menu->Setting ->Basic->Date & Time->General>SNTP Settings>NTP Serverl

) IP Address or Domain
local_time.ntp_server2 cn.pool.ntp.org
Name

Description :
Configures the IP address or the domain name of the NTP server 2.

If the NTP server 1 is not configured or cannot be accessedthe phone will request the time
and date from the NTP server 2.

Example:

local_time.ntp_server2 = 192.168.0.6
Web User Interface:
Settings->Time&Date->Secondary Server
Phone User Interface:

Menu->Setting ->Basic->Date & Time->General->SNTP Settings>NTP Server2

o Integer from 15 to
local_time.interval 1000
86400

Description :
Configures the interval (in seconds) to update time and date from the NTP server.

Example:

local_time.interval = 1000

Web User Interface:
Settings->Time&Date->Synchronism (15~86400s)
Phone User Interface:

None

local_time.time_zone -11to + 14 +8
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Parameter s Permitted Values Default

Description :

Configures the time zone.

Example:

local_time.time_zone = +8

For more available time zones, refer to Appendix B: Time Zoneson page 462.
Web User Interface:

Settings->Time&Date->Time Zone

Phone User Interface:

Menu->Setting->Basic->Date & Time->General->SNTP Settings>Time Zone

. . String within 32 .
local_time.time_zone_name China(Beijing)
characters

Description :
Configures the time zone name.

The available time zone names depend on the time zone configured by the parameter
Jjlocal _time.time_zoneDZ For more informat

time zone, refer to Appendix B: Time Zoneson page 462.

Example:

local_time.time_zone_name = China(Beijing)

Note: 't works only if the value of the para
(Automatic) and the par aDiestheorul]dl obcea |c_otnifnieg

Web User Interface:
Settings->Time&Date->Location
Phone User Interface:

Menu->Setting ->Basic->Date & Time->General->SNTP Settings>Location

To configure NTP by DHCP priority feature via web user interface:

1. Click Settings ->Time&Date .
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2. Select the desired value from the drop-down menu of NTP by DHCP Priority .

Yealink | s

MOH
Preference
Time&Date
Upgrade
Auto Provision
Configuration
Dial Plan
Voice

Tones

Phone Lock
Location

EXP Module

BToE

Power Saving

Status Account Network

Time&Date:

DHCP Time

Time Zone

Daylight Saving Time
Location

Fixed Type

Start Date

End Date

Offset(minutes)

Features Settings Directory

Disabled - @

+8 China . Singapore . Australia+ Russia ~ + 0
@ Automatic © Enabled © Disabled i
China(Beiiing) - 0

© DsTByDate ~ DSTByWeek @

Month l— Dayl— Hourl—

Month l— Dayl— Hourl—
l—

NTP By DHCP Priority

Primary Server

Secondary Server
Synchronism (15~86400s)
Manual Time

Time Format

Date Format

High - |
time.windows.com Q
time.nist.gov (7]
1000 ]
Disabled - @
Hour 24 - 9
WWW MMM DD - @

Cancel

NOTE

Time Zone
Choose the time zone you are
n.

NTP Server

The server which is used to
synchronize the dock of the
phone.

You can click here to get
more guides.

3. Click Confirm to accept the change.

To configure the NTP server, time zone via web user interface:

1. Click Settings ->Time&Date .

o > WD

respectively.

SelectDisabled from the drop-down menu of Manual Time .

Select the desired location from the drop-down menu of Location .

Select the desired time zone from the drop-down menu of Time Zone.

Enter the domain name or IP addressin the Primary Server and Secondary Server field

6. Enter the desired time interval in the Synchronism (15~86400s) field.

Yealink | s

MOH
Preference
Time&Date
Upgrade
Auto Provision
Configuration
Dial Plan
Voice

Tones

Phone Lock
Location

EXP Module

BToE

Power Saving

Account Network Features Settings Directory
Time&Date:
DHCP Time Disabled - 9
| Time Zone +8 China . Singapore « Australia+ Russia  + el

Daylight Saving Time

@ Automatic ©) Enabled © Disabled

| Location China(Beiing) - 9 |
Fixed Type @ DST By Date DST By Week )
Start Date Month l_ Day l— Hour l—
End Date Month l_ Dayl— Hourl—
Offset(minutes) l— (7]
NTP By DHCP Priority High -
Primary Server time.windows.com e
Secondary Server ‘time.nist.gov e
Synchronism (15~86400s) 1000
Manual Time Disabled - 9
Time Format Hour 24 - 9
Date Format VAN MMM DD - 9

Cancel

NOTE

Time Zone
Choose the time zone you are
in.

NTP Server

The server which is used to
synchronize the clock of the
phone.

You can click here to get
more guides.
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7. Click Confirm to accept the change.
To configure the SNTP settings via phone user interface:

1. PressMenu ->Setting ->Basic->Date & Time ->General->SNTP Settings.

2. Press (Dor @ or the Switch soft key to select the time zone that applies to your area
from the Time Zone field.

The default time zone is "GMT+8".

3. Enter the domain name or IP addressof SNTP serverin the NTP Serverl and NTP Server2

field respectively.

4, Press@or @ or the Switch soft key to select automatic, enabled and disabled from the
Daylight Saving field.

5. Press@ or@ or the Switch soft key to select the desired location from the Location
field.

6. Press theSave soft key to accept the change.

Time and Date Settings

You can set the time and date manually when phones cannot obtain the time and date from
the NTP time server. The time and date display can use one of several different formats.

Procedure

Time and date can be configured using the configuration file s or locally.

Configure the time and date

manually.

Parameter:
local_time.manual_time_enable
Central Provisioning <MAC> .cfg Configure the time and date

(Configuration File)
formats.

Parameters:
local_time.time_format

local_time.date_format

Configure the time and date
manually.
Configure the time and date

Web User Interface formats.

Local Navigate to :
http://<phonelPAddress>/serviet?p

=settings-datetime&q=load

Configure the time and date
Phone User Interface
manually.
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Configure the time and date

formats.
Details of Configuration Parameters:
Parameter s Permitted Values Default
local_time.manual_time_enable Oor1l 0

Description :

Enables or disables thephone to obtain time and date from manual settings.
0-Disabled, obtain time and date from NTP server

1-Enabled, obtain time and date from manual settings

Web User Interface:

Settings->Time&Date->Manual Time

Phone User Interface:

None

local_time.time_format Oor1l 1

Description :

Configures the time format.

0-Hour 12, the time will be displayed in 12-hour format with AM or PM specified.

1-Hour 24, the time will be displayed in 24-hour format (for example, 2:00 PM displays as
14:00).

Web User Interface:

Settings->Time&Date->Time Format

Phone User Interface:

Menu->Setting ->Basic->Date & Time->Time&Date Format->Time Format

local_time.date_format 0,1,2,3,4,50r6 0

Description :

Configures the date format .
Valid values are:

0-WWwW MMM DD
1-DD-MMM -YY
2-YYYYMM-DD
3-DD/MMIYYYY
4-MM/DD/YY
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Parameter s Permitted Values Default

5-DD MMM YYYY
6-Www DD MMM

Note: ] WWWDZ r epresents the abbreviat i o-digitddy, t
] MMMDZ r epresents the first trédpresemdsalfoartdipityeas
and JYYDZrepdgigearnt s a t wo

Web User Interface:
Settings->Time&Date->Date Format
Phone User Interface:

Menu->Setting ->Basic->Date & Time->Time&Date Format->Date Format

To configure the time and date manually via web user interface:

1. Click Settings ->Time&Date .
2. SelectEnabled from the drop-down menu of Manual Time .

3. Enter the time and date in the corresponding fields.

.
Yealink|es
| | Account || Network || Features |[EECULUCEN | Directory |

MOH Time&Date: NOTE

DHCP Time Disabled - o
Preference Time Zone

NTP By DHCP Priority High - Choose the time zone you are

3 in.
Time&Date Primary Server time.windows.com 0
" . NTP Server
Upgrade Secondary Server time.nist.gov 7] The server which is used to
. Synchronism (15~864005) 1000 0 synchronize the clock of the

Auto Provision phone.

Manual Time Enabled - @
Configuration

Date Year 2017 Month 7 Day 13 You can click here to get

o more guides.

Dial Plan Time Hour 16 Minute 14 Second 20 <
Voice Time Format Hour 24 - @

Date Format VW MMM DD - @
Tones
B

4. Click Confirm to accept the change.
To configure the time and date format via web user interface:

1. Click Settings ->Time&Date .

2. Select the desired value from the drop-down menu of Time Format .
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3.

Select the desired value from the drop-down menu of Date Format .

Yealinklwes

Account Network Features Settings Directory

MOH Time&Date: NOTE

DHCP Time Disabled - 0
Preference Time Zone

Time Zone +8 China . Singapore . Australia+ Russia ~ + 0 Choose the time zone you are

i _ . : in.
Time&Date Daylight Saving Time @ automatic © Enabled O Disabled @@
NTP Server
Upgrade Logation China(Befing) - @ The server which is used to
= synchronize the dock of the
. Fixed Type @ DST By Date DST By Week

Auto Provision » 4 4 @ phone.

Start Date Month Day Hour
Configuration

End Date Month Day Hour You can click here to get

o more guides.

Dial Plan Offset(minutes) !
Voice WNTP By DHCP Priority High -

Primary Server time.windows.com e
Tones

Secondary Server time.nist.gov o
Phone Lock

Synchronism (15~86400s) 1000 (7]
Location Manual Time Disabled -
EXP Module Time Format Hour 24 - 9

Date Format VW MMM DD - 9
BToE

Confirm Cancel

e

4.

Click Confirm to accept the change.

To configure the date and time manually via phone user interface:

1.

2.

PressMenu ->Setting ->Basic->Date &Time ->General->Manual Settings .

Enter the specificdate and time or press @ or @ to edit specific date and time in the
corresponding fields.

PressSave to accept the change.

The time and date displayed on the LCDscreen will change accordingly.

To configure the time and date format via phone user interface:

PressMenu ->Basic->Date &Time ->Time&Date Format.

Press @or @ or the Switch soft key to select the desired date format from the Date

Format field.

Press @or @ , or the Switch soft key to select the desired time format (12 Hour or

24 Hour) from the Time Format field.

Press the Save soft key to accept the change or the Back soft key to cancel.

Daylight Saving Time

198

Daylight Saving Time (DST) is the practice of temporary advancing clocks during the summer

time so that evenings have more daylight and mornings have less. Typically, clocks are adjusted

forward one hour at the start of spring and backward in autumn. Many countries have used the

DST at various times, details vary by location. By default, the DST is set to Automatic, sd can

be adjusted automatically from the current time zone configuration. You can configure DST for

the desired area as required.
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Procedure

Daylight saving time can be configured using the configuration files or locally.

Central Provisioning
(Configuration File)

<MAC> .cfg

Configure DST.
Parameters:
local_time.summer_time
local_time.dst_time_type
local_time.start_time
local_time.end_time

local_time.offset_time

Local

Web User Interface

Configure DST.

Navigate to :
http://<phonelPAddress>/serviet?p

=settings-datetime&g=Iload

Details of Configuration Parameters:

Parameter s

Permitted Values Default

local_time.summer_time

0,1or2 2

Description :

0-Disabled
1-Enabled
2-Automatic

Web User Interface:

Phone User Interface:

Configures Daylight Saving Time (DST) feature.

Settings->Time&Date->Daylight Saving Time

Menu->Setting ->Basic->Date & Time->General>SNTP Settings>Daylight Saving

local_time.dst_time_type

Oorl 0

Description :

0-DST B Date

1-DST B Week

(Enabled).

Configures the DST time type.

Note: It works only if the value of the parameter] | ocal _ti me. summer _t
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Parameter s Permitted Values Default

Web User Interface:
Settings->Time&Date->Fixed Type
Phone User Interface:

None

local_time.start_time Time 1/1/0

Description :
Configures the start time of the DST.
Value formats are:

Month/Day/Hour (for DST By Date)

Month/Day of Week Last in Month/Day of Week/Hour of Day (for DST By Week)
I f Jlocal _ti me. ds tDSTBy Dute), usgtheempings set t o O
Month : 1=January, 2=February A, 12=December
Day:1=t he first day in a month, A, 31= the |
Hour:0=0am, 1=1am, A, 23=11pm
I f Jlocal _ti me. ds tDSTBy Wexk),tuse the dapging: set to 1
Month:1=January, 2=February, A, l12=December
Day of Week LastinMonth :1 =t he f i r st week in a month,
DayofWeek: 1=Monday, 2=Tuesday, A, 7=Sunday
Hourof Day: 0 = 0 a m, 1=1am,,&, 23=11pm

Note: 1t wor ks only if the value of the para
(Enabled).

Web User Interfac e:
Settings->Time&Date->Start Date
Phone User Interface:

None

local_time.end_time Time 12/31/23

Description :
Configures the end time of the DST.
Value formats are:
Month/Day/Hour (for DST By Date)
Month/Day of Week Last in Month/Day of Week/Hour of Day (for DST By WeekK)
I f Jlocal _ti me. ds tDSTBy Dute), usgtheem@gpings set t o O

Month:1=January, 2:February,,&, l12=December
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Parameter s Permitted Values Default

Day:1 =t he first day i n a mont h, A, 31= the |
Hour:0=0am, 1=1am, A, 23=11pm

I'f Jlocal _ti me. ds tDSTBy Week),tuse thedapging: set to 1
Month:1=January, 2:February,,&, l12=December
Day of Week LastinMonth :1=t he first week in a mont h,
Dayof Week: 1=Monday, 2=Tuesday, A, 7=Sunday
HourofDay: 0 =0am, 1=1am, A, 23=11pm

Note: 1 t wor ks only if the value of the parai
(Enabled).

Web User Interface:
Settings->Time&Date->End Date
Phone User Interface:

None

local_time.offset_time Integer from -300 to 300 Blank

Description :
Configures the offset time (in minutes) of DST.

Note: It works only if the value of the parameter] | ocal _ti me. summer _t
(Enabled).

Web User Interface:
Settings->Time&Date->Offset(minutes)
Phone User Interface:

None

To configure the DST via web user interface:

1. Click Settings ->Time&Date .

2. SelectDisabled from the drop-down menu of Manual Time .

3. Select the desired time zone from the drop-down menu of Time Zone .

4. Enter the domain name or IP address in thePrimary Server and Secondary Server field
respectively.

5. Enter the desired time interval in the Synchronism (15~86400s) field.

6. Mark the Enabled radio box in the Daylight Saving Time field.

- Mark the DST by Date radio box in the Fixed Type field.

Enter the start time in the Start Date field.
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Enter the end time in the End Date field.

-
Yealink | s
Account Features Settings Directory

MOH Time&Date: NOTE

DHCP Time Disabled - @
Preference Time Zone

Time Zone +8 China . Singapore . Australiz . Russia - o Choose the time zone you are

_ _ _ in.
Time&Date Dayiight Saving Time © Automatic @ Enabled ) Disabled )
- — — NTP Server
Upgrade Fixed Type @ DST By Date ) DST By Week g The server which is used to
» Start Date Month 1 Day 1 Hour 1 ST i @ i

Auto Provision phone.

End Date Month 12 Day 12 Hour 12|
Configuration

Offset(minutes) 0 You can click here to get

a more guides.

Dial Plan NTP By DHCP Priority High - :
Voice Primary Server time.windows.com o

Secondary Server time.nist.gov o
Tones

Synchronism (15~86400s) 1000 (7]
Forralass Manual Time Disabled - 9
Location Time Format Hour 24 - 9
EXP Module Date Format WWW MMM DD - 9
Power Saving

- Mark the DST by Week radio box in the Fixed Type field.

Select the desired values of DST Start Month, DST Start Week of Month, DST Start
Day of Week, Start Hour of Day; DST Stop Month, DST Stop Week of Month, DST
Stop Day of Week and End Hour of Dayfrom the drop -down menu.

7. Enter the desired offset time in the Offset(minutes) field.

8. Click Confirm to accept the change.

Customizing an Auto DST Template File

The time zone and corresponding DST pre configurations exist in the AutoDST file. If the DST is

set to Automatic, the phone obtains the DST configuration from the AutoDST file. You can
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