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1. 0630p

VPN (BupTya/sibHass 4YacCcTHasA CeTb) - 3TO TEXHOJIOTHS,
obecreuynBapIas 3alULIEHHYI0 (3aKpbITY0 OT BHEILIHEro JOCTyna) CBSA3b
JIOTUYECKOM CeTH TMOBepX YaCTHOM WA NyOJUYHOM TMpPH HaJAYUHU
BBICOKOCKOPOCTHOI'O UHTEPHETA.

CoenvHeHUe UCIIOJB3YeT BUPTYaJbHbIM TYHHeJb [ pealu3aluu
IMPpPOBaHUA JAaHHbIX, IPOBEPKHU U MOJIb30BaTEJS ayTEHTUPUKALUS, KOTOpas
rapaHTUpYyeT, YTO JAaHHble He OblLIM QasbCUPUIUPOBAHDI, PENJIMIMPOBAHBI,
IIPOBEPEHBL.

YTo kacaeTcqa BbiaesieHHOW JuHUM, VPN paboTaeT B UHTepHeTe 6Ge3
ype3MepHbIX 3aTpaT. MoKHO 6€30MacHO U 9KOHOMHUYHO NepeaBaTh YacTHbIE
AaHHble yepe3 MUHTepHeT. VPN-cuctema BkiroyaeT VPN-cepBep, VPN-kiueHT
Y BUPTYyaJ/IbHbIM TYHHeJb. Ha pruc.1 mnokasaHa npocras cxema VPN.

VPN commectiom virtual tunnel
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VPN mnosBossier ip TenedoHy H3 O0OLIEAOCTYIHOM CETH UMETh
0e30MacHbIN ya/I€HHbIN JOCTYN K 4aCTHOU ceTH (puc.2)
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2. OpenVpn.

OpenVPN - cBoGojgHas peannsalus TeXHOJOTUU BUPTYaJbHOU
yacTHOM ceTu (VPN) C OTKpBITBIM MCXOAHBIM KOJOM [iJII CO3/JaHHUS
3aIMPPOBAHHBIX KaHAJIOB THUIIA TOYKA-TOYKAa WJIM CEPBEP-KJUEHTBI MEXIAY
KOMIIbIOTEpaAMU

2.1 YcranoBka OpenVPN (OC Windows )

3arpy3sute U yctraHoBuTe OpenVPN (Hanpumep, OpenVPN 2.3.18) u
BBINOJIHUATE CJIeyIOl/e HIaru:

B pgaHHOM mnpuMmepe, OpenVPN ycranaBauBasica C:\Program
Files\OpenVPN.

— 3amnyckaeM CKayaHHbIU Qaui - HaxkuMaeM «Next» - «I Agree»

Welcome to the OpenVPN
2.3.18-1602 Setup Wizard

This wizard will guide you through the installation of
CpenVPM , an Open Source YPM package by James Yanan,

Mote that the Windows version of OpenVPN will only run on
Windows XP, or higher,

Mext = Cancel
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| ™ DE N License Agreement
VY Please review the license terms before installing OpenvPM
2.3.18-I602,

Press Page Down to see the rest of the agreement.

CpenyPM (TM) -- An Open Source VPN daemon e
Copyright (C) 2002-2017 OpenVPM Technologies, Inc. <sales@openvpn.net=

This distribution contains multiple components, some

of which fall under different licenses. By using OpenyPM
or any of the bundled components enumerated below, you
agree to be bound by the conditions of the license for
each respective component,

CpenyPM frademark W

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPN 2,3, 18-1602,

< Back I Agree Cancel

BbicTaBasieM Mapkepbl «OpenVPN RSA Certificate Management Scripts»
(Hy>xeH [Ji1 BO3MOXXHOCTU CreHepupoBaTb cepTudukaTbhl) U OpenSSL

Utilities
0
N e Choose Components
¥ | pac®
L1tA Choose which features of OpenvPN 2.3, 18-1602 you want to
install.

Select the components to installjupgrade. Stop any OpenVPN processes or the OpenyPH
service ifitis running. All DLLs are installed locally,

Select components to install: -[+] OpenVPN GUI A
: OpenyPM File Assodations

Openssl Utiities

OpenyPM RSA Certificate Management Scripts

1% AOD SHOrTCUTS 0 Start Menu
i+-[+] Dependencies (Advanced)

e

Description
Space required: 6.3ME Position your mause o

< Back Mext = Cancel
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«Next» u «Install» — HauHETCS ycTaHOBKA.

B nmnpouecce MacTep yCTaHOBKM MOXeT BblJJaTh 3alpoc Ha
NO/ITBEPKJeHUe yCTAaHOBKM BUPTYyaJIbHOIO CeTeBOro  ajanTepa —
corsiamaemcs (Install).

[locse 3aBepiieHuss HakuMaeM «Next» - cHUMaeM rajioduky «show
Readme» - «Finish»

YcTraHOBKa 3aBeplleHa.

2.2 Co3gaHue cepTUPUKATOB.
2.2.1 IlepBoHaYa/ibHasA KOHPUTypaL M.

- B nanke ycraHoBku OpenVPN (mo ymosavanuwo, C:\Program
Files\OpenVPN) u co3gaém katasor SSL.

— B nmanke C:\Program Files\OpenVPN\easy-rsa, co3pgaém ¢aiin vars.bat,
OTKpbIBaeM ero Ha peJlakTUpOBaHMe U IPUBOJUM K CJIe[lylolieMy BUAY:

set "PATH=%PATH%,;%ProgramFiles%\OpenVPN\bin"
set HOME=%ProgramFiles%\ OpenVPN\easy-rsa

set OPENSSL_CONF=C:\Program Files\OpenVPN\easy-rsa\openssl-1.0.0.cnf
set KEY CONFIG=openssl-1.0.0.cnf

set KEY_DIR=keys

set DH_KEY SIZE=1024

set KEY SIZE=1024

set KEY_ COUNTRY=RU

set KEY PROVINCE=Ekaterinburg

set KEY_CITY=Ekaterinburg

set KEY ORG=Organization

set KEY EMAIL=iivanov@nag.ru

set KEY CN=NAG

set KEY OU=NAG

set KEY NAME=server.domain.ru

set PKCS11_MODULE_PATH=NAG

set PKCS11_PIN=12345

* 8 Kamasoze easy-rsa yxce ecmo atin vars.bat.sample — moscHo
nepeumeHo8ams U UCN0/1b30804Mb €20.

** 3HaueHue HOME He meHsieM, ecau ocmasuau nymb YCMAHOBKU
npo2pammul N0 YMOAYAHUK);

KEY _DIR — kamasoe, Kyda 6ydym 2eHepupog8amucsi cepmugukameol;
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KEY CONFIG modxcem 6bimb pA3HbIM — €20 Jy4vylle NOCMOmpems 8
daitise vars.bat.sample uau no Ha3zsaHurw coomeemcmayrwuje2o gdatiia 8 nanke
easy-rsa;

KEY NAME jcenamenbHo, Ymobbl cOO0mM8emcmeo8a NOJAHOMY UMEHU
VPN-cepsepa; ocmasibHble onyuu MOXHO 3adNOJAHUMb NPOU3BOJIbHO.

2.2.2 Co3pganue ceprudukara CA.

— 3amnyckaeM KOMaHJHY CTPOKY (cmd) OT MUMeHH aIMUHUCTpATOpa:

KomangHan crooxka

- 3akpenuts Ha HAYANEHOM JKpaHe

JonoaHuTEnBHD =
JaxpenwTe Ha NaHeny 3afaqy

Janyck oT MMEHW AMUHKWCTRATOPa
MepeidTi k pacnoncxkednio haina

He nokaswieaTs B 3TOM CMCKE

Adobe Reader Xl

— [IlepexonuM B KaTasior easy-rsa:

cd C:\\Program Files\OpenVPN\easy-rsa

— 3anyckaem ¢aiia vars.bat

vars.bat

— YucTuM KaTajloTy OT yCcTapeBliel HHPOpMalMu:
clean-all.bat

— CHoBa 3anyckaeM vars.bat (mocsie clean nepeonpepesisitoTcs HEKOTOpPbIE
nepeMeHHbIE):

vars.bat
— T'eHepupyeM cepTUdHUKAT U HA BCe 3anpochbl HA2kuMaeM Enter.

build-ca.bat



2.2.3 Cospganue ¢aiisia dh1024.pem
B komaHaHOM cTpoke (cmd) BBeAUTE
build-dh
2.2.4 Co3pganue cepruduUKaTa cepBepa

B KoMaH/JHO# CTpOKe HEOOXOMMO BBECTH:

build-key-server.bat cert

* 2de cert — umsi cepmugukama; Ha ece 3anpocwl Haxcumaem Enter. B
KOHYe nodmeepxcdaem 08a pa3a KOPPEKMHOCMb UHPOPMAYUU 886000M Y.

Cozepxxumoe HanKu C:\Program
Files\OpenVPN\easy-rsa\keys [IepeHOCUM B C:\Program
Files\OpenVPN\ssl.

2.2.5 Co3pgaHue cepruduKaTa KJIMEHTA.

['eHepupyeM cepTUPHUKAT MOJIb30BaTE/sl, B KOMaHJAHOU CTpoke (cmd)
BBO/JIVM:

build-key.bat clients

* Ha ece 3anpocbl Haxcusaem Enter, 8 koHye — y.

** Mol MmoxcemM Ha kaxcdo2o KAUEHMA Ccz2eHepuposambsb C8oU
cepmudukam, a moxcem Uchoab308ams 00uH Ha e6cex. Ilepsvili eapuaHm
6e3zonacHee, 8mopoll — y0obHee. Kakum no/vb308ambcsi — pewams Ucxoosl u3
JUYHO20 0Nblma, mpebo8aHull noAumMuKu 6e30nacHoCmu KOMNAHUU U YPOBHS
dosepusi K n0/1b308ameJsiM.

2.3 daiisibl KOHpUTrypaLumu
2.3.1 Kondwurypaunusa cepBepa.

[lepenocum u3 nanku C:\Program Files\OpenVPN\sample-config B
C:\Program Files\OpenVPN\config ¢paiin sample.ovpn. [leperMmeHOBbIBaeM
ero B server.ovpn. ®aiy server.ovpn OTKpblBaeM Ha peJaKTUpPOBaHUE U
IPHUBOJHUM K CJIeJyI0lleMy BUAY:



port 12345

proto udp

dev tun

dev-node "VPN Server”

dh "C:\\Program Files\\OpenVPN\ \ssl\\dh1024.pem"”
ca "C:\\Program Files\\OpenVPN\ \ssl\\ca.crt”

cert "C:\\Program Files\\OpenVPN\ \ssl\\cert.crt”

key "C:\\Program Files\\OpenVPN\ \ssl\ \cert.key"
server 10.10.0.0 255.255.0.0

max-clients 32

keepalive 10 120

client-to-client

comp-lzo

persist-key

persist-tun

cipher DES-CBC

status "C:\\Program Files\\OpenVPN\\log\ \status.log"
log "C:\\ Program Files\\OpenVPN\\log\\openvpn.log"
verb 4

mute 20

* 2de port — cemesoli nopm (12345 no3sosaum uszbexcamv npobsem
npu ucno/sb308aHuu UHmepHema 8 06WeCcmMB8eHHbIX Mecmax, Ho Moxcem 6bimb
JH06bIM U3 c80600HbIX, Hanpumep 1723, 3aHamble nopmbsl 8 Windows moxcHO
nocmompems KomMaHdol netstat -a);

dev-node — Ha3eaHue cemegozo uHmepdgelica;

server — nodcemso, 8 KOmopotl 6ydym pabomamb Kak cam cepgep, mak
U NOOK/H4EHHbIE K HEMY KAUEHMbL.

** mak Kak 8 HEKOMOPbIX NyMsiX eCmb Npobesibl, napamemp 3aHOCUMCS
8 KaBbIUKAX.

HARHHHHHAHARHHHH A A AR HHHHH A AR HHHHH AR BB H AR AR
# Which local IP address should OpenVPN

# listen on? (optional)
;local a.b.c.d
# Which TCP/UDP port should OpenVPN listen on?

# If you want to run multiple OpenVPN instances
# on the same machine, use a different port
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# number for each one. You will need to
# open up this port on your firewall.

# the default port 1194

port 1194

# TCP or UDP server?

#Uncomment the line to enable TCP or UDP
;proto tcp

proto udp

# "dev tun" will create a routed IP tunnel,

# "dev tap" will create an ethernet tunnel.

# Use "dev tap0" if you are ethernet bridging
# and have precreated a tap0 virtual interface
# and bridged it with your ethernet interface.
# If you want to control access policies

# over the VPN, you must create firewall

# rules for the the TUN/TAP interface.

# On non-Windows systems, you can give

# an explicit unit number, such as tun0.

# On Windows, use "dev-node" for this.

# On most systems, the VPN will not function
# unless you partially or fully disable

# the firewall for the TUN/TAP interface.
#Typically, dev tap is used if VPN server is
# running on windows

#tap is for Windows and tun is for Linux
dev tap

;dev tun

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel if you

# have more than one. On XP SP2 or higher,

# you may need to selectively disable the

# Windows firewall for the TAP adapter.

# Non-Windows systems usually don't need this.
;dev-node MyTap

# SSL/TLS root certificate (ca), certificate
# (cert), and private key (key). Each client
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# and the server must have their own cert and

# key file. The server and all clients will

# use the same ca file.

#

# See the "easy-rsa" directory for a series

# of scripts for generating RSA certificates

# and private keys. Remember to use

# a unique Common Name for the server

# and each of the client certificates.

#

# Any X509 key management system can be used.

# OpenVPN can also use a PKCS #12 formatted key file
# (see "pkcs12" directive in main page).

#Please be sure the filename

#ROOT CA is generated by build-ca, and it is used to verify the
legality of customer certification.

ca "C:\\Program Files\\OpenVPN\\config\\ca.crt"

#The certificate file of server
cert "C:\\Program Files\\OpenVPN\\config\\Cdtsmserver.crt"

#The key of certificate file.
key "C:\\Program Files\\OpenVPN\\config\\Cdtsmserver.key"

# This file should be kept secret

# Diffie hellman parameters.

# Generate your own with:

# openssl dhparam -out dh1024.pem 1024
# Substitute 2048 for 1024 if you are using
# 2048 bit keys.

dh dh1024.pem

# Configure server mode and supply a VPN subnet

# for OpenVPN to draw client addresses from.

# The server will take 10.8.0.1 for itself,

# the rest will be made available to clients.

# Each client will be able to reach the server

# on 10.8.0.1. Comment this line out if you are

# ethernet bridging. See the man page for more info.
#Launch VPN server on TAP/TUN interface with Specific [P
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address and net mask
;server 192.168.0.0 255.255.255.0

# Maintain a record of client <-> virtual IP address
# associations in this file. If OpenVPN goes down or
# is restarted, reconnecting clients can be assigned
# the same virtual IP address from the pool that was
# previously assigned.

ifconfig-pool-persist ipp.txt

# Configure server mode for ethernet bridging.

# You must first use your OS's bridging capability

# to bridge the TAP interface with the ethernet

# NIC interface. Then you must manually set the

# [P /netmask on the bridge interface, here we

# assume 10.8.0.4/255.255.255.0. Finally we

# must set aside an IP range in this subnet

# (start=10.8.0.50 end=10.8.0.100) to allocate

# to connecting clients. Leave this line commented

# out unless you are ethernet bridging.

#If users want to launch the VPN server on bridge
server-bridge 10.8.0.2 255.255.255.0 10.8.0.50 10.8.0.100

# Configure server mode for ethernet bridging

# using a DHCP-proxy, where clients talk

# to the OpenVPN server-side DHCP server

# to receive their [P address allocation

# and DNS server addresses. You must first use
# your OS's bridging capability to bridge the TAP
# interface with the ethernet NIC interface.

# Note: this mode only works on clients (such as
# Windows), where the client-side TAP adapter is
# bound to a DHCP client.

;server-bridge

# Push routes to the client to allow it

# to reach other private subnets behind
# the server. Remember that these

# private subnets will also need

# to know to route the OpenVPN client
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# address pool (10.8.0.0/255.255.255.0)
# back to the OpenVPN server.

;push "route 192.168.35.0 255.255.255.0"
;push "route 192.168.20.0 255.255.255.0"

# To assign specific [P addresses to specific

# clients or if a connecting client has a private

# subnet behind it that should also have VPN access,
# use the subdirectory "ccd" for client-specific

# configuration files (see man page for more info).

# EXAMPLE: Suppose the client

# having the certificate common name "Thelonious"
# also has a small subnet behind his connecting

# machine, such as 192.168.40.128/255.255.255.248.
# First, uncomment out these lines:

client-config-dir ccd
;route 192.168.40.128 255.255.255.248

# Then create a file ccd/Thelonious with this line:
# iroute 192.168.40.128 255.255.255.248

# This will allow Thelonious' private subnet to

# access the VPN. This example will only work

# if you are routing, not bridging, i.e. you are

# using "dev tun" and "server" directives.

# EXAMPLE: Suppose you want to give

# Thelonious a fixed VPN IP address of 10.9.0.1.
# First uncomment out these lines:
;client-config-dir ccd

;route 10.9.0.0 255.255.255.252

# Then add this line to ccd/Thelonious:

# ifconfig-push 10.9.0.1 10.9.0.2

# Suppose that you want to enable different

# firewall access policies for different groups

# of clients. There are two methods:

# (1) Run multiple OpenVPN daemons, one for each
# group, and firewall the TUN/TAP interface

# for each group/daemon appropriately.
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# (2) (Advanced) Create a script to dynamically
# modify the firewall in response to access

# from different clients. See man

# page for more info on learn-address script.
;learn-address ./script

# If enabled, this directive will configure

# all clients to redirect their default

# network gateway through the VPN, causing

# all IP traffic such as web browsing and

# and DNS lookups to go through the VPN

# (The OpenVPN server machine may need to NAT
# or bridge the TUN/TAP interface to the internet
# in order for this to work properly).

;push "redirect-gateway defl bypass-dhcp”

# Certain Windows-specific network settings
# can be pushed to clients, such as DNS

# or WINS server addresses. CAVEAT:

# http://openvpn.net/fag.html#dhcpcaveats
# The addresses below refer to the public

# DNS servers provided by opendns.com.
;push "dhcp-option DNS 10.10.22.243"

;push "dhcp-option WINS 202.106.0.20"

# Uncomment this directive to allow different
# clients to be able to "see" each other.

# By default, clients will only see the server.

# To force clients to only see the server, you
# will also need to appropriately firewall the
# server's TUN/TAP interface.
client-to-client

# Uncomment this directive if multiple clients

# might connect with the same certificate/key

# files or common names. This is recommended
# only for testing purposes. For production use,
# each client should have its own certificate /key
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# pair.

#

# IF YOU HAVE NOT GENERATED INDIVIDUAL

# CERTIFICATE/KEY PAIRS FOR EACH CLIENT,

# EACH HAVING ITS OWN UNIQUE "COMMON NAME",
# UNCOMMENT THIS LINE OUT.

duplicate-cn

# The keepalive directive causes ping-like

# messages to be sent back and forth over

# the link so that each side knows when

# the other side has gone down.

# Ping every 10 seconds, assume that remote

# peer is down if no ping received during

# a 120 second time period.

#( Openvpn can not connect again in mode server )
# The value can be modified by users.

keepalive 10 120

# For extra security beyond that provided

# by SSL/TLS, create an "HMAC firewall"

# to help block DoS attacks and UDP port flooding.
#

# Generate with:

# openvpn --genkey --secret ta.key

# The server and each client must have
# a copy of this key.

# The second parameter should be '0’
# on the server and '1' on the clients.
;tls-auth ta.key 0 # This file is secret

# Select a cryptographic cipher.

# This config item must be copied to
# the client config file as well.

#We use DES-CBC as an example.
;cipher BF-CBC

;cipher AES-128-CBC

;cipher DES-EDE3-CBC

cipher DES-CBC
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# Enable compression on the VPN link.
# If you enable it here, you must also

# enable it in the client config file.
;comp-lzo no

# The maximum number of concurrently connected
# clients we want to allow.

# The value can be modified by users.
max-clients 20

# It's a good idea to reduce the OpenVPN
# daemon's privileges after initialization
#

# You can uncomment this out on

# non-Windows systems.

;user nobody

;group nobody

# The persist options will try to avoid

# accessing certain resources on restart

# that may no longer be accessible because
# of the privilege downgrade.

persist-key

persist-tun

# Output a short status file showing
# current connections, truncated

# and rewritten every minute.
status openvpn-status.log

# By default, log messages will go to the syslog (or

# on Windows, if running as a service, they will go to
# the "\Program Files\OpenVPN\log" directory).

# Use log or log-append to override this default.

# "log" will truncate the log file on OpenVPN startup,
# while "log-append” will append to it. Use one
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# or the other (but not both).
;log openvpn.log
;log-append openvpn.log

# Set the appropriate level of log

# file verbosity.

#

# 0 is silent, except for fatal errors

# 4 is reasonable for general usage

# 5 and 6 can help to debug connection problems
# 9 is extremely verbose

#The value can be modified by users

verb 4

# Silence repeating messages. At most 20

# sequential messages of the same message
# category will be output to the log.

:mute 20

IIlpumeuyaHue: Kommemapuu omme4eHbl «#» uau «» JaHHaA
KoHguzypayusi pabomaem das OC Windows uau Linux.

I[lomnume, ymo 8 OC Windows o0xasa 3adaHusi nymu, Heo6xo00umo
UCno/16308amb «\ \» (Hanpumep, "C:\\Program
Files\\OpenVPN\ \ config\ \foo.key")

2.3.2 IoaxioyeHue K cepsepy OpenVPN.

— B ceTeBbix noakaoueHrusax Windows oTKpbIBaeM ynpaBJieHHE alalTeEPaMHU
- TAP-amantep nepernMeHoBbiBaeM B «VPN Server» (Kak y Hac ykasaHO B
KOHUTypaLlMoOHHOM ¢auJe, pa3gese dev-node):

l: VPM Server
=

Cetesoi kabens HE NoAKN...
s _ ik a 1 i
K = TAP-Windows Adapter V9

— OtkpsbiBaeM cayk6b1 Windows u HaxoguM «OpenVpnService».



https://www.dmosk.ru/miniinstruktions.php?mini=services-windows
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D i?wu? DUNETPRI

ﬂ}l'i-ll.ll&& COOTBETCTBHE

Chy#6hl

= Knaccudeckoe npuacxeHue

MpunoxeHna
2. Cnyx6bl KOMNOHEHTOB .
Mapametpel

¢ VisMeHeHwe napameTpoe cyX6bl .
Windows Search

[# Touck 1 ycTpaHeHue NpoBnem cnyx6bl
Windows Search

| L2 cayxbel |

— Cayx6y «OpenVpnService» HacTpauBaeM Ha aBTO3aMyCK U BKJIOYAEM:



Qainn  Jenctene

Bug Cnpaska
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e @z B -~ =

5 CnyxBel (nokans|

S

OpenVPN 5¢

OcranoenTe
MepesanyveTy

\pECLLIIanHHbIﬁjl(\CTEH,ﬂ,EpTHbIﬁf

e S |
s |
Ofwwe  Bxons cuctemy BoccrarosneHwe  JasucumocTi
Cocrostue Tun 3anycka ]|
WA cnyxGii: OpenYPNService
Bpyunyto (aK..
OtoBpaxaemoe  QpenVPN Service BpyuHyto (3K...
MR
BeinonHaetca  AeTomatnue..
Orwcanue: Bpyuryto (ak...
BoinonnreTrcs  Bpydnyto
ABTOMAETUYE...
WenonHAaeMEli daiin: |
Beinonuaercs  Astomarnue..
"C:\Program Files\OpenVPN'binopenvpnsery exe” Boinoriinsici | Amiomamiues:
BeinonHaetcs  AsTomatvue..
Tun sanycka: ABToMaTMECKI
BeinonHaercs  Astomarnue...
Bpyunyto (ak..
CocTopHmue: BeinonHAsTCA Bpyunyto (aK..
. = - Bpyumyro
JanycTUTe OcTaHoBuT: MNpWocTaHoENTE MpoADNXWTE
BeinonHaeTtcs  AsTomatvue..
Bei MoxeTe yrasaTe NapameTpel SaMycka, MPMMEHREMBIE NPK 3anycre Beinonuaerca  Bpyunyro
cryx6bl N3 3TOro QWanoroBoro oKHa. Bpyunyio
Bpyunyto
Bpyumyro
BeinonHaetca  ABTomatvde.. [
0K OmaeHa By amn |
_ Orentouera L
£ >
_______ —

— PaHee neperMeHOBaHHbIN ceTeBOM HHTEPPENC JOKEH BKIIOYUTHCS:

- VPM Server
-
s Heono3IHaHHaA CeTh

i 2= a Y
@~ TAP-Windows Adapter VO

2.3.3 KoH¢urypanus KJMeHTa.

[lepexogum B manky C:\Program Files\OpenVPN\sample-config.
OTkpbiBaeM U peflaktupyem daiia client.ovpn.

HH#HHHHHHH A HHHHH A A HHHHH AR H A B HHH T H A A HH
# Sample client-side OpenVPN 2.0 config file #
# for connecting to multi-client server. #

H#

# This configuration can be used by multiple #
# clients, however each client should have #
# its own cert and key files. #

H#
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# On Windows, you might want to rename this #
# file so it has a .ovpn extension #
HHHHHHHHHH A HHHHH A A HHHHH AR H A HHHHH SR HH
# Specify that we are a client and that we
# will be pulling certain config file directives
# from the server.
Client

# Use the same setting as you are using on

# the server.

# On most systems, the VPN will not function
# unless you partially or fully disable

# the firewall for the TUN/TAP interface.
#we use Tap as an example

dev tap

;dev tun

# Windows needs the TAP-Win32 adapter name
# from the Network Connections panel

# if you have more than one. On XP SP2,
# you may need to disable the firewall

# for the TAP adapter.

;dev-node MyTap

# Are we connecting to a TCP or

# UDP server? Use the same setting as

# on the server.

#Please be same as the server's protocol.
;proto tcp

proto udp

# The hostname/IP and port of the server.
# You can have multiple remote entries

# to load balance between the servers.
#Outer network ip of OpenVPN

remote 192.168.35.91 1194

;remote my-server-2 1194

# Choose a random host from the remote
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# list for load-balancing. Otherwise
# try hosts in the order specified.
;remote-random

# Keep trying indefinitely to resolve the

# host name of the OpenVPN server. Very useful

# on machines which are not permanently connected
# to the internet such as laptops.

resolv-retry infinite

# Most clients don't need to bind to
# a specific local port number.
Nobind

# Downgrade privileges after initialization (non-Windows only)
;user nobody

;group nobody

# Try to preserve some state across restarts.

persist-key

persist-tun

# If you are connecting through an

# HTTP proxy to reach the actual OpenVPN

# server, put the proxy server/IP and

# port number here. See the man page

# if your proxy server requires

# authentication.

;http-proxy-retry # retry on connection failures
;http-proxy [proxy server] [proxy port #]

# Wireless networks often produce a lot
# of duplicate packets. Set this flag

# to silence duplicate packet warnings.
;mute-replay-warnings

# SSL/TLS parms.
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# See the server config file for more
# description. It's best to use

# a separate .crt/.key file pair

# for each client. A single ca

# file can be used for all clients.
#Please be sure the file name

ca /config/openvpn/ca.crt

cert /config/openvpn/Client.crt
key /config/openvpn/Client.key

# Verify server certificate by checking

# that the certicate has the nsCertType

# field set to "server". This is an

# important precaution to protect against

# a potential attack discussed here:

# http://openvpn.net/howto.html#mitm

#

# To use this feature, you will need to generate
# your server certificates with the nsCertType
# field set to "server". The build-key-server

# script in the easy-rsa folder will do this.
ns-cert-type server

# If a tls-auth key is used on the server
# then every client must also have the key.
;tls-auth ta.key 1

# Select a cryptographic cipher.

# If the cipher option is used on the server
# then you must also specify it here.
;cipher x

# we use DES-CBC as an example

cipher DES-CBC

# Enable compression on the VPN link.
# Don't enable this unless it is also

# enabled in the server config file.
;comp-lzo no
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# Set log file verbosity.
verb 3

# Silence repeating messages
;mute 20

2.3.4 Cospganue ¢amnia client.tar
Jlns1 co3paHre KAMeHTCKOTo ¢aitjia He06X0IMMO:

— CKOnMUpoOBaTh dann client.ovpn U3 C:\Program
Files\OpenVPN\sample-config u Client.crt, Client.key, ca.crt ¢aiisos
C:\Program Files\OpenVPN\easy-rsa\ u C:\Program Files\OpenVPN\
JJ1Sl KJIMEeHTa.

— [llepermenoBaTsb ¢aiia client.ovpn B vpn.conf.

— @aua vpn.conf  npuBecTH K cJeaywuieMy BUAY, C00Ji0Aast BecChb
CUHTAKCHC:

client

resolv-retry infinite

nobind

remote 172.31.71.94 12345
proto udp

dev tun

comp-lzo

ca /config/openvpn/ca.crt

cert /config/openvpn/clients.crt
key /config/openvpn/clients.key
dh /config/openvpn/dh1024.pem
float

cipher DES-CBC

keepalive 10 120

persist-key

persist-tun

verb 0

— [lpu nomowmu nporpamMmmsl 7-zip AJjs co3aaTth ¢aia vpn.tar.
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3. HacTporika TesedpoHa
3.1 Kondurypaunus yepes web

B pazaene Network-Advanced-VPN:

— YcraHaBiMBaeM Mapkep HanpoTuB pyHKMu OpenVPN
— BkiovyaeM JaHHBIA QYHKIMOHAJ

® OpenVEN
Active | Enabled v
Izer Name |
Password I |
Upload{<50K) Bridepute dhaitn |1.rpn.tar
Upload

— 3arpy»kaeM co3JlaHHbIX ¢pan vpn.tar
- Haxumaem knaBuuty «Upload»

— [Ilocne ycnemHoM 3arpy3kd 3arpy3KU MOSIBUTCS COODILEHUE:

w |
MoaTeepauTte aedcTeme Ha 172.31.2.175: l

— AxrtuBupyem OpenVPN u HaxkuMaeM KHONKY «Submit»
— [Ilocne nmnepesarpy3ku anmnapaT MOPUMEHUT HACTPOWMKHU U NIPU icnemHOM

File uploaded success!

nojkstoueHrss VPN-cepBepa Ha AycIiee 0TOOPA3UTCs 3HAY0K
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Yepes 3KpaHHOM MEHIO MOXKHO YBU/ZIeTh IPUCBOEHHBIN ip azpec.




