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1 Before Getting Started                                                   
Before you can connect 7010 to the network and use it, you must have a high-speed Internet connection installed. A high-speed connection includes such environments as DSL, cable modem, and a leased line. 7010 IP phone is a stand-alone device, which requires no PC to make Internet calls. 7010 IP is fully compatible with SIP and IAX2 industry standard and can interoperate with many other SIP or IAX2 compliant devices and software in market.
2 Safety Instructions                                                  
Warning:
Read the safety precautions and the user guide before use.
Explain their contents and the potential hazard associated with using the telephone to your children.
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To care for your Matorola phone, please keep it away from:
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	Liquids of any kind

Don’t expose your phone to water, rain, extreme humidity, sweat, or other moisture.
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	Dust and dirt 

Don’t expose your phone to dust, dirt, sand, food, or other inappropriate materials.
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	Extreme heat or cold 

Avoid temperatures below -10°C/14°F or above 45°C/113°F.
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	Cleaning solutions 

To clean your phone, use only a dry soft cloth.

Don’t use alcohol or other cleaning solutions.
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	Microwaves 

Don’t try to dry your phone in a microwave oven.
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Don’t drop your phone.


Quality Assurance
We have been reached a distribution agreement with distributors, end users can replace, repair or return directly from the purchase, If bought the product directly from out company, please check with your sales service representative to obtain RMA (Commodities Retreat operation and management) code. Our company reserves the right to change the warranty policy without advance notice.
2 Package contents                                                        
1. 7010 IP phone base unit.

2. Handset

3. Coiled handset connecting cord

4. One Straight Ethernet cable
5. One Power supply

6. User guide
7.  2 wall mount bracket
8.  1 table bracket 
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3 SPEC and Features                                                        
3.1 Hardware Spec
· 32-bit 150MHz MIPS CPU

· 16-bit 100MHz DSP
· 2MB flash memory
· 16MB SDARM

· 2*16 character LCD
· 34 KEYS, 1 LED

· WAN: 10/100M RJ45

· LAN: 10/100M RJ45 (Option)
3.2 DSP Spec
· G.711A/u, G.723.1（5.3k/6.3k）, G.729a/b,G.722,G.726
· G.168 echo cancel

· Full duplex hand-free

· VAD (Voice Activity Detection)

· CNG (Comfortable Noise Generation)

· AEC (Acoustic Echo Cancellation)

· Adaptive voice jitter buffer

· Codec negotiation supported for fixed and dynamic
3.3 SIP Protocol Spec
· RFC Protocol Edition: RFC3261 and RFC2543

· Compatible with all major SIP Servers: Cisco, Osip, Vocal, ser, Partysip, Simens, Grandstream, etc.

· DTMF Mode: RFC2833, RELAY, SIP INFO
· Server authentication mode: none, basic, MD5
· DNS name of SIP server
· SIP signaling port setting

· NAT traverse, STUN

· NAT traverse, SIP Express router

· Pubic Server/ Private server. Can connect to ISP and Private SIP server at the same time9
· Dual back- up servers 
· Peer to peer SIP call
3.4 Software feature
· Languages: English 

· Flexible Dial Map: Fix length; End with #; Dial with time out
· 9 Kinds of ringer able select by number of Phone Box and 2 kinds of ringer user defined
· Speakerphone

· Dial Map Table
· 5 Speed dial key.

· Dual register No. for phone

· Black list for reject authenticated call
· Reject incoming call
· Limit dialing out No. list

· No Disturb

· Caller ID display

· Call forward, call transfer, call hold, call waiting

· Call forward with unconditional, busy and no answer

· 3 party conference 
· 50 entries each for dialed call, received call and missed call

3.5 Networking Standards
· WAN/LAN port with Router or Bridge Mode

· NAT ALG

· PPPoE for xDSL, automatically keep alive

· DHCP Client on WAN

· DNS client with 2 servers IP 

· SNTP

· RTP: RFC3550

· 802.1P QOS
3.6 Others
· Boot Monitor

· Upgrade firmware through POST mode
· Keyboard Configuration

· HTTP/HTTPS Web-Based Configuration

· FTP, TFTP upgrade firmware·
· WEB upgrade firmware

· FTP, TFTP, HTTP upload/download configuration file
3.7 Physical & Environmental 
Desktop / Wall mounting 

Power Input: 100 to 240 ACV / 50/60Hz Output:7.5 DCV

Dimensions: 210 x 170 x 130 mm 

Weight: 680 g (main unit) 

Operating Temperature: 0°to +40°C (32°to +104°F) 

Storage Temperature:-20°to +70°C (-40°to +158°F) 

Humidity: 5% -95% non-condensing.
4 Installation                                                            
Use the cable for Internet connection; connect the ‘WAN’ port of 7010 to router.  Get the cable from box and connect the WAN port of phone to your PC. Connect the power supply in the box to ‘DC’. Then start your phone.
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Desktop installation:
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Wall installation
This phone can be installed on the wall, the back of base has two wall -mounted ports:
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To install the phone on the wall, put two pothooks on the wall, hang the wall port of the phone back on the wall. The two supporting frames will balance the bottom of the phone and place it to the wall
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       OFF                        ON
Use the handset, pull out the wall-mounted label (extension of the down) from the handset bracket, rotate the wall label and then insert to wall-mounted label slot, caught by the extension of the handset.
5 General Appearance                                                       
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Display:
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	Key Button
	Key Button Definitions

	1
	0 - 9, *, #
	Digital, star and pound keys are also used for setting and call process.

	2
	Menu/OK 
[image: image18.png]



	Menu: enter the main menu, or confirm current status

	3
	DEL
[image: image19.png]



	delete the current editing content or delete the incorrect number in pre-dial mode. 



	4
	Sys Info
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	Display local IP address on LCD

display the current registered account

display the register status

	5
	Exit
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	return the previous menu or exit the main menu

	6
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	Transfer: used as blind transfer, attended transfer and half attended transfer

	7
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	Conference: used as three party conference

	8
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	Hold: hold the active call

	9
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	Call List: browse the call logs

	10
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	Used as Flash

	11
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	Used as phonebook

	12
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	Navigation key used as UP in menu or Increase handset / speakerphone volume 

	13
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	Navigation key used as DOWM in menu or reduce handset / speakerphone volume

	14
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	Navigation key used as LEFT in menu or reduce handset/speaker volume 

	15
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	Navigation key used as RIGHT in menu or increase handset/speaker volume

	16
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	Enter to voice mail

	17
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	Speaker: activate/deactivate the hands-free function

	18
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	Redial: Dial a new number or redial the last call.

	19
	M1-M5
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	Speed dial: make the speed dial call


6 Phone Operations                                                       
6.1 Make a Call
There are some ways to make a call:

1. Pick up handset or press 【[image: image36.jpg]H.F ¢



】 button, and then dial the desired numbers. 

2. Press the【[image: image37.jpg]


】button directly to redial the last call.

3. While checking call logs in【[image: image38.jpg]


】menu such as Dialed call / Received call / Missed call, press【#】or  Menu  button to dial out displayed number on LCD.

4. When the unit indicates Missed calls, press 【[image: image39.jpg]


】 and[image: image40.png]


button to enter Missed call menu, then press【Menu】button to review number. Press【#】or Menu button to dial out this number.

5. In standby, input the desired number to make pre-dial, Press 【#】/ [image: image41.jpg]H.F ¢



 button to dial out this number.
6.2 Phone book number store / edit / delete
In standby, -press【[image: image42.jpg]


】 button, LCD display “Phone Book Current” 
-press Menu to check first record, press 【[image: image43.jpg]


】 and 【[image: image44.jpg]


】 to review others.

-press 【[image: image45.jpg]


】 till LCD display “ADD”, then press 【Menu】 to input name, number, ring types. During the operation, press Local IP/DEL to delete wrong digit.

-press 【[image: image46.jpg]


】till LCD display “Search”, then press 【Menu】, input name of desired number and press 【Menu】 to check the item, if you want to edit it, press Local IP/DEL while LCD displays “0=mod 1=del”, then press 0/1 to modify/delete.
6.3 Call list check / delete / dial out
In standby, press【[image: image47.jpg]


】, LCD display “Call Record Dialed”,

-Press 【Menu】 to check last dialed out number and conversation time, press 【[image: image48.jpg]


】 and 【[image: image49.jpg]


】to review others; press 【#】to dial out this item; press Local IP/DEL to delete, LCD displays “Are you sure?”, press 【Menu】 to confirm.

- press【[image: image50.jpg]


】till LCD display “Received”, then press 【Menu】 to check latest received call, press【[image: image51.jpg]


】and 【[image: image52.jpg]


】to review others and press ”#” to dial out; press Local IP/DEL to delete.

- press 【[image: image53.jpg]


】 till LCD display “Call Record missed”, then press 【Menu】 to check latest miss call, press 【[image: image54.jpg]


】 and 【[image: image55.jpg]


】 to review other and press “#” to dial out; press Local IP/DEL to delete.
6.4 Hold
During conversation, press 【[image: image56.jpg]


】 to keep line, press it again to release.
6.5 Volume adjustment in conversation
During conversation, press navigation key to adjust receiving volume.
6.6 Block list setting / edit / delete
Please refer to below setting menu and CALL SERVICE setting in web configuration.
6.7 Call transfer
TRANSFER: During conversation, press 【[image: image57.jpg]


】button and input transferred number end with 【#】 to transfer the phone to the third part and hang up automatically
6.8 3-party conference
During conversation, press【[image: image58.jpg]


】, then dial another number plus # button, while line connected, press 【[image: image59.png]


】, press【[image: image60.jpg]


】 to make conference call;

7. Unit Configuration                                                                                                        
7.1 IP distribution mode selection
Note: before do this configuration, you should enter the web to set like: FEATUREEnable Pre-Dial
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Press and hold 【1】 button for 5s, the LCD displays “ARE YOU SURE”, than press” Menu”, LCD display “ CHANGING”, Then change to “STATIC MODE”;

Press and hold 【2】 button for 5s, the LCD display “ARE YOU SURE”, than press” Menu”, LCD display “ CHANGING”, Then change to “DHCP MODE”;

Press and hold 【3】 button for 5s, the LCD display “ARE YOU SURE”, than press” Menu”, LCD display “ CHANGING”, Then change to “PPPOE MODE”.
7.2 Configuration with keypad and LCD display
In standby, press 【Menu】 button till LCD shows " Input Password: " input correct password (default is 123), press 【Menu】 key to enter the menu list. Then follow below menu list to set parameters accordingly. 

During configuration, operations as follows

-For browse and edit Configuration, press【[image: image62.jpg]


】and【[image: image63.jpg]


】;

-To change parameter, press【PH No./Edit】firstly, then input desired digit, confirm and save by press buttons【Menu】.
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8 Web Interface Configuration                                   
The IP Phone Web Configuration Menu can be accessed by the following URI: http://Phone-WAN IP-Address/. The default WAN IP address is dynamic acquisition, press[image: image65.png]


 can access the IP address. 

If the web login port of the phone is configured as non-80 standard port, then user need to input http://xxx.xxx.xxx.xxx:yyyy, otherwise the web will show that no server has been found.
8.1 Login Web
While input correct IP address as above, logon menu pop out as follows:
 [image: image66.png]Username:
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There are two level login as: 

-Guest account: the default username and password is "guest", user can have a browse of system. 

-Administrator account: the default username and password is "admin", this user can configure the system.  
Note: After inputting username and password, user press carriage return directly to enter the page. 
While successfully login, web shown as follows:  
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8.2 Basic

8.2.1 Current state
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Network: Shows the configuration information on WAN and LAN port, including the connect mode of WAN port (Static, DHCP, PPPoE),MAC address, the IP address of WAN port and LAN port, ON or OFF of DHCP mode of LAN port

Accounts: Shows the phone numbers provided by the SIP LINE 1-2 servers.

The last line shows the version number and issued date
8.2.2 Wizard
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Please select the proper network mode according to the network condition. There’s three different network settings:
 Static IP: If your ISP server provides you the static IP address, please select this mode, and then finish Static Mode setting. If you don’t know about parameters of Static Mode setting, please ask your ISP for them.
 DHCP: In this mode, you will get the information from the DHCP server automatically; need not to input this information artificially.
 PPPoE: In this mode, your must input your ADSL account and password.
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IP Address: Input the IP address distributed to you.

Subnet Mask: Input the Subnet Mask distributed to you.

IP Gateway: Input the Gateway address distributed to you.

DNS Domain: Set DNS domain postfix. When the domain which you inputted can not be parsed, phone will automatically add this domain to the end of the domain which you inputted before and parse it again.

Primary DNS: Input your primary DNS server address.

Secondary DNS: Input your Secondary DNS server address.
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Display Name: If user set the display name, caller will show this display name.

Server Address: Input your SIP server address.

Server Port: Set your SIP server port.

Authentication User: Input your SIP registered account name.

Authentication Password: Input your SIP registered password.

SIP User: Input the phone number assigned by your VOIP service provider.

Enable Registration: Start to register or not by selecting it or not.
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Display detailed information that you manual config.

Choose DHCP MODE，click 【NEXT】to config simple SIP(default SIP1). You can browse it too. Click【BACK】to return to the last page. Like Static IP MODE。
Choose PPPoE MODE，click【NEXT】to config the PPPoE account/password and SIP(default SIP1). You can browse it too. Click【BACK】to return to the last page. Like Static IP MODE
[image: image73.png]wizarp | JeNIREIS

PPPOE Settings
Service Name Jany
User userizs
iPassword

[ Back | Next





Server Names: It will be provided by ISP.

User: Input your ADSL account.

Password: Input your ADSL password.

Notice: Click【Finish】button after finish your setting, IP Phone will save the setting automatically and reboot. After reboot, you can dial by the SIP account.
8.2.3 Call log
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Start Time: Display the start time of the outgoing call

Duration: Display the conversation time of the outgoing call.

Dialed Calls: Display the account/protocol/line of the outgoing call.
8.3 Network

8.3.1 Wan
User can view the current network IP linking mode of the system on this page.  

User will be authorized to set the network IP, Gateway and DNS if the system adopts the static linking mode. 

If the system selects DHCP service in the network which is using DHCP service, IP address will be gained dynamically. 

If the system selects PPPOE service in the network which is using the PPPOE service, then the IP address will be gained by the set PPPOE ISP internet and password of the account.  
Note: If IP address has been modified, the web page will no longer respond owing to the modification, so new IP address should be input in the address field now.  
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Active IP Address: The current IP address of the phone.

Current Subnet Mask: The Current Subnet Mask address.

Current IP Gateway: The current Gateway IP address.

MAC Address: The current MAC address of the phone.

MAC Timestamp: Shows the time of getting MAC address
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Please select the proper network mode according to the network condition. There are three different network settings:
 Static: If your ISP server provides you the static IP address, please select this mode, and then finish Static Mode setting. If you don’t know about parameters of Static Mode setting, please ask your ISP for them.
 DHCP: In this mode, you will get the information from the DHCP server automatically; need not to input this information artificially.

PPPoE: In this mode, your must input your ADSL account and password.

You can also refer to 7.1 Network setting to speed setting your network.
8.3.2 Qos & Vlan
The VOIP phone support 802.1Q/P protocol and DiffServ configuration. VLAN functionality can use different VLAN IDs by setting signal/voice VLAN and data VLAN. The VLAN application of this phone is very flexible.
[image: image77.emf]
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In chart 1, there is a layer 2 switches without setting VLAN. Any broadcast frame will be transmitted to the other ports except the send port. For example, a broadcast information is sent out from port 1 then transmitted to port 2,3and 4.

In chart 2, red and blue indicate two different VLANs in the switch, and port 1 and port 2 belong to red VLAN, port 3 and port 4 belong to blue VLAN. If a broadcast frame is sent out from port 1, switch will transmit it to port 2, the other port in the red VLAN and not transmit it to port3 and port 4 in blue VLAN. By this means, VLAN divide the broadcast domain viare stricting the range of broadcast frame transmition.

Note: chart 2 use red and blue to identify the different VLAN, but in practice, VLAN uses different VLAN IDs to identify.
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Enable LLDP: Enable LLDP by selecting it

Packet Interval: The time interval of sending LLDP Packet

Enable Learning Function: After enabling LLDP Learn, telephone can automatically learn the data of DSCP, 802.1p, VLAN ID from the switch. If the data is different from the data of the LLDP server, telephone will change its own value as the value of the switch（Synchronous with VLAN in switch）.
Enable DSCP: Enable DSCP by selecting it

SIP DSCP: Specify the value of the SIP DSCP
Audio RTP DSCP: Specify the value of the Audio RTP DSCP

Enable WAN Port VLAN: Enable WAN Port VLAN by selecting it

WAN Port VLAN ID: Specify the value of the WAN Port VLAN ID, the range of the value is 0-4095

SIP 802.1P Priority: Specify the value of the voice 8021.p priority, the range of the value is 0-7

Audio 8021P Priority: Specify the value of the signal 8021.p priority, the range of the value is 0-7

LAN Port VLAN Mode:
Follow WAN: Follow the WAN ID

Disable: Disable Port VALN

Enable: Enable Port VLAN and specify the Port VLAN ID different from WAN ID
LAN Port VLAN ID: Specify the value of the Port VLAN ID different from WAN ID,the range of the value is 0-4095
8.3.3 Service port
User can set up Telnet, HTTP, RTP port on this page and view DHCP table.  
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Configuration Explanation: 
Web Server Type: HTTP/HTTPS
HTTP Port: Configure web browse port, the default is 80 port, if you want to enhance system safety, you'd better change it into non-80 standard port;
Telnet Port: Configure telnet port, the default is 23 port;
RTP Port Range Start : It is dynamic allocation;
RTP Port Quantity: Configure the maximum quantity of RTP port. The default is 200;

※The configuration on this page needs to be saved after modified and will go into effect after restarting.

※If the Telnet, HTTP port will be modified, the port is better to be set as greater than 1024, because less than 1024 port system will save ports.  
※Set the HTTP port as 0, then the http service will be disabled.  
8.3.4Time & Date
Setting time zone and SNTP (Simple Network Time Protocol) server according to your location, you can also manually adjust date and time in this web page.
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Enable SNTP: Enable SNTP by selecting it

Enable DHCP Time: Enable DHCP Time by selecting it, then the phone will automatically synchronize the standard time.

Primary Server: Set SNTP Primary Server IP address.

Secondary Server: Set SNTP Secondary Server IP address

Timezone: Select the Time zone according to your location.

Resync Period: Set the Resync Period, the default is 60 seconds.

12-Hour Clock: Switch the time mechanism between 12 hours and 24 hours.Default is 24 hours mode.

Enable: Enable daylight saving time

Offset(minutes): Setup the variety length

Month: Setup stat and end month

Week: Setup start and end week

Day: Setup start and end day

Hour: Setup start and end hours

Minute: Setup start and end minutes
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Notice: You need specify the above all items.
8.4 VOIP Configuration                                             

8.4.1 Sip Configuration
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Choose the sip line to set info about SIP; there are 2 lines to choose.

Status：Shows if the phone has been registered the SIP server or not; or show Unapplied.

Server Address：Input your SIP server address.

Server Port：Set your SIP server port.

Authentication User：Input your SIP registered account name.

Authentication Password：Input your SIP registered password.

SIP User：Input the phone number assigned by your VoIP service provider.

Phone will not register if there is no phone number configured.

Display Name：Set the display name.

Enable Registeration： Start to register or not by selecting it or not.

Domain Realm：Set the sip domain if needed, otherwise this VoIP phone will use the Register server address as sip domain automatically. (Usually it is same with registered server and proxy server IP address).

Proxy Server Address：Set proxy server IP address（Usually, Register SIP Server configuration is the same as Proxy SIP Server. But if your VoIP service provider give different configurations between Register SIP Server and Proxy SIP Server, you need make different settings.）
Proxy Server Port：Set your Proxy SIP server port.

Proxy User：Input your Proxy SIP server account.

Proxy Password：Input your Proxy SIP server password.

Backup Server Address：Input the Backup Server Address, if the primary server is unavailable , then the phone will enable the Backup Server Address

Backup Server Port：Specify the Backup Server Port

Server Name：Set the server name.
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Disable Codecs/Enable Codecs：Use the navigation keys to highlight the desired one in the

Enable/Disable Codecs list, and press the desired to move to the other list.
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Forward Type：Select call forward mode, the default is Off
Off：Close down calling forward

Busy：If the phone is busy, incoming calls will be forwarded to

the appointed phone.

No answer： If there is no answer, incoming calls will be forwarded to the appointed phone after a specific.

Always：Incoming calls will be forwarded to the appoint phone immediately. The phone will prompt the incoming while doing forward.

Forward Number： Specify the number you want to forward.

No Ans. Fwd Wait Time： Specify the No Answer Forward Delay Time，if the Forward Type is No answer, incoming calls will be forwarded after the no answer forward wait time

Transfer Timeout： For the phone supports the transfer of certain special features server, set interval time between sending “bye” and hanging up after the phone transfers a call.

Enable Hotline：Specify Hot Line by selecting it

Hotline Number：Specify Hot Line Number, the phone dial the hot line number automatically at hands-free mode or handset mode after warm line time

Warm Line Wait Time：Specify the Warm Line Time

SIP Encryption：Enable/Disable Signal Encrypt.

SIP Encryption Key：Set the key for signal encryption.

RTP Encryption：Enable/Disable RTP Encrypt.

RTP Encryption Key：Set the key for RTP encryption

Enable Auto Answer：Enable Auto Answer by selecting it

Auto Answer Timeout：Specify Auto Answer Time, the phone auto answers the incoming call after Auto Answer Time

Enable Session Timer：Set Enable/Disable Session Timer, whether support RFC4028.It will refresh the SIP sessions.

Session Timeout：Set the session timeout

Subscribe For MWI：Enable the Subscribe for MWI by selecting it, the phone will send subscribe message for MWI to the SIP Server

MWI Number：Specify the MWI Number, Please contact your system administrator for the connecting code. Different systems have different codes.

Subscribe Period：Overtime of resending subscribe packet. Suggest using the default configuration.

Conference Type：Specify the Conference Type, if you select the local, you needn’t input the conference number

Conference Number：Specify the network conference number, please contact your system administrator for the network conference number

Registration Expires：Set expire time of SIP server register, default is 60 seconds. If the register time of the server requested is longer or shorter than the expired time set, the phone will change automatically the time into the time recommended by the server, and register again.

Enable Service Code：If you want to realize the following function by the server, please enter the On Code and Off Codeoption, then when you choose to enable/disable following function on your IP phone, it will send message to the server, and the server will turn on/off the function immediately.

DND On Code：Set the DND On Code, When you press the DND hot key, the phone will send a message to the server, and the server will turn on the DND function. Then any calls to the extension will be rejected by the server automatically. And the incoming call record will not be displayed in the Call History.

DND Off Code：Set the DND Off Code, When you press the DND hot key, the phone will send a message to the server, and the server will turn off the DND function.

Always CFwd On Code：Set the Always CFW On Code, when you choose to enable the always forward function on your phone, it will send message to the server, and the server will turn on the function immediately. When there are calls to the extension, the server will always forward it to the set number automatically. And the IP phone will not show the record in the call history anymore.

Always CFwd Off Code：Set the Always CFW Off Code, when you choose to disable the always forward function on your phone, it will send message to the server, and the server will turn off the function immediately.

Busy CFwd On Code: Set the Busy CFW On Code, when you choose to enable the busy forward function v on your phone, it will send message to the server, and the server will turn on the function immediately. When there are calls to the extension, the server will forward it to the set number automatically based the forward type. And the IP phone will not show the record in the call history anymore.

Busy CFwd Off Code: Set the Busy CFW Off Code, when you choose to disable the busy forward function on your phone, it will send message to the server, and the server will turn off the function immediately.

No Ans. CFwd On Code: Set the No Answer CFW On Code, when you choose to enable the on answer forward function on your phone, it will send message to the server, and the server will turn on the function immediately. When there are calls to the extension, the server will forward it to the set number automatically based the forward type. And the IP phone will not show the record in the call history anymore.

Anonymous On Code: Set the Anonymous On Code, When you choose to enable the anonymous call function on your IP phone, it will send information to the server, and the server will enable the anonymous call function for your IP phone automatically.

Anonymous Off Code: Set the Anonymous Off Code, When you choose to disable the anonymous call function on your IP phone, it will send information to the server, and the server will disable the anonymous call function for your IP phone automatically.

Keep Alive Type: Specify the keep alive type, if the type is option, the phone will send option sip message to server every NAT Keep Alive Period(s), then the server responses with 200 to keep alive. If the type is UDP, the phone will send UDP message to server to keep alive every NAT Keep Alive Period(s).

Keep Alive Interval: Set examining interval of the server, default is 60 seconds

User Agent: Set the user agent if have, the default is VoIP Phone 1.0

DTMF Mode: Select DTMF sending mode, there are three modes: DTMF_RELAY/DTMF_RFC2833/DTMF_SIP_INFO. Different VoIP Service providers may provide different modes.

Local port: Set sip port of each line

Ring type: Set ring type of each line

Enable Rport: Enable/Disable system to support RFC3581. Via rport is special way to realize SIP NAT.

Enable PRACK: Enable or disable SIP PRACK function, suggest use the default config.

Convert URI: Convert # to %23 when send the URI.

Dial Without Registered: Set call out by proxy without registration;

Ban Anonymous Call Set to ban Anonymous Call;

Enable DNS SRV: Support DNS looking up with _sip. udp mode

Server Type Select the special type of server which is encrypted, or has some unique requirements or call flows.

RFC Protocol Edition: Select SIP protocol version to adapt for the SIP server which uses the same version as you select. For example, if the server is CISCO5300, you need to change to RFC 2543, else phone may not cancel call normally. System uses RFC3261 as default.

Transport Protocol: Set transport protocols, TCP or UDP;

Anonymous Call Edition: Set Anonymous call out safely; Support RFC3323and RFC3325;

Keep Authentication: Enable/Disable Keep Authentication System will take the last authentication field which is passed the authentication by server

to the request packet. It will decrease the server’s repeat authorization work, if it is enable. 

Ans. With a Single Codec: Enable/Disable the function when call is incoming, phone replies SIP message with just one codec which phone supports.

Auto TCP: Set to use automatically TCP protocol to guarantee usability of

transport as message is above 1300 byte

Enable Strict Proxy: Support the special SIP server-when phone receives the packets sent from server， phone will use the source IP address, not the address in via field.

Enable GRUU: Set to support GRUU

Enable Display name Quote：Set to make quotation mark to display name as the phone sends out signal, in order to be compatible with server.

Enable user=phone：Enable user=phone by selecting it, it is contained in the invite sip message, in order to be compatible with server

Enable Missed Call Log：Enable the missed call log by it, the phone will save the missed call log into the call history record and display the missed calls on the idle screen, or won’t save the missed call log into the call

history record and display the missed calls on the idle screen.

Click to Talk：Set click to Talk (need practical software support).
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Strict Branch：Enable the Strict Branch, the value of the branch must be in the beginning of z9hG4k in via field of the invite sip message received, or the phone won’t response to the invite sip message.

Notice: the deployment will become effective in all sip lines

Enable Group：Enable Group by selecting it, then the phone enable the sip group backup function

Notice: the deployment will become effective in all sip lines

Registration Failure Retry Time：Specify the registration failure retry time, if the phone register failed, the phone will register again after registration failure retry time.

Notice: the deployment will become effective in all sip lines.
8.4.2 STUN configuration
SIP STUN is a kind of server that used to realize the SIP's enablement of NAT, when the STUN server IP of the phone has been configured（generally the default port is 3478）and Enable SIP Stun has been selected, conventional SIP server can be used to realize the phone's penetration of NAT.  
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STUN NAT Transversal：Shows STUN NAT Transverse estimation, true means STUN can penetrate NAT, while False means not.

Server Address：Set your SIP STUN Server IP address

Server Port：Set your SIP STUN Server Port

Binding Period：Set STUN blinding period(s). If NAT server finds that a NAT mapping is idle after time out, it will release the mapping and the system need send a STUN packet to keep the mapping effective and alive.

SIP Waiting Time：Specify the sip wait stun time, you can input the time depended on your network condition.

Use STUN：Enable/Disable SIP STUN.

Notice: SIP STUN is used to realize SIP penetration to NAT. If your phone configures STUN Server IP and Port (default is 3478), and enable SIP Stun, you can use the ordinary SIP Server to realize penetration to NAT.
8.4.3 Dial Peer Configuration
Bases on this configuration, we can make the phone use different accounts and run speed calling without swap.  

When making deletion or modification, select the number firstly, then click Delete or Modify, and complete the operation.  
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Configuration Explanation:
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Display of calling number IP image list;
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It is to add outgoing call number, there are two kinds of outgoing call number setup: One is exactitude matching, after this configuration has been done, when the number is totally the same with the user's calling number, the phone will make the call with this number's IP address image or configuration;  Another is prefix matching（ be equivalent to PSTN's district number prefix function）,if the previous N bits of this number are the same with that of the user's calling number(the prefix number length),then the phone will use this number's IP address image or configuration to make the call. When configuring the prefix matching, letter "T" should be added behind the prefix number to be distinguished from the exactitude matching; the longest length is 30 bits.  
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Configure destination address, destination is configured 0.0.0.0, it is SIP1 line. 
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Configure the protocol signal port, when nothing is input, the default of sip protocol is 5060;

 [image: image94.png]|Alias(optional)





Configure alias, this is optional configuration item: it is the number to be used when the other party's number has prefix; when no configuration has been made, shown as no alias;
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Configure the calling mode:IAX2 and SIP;
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Configure suffix, this is optional configuration item: it is the additive dial-out number behind the number; when no configuration has been made, shown as no suffix;
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Configure the replacing length, replace the number that user input according to this length; this is optional configuration item.

Of which the alias can be divided into four types, it should be combined with replacing length to make the setup:

Add: xxx, add xxx before number. in this way it can help user save the dialing length;

All: xxx, the number is all replaced by xxx; speed dialing can be implemented, for example, user configure the dialing number as 1, with the configuration "all", the actual calling number will be replaced;  

Del: delete n bit in the front part of the number, n can be decided by the replacing length; this configuration can decide the protocol for appointed number;

Rep: xxx, n bit in the front part of the number will be replaced. n is decided by the replacing length. For example, user want to dial PSTN（010－62281493）by VoIP's Rec/Finish over service, while actually the called number should be 8610－62281493,then we can configure called number as 010T,then rep:8610,and then set the replacing length as 3.  So that when user make a call with 010 prefix, the number will be replaced as 8610 plus the number and then sent out. It is a convenient thinking mode for user to make a call;  
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Delete selective number IP image;
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If user want to modify a certain current number image,　first select in the drop-down menu and then load the image parameter of the said number, click modify to make modification; of which: 
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this is the modified number. read-only;
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To modify call mode;
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To modify destination address; this is optional configuration item;
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To modify destination phone port; this is optional configuration item; 
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To modify alias; this is optional configuration item;
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To modify suffix; this is optional configuration item;
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To modify replacing length（if rep and del of alias have been configured）;
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Click submit to go into effect.
8.5 Phone Configuration                                           

8.5.1 Audio
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First Codec: The fist preferential DSP codec: G.711A/u, G.722, G.723, G.729

Second Codec: The second preferential DSP codec: G.711A/u, G.722, G.723,

G.729

Third Codec: The third preferential DSP codec: G.711A/u, G.722, G.723, G.729

Fourth Codec: The forth preferential DSP codec: G.711A/u, G.722, G.723, G.729

Fifth Codec: The fifth preferential DSP codec: G.711A/u, G.722, G.723, G.729

Sixth codec: The sixth preferential DSP codec: G.711A/u, G.722, G.723, G.729

Handset Input Volume: Specify Input (MIC) Volume grade.；
Speakerphone Volume: Specify Hands-free Volume grade

G729 Payload Length: Set G729 Payload Length

Onhook Time: Specify the least reflection time of Hand down, the default is 200ms.

Default Ring Type: Select Ring Type

Handset Output Volume: Specify Output (receiver) Volume grade.

Speakerphone volume: Specify Speakerphone Volume grade.

Ring Volume: Specify Ring Volume grade

G722 Timestamps: 160/20ms or 320/20ms is available

G723 Bit Rate: 5.3kb/s or 6.3kb/s is available

Default Ring Type: Set up the ring by default

Tone Standard: Select Signal Standard.

Enable VAD: Select it or not to enable or disable VAD. If enable VAD, G729

Payload length could not be set over 20ms.
8.5.2 Feature
In this web page, you can configure Hotline, Call Transfer, Call Waiting, 3 Ways Call, Black List, white list Limit List 
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Do Not Disturb: Select NO Disturb, the phone will reject any incoming call, the callers will be reminded by busy, but any outgoing call from the phone will work well.

Ban Outgoing: If you select Ban Outgoing to enable it, and you cannot dial out any number.

Enable Call Transfer: Enable Call Transfer by selecting it.

Semi-Attended Transfer: Enable Semi-Attended Transfer by selecting it

Enable Call Waiting: Enable Call Waiting by selecting it. Then the phone reminds whether redial, when the callee is busy or rejects. if it’s ok and the phone finds out that the callee is idle by sip message, it will reminds whether redial

Enable 3-way Conference: Enable 3-way conference by selecting it

Accept Any Call: If select it, the phone will accept the call even if the called number is not belong to the phone.

Enable Auto Handdown: The phone will hang up and return to the idle automatically at hands-free mode

Auto Handdown Time: Specify Auto Hand down Time, the phone will hang up and return to the idle automatically after Auto Hand down Time at hands-free mode, and play dial tone Auto Hand down Time at handset mode

Enable Silent Mode: Enable Mute Mode by selecting it, the phone light will red blink to remind that there is a missed call instead of playing ring tone

Enable Intercom: Enable Intercom Mode by selecting it

Enable Intercom Mute: Enable mute mode during the intercom call

Enable Intercom Tone: If the incoming call is intercom call, the phone plays the intercom tone

Enable Intercom Barge: Enable Intercom Barge by selecting it, the phone auto answers the intercom call during a call. If the current call is intercom call, the phone will reject the second intercom call

Turn Off Power Light: Enable Turn Off Power Light by selecting it

DND Return Code: Specify DND Return code

Busy Return Code: Specify Busy Return Code

Reject Return Code: Specify Reject Return Code

P2P IP Prefix: Set Prefix in peer to peer IP call. For example: what you want to dial is 192.168.1.119, If you define P2P IP Prefix as 192.168.1., you dial only #119 to reach 192.168.1.119. Default is “.”. If there is no “.” Set, it means to disable dialing IP.

Active URI Limit IP: Specify the server IP that remote control phone for corresponding operation.
[image: image111.png]|call Established

|call Terminated

DND Enabled

IDND Disabled

|Always Forward Enabled

|Always Forward Disabled

Busy Forward Enabled

Busy Forward Disabled

INo Ans. Forward Enabled

[No Ans. Forward Disabled

[Transfer Call

Blind Transfer Call

|Attended Transfer Call





[image: image112.png]Missed call

|IP Changed
|Idle To Busy
[Busy To Idle
Apply
Block Out Se!
Block Out

=

[Coetete ]





Action URL Settings: Specify the Action URL that Record the operation of phone, send these corresponding information to server, url http://InternalServer /FileName.xml? ( InternalServer is server ip，FileName is name of xml that contains the action message ）
Block Out Settings: Set Add/Delete Limit List. Please input the prefix of those phone numbers which you forbid the phone to dial out. For example, if you want to forbid those phones of 001 as prefix to be dialed out, you need input 001 in the blank of limit list, and then you cannot dial out any phone number whose prefix is 001.

X and are wildcardx means matching any single digit. For example, 4xxx expresses any number with prefix 4 which length is 4 will be forbidden to dialed out means matching any arbitrary number digit. For example, 6 expresses any number with prefix 6 will be forbidden to dialed out.
8.5.3 Dial Plan
This phone supports 4 dial modes:

1). End with “#”: dial your desired number, and then press #.

2). Fixed Length: the phone will intersect the number according to your specified length.

3). Time Out: After you stop dialing and waiting time out, system will send the number collected.

4). User defined: you can customize digital map rules to make dialing more flexible. It is realized by defining the prefix of phone number and number length of dialing.

In order to keep some users' secondary dialing manner when dialing the external line with PBX, phone can be added a special rule to realize it. Souser can dial a number as external line prefix and get the secondary dial tone to keep dial the external number. After finishing dialing, phone will send the prefix and external number totally to their server. For example, there is a rule 9,xxxxxxxx in the digital map table. After dialing 9, phone will send the secondary dial tone, user may keep going dialing. After finished, phone will call the number which starts with 9; actually the number sent out is 9-digit with
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Press “#” to Send: Set Enable/Disable the phone ended with “#” dial.

Dial Fixed Length xx to Send: Specify the Fixed Length of phone ending with.

Send after xx second Set the timeout of the last dial digit. The call will be sent after timeout.

Press # to Do Blind Transfer: Enable Blind Transfer OnHook, when executing Blind Transfer

Blind Transfer OnHook: Enable Blind Transfer OnHook, when executing Blind Transfer, hang up after inputting the number that you want to transfer, the phone will transfer the current call to the third party

Attend Transfer OnHook: Enable Attend Trans OnHook, when executing Attended Transfer, hang up after the third party answers, the phone will transfer the current call to the third party.
8.5.4 Contact
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Phonebook Tables
Name: Shows the name corresponding to the phone number

Office Number: Shows the phone number

Ring Type: Shows the ring type of the incoming call.

Notice: the maximum capability of the phonebook is 500 items, you can select many or a contact to add to group and add to blacklist, and delete many or a contact, and delete all contacts.
Add Contact
Name: Shows the name corresponding to the phone number

Office Number: Shows the phone number

Ring Type: Shows the ring type of the incoming call.

Notice: the add button for adding a new contact, the modify button for modifying the added contact, the clear all button for clear all input information of the contact
Import Contact List
Select File: Click the browse button to select the phonebook file that you want to import, than click update button, the phonebook file selected will be added to the phone.
Export Contact File
Export XML: Click export xml button to export phonebook file of xml model

Export CSV: Click export xml button to export phonebook file of csv model

Export VCF: Click export xml button to export phonebook file of vcf model
Blacklist Settings
Type: Select the blacklist type, you can select number or prefix of number

Value: Input number or prefix of number

Line: Select the sip line

Notice: the add button for adding a new blacklist, the delete button for deleting one item, the delete all button for deleting all items. If user does not want to answer some phone calls, add these phone numbers to the Black List, and these calls will be rejected.x and are wildcard x means matching any single digit. for example, 4xxx expresses any number with prefix 4 which length is 4 will be forbidden to be responded。DOT (.) means matching any arbitrary number digit. for example, 6. expresses any number with prefix 6 will be forbidden to be responded。If user wants to allow a number or a series of number incoming, he may add the number(s) to the list as the white list rule. the configuration rule is -number, for example, -123456, or -1234xx. Means any incoming number is forbidden except for 4119

Note: End with DOT (.) when set up the white list
8.5.5. Web dial
You can make a call through the WEB DIAL, enter the Dial Num then press Dial, if you want to finish the talk, press Hang-up.
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8.6 FUNCTION KEY
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The phone has 5 programmable keys which are able to set up to many functions per key. The following list shows the functions you can set on the programmable keys and provides a description for each function. The default configuration for each key is none which means the key hasn’t been set for any functions.

1. Set the type as Memory Key

When the type is memory key, you can input number in value input, and phone will call the inputted number as pressing DSS key.

2. Set the type as Key Event

You can set these keys as Key Event, and the subtype have many options.Choose one and it will have corresponding function.
 -None
 -MWI
 -DND (Do Not Disable)
 -Hold
 -Transfer
 -Phone Book
 -Redial
 -Autoredial on
 -Auto redial off
 -Call Forward
 -History
 -Flash
 -Headset
 -Call Back
8.7 MAINTENANCE

8.7.1 Auto Provision
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Current Config Version: Show the current config file’s version. If the version of the configuration downloaded is higher than the version of the running configurations, the auto provision would upgrade, or stop here. If the endpoints confirm the configuration by Digest method, the endpoints wouldn’t upgrade configuration unless the configuration in the server is different with the running configuration.

Common Config Version: Show the common config file’s version. If the configuration downloaded and the running configurations are the same, the auto provision would stop here. If the endpoints confirm the configuration by Digest method, the endpoints wouldn’t upgrade configuration unless the configuration in the server is different with the running configuration.

User: Set FTP/HTTP/HTTPS server Username. System will use anonymous if username keep blank.

Password: Set FTP/HTTP/HTTPS server Password.

Config Encrypt Key: Input the Encrypt Key, if the configuration file is encrypted.

Common Config Encrypt Key: Input the Common Encrypt Key, if the Common Configuration file is encrypted
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DHCP Option Setting: Specify DHCP Option. DHCP option supports DHCP custom option and DHCP option 66 and DHCP option 43 to obtain the parameters. You could choose one method among them，the default is DHCP option disable.

Custom DHCP Option: A valid Custom DHCP Option is from 128 to 254. The Custom DHCP Option must be in accordance with the one defined in the DHCP server.
[image: image119.png]Plug and Play (PnP) Settings >>

[Enable Pnp.

PnP Server 240175

PnP port 5060

PnP Transport uop[~]

PnP Interval 1 hour(s)





Enable PnP: Enable PnP by selecting it, than the phone will send SIP SUBSCRIBE messages to a multicast address when it boots up. Any SIP server understanding that message will reply with a SIP NOTIFY message containing the Auto Provisioning Server URL where the phones can request their configuration.

PnP Server: Specify the PnP Server

PnP Port: Specify the PnP Server

PnP Transport: Specify the PnP Transfer protocol

PnP Interval: Specify the Interval time, unit is hour
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Server Address: Set FTP/TFTP/HTTP server IP address for auto update. The address can be IP address or Domain name with subdirectory. Protocol Type 

Config File Name: Set configuration file’s name which need to update. System will use MAC as config file name if config file name keep blank. For example, 000102030405.。
Protocol type: FTP、TFTP or HTTP.

Update Interval: Specify update interval time, unit is hour.

Update Mode

Different update modes:

1. Disable: means no update

2. Update after reboot: means update after reboot.

3. Update at time interval: means periodic update.

8.7.2 Syslog
Syslog is a protocol which is used to record the log messages with client/server mechanism. Syslog server receives the messages from clients, and classifies them based on priority and type. Then these messages will be written into log by some rules which administrator can configure. This is a better way for log management.

8 levels in debug information:

Level 0---emergency: This is highest default debug info level. You system can not work.

Level 1---alert: Your system has deadly problem.

Level 2---critical: Your system has serious problem.

Level 3---error: The error will affect your system working.

Level 4---warning: There are some potential dangers. But your system can work.

Level 5---notice: Your system works well in special condition, but you need to check its working environment and parameter.

Level 6---info: the daily debugging info.

Level 7---debug: the lowest debug info. Output debugging information for R&D person.

At present, the lowest level of debug information send to Syslog is info; debug level only can be displayed on telnet.
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Server Address: Set Syslog server IP address.

Server Port: Set Syslog server port.

MGR Log Level: Set the level of MGR log.

SIP Log Level: Set the level of SIP log.

Enable Syslog: Select it or not to enable or disable syslog.
[image: image122.png]Web Capture

Start





Start: Click the start button when you need capture the WAN packet stream of the phone, then open or save the file as the interface

Stop: Click the end button to stop capturing the packet stream
8.7.3 Config
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Save Configuration: You can save all changes of configurations. Click the Save button, all changes of configuration will be saved, and be effective immediately.

Backup Configuration: Right clicks on “Right click here…” and select “Save Target As config File(.txt)” then you will save the config file in .txt format, or select “Save Target As config File(.xml)” then you will save the config file in .xml format

Clear Configuration: User can restore factory default configuration and reboot the phone. If you login as Admin, the phone will reset all configurations and restore factory default; if you login as Guest, the phone will reset all configurations except for VoIP accounts (SIP1-4 and IAX2) and version number
8.7.4 Update
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Web Update: Click the browse button, find out the config file saved before or provided by manufacturer, download it to the phone directly, press “Update” to save. You can also update downloaded update file, logo picture, ring, mmi set file by web.

Server Address: Set the FTP/TFTP server address for download/upload. The address can be IP address or Domain name with subdirectory.

User: Set the FTP server Username for download/upload.

Password: Set the FTP server password for download/upload.

File name: Set the name of update file or config file. The default name is the MAC of the phone, such as 000102030405.
Notice: You can modify the exported config file. And you can also download config file which includes several modules that need to be imported. For example, you can download a config file just keep with SIP module. After reboot, other modules of system still use previous setting and are not lost.

Type: Action type that system want to execute：
1. Application update: download system update file

2. Config file export: Upload the config file to FTP/TFTP server, name and save it.

3. Config fie import: Download the config file to phone from FTP/TFTP server. The configuration will be effective after the phone is reset.

4. Export Phone book (.vcf, .csv, .xml): Upload the phonebook file to FTP/TFTP server, name and save it.

5. Import PhoneBook (.vcf, .csv, .xml): Download the phonebook file to phone from FTP/TFTP server.

Protocol: Select FTP/TFTP server
8.7.5 Access
You can add or delete user account, and change the authority of each user account in this web page.
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LCD Menu Password Settings: Set the password for entering the setting menu of the phone by the phone’s key board. The password is digit.
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This table shows the current user existed.

User: Set account user name.

User Level: Set user level, Root user has the right to modify configuration,

General: can only read.

Password: Set the password.

Confirm: Confirm the password.

Select the account and click the Modify to modify the selected delete the selected account. General user only can add the user whose level is General.
8.7.6 Reboot
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If you modified some configurations which need the phone’s reboot to be effective, you need click the Reboot, then the phone will reboot immediately.
Notice: Before reboot, you need confirm that you have saved all configurations.
8.8 Security Configuration                                           

8.8.1 Web Filter
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Start IP address: Set Start IP address in the End IP column 
End IP address: Set end IP address in the End IP column 

Enable Web Filter: Select it or not to enable or disable Web Filter. Click Apply to make it effective.
8.8.2 Firewall configuration
In this web interface, you can set up firewall to prevent unauthorized Internet users from accessing private networks connected to the Internet (input rule), or prevent unauthorized private network devices from accessing the Internet (output rule).

Firewall supports two types of rules: input access rule and output access rule. Each type supports at most 10 items.

Through this web page, you could set up and enable/disable firewall with input/output rules. System could prevent unauthorized access, or access other networks set in rules for security. Firewall, is also called access list, is a simple implementation of a Cisco-like access list (firewall). It supports two access lists: one for filtering input packets, and the other for filtering output packets. Each kind of list could be added 10 items.
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Select firewall type;
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Display firewall input rule table;
[image: image134.png]Firewall Output Rule Table

Index|Deny/Permit Protocol|Src Addr Src Mask Des Addr Des Mask Range |Port
1 |oeny ube  [192.168.10.10]255.255.255.255(192.168.0.10 [255.255.255.255100° |1

2 |permit UDP  [192.168.10.20/255.255.255.255(192.168.0.1200.0.0.0 Mor=py o

than





Display firewall output rule table; in the table，Src address and Src Mask confirm the range of the source address, For example：Src addr(192.168.10.10) and Src Mask(255.255.255.255) can confirm that the host  is 192.168.10.10；Dse addr(192.168. 0.120) and Des Mask(0.0.0.0) can confirm any host; Src addr(192.168.10.20) and Src Mask(255.255.255.0) confirm any host within the 192.168.10.0 network segment. So, when the Index is “1” in the output rule table, and the definition of rule is: the UDP package of the host(192.168.10.10) can’t  was sent to the host(192.168.10.10)；when the Index is “1” in the output rule table, and the definition of rule is：the host(192.168.10.20) can send the UDP package to any host. 
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Configure the firewall.
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Select the rule of the firewall( input or output);
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Select the condition(deny or permit);
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Select protocol type(UDP, TCP,ICMP or IP);
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Configure port range;
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Configure source IP address;
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Configure destination IP address;
[image: image142.png]Src Mask





Configure source Mask;
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Configure destination Mask;
8.9 Logout
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Click Logout，and you will exit web page. If you want to enter it next time, you need input user name and password again.
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