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2.19.14 switchport subnet-vlan enable...........ccooociiiiiiii s 2-130
2.20 VOICE VLAN ..ottt et e e st et et e e ee e e e enneeaneeennnee s 2-130
2.20.1 SNOW VOICE-VIAN ....oiiiiiiiiiiie ittt 2-130
2.20.2 switchport voice-vlan enable........ccccccoeeiiii i, 2-131
2.20.3 VOICE-VIAN ...ttt 2-131
2.20.4 VOICE-VIAN VIAN . 2-131
2.21 SUPET VLAN . ...ttt ettt ettt et e et et e et eeneeenneeaneeennes 2-132
A R S U T o 1= Y - o PR 2-132
2.21.2 SUDVIAN e 2-132
2.21.3 arp-proxXy SUDVIAN ... 2-133
2.21.4 ip-addr-range SUbVIAN ........cccccoiviiiiie e 2-133
WA R o =T [ L -1 o 1= PR 2-133
2.21.6 SHOW SUPEIVIAN c.ccoeeieieee ettt e e e 2-134
2.22 MAC AJAreSS TaDIE .....ceiiiieiie et e 2-134
2.22.1 mac-address-table avoid-CcolliSiON......c.ccceiiiiiiiinii 2-134
2.22.2 clear collision-mac-address-table..........ccccoiiiiiiii 2-134
2.22.3 clear mac-address-table dynamicC........cccccccevviciiieeiiee e 2-135
2.22.4 mac-address-learning CPU-CONIOl........cceeeeeeiiiiiiiiiiieee e 2-135
2.22.5 mac-address-table aging-time.........ccccccevevee e 2-135
2.22.6 mac-address-table bucket Size........cccoiiiiii 2-136
2.22.7 mac-address-table static | static-multicast | blackhole............... 2-136
2.22.8 12-address-table static-multicast address.......ccoccovveevviiieeiiinnenn, 2-137
2.22.9 show collision-mac-address-table..........cccccoiiiiniii, 2-137
2.22.10 show mac-address-table.........ccoooiiiii 2-137
2.22.11 Show |2-address-table multicast..........ccccoeiieiiiini e, 2-138
2.23 MAC NOLFICALION......ettiiieiie ittt 2-138
2.23.1 clear mac-notification StatiStiCS ........coccoveiiiiiiiie i 2-138
2.23.2 mac-address-table notification.........cccocoiiiiii 2-138
2.23.3 mac-address-table notification history-size ...........ccccccvvvvevveneennn. 2-138
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2.23.4 mac-address-table notification interval...........ccccccovniiiiiiiiiienenns 2-139
2.23.5 Mac-NOLIfICAtION .....oooiiiiiii i 2-139
2.23.6 show mac-notification SUMMAry .........cccccceriiiiieiiiiiieee e 2-139
2.23.7 snmp-server enable traps mac-notification ...........ccccceevviieeeennne. 2-140
CHAPTER 3 COMMANDS FOR IP SERVICES...........cccveenne. 3-1
3.1 LAYEr S INEEIACE. ....ii i 3-1
3. L.L BandWidth oo 3-1

I 2o [T Yot 1T o] A o] o RPN 3-1
3.1.3 description (VRF MOUE) ..cccoiiiiiiiiiiiee et 3-1
3.1.4 interface [00PhACK ... 3-2

3. L5 INEITACE VIAN ...ttt 3-2

G 00 LG T T o Y PR 3-3
3.1.7ip vrf forwarding VITNAME ..o 3-3
3.1.8 no interface IFNAME ..ot 3-3

304 L I o USRS 3-4
3100 rOULE-TAIGET oot 34
00 I B = 10XV T o T o YU = PSP 3-5
3.1.12 SNOW P FOULE VI oot e e e e e 3-5

1 T¢I G ] 2 o 111V T o PR 3-5

O I = £ 11 1 o (0111 OO UPPP PP 3-6

3.2 Network Management POI...........uiiiee oo e e ree e e 3-6
00 I o 1 o] =GP 3-6
3.2.2Interface etherNet ... e 3-6

G T T | o = To Lo | === PR 3-7
3.2.4 SNUTAOWN ittt e e e s ebbeeee 3-7
T ] o 1= o [P PSRURR 3-7

BTG 38 1 = @] o1 T U T =1 1o o S 3-8
3.3. 1 clear iP traffiC.. ... 3-8
3.3.2 clear ipvb NeIghbDOr ....ccooe e 3-8

TG TGN o 1T o 1UTo N o I Yo 1 41 o J SRS 3-8
3.3.4 debUQ IP PACKET.....viiiiiiieee e 3-9
3.3.5debUQ IPVO PACKEL.......cci i 3-9
3.3.6 dEDUQ IPVB ICMP ceiiiiiiiiie e 3-10
BTG T A o 1= o U Yo T V7 38 Lo SRS 3-10
3.3.8 debug ipv6 tunNnNel PACKEL........uuviiiieiiieee e 3-11
BTG TS I o 1= od T ) T 1 o SRR 3-11
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3.3.10i0pV6 ProxXy €nable... ..o 3-11
R 0 I AT o I To Lo [ ST TR 3-12
3.3.12 ip default-gateWay .........cceee i 3-12
G TR T T | o N o 11 = PR 3-13
3.3. 14 TPVE AUUAIESS .eeeiiieiiiiie ettt et st s 3-13
3.3.15ipVv6 default-gateway........ccccoeiuiieieiiie e 3-13
R I KGR T o AV S o 101 1= O RRUR PP 3-13
B.3.L7 TPV FEAITECT ...t 3-14
3.3.18ipv6 Nd dad attempPts ... 3-14
3.3.1901pV6 NA NS-INTEIVAL ..o e 3-15
3.3.20iPV6 NA SUPPIESS-TA..ccceieeeeeeeiieiieeeeee e et e e e st rr e e e e e an s sntrreereeaaeeeas 3-15
3.3.210pV6 Nd ra-lifetime ... 3-15
3.3.22ipVv6 Nd MiN-ra-iNterval .........cccccooeiiiiiiiiei e 3-16
3.3.23ipVv6 Nd MaX-ra-iNterval.......c.cccccoeeeiiiuiiiiie e 3-16
3.3.24IPVE N PrEfiX .uumuueeiiiieiiiiiee s et s e e e s e e e e e e e e e aaes 3-16
3.3.25i0pV6 Nd ra-hoplimit.....cceeeieeieie e 3-17
3.3.260PVE NA Fa-MIU .oeviieeeiciie e e e e e aee s 3-17
3.3.27ipv6 nd reachable-time .......cccccovcviiiiiiiee e 3-18
3.3.280pV6 NA retranS-tiMer .....ccvueeieee e 3-18
3.3.29ipv6 nd other-config-flag.......cccuueriiieiiiiiicie e 3-18
3.3.30ipv6 nd managed-config-flag.......cccccomvrrieiiiiii e, 3-18
3.3.3Li0PVE NEIGNDOT e 3-19
3.3.32 0interface tuNNEl ... 3-19
3.3.33 ShOW ip INEITACE ....iiii i 3-19
3.3.34 SHOW i traffiC ..uuueeeeeieiie e e 3-20
3.3.35 ShOW ipVB INtEIfACE.......uiiieiiiie e 3-21
3.3.36 SNOW IPVB FOULE....ceeiiieiiee et 3-23
3.3.37 show ipv6 NeighbDOrS ..o 3-24
3.3.38 ShOW ipVB traffiC.....ccceiiiiiiiiciee e 3-25
3.3.39 ShOW ipVB redireCT......co e 3-26
3.3.40 ShOW IPVB tUNNEI ....ccoiiii et 3-26
R 5 R (0] ] g 1=T Y o U1 o TP PURRRRPTRRR 3-27
3.3.42 tunNel deStiNAtioN .......oooiiiiii e 3-27
3.3.43 tUNNEI NEXTNOP weviiieee e 3-27
3.3.44 tUNNEI BLOA-TEIAY ...ccceeee e e 3-28
3.3 45 tUNNEI MO ...t 3-28
R e o] 411V o [TV PR 3-29
34.10P fiD OPUIMIZE e 3-29
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1T ST ] PP 3-29
3 5. debUG UIPT e 3-29
B.5.20p UrPf @NabIE....ei 3-29
3.5.3Show Urpf rul@ iPVA NUM ...eeeiii e 3-30
3.5.4 show urpf rule@ ipVe NUM ... 3-30
3.5.5 ShOW UIPf FUIE TPV oo 3-31
3.5.6 SNOW UIPT FUIE IPVB ..eveeiiiiiiei et 3-31
357 SNOW UFPT oo 3-31
3.5.8 Urpf enable. ... 3-31

G G372 = S STRR 3-32
I T80 - T o IRt 3-32
3.6.2 Clear arpP-CaCh@......uuuiiiiiiiii e e 3-32
3.6.3 clear arp traffiC ..o 3-32
BT o 1T o U Yo =V o o 1P 3-33
3.6.5clear ip arp dYNAMIC ....c.uvuvieiieieee e e e 3-33
3.6.6 clear ipv6 Nd dYNAMIC ......uuviiiieieei e 3-33
T T A o o T 0 D4 V= 1 o S 3-34
3.6.8 13 NASNSEIECT...ccciiiiiiii e 3-34
BT e ] T 11V = T o PP 3-35
3.6.10 ShOW arp traffiC .....ccoveciiiieieee e e 3-35

3.7 StatioN MOVEMENT .....oeiiiiiiii ettt eb e e e snn e e e 3-36
3.7.1 13-StAtiON-MOVE. ..ottt 3-36

3.8 ARP Scanning PreventioN ..........ccccuiiiiieiiee e ceiieteeee et ee e e e e e e snnenneees 3-37
3.8.1 anti-arpscan enable [IP|POrt] .o 3-37
3.8.2 anti-arpscan port-based threshold .............cooccvii e, 3-37
3.8.3 anti-arpscan ip-based levelljlevel2 threshold............ccccovevierirnnnins 3-37
3.8.4 AaNti-arPSCan trUST......cciiiiieiic et e e e 3-38
3.8.5 aNnti-arpPSCan trUST iP...ccccccceeeiiiiee e 3-38
3.8.6 anti-arpscan recovery enable........cccccovee 3-39
3.8.7 anti-arpscan reCoOVEry tiMe .......ccoviiiecciiiieie e 3-39
3.8.8 anti-arpscan [0g enable.........cccceveiiiiiiiiiie 3-39
3.8.9 anti-arpscan trap enable [levell|level2 ]........ccooiieeiiiiiiiiiiiieieeee, 3-40
3.8.10 anti-arpscan ip-based level2 action {isolate | discard-ARP}.......... 3-40
3.8.11 anti-arpscan FFP max-num <NUM> .......ccccveeiiiiiiiiiiireee e esscseinineeeens 3-40
3.8.12 anti-arpscan ip-based arp-to-cpu speed<pps>.......cccccceeeeeiiicnrnnnnn. 3-41
3.8.13 clear anti-arpscan attack-list {ip <IP Address>| all}.......cccccceeeeeen. 3-41
3.8.14 clear anti-arpscan attack-history-list {ip <IP Address>| all}........... 3-41
3.8.15 clear anti-arpscan speed-limit< I[P Address>........cccccccevvvivivvvvnnnennn. 3-42
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3.8.16 clear anti-arpscan ip-isolate<IP Address>........ccccccvcieeeeeeviiiiennnenn. 3-42
3.8.17 debug anti-arPSCan .......oovuuiiiiiiie et 3-42
3.8.18 SNOW ANti-BrPSCaN...cciiiiiiie ettt e e 3-42
3.8.19 show anti-arpscan ip-based attack-list [history].........cccoceeevicnnnnen. 3-44
3.8.20 show anti-arpscan ip-based running-config.......ccccoceiviiiiierennnne. 3-44
3.9 Preventing ARP SPOOfiNG........cueiiiiiiiiiie ettt 3-45
3.9.1ip arp-security UpdateproteCt .......ccccevieiiiieei e 3-45
3.9.2 ip arp-security earnNProteCt ........occuveeiiiiiee e 3-45
3.9.3 1P @rp-SECUTNILY CONVEIT ...ueiiiiiiiiiie ettt 3-46
B L0ARP GUARD .o e 3-46
G700 IO I = o e [ =1 o o S 3-46
T I e I Yoo T (0 )Y PP 3-47
G700 I 01 R T o T [o Y= 1 o] 0 D74 VT 1 o o PR 3-47
3.12 GratUitOUS ARP ....coo ittt et e e abr e e ebreeee e 3-47
3. 12.1 0P QratUitOUS-ArP.cceeeeeicceieiereeeeeeeeseiiiritrreeeeeeesssnsneeeareeeaaesssennerneeeeeees 3-47
3.12.2 ShOW ip QratUitOUS-aIP «oooeeeceeiieeieieeees ettt e s e esre e e e e e e 3-48
3.13 KeePaliVe GAEWAY ......ccciiiiieiieieiiee e e e e e e s s e see e e e e e e e s s s st e e e e e e e e s e e anennnrenees 3-49
3.13.1 keepalive Qat@Way .......ccuueerrieeeeeee et e e e s s e e e e e e s ar e e e e 3-49
3.13.2 ShOW iP INTEITACE ....iiii i 3-49
3.13.3 show KeepaliVe gateWay .........cccccuviiiriieeei e e e e aee e e e e 3-50
I I T 1 SRR 3-50
.14 1 DHCP SEIVEN ..ttt e e e eeeeeas 3-50
3.14.2 DHCP REIAY ... cetiiiiieiie ettt sttt e eeensee e 3-62
3.15 DHCP OPLION 82......eiiiieeiiieiit ettt nee et e e nteeeneeenneas 3-64
3.15.1 debug ip dhcp relay packet.......occeviiiiiiiee e 3-64
3.15.2 ip dhcp relay information Option ......cccccvveee e 3-65
3.15.3ip dhcp relay information option delimiter.........cccccceevveeiiivicieeneennn. 3-65
3.15.4ip dhcp relay information option remote-id .......cccccceeevvvvciiiieieeennnn. 3-65
3.15.5ip dhcp relay information option remote-id format......................... 3-66
3.15.6 ip dhcp relay information option self-defined remote-id................ 3-66
3.15.7 ip dhcp relay information option self-defined remote-id format ...3-67
3.15.8ip dhcp relay information option self-defined subscriber-id ......... 3-67
3.15.9 ip dhcp relay information option self-defined subscriber-id format
.......................................................................................................................... 3-68
3.15.10 ip dhcp relay information option subscriber-id................cccvveeee. 3-68
3.15.11 ip dhcp relay information option subscriber-id format................. 3-69
3.15.12 ip dhcp relay information PoliCy ....ceeeeeiiicciiiiiiieee e 3-69
3.15.13 ip dhcp server relay information enable .......ccccccoeeeiiiiiiiiieeneee, 3-70
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3.15.14 show ip dhcp relay information option ........cccccccveeeeveen i, 3-70
3.16 DHCP SNOOPING -.tvtieeiiiiie ettt ee ettt et e e e s eaeee e e s sabeae e e s abbaeaaeeaa 3-71
3.16.1 debug ip dhcp snooping biNAiNg ..o 3-71
3.16.2 debug ip dNCP SNOOPING EVENT.....cviiiiiieei e 3-71
3.16.3 debug ip dhcp SNO0PING PACKEL......ciiiiiiiiieii e 3-71
3.16.4 debug ip dhcp snooping packet interface ..o 3-72
3.16.5 debug ip dhcp sNOopIiNg UPAAte .....ceeveveeiiiiiiei e 3-72
3.16.6 enable truStVIEW KEY .......uciiiiiiiiiii ittt 3-72
3.16.7 ip dNCP SNOOPING eeviiiiiiiiii et 3-72
3.16.8 ip dhcp SNO0OPING ACHION .ooieeiiiiiiiiic e 3-73
3.16.9 ip dhcp snooping action MaxNUM ..........eueeeeeireiiiiriiiieereee e e e 3-73
3.16.10 ip dhcp snooping biNdiNg ......coooeeeiiieiieeee e 3-74
3.16.11 ip dhcp snooping binding arp c..eeeeeeee e 3-74
3.16.12 ip dhcp snooping binding dOtLX .....eeeeeeeviicciiiiiiie e 3-75
3.16.13 ip dhcp snooping biNAING USEr ...ueeiieeeeeiieiiieeieeee e seer e 3-75
3.16.14 ip dhcp snooping binding user-control........ccccccoovvecciiiiiiee e 3-76
3.16.15 ip dhcp snooping binding user-control max-user .........cccccceeeeene 3-76
3.16.16 ip dhcp snooping information enable ..., 3-77
3.16.17 ip dhcp snooping information option allow-untrusted (replace|)3-77
3.16.18 ip dhcp snooping information option delimiter..........cccccceeeeene 3-78
3.16.19 ip dhcp snooping information option remote-id ..........cccccceeeeeennn. 3-78
3.16.20 ip dhcp snooping information option self-defined remote-id......3-78
3.16.21 ip dhcp snooping information option self-defined remote-id format
.......................................................................................................................... 3-79
3.16.22 ip dhcp snooping information option self-defined subscriber-id
.......................................................................................................................... 3-79
3.16.23 ip dhcp snooping information option self-defined subscriber-id
FOTIMAL L et rb e e et e e e 3-80
3.16.24 ip dhcp snooping information option subscriber-id..................... 3-80
3.16.25 ip dhcp snooping information option subscriber-id format ........ 3-81
3.16.26 ip dhcp snooping limit-rate.........cccovevieee e 3-81
3.16.27 ip dhcp snooping timeout detection.........ccccveee e 3-82
3.16.28 ip dhcp snooping timeout qQUIEL ......cccccevciiiiieeiee e 3-82
3.16.29 ip dhCp SNOOPING trUST .evvviiiiiiee e 3-82
3.16.30 ip dhCp SNOOPING VIAN ...eviiiiiiiiiiee e 3-83
3.16.31 ip user helper-address .........covicciiiiiiiiie e 3-83
3.16.32 ip user private packet Version tWo.........ccccveeeeeeeiecciiiieieceee e 3-84
3.16.33 show ip dNCP SNOOPING ...uvviiiiiiiiiiee e 3-84
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3.16.34 show ip dhcp snooping binding all.........cooooiiieee, 3-87
3.16.35 ShOW truStVIEW STAtUS ....cooceviiiiiiiiie e 3-87
3.17 DHCP option 60 and OPtioN 43 ......ccooiiiiiiieiiieiee et 3-88
3.17.10ption 43 @SCii LINE .......uviiiiiiiee e 3-88
3.17.2 0ption 43 heX WORD ......ccooiiiiiiiiee e 3-89
3.17.3 0ptioN 43 0P AB.C.D . 3-89
3.17.4 0ption 60 @SCii LINE ........coiiiiiiieiiee e 3-89
3.17.5 0ption 60 heX WORD .......cooiiiiiiiiiiie e 3-90
3.17.6 0ption B0 P AB.C.D...eeeiiiiiieee et 3-90
CHAPTER 4 COMMANDS FOR ROUTING PROTOCOL.......... 4-1
4.1 Routing ProtOCOI OVEIVIEW.........ccoiiiiiiiiie e csttteer e e e e s ree e e e esrnae e e e e e aeeeean 4-1
4.1.10ip prefix-list deSCrIPLION oo 4-1
4.0.2 1P PrefiX-liSt SEQ . ittt e e 4-1
4.1.3 ip prefix-list sequUeNCe-NUMDEr .......cccvviiiiieeii e 4-2
4.1.4 MatCh @S-Path .......cooi i e 4-2
4.1.5 MatCh COMMUNITY .ooviiiiiiiiieee e e e e 4-3
4.1.6 MALCh INTEITACE. . ..ottt 4-3
o A 1 0 = o o T o SRS 4-3
4.1.8 MatCh iPV6 @dAIESS..cciiiiiii et er e e e 4-4
4.1.9 match ipVvl NeXt-NOP cooveee e 4-4
4.1.10 MALCH MELIIC ..ueiiii i 4-5
O I g = 1 (] o 1 o 1 o PR 4-5
4.1.12 MAtCh FOULE-LY P cueriiie ettt e e e e s rene e e e e 4-5
0 TG 31 0 = o o N = o R 4-6
O o YU L (= 0 0 =T o TR 4-6
4.1.15 Set AQQregator .ccceeiiiie et a e e e e as 4-7
4.1.16 Set aS-PaAth cocoeeei i ————— 4-7
4.1.17 set atOMIC-agQregate.......ccuvurriiiiieeeee e s st e e e e e e e e e s e neneaes 4-8
4.1.18 St COMM-TIST ..eiiiiiiiiii e 4-8
4.1.19 SEt COMMUINITY ..uiiiiieeie ettt s e ee e e e e e s e r e e e e e e e e s sarreeeaaeeeensanns 4-8
4.1.20 Set EXTCOMMUNITY ...iiiieiiiscciieee e e e e e e e e e e snrrraee e e s 4-9
4.1.21 SEtIP NEXE-NOP . .uuiiiiiii e 4-9
4.1.22 set local-preferEnCe ... 4-10
A.1.23 SEEMELIIC weeieiiiiii ettt ettt e e s 4-10
Y= 4 V= o 1Y/ o =T PSR 4-10
o 24 S~ = o] o o PR 4-11
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o A SRR =T = oY g o | = 10T o S 4-11
N N =T = 1 i =T o [T PP TP TP PO PPPPPPPTPPPTN 4-11
4.1.28 Set VPNVA NEXE-NOP .evviiiiiiiiiiie ettt 4-12
4.0.29 SEEWEIGNT ..o 4-12
4.1.30 show ip prefix-list <list-name> ..........cccoci i 4-13
4.1.31 show ip prefix-list <detail | summary>..........ccccccoiiiiiiiiiine e 4-13
4.1.32 SNOW FOULE-MAP .veiiee ettt ebe e sbe e sbbeeeaeane 4-14
4.1.33 SNOW FOULEI =T ..eeiiiiiiii it 4-14
] - L o = (o 11 (= PP UPTPRRR 4-15
N T o I o U = TP RPR 4-15
A | I (01U 1 (= P 4-16
4.2.3 SNOW QP FOULE ...cci ettt r e e e e e st rrr e e e aeeeas 4-16
4.2.4 SNOW QP FOULE VIT oeeeiiiiiieiiie e e e e e e 4-17
4.2.5 ShOW ip roULE fiD wevveeeeee i 4-18
A3 RIP ettt n e nre et e e et e te e n e nteeenteenn e enreeans 4-18
4.3.1 aCCePL-lIfElIME .t 4-18
4.3.2 address-family iPVA.....cco e 4-19
G T R oA =T Va1 o I o 11 = 4-20
G T o =1 o TU o T TSR 4-20
4.3.5 debug rip redistribute message send........cccccceveeeivieiiiiiince e 4-21
4.3.6 debug rip redistribute route reCeiVe .......cccccvveeiiiciee e 4-21
4.3.7 default-information originate..........cocccvviiiiiee i 4-21
4.3.8 defaUlt-METIIC ..c.eeiiiiiiie e 4-22
G o 5] =1 [ o] = P PSPPSR OPR 4-22
4.3.10 diSTrDULE-TIST ..eiiiiiie e 4-22
4.3.11 exit-address-family ......ccccciiiire e 4-23
4.3.120ip rip aggregate-addreSssS .......eeee e e e ee e 4-23
4.3.13 ip rip authentication key-chain..........ccccoocvvee i 4-23
4.3.14 ip rip authentication MOdE..........uuuiiiiiiieieie e 4-24
4.3.15 ip rip authentication StriNG.....ccccccoiiiiciiiee e 4-24
4.3.16 ip rip authentication cisco-compatible............c.ooevi i 4-25
4.3.17 ip rip reCeive-PaCKEeL ....cocceeeieec e 4-25
4.3.18 P FiP rECEIVE VEISION coiiieii ittt e e saaenaee e e 4-25
4.3.1910p rip SENA-PACKEL ..ceii i 4-26
4.3.20 0P riP SENA VEISION coivieiiiciei et ee e e 4-26
4.3.220p rip SPIt-NOTIZON cccviiiieiiee e 4-26
B.3.22 KBY ettt ettt ettt e e e ane et entae e e teeenneens 4-27
4.3.23 KEY ChaiN ..o 4-27
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O T = Y= 4 1 o SRR 4-28
4.3.25 MaximumM-prefixX ..o 4-28
4.3.26 NEIGNDOT .. 4-28
A.3.27 NEIWOTK ettt e e e e s snaneee s 4-29
4.3.28 OFfSEE-IIST i 4-29
4.3.29 PasSIVe-INTErfaCe. ..o 4-30
4.3.30 reCV-DUFFEr-SIZe ...eeeiiie e 4-30
A.3.3L rediSTITDULE i 4-30
4.3.32 redistribute ospf (vrf command) ... 4-31
Z.3.33 TOULR ettt e e e e e e e e e e e e e e bbb e e e e e e e e e nnrreees 4-31
O T o 1 U1 (= 1 RS 4-32
4.3.35 SeNd-lIfetime .....ooiiii e 4-32
4.3.36 ShOW debUGQING P cevreeieiieee e e e e e e e 4-33
4.3.37 ShOW ip ProtOCOIS FiP.ciiiieeei i 4-33
4.3.38 SNOW I T teeeeieiiiieiii et e e e e e s e e e e e e e e e s s r e ereeaeeesannnnes 4-34
4.3.39 show ip rip database ......ccevviiiiiiie e 4-35
4.3.40 show ip rip database Vrf........oooooiiiiiie e 4-35
4.3.41 ShOW ip FP INTEITACE ..evvvie e 4-35
4.3.42 show ip rip interface VIf ... 4-36
4.3.43 ShOW ip P AQQregate....cccceeii it cettte e e e e e s e e e e e e e ennnnnes 4-36
4.3.44 show ip rip redistribUte .....cccvvviiieeee e 4-37
4.3.45 SNOW 0P VI oo e e 4-37
4.3.46 tIMEIS DASIC ..vveiiiiie e 4-38
N oy V=T £~ (o] o B P PO PPPPTROT 4-38
@ 1] = S SSR 4-39
4.4.1 area authentiCation .........cc.eeiiiiiiiii e 4-39
4.4.2 area default-CoST ... 4-39
4. 4.3 area filter-liSt.. ... 4-40
e T W ST U PP PR 4-40
T == B = o o T SRR 4-41
A.4.6 @rea@ STUD ...oeiii e 4-41
A.4.7 area VIrtual-linK ... 4-42
4.4.8 auto-cost reference-bandwidth ...........cccooi 4-43
4.4.9 compatible rfCL583.....cc i 4-43
4.4.10 clear ip OSPf PrOCESS covviiii i 4-44
4.4.11 debug OSPTf EVENTS...cciii i 4-44
4.4.12 debug OSPT ifSM cuuiiiiii e 4-44
4.4.13 debUg OSPT IS ..uuuiiiiiiiiiiie e 4-44
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4.4.14 debug OSPT NTSM wuuiiiiiiiiie e 4-45
4.4.15 debug OSPf NSM e 4-45
4.4.16 debug OSPT PACKEL ...ooiiiiee e 4-45
4.4.17 debUg OSPT FOULE ....iviiii e 4-45
4.4.18 debug ospf redistribute message send.........ccccceeeviiiiiii e, 4-46
4.4.19 debug ospf redistribute route receive .......ccccciviii i 4-46
4.4.20 default-information originate.........cccceeiiiiiiiiiiii e 4-46
4.4.21 default-MEetriC ... 4-47
Ao 11 =1 Y of = SR OTRPPR 4-47
A4.4.23 AIiSTIDULE-TIST .eeiiiie e 4-48
] =] e o T ] oY R 4-49
A.4.25 NOST @IE@ ..eeeeii ittt ettt 4-49
4.4.26 ip ospf authentication.........cccccvvee e 4-50
4.4.27 ip ospf authentication-KeY ............occcuvveieiiiiiee e 4-50
4. 4.28 1P OSPT COST it 4-50
4.4.29 ip ospf database-filter.......cccccceeie i 4-51
4.4.30 ip ospf dead-interval.........cceeeiiiicic e 4-51
4431 ip ospfdisable all.......oooevieeiiii 4-52
4.4.32 ip ospf hello-interval ... 4-52
4.4.33 ip ospf message-digesSt-KeY.....ccccceeviiiiciiiiee e 4-52
A.A4.34TP OSPTF MU .o 4-53
4.4.351P OSPF MEU-IGNOTE.cciii e 4-53
4.4.36 0P OSPF NEIWOTK...uuiiiiiiiiiiiie e e e e e e e e 4-54
N AT o T 0 1= o o] o1 1P 4-54
4.4.38 ip ospf retransmit-interval..........ccccooociiiiiiie e 4-54
4.4.39 ip ospf transmit-delay.......ccccouviiieiee e 4-55
B4 4D KBY ettt ettt ettt he et eane e te e ree et e e neeeneeens 4-55
O =YK o] o = U1 o [P 4-56
4.4.42 log-adjacency-changes detail.........cccccccveeeeeiiiiciiiiie e, 4-56
4.4.43 Max-CONCUITENE-AA ...ccoiiiiiiiiiiiiii e 4-56
g = o | ] o Yo | SRR 4-57
A 445 NEIWOTK @I @ .. .eiiiii ittt ettt ettt e e e e saeeee s 4-57
4.4.46 OSPT ADIr-tYPE oeeveeieeee e ————— 4-58
Ny o 1= o) B 01U 1 (=] o [ SSRUSS 4-58
4.4.48 OVerflow database........coocuuiiiiiiiiiiiieiii e 4-59
4.4.49 overflow database exXternal.........cccuueiiiiiiii i 4-59
4.4.50 PasSSIVE-INTEITACE......c.ccii i 4-59
A 451 rediSTIDULE e 4-60
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4.4.52 rediStribULe OSPT . e 4-60
A.4.53 TOULEE OSSP 1ot 4-61
A.4.54 SNOW TP OSPT e 4-61
4.4.55 show ip 0SPf DOrder-roUters ... 4-62
4.4.56 show ip 0Spf database ........occcceiiiiiiiiii e 4-63
4.4.57 show ip ospfinterface .......ccccciiiii 4-64
4.4.58 show ip 0spf NeighDOr ... 4-64
4.4.59 show ip oSpf redisStribDUte ........ccuveiii i 4-65
4.4.60 SNOW P OSPT FOULE ..eviiiiiieie e 4-66
4.4.61 show ip ospf virtual-linKS ..., 4-66
4.4.62 show ip route process-detail.........cueuviieeeeeiiiiciiiic e 4-67
4.4.63 show ip route vrf process-detail .......cccccccvveeeeiiicciieee e, 4-67
4.4.64 SNOW P PrOtOCOIS woiiiieee it 4-67
4.4.65 SUMMArY-a0drESS ..ovviiiiiie it ie e et r e e e e e e e e s e e rreeeeees 4-68
44,66 tIMEIS SPT oot e 4-69
A5 BGP ..ttt nte et e reeeteenreeens 4-69
4.5.1 address-family ....cccoo oo 4-69
4.5.2 ag0regate-addreSS ... i i ciieeee et 4-70
4.5.3 bgp aggregate-nexthop-check ........ccccevvveevii e, 4-70
4.5.4 bgp alwaysS-COMPAre-MEd.......ccuiieeeiiiiiiiriiieireeeeesiiree e e e e ssnnerereeeeeeees 4-71
4.5.5 bgp asnotation asdot..........cccciiiiiie e 4-71
4.5.6 bgp bestpath as-path ignore.........ccoocc 4-72
4.5.7 bgp bestpath compare-confed-aspath .........ccccovviveeeeiiiiieee, 4-72
4.5.8 bgp bestpath compare-routerid .........ccccceeeeeiiiiiiiiiee e 4-72
4.5.9 bgp bestpath Med ... 4-73
4.5.10 bgp client-to-client reflection..........ccccccvvvieei i, 4-73
TNt I o Yo o o LU £ €= o SR 4-74
4.5.12 bgp confederation identifier ............cccciiiee s 4-74
4.5.13 bgp confederation PEEIS ......cccuviiiieeiei e 4-74
TN I 3 o To o I = 1 4 =T 1o Yo RSP 4-75
4515 bgp default......cc.eiie e ——— 4-75
4.5.16 bgp deterministic-Med .........ccoei i 4-76
4.5.17 bgp enforCe-firSt-as ......ccviiiiiiiiiiiiee e 4-76
4.5.18 bgp fast-external-failloOVer .........ccccccciiiiiiiiiee e 4-76
4.5.19 bgp inbound-route-filter ........ccceueeei i 4-77
4.5.20 bgp inbound-MaxX-rOULtE-NUM ........ccceiiiriiieeeeeeesccesieieee e e e s srrrreeeeeee e 4-77
4.5.21 bgp log-neighbor-Changes......ccccccc v 4-77
4.5.22 bgp network import-ChecCK ..o 4-78
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4.5.23 bgp rfCl771-path-SeIECT.......uuviieeeiii i 4-78
4524 DgP MTCLT77L-StrICT.coi i 4-78
A.5.25 DOP FOULEI -0 ..t 4-79
4.5.26 DOP SCAN-TIMB ...t e e e erae e e e e a e 4-79
A.5.27 ClEar IP DOP c oo 4-79
4.5.28 clear ip bgp dampPening ... 4-80
4.5.29 clear ip bgp flap-StatiStiCS.....cueiiiiiiiiii e 4-80
4.5.30 debUG BOP oo 4-80
4.5.31 debug bgp redistribute message send.........ccccccveveee e, 4-81
4.5.32 debug bgp redistribute route receive ..........ccccccvveeeeee i, 4-81
R 1 o [ 1] = 1o Y of =S URPU PP TOPPPT 4-81
4.5.34 diStanCe DOP «ooooe e 4-82
4.5.35 exit-address-family ... 4-82
T TSI 1] o X o 4 =Y o P 4-82
4.5.37 ip as-path acCeSS-liSt......cooiiiiiiieiee e 4-83
4.5.38 1P COMMUNITY-TIST oooviiiiiiiieec e 4-84
4.5.390ip extcommuUNIty-liSt.....ccooviiiiii e 4-84
4.5.40 Neighbor aCtiVate .......ccccciviiiieee e e 4-85
4.5.41 neighbor advertisement-interval ...........ccccccco i 4-85
4.5.42 neighbor alloWas-iN ... 4-86
4.5.43 neighbor as-0Verride ... 4-86
4.5.44 neighbor attribute-unchanged..........cccocoiiiee i, 4-86
4.5.45 neighbor capability .......ccccociiiiii e 4-87
4.5.46 neighbor capability orf prefix-list..........cooeviieii i, 4-87
4.5.47 neighbor collide-established ...........c.ooocii e 4-88
4.5.48 neighbor default-originate ..........coccoeciiiiiie e 4-88
4.5.49 neighbor deSCription ... 4-89
4.5.50 neighbor distribute-liSt........cccceeiiciiiiii e 4-89
4.5.51 neighbor dont-capability-negotiate..........ccccccoevvviiiiiiieee e, 4-90
4.5.52 neighbor ebgp-multinop ..., 4-90
4.5.53 neighbor enforce-multinop ......oooveeei i, 4-91
4.5.54 neighbor filter-liSt....... e 4-91
4.5.55 neighbor interface........ocovi e 4-92
4.5.56 neighbor maximum-prefiX.....cccc e 4-92
4.5.57 neighbor next-hop-self ..., 4-93
4.5.58 neighbor override-capability ........ccccooeiveeiiiiiice e 4-93
4.5.59 NEIghDOr PASSIVE..uiiiii i 4-94
4.5.60 neighbor peer-group (Creating) .....ccccvveeeeeeeiiiiieeeceee e ee e 4-94
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4.5.61 neighbor peer-group (Configuring group members)........ccccceeeueee 4-95
4.5.62 NEIGNDOT POt ..eiiiiiiiiiii e 4-95
4.5.63 neighbor Prefix-liSt. ... 4-95
4.5.64 NeighbOr reMOTE-aS.....cccii i 4-96
4.5.65 neighbor remove-private-AS ... 4-96
4.5.66 NEIghDOr FOULE-MAP ..eoviiiiiiiie et 4-97
4.5.67 neighbor route-reflector-client ...........ccoociiii 4-97
4.5.68 neighbor route-server-client ..........occco i 4-98
4.5.69 neighbor send-CoOMMUNILY ..o 4-98
4.5.70 neighbor ShULAOWN ... 4-99
4.5.71 neighbor soft-reconfiguration inbound...........cccccceeveiiieinvciiiiieneenn, 4-99
4.5.72 N€IGNDOTI SO0 et 4-100
4.5.73 neighbor strict-capability-match .............ooo v, 4-100
4.5.74 NeighbDOr tIMErS ..uuviiiiiiie e 4-101
4.5.75 neighbor timers CONNECT........viveeiii i 4-101
4.5.76 NeighbOr UNSUPPIreSS-Map ......ccuiiieeiiiiiiiieeeeiree e e s sireer e ee e enneenes 4-101
4.5.77 neighbor update-SOUICE.....cccooei i 4-102
4.5.78 Neighbor VEISIiON 4.....cooviiieiee e 4-102
4.5.79 neighbor Weight ... 4-103
4.5.80 NEIWOTK (BGP) ...vuiiiiiiiiei e e ettt e s e a e e e e e e e s e e snnnneee s 4-103
4.5.81 redistribute (BGP) ....ccovi i 4-104
4.5.82 redistribute OSPT ... 4-104
4.5.83 redistribute 0SPf (VIT) .o 4-104
e N o UL (= o T | SR 4-105
4.5.85 S€t VPNVA NEXE-NOP covvvieeeeii ittt e e 4-105
4.5.86 SNOW P DOP oottt e e s e e e e e e e 4-106
4.5.87 show ip bgp attribute-info.......ccccovvieiii e 4-107
4.5.88 ShOW ip bgp COMMUNILY ..ot e 4-107
4.5.89 show ip bgp commuNity-iNfo .......uuevereeiiiiiii e 4-108
4.5.90 show ip bgp commuUNItY-liSt ....cccooveiiiiiiiiiie e 4-108
4.5.91 show ip bgp dampening........ccccciiiiiiiiiie i 4-109
4.5.92 show ip bgp filter-list......cccooiiiii e 4-110
4.5.93 show ip bgp INCONSIStENT-AS....cccciiiiiiiiiiie e 4-110
4.5.94 show ip bgp Neighbors........cciii e 4-111
4.5.95 ShoW ip bgp PatNS..eceeii e 4-111
4.5.96 show ip bgp prefix-list.....oooiiii e 4-112
4.5.97 ShOW ip DOP QUOLE-TEOEXP .uvvuviririiriiiiiieeeeeeeseeieeeer e e e e e s e enrirreeaeaee s 4-112
4.5.98 show ip bgp redistribute ........ccccvveeii i 4-113
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4.5.99 show ip bgp Neighbors.......cccii e 4-113
4.5.100 SNOW P DOP FEGEXP weeeieviiiieiiiiiiee ettt 4-114
4.5.101 show ip DgP rOULE-MAP ..cooiiiiiiiiiiiiee e 4-114
4.5.102 SNOW iP DOP SCAN ..eviiiiiee e e e e e 4-115
4.5.103 ShOW ip BOP SUMMATY ...cuuiiiiiiiiiiiie e 4-115
4.5.104 ShOW P DOP VIEBW «.eeeiiiiiiiiiiee et 4-116
4.5.105 show ip bgp view Neighbors ... 4-116
4.5.106 ShOW ip BOP VI . 4-116
4.5.107 ShOW ip BOP VPNV ..ot 4-118
4.5.108 tiMers DOP .o 4-119
4.6 IPV4 Black HOle ROULING.........ccooiiiiiiiiiiiiecce e e e s e e e e e e e e e e e 4-119
4.6.10p route NUIO.......oo e 4-119
A.7 GRE ...ttt ettt et ettt nee e neeen e e nraeans 4-119
A.7.0 deDUQG gre i 4-119
o A | - To Lo [ =1 4-120
G T T o I (o 11 ) PRSP 4-120
o T ¢ NV G 3= To Lo =7 PR 4-121
O R 1 6 LY G I oYU | X R 4-121
4.7.6 loopback-group (Global) ......cceeeeivieeiiiiceee e 4-121
4.7.7 100pback-group (POIt) ..o 4-122
4.7.8 loopback-group (Tunnel Interface).........cccocvveeeeeiii v 4-122
4.7.9 SNOW gre tUNNEL....uuiiiiiiie et e e e e nnnes 4-122
4.7.10 show interface tunNNel.........ccooiiiiiii e 4-123
4.7.11 tunnel destiNation ........c...ooiiiiiiiie e 4-123
o A (UL L Y= W g Lo o L= o T o P 4-123
4.7.13tunnel MOode gre iPV6 .....cocoeve i 4-124
A.7. 14 TUNNEI SOUFMCE....uiiiii ittt abbe e e ee 4-124
R B L0 /= SRS 4-124
4.8.110ad-DAIANCE .....ooiiiiiiiii e 4-124
4.8.2 MaxXimUM-PatNS......uuuiie i 4-124
A O B D . ittt a e e e e e e e e e e e e e e e e e e et rrerae 4-125
4.9.1 bfd authentication KeY ... 4-125
4.9.2 bfd authentication kKey md5 .......ccccceiiiiiiiiiiiie e 4-125
4.9.3 bfd authentication Key text .......cccovieiiiiiiiiie e 4-126
4.9 4 DFA BCHO e 4-126
4.9.5 bfd €ChO-SOUICE-IP uuiiiiiiii e 4-126
4.9.6 bfd €ChO-SOUICE-IPVB....cccoceeeeeeee e 4-127
4.9.7 bfd €NaDIE ..o 4-127
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4.9.8 DFAd INTEIVAL ...oioiiiiiii e 4-128
4.9.9 bfd min-echo-recv-interval...........cccooiiiiiii 4-128
4.9.10 DFAd MOAE ceeiiieiiiii e 4-128
4.9.11 debug BFd ..oeeiieiece e 4-129
4.9.12 ip ospf bfd enable ... 4-129
4.9.130p route DI e 4-129
4.9.14 ipv6 ospf bfd enable ... 4-130
4.9.15ipv6 ospf bfd enable instance-id ..........cccoociiiiii e 4-130
4.9.16 ipve rip bfd enable ... 4-130
4.9.170pVB route DFd ..o 4-131
4.9.18 NEIGNDOT i 4-131
4.9.19 rip bfd enable. ... 4-132
4.9.20 show bfd NeIghDOr .....oevvvieieee e 4-132
O O = T = ] = TSRS 4-133
4.10.1 bgp graceful-restart ..........ococcieieeiee e 4-133
4.10.2 bgp graceful-restart restart-time ........ccccceveeeeeeeecccceeee e 4-133
4.10.3 bgp graceful-restart stale-path-time .........ccccccce v, 4-134
4.10.4 bgp selection-deferral-time........cccccoevieeeeii e 4-134
4.10.5 neighbor capability graceful-restart ...........cccccccveeeiiiicicne v, 4-134
4.10.6 neighbor restart-time........ccccciiiee e 4-135
@ 1] = i 1 = SR UOUTSPSI 4-135
4.11.1 capability restart graceful .......ccccccee i 4-135
4.11.2 debug 0SPf @VENES gr.ccoieiii e 4-135
4.11.3 ospf graceful-restart grace-period ........ccccceveveeeeiiiiciiieeeee e 4-136
4.11.4 ospf graceful-restart helper max-grace-period..............cccccvvvveneen. 4-136
4.11.5 ospf graceful-restart helper never.........cccoveeee i 4-136
4.01.6 SNOW I OSSP i 4-137
4.11.7 show ip ospf graceful-restart.........ccccoceveveeeeiicciiiie e, 4-137
CHAPTER 5 COMMANDS FOR MULTICAST PROTOCOL ...... 5-1
L I Y11 L ToF= ] O TR 5-1
5.1.1 SNOW IP MIOULE....iiiiiiiie e a e e e 5-1

B2 PIM-DIM. e aaaaa 5-2
5.2.1 debug pim timer Satl.......cccciiiiiiiie e 5-2
5.2.2.debug pim timer St 5-2
LI | o 1 4 o 101 = PSR 5-2
5.2.40p PIM BSI-DOTAer ..o 5-3



S7550_Series_Command Guide Content

5.2.50p PIM dENSE-MOUE ......eeiiiiiiiiee e ar e e e 5-3
5.2.6 1P PIM Ar-Priority oo e et e e 5-4
5.2.71p pim exXclude-genid ..o 5-4
5.2.81p pim hello-holdtime ... 5-4
5.2.91p pim hello-iNterval ... 5-5
5.2.10 ip pim MUItICAST-TOULING ..coviiiiiiiiieiiiie it 5-5
5.2.11ip pim neighbor-filter ... 5-5
5.2.12ip Pim SCOPE-DOIAEr ....oeiiiiiiii e 5-6
5.2.13 ip pim state-refresh origination-interval..........ccccccccoiiiiiiniiinniiinen 5-6
5.2.14 show ip PimM iNterface ......cccoooiieiiiii e 5-7
5.2.15 show ip pim mroute dense-mMode......ccccccoveviviiiiiiiee e 5-7
5.2.16 show ip pim neighbor........cooi e 5-9
5.2.17 sShow ip Pim NEXTNOP oo 5-9
ESTRC J = 1Y S | P RR 5-10
5.3.1clear ip pim DSI rP-Setl ..o e 5-10
5.3.2.debUg PiM @VENT.....uiieiiiiiee e 5-10
5.3.3debug Pim MIC ... 5-11
5.3.4 debug pim MiD . ... 5-11
5.3.5debug pim NeXtNOP cooviii i 5-11
SIRC T o 1T o 0T I o 11 0 1 11 o SR 5-11
5.3.7debug pim pacKel........cooiiiiiieeee e 5-12
5.3.8 debUQ PiM STAL@...cuuiiiiiiiii e 5-12
5.3.9 debug pPim tiMEr .oooovi e 5-12
LR T O T o 0 o ] o 10 = S UREPERRR 5-13
5.3.11 ip multicast unresolved-cache aging-time........cc.cccccoeecvveee e, 5-14
5.3.120p PiM @CCEPt-TEISTEI ... ciiiieirie e eee e e 5-14
5.3.130p PiM DSI-DOrder ... 5-15
5.3.140p pim BSr-Candidate........cccceeeeiiiiiiiiiiiieee e 5-15
5.3.15ip pim cisco-register-cCheckSUm.........ccccccveeeiiiciiiiinice e 5-15
5.3.16 0P PIM Ar-Priority oo e e eeee e 5-16
5.3.17ip pim exclude-genid .......cccuveeeeeeeii i 5-16
5.3.18ip pim hello-holdtime......cccuviiieeeee e 5-16
5.3.19ip pim hello-interval .........ccccvveeeii e 5-17
5.3.20ip pim ignore-rp-Set-priority......cccccciieriieeeei e 5-17
5.3.21 0P PIM JP-TIMEE et e e e e saaee s 5-18
5.3.22ip pim MUltiCASt-TOULING .....uuviiiiiiiee i 5-18
5.3.23ip pim neighbor-filter ... 5-18
5.3.24 ip pim register-rate-limit..........cccoociiiiiiii e 5-19
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5.3.25ip pim register-rp-reachability .........cccccooiimiiiiieii i 5-19
5.3.26 1P PIM reQiStEr-SOUITE . .eeiiiiiiiiii ettt 5-20
5.3.27 ip pPiM regiSter-SUPPrEeSSION . ....ciii ittt 5-20
5.3.28 0P PIM rP-adareSS ..ot e e 5-20
5.3.29ip pim rp-candidate.........ccuueiiiiiiiiii s 5-21
5.3.30 ip Pim rp-regiSter-Kat ..........occeeiiiiiiiiiei e 5-21
5.3.31ip pim SCOPE-DOIAEr ....oviiiiieei e 5-22
5.3.32 1P PiM SPArSE-MOUE ....c.ueiiiieiiiie ettt 5-22
5.3.33 ShOW ip PIM DSI-TOULET ...eeiiiiiiiiiie e 5-22
5.3.34 show ip pim iNterface .......cccoeeiiiiiiii e 5-23
5.3.35 show ip pim mroute SparsSe-mode ..........ccoecvvveiiieeeeeeeccciieeee e 5-24
5.3.36 show ip pim Neighbor ... 5-25
5.3.37 show ip pim NeXtROp oo 5-25
5.3.38 show ip pim rp-hash ... 5-26
5.3.39 Show ip Pim rp MapPiNg. ... 5-26
LSRN I = TSRS 5-27
5.4.1 cache-sa-holdtime..........cooiiiii e 5-27
5.4.2 caChe-Sa-MaximMUmM ........cuuiiiiiiiiieii et 5-27
5.4.3 CACNE-SA-STALE ... 5-28
o o 1T Y 0 01T N I o 1= = P 5-28
5.4.5 clear Msdp SA-CAChE......ccuuiiiiiiiie e 5-28
5.4.6 clear MsAp StatiStiCS......ovciiiiiiiiie e 5-29
5.4.7 CONNECT-SOUICE .ooeiiiiiiieeieee et e e e s ee e e ee e e 5-29
5.4.8debug MSApP @ll.c.ooovreiiie e 5-29
5.4.9 debug MSAP BVENTS ... 5-30
5.4.10 debug MSAp filter ..cccci i 5-30
5.4.11 debug mSAP fSM..cciiii i 5-30
5.4.12 debug msdAp KEEPAIIVE .....oeeeevieeiieceeee e 5-31
5.4.13 debug MSAP NSM i e 5-31
5.4.14 debug MSApP PACKEL ......euviiiiiiiiiie e 5-31
5.4.15debug MSAP PEEI ..ot 5-32
5.4.16 debug MSAP tIMEr ... 5-32
5.4.17 default-rpf-PeEr.....ueeiei e 5-32
5.4.18 dESCIIPLION ..uitiiiiii ittt e e e e e e e e e e e e e e e aans 5-33
5.4.19 eXit-PEEI-MOUE ....ceeii et e et a e e s eaeaae s 5-33
L O N 4 V=TS o e 1 o 1 U1 RSP 5-33
L R o T o 1 = A1 o o o PR 5-34
B 2 PN e 5-34
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5.4.23 rediStriDULE ...ooii i 5-35
5.4, 24 FEIMOTE-8S ..o ittt e ettt e e e e et e e e e s s e e e sabb e e e e e e e e e e annrnrees 5-35
5.4.25 FOULEE MISAP -evtiiiiieiiiiii ettt ettt e e e e e e anreee e 5-35
5.4.26 SA-TILET ..eiiieiie e 5-36
514,27 SATEQUEST ...ttt ettt e e e e e e e s r e e e e e e nb e e e 5-36
5.4.28 sa-reqUesSt-filter ... 5-37
5.4.29 show msdp global ... 5-37
5.4.30 show msdp 10cal-Sa-Cache ........cccoiiiiiiiiiii i 5-38
5.4.31 SNOW MSAP PEET . ettt 5-39
5.4.32 sShow mMSApP Sa-CaChe.......ccccooiiiiii e 5-40
5.4.33 show msdp sa-cache SUMmMmMary.........cccoocoiciiiieeee e ee e 5-41
5.4.34 show mMsSApP StaliStiCS....cccciiieiiiiee e 5-41
5.4.35 ShOW MSAP SUMMATY ...uvviiiiiiiieiiicciieeiee e e e e eeneeeee s 5-42
5.4.36 SNULAOWN .ot e e 5-43
B5.4.37 t-tNIeShOld ...oeeeiiiee e 5-43
BB ANYCAST RP ..ttt ettt sttt e e e beenaeebeeereeenneas 5-44
5.5.1 debug pim anyCast-IP....cccciccuiiiiiiieie e e 5-44
5.5.20P PIM @NYCAST-TP trvveeiiiiiiiiie et e e e e e e e e e e e e s ernaraaeeeees 5-44
5.5.3 0P PIM @NYCAST-TP trvveeiiciiiieie e e et r e e e e e e e naeeeees 5-44
5.5.4ip pim anycast-rp self-rp-address ......cccccveee e 5-45
5.5.5i0p pim rp-candidate........ccccvuiiereeeiii e 5-46
5.5.6 Show debugging Pim ... 5-46
5.5.7 show ip pim anycast-rp first-hop ....cccccoeeeeeiiiiici e, 5-46
5.5.8 show ip pim anycast-rp non-first-hop ........cccccvieeeee i 5-47
5.5.9 show ip pim anycast-rp status ........ccccccveeereeeiiciiiee e 5-48
5.6 PIM-SSM ...ttt ettt n et ne et e e nee e neeenaennnee s 5-48
5.6.1 0P MUIICAST SSM ceiiiiiiiiii e e e e e rare e 5-48
B.7 DVMRP ...ttt ettt et h et e et nnee e nree e es 5-49
LA o 1= o U o 0 A 4 RSP 5-49
5.7.21p dVMIP €NADIE..cciiiieiee e 5-50
B.7.3 0P AVIMIP MELIIC coviiiiee et s e eaa e 5-50
5.7.41ip dvmrp multicast-roUting .........cccccviiiiiiieee e 5-51
5.7.5ip dvmrp output-report-delay........cccccomiiiiiiee e 5-51
5.7.60ip dvMrp rejeCt-NON-PrUNEIS .....cccciiciiieiieieeeeee e e esiiiirieee e e e e e esrreaeeeeeeens 5-51
B.7.70p dVMIP tUNNEL coeiieeeciceee e e e 5-52
B5.7.8 SNOW IP AVMIP ceiiiiiiiiiiec e 5-52
5.7.9 show ip dvmrp interface......cooovveeiicciiiiiee e 5-53
5.7.10 show ip dvmrp neighbor ... 5-53
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5.7.11 SNOW iP AVMIP PrUNE ..uuiiiiiiiiiieee e e eeieeee e e e e e s s ssteeeaer e e e e e s s snnneenaneeees 5-54
5.7.12 ShOW iP AVIMIP FOULE.....eieiiiiii ettt 5-54
B.8 DICSC M. iitititiitiiit s r e e et e e s s s s e s s et e e e e e e e e e e e e e e aaaaaaeaeeeteeeerr e reaaraa 5-55
5.8.1 access-list (Multicast Destination Control)...........cccccvvvveeeeeeniiinnnenn, 5-55
5.8.2 access-list (Multicast Source Control) .......ccccovceiiiiiieie i 5-56
5.8.3 ip multicast destination-control .........ccccccuiiiiiiiiie e 5-57
5.8.4 ip multicast destination-control acCess-group.......ccccecueeeeerieeeeennne 5-57
5.8.5 ip multicast destination-control access-group (Sip).....cccccevervveeeennns 5-57
5.8.6 ip multicast destination-control access-group (VmMac).........ccceee...... 5-58
5.8.7 1p MUILICAST POLICY ..t 5-58
5.8.8 ip multicast SOUrce-CONLIol.......ccooviciiiiiiiie e 5-59
5.8.9 ip multicast source-control aCCesS-group .......ooovvevvvvrereeeenicveennnneeenns 5-59
5.8.10 multicast destination-CoNtrol ..........coceviiiiiiiie e 5-59
5.8.11 profile-id (Multicast Destination Control Rule List)......................... 5-60
5.8.12 show ip multicast destination-control.........cccccceveeveei i 5-60
5.8.13 show ip multicast destination-control access-list............ccccvvveeeen. 5-61
5.8.14 show ip multicast destination-control filter-profile-list .................. 5-61
5.8.15 show ip Multicast POIICY ..uuvveeeiiiiieiee e 5-62
5.8.16 show ip multicast SOUrce-Control ......cccccceeeeiiiciiieiee e, 5-62
5.8.17 show ip multicast source-control access-liSt........ccccccevvcrvrrvnnnnnn. 5-63
BLO IGIMP ...ttt ettt et e e reenneeennean 5-63
5.9.1clear ip igmMpP QrOUP ..cocoooe e e e e ee e e e re e e e e e e s s enneraneeeees 5-63
5.9.2.debug igmp @VENT ... 5-63
5.9.3debug igmp PACKEL .......ovviiiiiiieee e 5-64
5.9.4 0P igMP ACCESS-GIrOUP coeeiiiuieiereeiieiitrteeereaeeeeeessastieeereeeeeseessnsssnareeeaeees 5-64
5.95ip igmp immediate-l1€ave ........ccccciiiiiiie e 5-64
oI B o Te o Y o I o1 1 g T o 10T o PR 5-65
5.9.7 ip igmp last-member-query-interval..........cccccceeiiiiiiieee e, 5-65
5.9.8 0P igMP IIMIL .. e e e e e e 5-66
5.9.9i0p igmp qUErY-INTEIVAl ......ueviiiieeieiie e 5-66
5.9.10 ip igmp query-max-reSPONSE-tiMe ........cceeiecurrrereereeeeesiieiiraeeaeenanns 5-66
5.9.11ip igmp QUENY-tIMEOUL ....vvvieieeec it 5-67
5.9.12 ip igmp robust-variable ..........cccocoiiiii e, 5-67
5.9.130p igmpP StatiC-grOUP ..ccveeeiieieeeie et e e eee e e e e e s aee e 5-68
5.9.14 0P IgMP VEISION ..ciiiiiieie ettt ettt e e a e e e s nnneaees 5-68
5.9.15 SHOW ip igMP GrOUPS .uuuuiiiiiiieiiieeee e s et e e st ae e e e e e e erraeee s 5-68
5.9.16 show ip igmp iNterface......ccccuuvieiieei i 5-70
LT K0 I (1Y | =] aTo Yo o 11 o RSO 5-70
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5.10.1 clear ip igmp SNOOPING VIAN ...coiiciiiiiiiiee e 5-70
5.10.2 clear ip igmp snooping vlan <1-4094> mrouter-port..........cccceeeeee... 5-71
5.10.3 debug igmp snooping all/packet/event/timer/mfc........c..ccccceeennis 5-71
5.10.40ip igMP SNOOPING teeeiiieiiiieiiee e e e e st e e e e e e e s s ere e e e e e s s e nneerrereeeeeeeas 5-71
5.10.5ip igMmpP SNOOPING PrOXY ceeeeeiiiuiiieeaiiiieeae ettt eeesitieeeessireee s ssneseeeeseneeas 5-72
5.10.6 ip igmpP SNOOPING VIAN ...uviiiiiiiiiiii e 5-72
5.10.7 ip igmp snooping vlan immediate-leave ...........ccccooeiiiiiiineiiniinenenn. 5-72
5.10.8 ip igmp sSnooping vlan acCesSS-groUp ....cccoeeueeeeeiiiieeeiiiieeeesiiieeee s 5-73
5.10.9 ip igmp snooping vlan <id>immediately-leave mac-based........... 5-73
5.10.10 ip igmp snooping vilan 12-general-quUerier ........cccccvcuveeeeniieeneenne 5-73
5.10.11 ip igmp snooping vlan 12-general-querier-source............cccvveeen.. 5-74
5.10.12 ip igmp snooping vlan I2-general-querier-version..........cccccvee.... 5-74
5.10.13 ip igmp snooping vian limit .........ccccvveeeiiiiriiceeee e 5-75
5.10.14 ip igmp shooping vlan interface (ethernet | port-channel|) IFNAME
1T 0L P PP POUPPPRT 5-75
5.10.15 ip igmp snooping vlan mrouter-port interface.........ccccecvvveeeiininns 5-76
5.10.16 ip igmp snooping vlan mrouter-port learnpim...........cccccvvveveneennnns 5-76
5.10.17 ip igmp sSNooping vIan mMrpt.......coocceiiiiiriiee e 5-77
5.10.18 ip igmp snooping vlan query-interval...........cccccceeeeiiicciciiineeee e, 5-77
5.10.19 ip igmp snooping vIan qUErY-MISP ....eeeeeriiicccieeeeeeeeeesssneeveneeeeens 5-77
5.10.20 ip igmp snooping vian query-robustNess ........ccccccvvvveveeeeeeieeiiennnnn. 5-78
5.10.21 ip igmp snooping vlan report source-address.......ccccceeeevvcvvvnnnen. 5-78
5.10.22 ip igmp snooping vlan specific-query-mrsp ......cccccccveeevvievvvvennnenn. 5-78
5.10.23 ip igmp snooping vlan statiC-groUp.......c.coeccvvvrieeeeeeeeesieciiieeee e 5-79
5.10.24 ip igmp snooping vlan suppression-query-time ..........cccccoeeevvnee. 5-79
5.10.25 ShOW ip igMP SNOOPING ...uuviiiiiiiiiieeeeeeiiitieeeeesieer e e e e e e eeneerreereeeeee s 5-80
510 IGIMP PrOXY .. .eecuteeieeesteesiieesueesteesteeaseessteasteeaseeasseesseeanseessseesseessseansesnseeansesannes 5-81
5.11.1 clear ip igmp ProXy agggrOUP ....cccuuurrrereeeeeeesiirerrnreeeeeessasnssennnereeeeeees 5-81
5.11.2 debug igmp proxXy all ... 5-81
5.11.3 debug igmp ProXy @VeNt.....coi i 5-82
5.11.4 debug igmp proXy MfC ... 5-82
5.11.5 debug igmp proxy packet.......cccooiiiiiiiieee e 5-82
5.11.6 debug igmp proXy tiMer ... 5-83
LN AT o T T T ] o o T 0 D YRR 5-83
5.11.8ip igmp ProXy aggregate .......cccoiiecivirrrireeeeeeesieiiiteeeeee e s s sesssnnnereeaaeeens 5-83
5.11.9 ip igmp proXy dOWNSIIrEaAM ....cccceeiiiiiici e eeeee e e e e e 5-84
5.12.20 ip igmp ProXy Mt ..o 5-84
5.11.11 ip igmp proxy MultiCast-SOUICE........cceveereeiicciiiieieeeee s e errieeaeeaaa e 5-84

1-29
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5.11.12 ip igmp proxy unsolicited-reportinterval........cccccccecviceeeiriiiicnnnnn 5-85
5.11.13 ip igmp proxy unsolicited-report robustness ........ccccccovveeiriinenn. 5-85
5.11.14ip igmp ProXy UPSIFEAIM .....ccciiiuiiiieiiiiiiie ittt e et 5-85
5.11.25 0P MUITICAST SSIM ciiiiieeeeie e 5-86
5.11.16 0P PIM DSI-DOTAEN . .eiiiiiiiiiieeiee e 5-86
5.11.17 show debugging igmMpP ProXY ....c.eeeiieiueieeeniiiee e eiiiee e siieee e e eee e 5-87
5.11.18 SNOW P igMP PrOXY oueeeeeeiiiiiteeieiiieee e siiee e et e e sebee e e e saeeee e e s snaea e 5-87
5.11.19 ShOW ip igMmpP ProXy MEOULE ....ceeiiiiiiieeeeiiiiee ettt e e 5-88
5.11.20 show ip igmp proxy UpStream groupPS......ccccceerevreeeeriueeeeessneeeesnnnns 5-88
5.12 MURICASE VLAN ...ttt e e e e e e e e e e e e e s s e et e e ereeaeeaeeas 5-89
5.12.1 MUILICAST-VIAN ..o 5-89
5.12.2 multicast-vlan assoCiation .........ccccvuiiiiiiniiiiie e 5-89
5.12.3 multicast-vlan association interface..........cccccoiiiiiiiniieie e, 5-90
5.12.4 multicast-vian MOde ... 5-90
5.12.5 switchport association multicast-vlian ...........ccccoooiiiniiiieens 5-91
CHAPTER 6 COMMANDS FOR SECURITY FUNCTION........... 6-1
700 1A O RP 6-1
6.1.1 absolute-periodiC/PeriodiC .......uuuviiveeee e 6-1
6.1.2 aDSOIULE STAM....eiiiiiiiiiie e 6-2
6.1.3 access-list deny-preemptlion ......ccccvveeeee e 6-2
6.1.4 access-list (ip eXteNded) ......cevveeeii i 6-2
6.1.5 access-list (ip standard).......ccccocveeeeei i 6-4
6.1.6 access-list(mac extended) ..o 6-4
6.1.7 access-list(mac-ip extended)........cccoiiiiiii i 6-5
6.1.8 access-list(mac standard).......ccccceoviiiciiieiiee e 6-7
6.1.9 Clear ACCESS-GIrOUP ..iuiuiieeeeiiiiiiiiieieeeeeeees st sierrarereeeeeaesssnsrrreaareaesssennnnnes 6-8
B.1.10 FIrE@WaAID ...coiiieei i 6-8
6.1.11 ip acCesS eXteNAEM .......ccoiiiiiiiie e 6-8
6.1.12 ip aCCESS StANUAId......cceee e 6-8
6.1.13 IPV6 ACCESS-lISt.cuiiiiiiiiiicee e ——— 6-9
6.1.14 ipV6 access Standard........ccccceveeeee i 6-10
6.1.15ipV6 access extended .......ccccveeeriiei i 6-10
6.1.16 {iplipv6|mac|mac-ip} aCCESS-grOUP ....cceeeviiiiiriireeeeeeeeescirrreeeeeae e 6-11
6.1.17 {ip|ipv6|mac|mac-ip} access-group (Interface Mode) .................... 6-12
6.1.18 mac access exXtended ..........ccceeiiiiiiii i 6-12
6.1.19 mac-ip acCess eXteNUEd........ccccvicciiiiiiieiie e 6-12
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6.1.20 [id] permit | deny (ip extended) ......cccccvveeei e 6-12
6.1.21 [id] permit | deny(ip standard) ........cccccceeiiieiiieiiiie e 6-13
6.1.22 [id] permit | deny(ipv6 extended) ........cocceeeiiiieiieiiii e 6-14
6.1.23 [id] permit | deny(ipv6 standard) .......cccccccvveeeeeiiiiiiiiee e 6-15
6.1.24 [id] permit | deny(mac extended) ........cccccoriiiieeniniiiie e 6-15
6.1.25 [id] permit | deny(mac-ip extended)........ccccoeeeeiiiiiiiiniiiiee e 6-17
6.1.26 SNOW ACCESS-IISTS . uiiiiiiiiiiiiiiii e 6-19
6.1.27 SNOW BCCESS-GIOUP coeivriieeeiiiiiie e siieee ettt e et e e asbe e e s sabee e e e anreee s 6-20
6.1.28 SOW fIr€@Wall.....coiiiieiie e 6-20
6.1.29 ShOW IPV6 ACCESS-lIStS ..oiiiiiiiiiiiii e 6-21
6.1.30 SNOW LIME-TANQGE....ccci it eee s 6-21
B.1.3L LIMB-TANGE ...eeeeeeeeciieeeee e e e e e et e e e e e s s s et e e e e e s s nnnnr bt e areaeeeeeennanes 6-22
6.2 Self-defiNEA ACL....... e 6-22
Lo I o 1= oV I = Y2 USSR 6-22
6.2.2 udf-access-list standard..........cccceiiiiiiiiiiiiie 6-23
6.2.3 userdefined-access-list standard offSet.........ccccceiviiiiiiiiiiiees 6-23
6.2.4 userdefined-access-list extended offSet ........cccveeiviiiiniiiiinee, 6-24
6.2.5 userdefined-access-list standard..........ccccccoviiiiieiiiii e 6-24
6.2.6 userdefined-access-list extended ..........occceeviiieiiiiiiec 6-24
6.2.7 userdefined aCCESS-gIrOUP ..uuuuieieiiiiiiiiiiieeeee e e e e esieer e e s s reeeeaaeeees 6-25
6.2.8 vacl userdefined aCCeSS-groUP .....cooccuvirireeriiiiiee e e e eerere e e e e e e eneanes 6-25
LSRRI 02200 I SRR 6-25
6.3.1 authentication dotlx radius NONE ........cocciiiiiiiiiiee e 6-25
6.3.2 debug dotLlX detail ......ccccvviviieieeeee e 6-26
(eRCIRC N o 1T o U To e (o) 0 B G =T o T RS OSPP 6-26
6.3.4 debug dOtLIX FSM i 6-27
6.3.5 debug dOtLIX PACKEL ..o 6-27
LSRG T o [ ) 8 D q= Tod o1 =T o} 1 = TP 6-27
6.3.7 dOt1X €apOr €NAbIE ... —————— 6-28
6.3.8 AOTLIX ENADIE ..o 6-28
6.3.9 dotlx ipv6 passSthrough ......ccccoeiiiii e 6-28
6.3.10 dOtIX QUESE-VIAN.......ci i 6-29
6.3.11 dotlx macfilter enable ... 6-29
6.3.12 dotlx machased gUeSt-VIan...........cccccveeeiiee e 6-29
6.3.13 dotlx machased port-down-flush .........ccccoveeiiiiiiiiii e, 6-30
LSRG T 0 Vo ) o Sl g = D = o PR 6-30
6.3.15 dotlx user alloW-MOVEMENT......cccoiiiiiiiiiiiie et 6-31
6.3.16 dOtIX USEr frEE-TESOUICE ....ceutiiieeiitieie ettt 6-31
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6.3.17 free-resource destination .........ccocueeeeiiiiiiiee e 6-31
6.3.18 dotlx max-user Machased........cccouciiiiiiei i 6-32
6.3.19 dotlx max-user USErbased ........ccoeeeiiiiiiiie e 6-32
6.3.20 dotlx portbased mode single-mode.......ccccceeevviicinie e, 6-32
6.3.21 dOtLX POIt-CONTIOL ..eiiiiiiiiii e 6-32
6.3.22 dOotlx port-method .........ooooiiiii e 6-32
6.3.23 dotlx privateclient enable.........ccccooiiiiiiii 6-32
6.3.24 dotlx privateclient protect enable .........ccccoiiiii i, 6-32
6.3.25 dotlx re-authentiCate.......cccoiiiiiiiiii e 6-32
6.3.26 dotlx re-authentiCation ..o 6-33
6.3.27 dotlx timeout qUIEt-PEriod.........cccviiiiiiiie e 6-33
6.3.28 dotlx timeout re-authperiod ........ccccce v 6-33
6.3.29 dOt1X timeout tX-Period .....cccveeeeiii i 6-34
6.3.30 dotlx unicast enable ... 6-34
6.3.31 dotlx web authentication enable .........cccccciiiiiiinii 6-34
6.3.32 dotlx web authentication ipv6 passthrough ..........cccccvvviiiiennnns 6-34
6.3.33 dOtIX WED redilr@CT ..ccooeiiiieee et 6-35
6.3.34 dotlx web redirect enable.........ccooviiiiiii 6-35
6.3.35 FTEE-IMAC ..eei e s 6-35
6.3.36 SNOW GOTLX .eveiiiiiiiiii et ettt sare e e e 6-35
6.3.37 SNOW JOTLX USEI ittt 6-37
6.3.38 clear dOtdX all ......ocuueiiiiie e 6-37
6.3.39 User-control HMIt iPVA ... 6-38
6.3.40 user-control HMIt iPV6 ......ceeeieeeii e 6-38
6.3. 41 VIAN-POO0I ... e 6-38
6.4 The Number Limitation Function of MAC and IP in Port, VLAN ........cccecceeene 6-38
(o2 o T=T o TU Yo I = U o I oo 1 U1 o | S 6-38
6.4.2 debug ipV6 NA COUNT........uuiiiiiiiiee e 6-39
6.4.3 debug switchport arp COUNt.........oociiiiiiiii e 6-39
6.4.4 debug switchport mac CoOUNt........ccvviiiiiie e 6-40
6.4.5 debug switchport nd count.............oo oo 6-40
6.4.6 debug vIan Mac COUNT........c.ceviiiiii i e e e 6-40
6.4.7 ip arp dynamiC MaXimMUIM ........uuuiimiieiiiiiireeeeeesisciieeeeeeesee s s esineeeeee s e e 6-40
6.4.8 ipv6 nd dynamic MaXiMUM .......cceuirieeeiiiiiiiiiiee e e essrieee e s e e e e s eearnnaeeee s 6-41
6.4.9 mac-address query timeoUL.........c.ceeeiiiiiiiiiiiieiee e 6-41
6.4.10 show arp-dynamic COUNL.........cooviiiiiiiiiee e 6-42
6.4.11 show mac-address dynamiC COUNt ..........coccvvieeeeeesiiiiiiiiiiiniee e e e 6-42
6.4.12 show Nd-dyNamiC COUNT.......ccevvreiiiiiiiiiice e e 6-43
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6.4.13 switchport arp dynamic maXimUmM.......ccccceeeeuiviierrreeenin e e eeeeens 6-43
6.4.14 switchport mac-address dynamic maximum...........oecueeeeeniieennnne. 6-44
6.4.15 switchport mac-address violation...........occeeeiiiien e 6-44
6.4.16 switchport nd dynamic maximum ........cccccoeeviviiiieeeeee e ee e 6-44
6.4.17 vlan mac-address dynamic maXimuUm .........ccceeeeriiiineeeniiieeeesnieeens 6-44
8.0 A e e e e e e e e e e e et e ettt e et 6-45
6.5.1 @M ENADIE...cii i 6-45
B.5.2 AIM POIT ittt e e e e e e e eeaaens 6-45
6.5.3 @M IP-POOI .. 6-45
6.5.4 amM MAC-IP-POOL..ciiiiiiiiii e 6-46
6.5.5 N0 @M All...oiiiiiiiii e 6-46
B.5.6 SNOW BIM ...eiiiiiiiiie e 6-46
6.6 SECUNLY FEALUIE .. .uveiieiee e i ceieee et e e e e s s e e e e e e e e e s snrne e e e e e e e ean 6-47
6.6.1 dosattack-check srcip-equal-dstip enable......cccccccceevviiiiinenn, 6-47
6.6.2 dosattack-check ipv4-first-fragment enable ..........cccoocvveeeeeiiininnnnee. 6-47
6.6.3 dosattack-check tcp-flags enable .......ccccccveeeiiicie e, 6-48
6.6.4 dosattack-check srcport-equal-dstport enable ..........cccccvvveeeeeeennnns 6-48
6.6.5 dosattack-check tcp-fragment enable............cccoeeeein e, 6-49
6.6.6 dosattack-check tCp-segment ... 6-49
6.6.7 dosattack-check icmp-attacking enable..........ccccoeeii e, 6-49
6.6.8 dosattack-check iCMpPVA4-SizZe.......cccvvieeiiee e 6-50
6.6.9 dosattack-check iCMPVB-SIZe ........cccuuviiiiiee e 6-50
ORI O T V7= 1NTo o T R [ o o ISP 6-50
ST A O A @2 S PSR 6-51
6.7.1 tacacs-server authentication hoSt .......ccccevviiiiinii e 6-51
B.7.2 tAaCACS-SEIVEI KBY ..coiiiiiieiiie e e e e e rre e ae e e 6-51
6.7.3 taCACS-SEIVEr NAS-IPVA .oueeeeiiee ettt e a e e e e e 6-52
6.7.4 tacaCS-Server tiMEOUL ... ...t 6-52
6.7.5 debUQ taCACS-SEIVEL ....cuuiiie et e e e 6-53
B.8 RADIUS ...ttt ettt e et e et e e e e et e et enne e e te e nteeaneas 6-53
6.8.1 888 €NADIE ... e 6-53
6.8.2 aaa-accounting €nNable .......cccoooviiiiii 6-53
6.8.3 aaa-aCcCoUNtiNG UPAALE.......uuviiiiieeei e e e e 6-54
6.8.4 288 grouP SEIrVEr FATIUS .....uuuviiiiiiiieeeeeeeie sttt e e e e e e s eseire e e e e ae e e e ennnes 6-54
6.8.5debug 888 PACKEL .....ccoiiiie e 6-54
6.8.6 debug aaa detail attribute ..o 6-55
6.8.7 debug aaa detail cONNECLION..........cccvviiiieieee e 6-55
6.8.8 debug aaa detail @SCaAPE......ccevviiiiii i 6-56
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6.8.9 debug aaa detail eVENT ........coveeiiiiiii e 6-56
6.8.10 EDUQ @88 BITON ittt 6-56
6.8.11 radiUS NAS-IPVA ...t 6-56
6.8.12 radiUS NAS-IPVO...uueiiiieeeiii it e e e e e e e e e e e e e s s neanaeeeeees 6-57
6.8.13 radius-server accounting NOSt ..o 6-57
6.8.14 radius-server authentication hoSt........cccccooiiiiiii s 6-58
6.8.15 radius-server dead-time .........cccooiiiiiiiiiiie e 6-59
6.8.16 radiUS-SEIVEIN KEY ...ooiiiiiiiiee ittt 6-59
6.8.17 radius-Server retranSmit... ...t 6-60
6.8.18 radius-Server tiMEOUL ... e 6-60
6.8.19 radius-server accounting-interim-update timeout ...................ccuee 6-61
B.8.20 SOV i e e a e e e nnnne 6-61
6.8.21 show aaa authenticated-USEer .........ccccoviiiiiiiiiiiiie e 6-62
6.8.22 show aaa authenticating-USEer ...........cccciiiiiiiee e 6-62
6.8.23 ShOW @88 CONTIQ wevvviiiieiiiiiee e 6-62
6.8.24 show radius authenticated-user COUNt.........cccceiiiiiiiieniiiiie e 6-63
6.8.25 show radius authenticating-user CoOUNt ........ccccccevveeeeiivvciiiiieneeeeeenn, 6-64
6.8.26 SNOW radiUS COUNT ..ooeiiiiiiiiiiiie ettt 6-64
6.8.27 RadiUS ESCAPING c.eeveieeeii it 6-64
ST S OSSR 6-65
6.9.1 0P NtIP SECUIE-SEIVEL ....eeiiiiiiiiiee et e e er e e e eaeee e 6-65
6.9.2 0P NP SECUIE-POIT oo ee e e ereees 6-65
6.9.3ip http secure- CIPhersSUIte........cooceviiiii e 6-66
6.9.4 show ip http secure-server Status ........cccccceviviieiiiieeeee e ceeeieeee e 6-66
B.9.5 dEDUQG SSI. e 6-66
B.00 VLAN-ACL ...ttt ettt stee et e st e e st e et e sneeees e e neeeaneeenneesnseenneas 6-67
6.10.1 clear vacl StatiStic VIAN ........cccoiiiiiiiiiii e 6-67
6.10.2 SNOW VACI VIAN ... 6-67
6.10.3 VACl i ACCESS-GIrOUP ..uvrreriiieeeieiiiiieir e e e e e s e e esrire e e e e e e s s ennnrrreereeae e e 6-68
6.10.4 vacl iPV6 ACCESS-0IrOUP ..uurerririieeeeiiiiiiiiiieeeeeeesssirrreereeeesesnnsennneeeeens 6-69
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9.1.3 debug ntp authentication ..........ccoo e e 9-1
9.1.4 debug NP BVENTS ..oiii i 9-2
9.1.5debug NP PACKEL ..o 9-2
0.1.6 dEDUQG NEIP SYNCrrriiiiiiiieei it e e et er e e e e e e e e snnreneeees 9-2
0.1.7 NEP ACCESS-GIOUP eeeerieeeeeerireenenrnnnnsennnnnannaa s s s sasaaassaaassasssaseeeesassesesaaes 9-3
9.1.8 NtP QULNENTICALE ..ovvveee e 9-3
9.1.9 ntp authentication-Key ... 9-3
9.1.10 ntp broadcast ClIeNt.........uvviiieee e 9-4
9.1.11 ntp broadcast SErver COUNt.......ccciiiiiee e e e 9-4
9.1.12 NtP diSADIE . e 9-4
9.1.13 NtP ENADIE .. ————— 9-4
9.1.14 ntp ipV6 MUILICAST CHENT ... ..uiiiiiiiiieiiiee e 9-5
9.1.15 ntp MUItiCaSt CHIENT ... 9-5

1S IR I RO oY oI =T V7= 9-5
9.1.17 NP SYN-INTEIVAL ..eeieeiiieee e e e 9-6
9.1.18 NP LrUSTEA-KEY ..oeeiiiee i e 9-6
9.1.19 SNOW NP STALUS ..eeiieeeiieiee e ee e 9-6
9.1.20 SNOW NP SESSION coccii it e e e e e ee e e s nneees 9-7

B VN OSSR STRTPRRR 9-7
9.2.1 ClOCK tIMEBZONE ottt 9-7

LS I o 1= o U o =] o1 f o USRS 9-8
9.2.3 SNEP POILIME ... e e e e e 9-8
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1 I ] oY (I =T V=T 9-8
9.2.5 SNOW SN ittt ettt a e 9-9

Q.3 DINSVA/IVG ....eeeeee ettt ettt e ettt e et e e st e e sae e e e s e e s esaeeebeeesenteeennreeenteeanes 9-9
9.3.1 clear dynamiC-NOST ......cccoiiiiiiiii e 9-9
9.3.2.dEDUQG ANS .o 9-10
0.3 3 UNS-SEIVEL . ittt rbe et sab e earaeas 9-10
9.3.4 ANS TOOKUP e 9-11
9.3.5 SNOW dNS NAME-SEIVET ....ceiiiiiiiiiieiiie ettt 9-11
9.3.6 Show dNs dOmMaiN-liSt .......ooiiiiiiiiie e 9-11
9.3.7 SHOW dNS NOSES . 9-12
9.3.8 SHOW dNS CONTIQ eeriiiiiiiiiie i 9-12
9.3.9 ShOW dNS CHENT ..o 9-12
9.3.10ip dOMAIN-TOOKUP «.ecciiieeieiiiie et e e e e e s s eeee e 9-13

LS IR 0 B T T o 1 = 11 T = 9-13

LS IR T T o o | L= Y R 9-14
9.3.13ip dns server queue MaXiMUIM ........ceeerieiinrrriireeeesssnrrrerreeeeeeeeennnnes 9-14
9.3.14 ip dns server qUeUE tIMEOUL........ccvveeeeiiiiceeeee e e e 9-14

9.4 SUMIMET TIIMIE ...ettieie ettt ettt ettt et e e skt b e e e e sab e e e e e s aabbeeaeeaneeaeeaas 9-15
9.4.1 clock summer-time absSolUte ..o 9-15
9.4.2 clock SUMMEr-tiMeE FECUITING «ieeoviiiiiiiiiiee e e e e s e ee e e e e serrree e eee e 9-15
9.4.3 cloCck SUMMEr-tiMe FECUITING «.eceieiiiiiiiieeee e s e e e e e serrrer e ee e 9-16
CHAPTER 10 COMMANDS FOR VPN.....ccciiiiiiiceee 10-1
0 /= S TSP PR 10-1
10.1.1 MPIS €0reSS-ttl e 10-1
10.1.2 MPIS €NADIE c.oeviieeeeee e 10-1
10.1.3 MPIS INGIESS-Ttl oo 10-1
10.1.4 mpls local-packet-handling........ccccccceiiiiiciiiiine e 10-2
0 S 0 ] S PP 10-2
0 T G I e 1V 1 ] o] SRR 10-2
10.1.7 show mpls €nable ... 10-3
10.1.8 show mpls forwarding-table..........ccccceeeiiii e, 10-3
10.1.9 show mpls ftn-table brief ..., 10-4
10.1.10 show mpls ftn-table detail............ccoceeeeeeiiii i, 10-4
10.1.11 show mMpIS iM-table......ccueeeeeee e 10-6
10.1.12 show mpls vrf-table ... 10-6
LO.2 LDP ittt a e e a e e e e aaaaas 10-7
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10.2.1 adVvertiSemMeNnt-MOTE .........ceuii et 10-7
10.2.2 cle@ar 1dp adjaCeNCY ....coouueiiiiiee et 10-8
10.2.3 cle@ar lAdP SESSION ...uiiiiii ettt 10-8
10.2.4 clear Idp StatiSTiCS...ociiiiieeieie e e e 10-9
10.2.5 CONLrOI-MOAE ..o 10-9
10.2.6 debug 1dP All ..o 10-9
10.2.7 debug 1dP ASM ... 10-10
10.2.8 dEbUQG 1AP EFTOF et 10-10
10.2.9 debug [dP EVENTS....coiiiiiii e 10-10
10.2.210 debug 1dPp FSM ... 10-11
10.2.11 debug 1dp NeXAUMP ..ccco oo e 10-11
10.2.12 debug AP NSM ... ee e 10-11
10.2.13 debug Idp PACKEL.......uviieeeiieee e 10-12
10.2.14 debug Idp tIMer ..o 10-12
10.2.15 debug [P tSM. i 10-12
10.2.16 debug IdPp USM ... e e 10-13
10.2.17 Idp {enable|disable} .......cccceeiiiiioie e 10-13
10.2.18 global-merge-capability.........cccovveiiiiiee i 10-13
10.2.19 hello-iNterval..........oo i 10-14
10.2.20 NOIA-TIME c.iiiieie et enaeens 10-14
10.2.21 iMPOrt-DgP-TOULES ... .eeiiiiee e 10-15
10.2.22 keepalive-iNterval ..........ccocoiciiiiiiii e 10-15
10.2.23 Keepalive-tiMeEOUL.........c..uuiiiiiiiec e e 10-16
10.2.24 label-retention-mMode .........ccooiiiiiiiiiiiiee e 10-16
10.2.25 1abel-SWItChiNG «.ocoeeeeee e 10-17
10.2.26 Idp advertisement-Mode ........ccccvviiiieee i 10-17
10.2.27 Idp hello-interval ... 10-18
10.2.28 1dp hold-tiMe...cccc oo 10-18
10.2.29 Idp keepalive-interval ...........cccoiiiiiieei e 10-18
10.2.30 Idp keepalive-timeouUL .........ccooi i 10-19
10.2.31 Idp label-retention-mode........ccccceeveeiiiiiiiiiiiiie e 10-19
10.2.32 Idp multicast-helloSs ........oueeveeii i 10-20
10.2.33 Idp targeted-peer-hello-interval..........c.cccoovciiiiieee e, 10-20
10.2.34 Idp targeted-peer-hold-time .........ccccco v, 10-21
10.2.35 100P-ELECLION .....eviieeeiie e 10-21
10.2.36 |00p-deteCtioN-COUNT .......uuiiiiiieee e 10-22
10.2.37 MUlticast-NellOS ......c.uuiiiie e 10-22
10.2.38 Propagate-relEase .......cccuueeiieieee it 10-22
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10.2.39 rEQUEST-TEIIY ceuiie e 10-23
10.2.40 request-retry-time0oUL..........coii it 10-23
O I o U] =T g o | o PSPPI 10-23
10.2.42 TOULEI-I0. ...ttt e s seare e e 10-24
10.2.43 SNOW TP e 10-24
10.2.44 Show [dP @dJACENCY ..eeviiiiiiiieieiiie e 10-26
10.2.45 show [dp dOWNSIIEAM .......uiiiiiiiiiie e 10-26
10.2.46 ShOW [AP FEC .. 10-27
10.2.47 show Idp INterface......ccooiiiiie e 10-27
10.2.48 SHOW IAP ISP it 10-28
10.2.49 ShOW 1P SESSION ..ciiiiiiiiieeee et e e ee e e e e 10-28
10.2.50 ShOW 1dP StAliSTICS ..vuvuriiiieiiiiiee e ee e 10-28
10.2.51 show Idp targeted-PeErS ......ccccciviiiiiee e 10-29
10.2.52 ShOW 1dP UPSTIEAM ....ovviiiiieee et e e e 10-29
10.2.53 show MPIS 1dP iSCOVEIY .ccceiiiiciiieeeeee e 10-30
10.2.54 Show MPIS AP FEC ..o 10-30
10.2.55 show mpls Idp neighboOr ... 10-31
10.2.56 show mpls Idp parameter.......ccccuviiiierie e 10-31
10.2.57 Show MPIS 1dP SESSION...ccceeii i 10-32
10.2.58 targeted-hello-aCCePl. ... 10-33
10.2.59 targeted-PEEN ....cci i ——————— 10-33
10.2.60 targeted-peer-hello-interval ........ccccccovciiiiine e 10-33
10.2.61 targeted-peer-hold-time..........evveeiiiiiiciie e 10-34
10.2.62 tranSPOrt-addrESS ..uuueiiiieee i e er e e e 10-34
L0.3 MPLS VPN .ottt ettt ettt e te e esee e sreeante e te e e seenneeennee e 10-35
10.3.1 address-family iPVA .. ... 10-35
10.3.2 address-family VPNVA ... ea e e 10-35
10.3.3 aggregate-addresS ......cccciiieiie e a e 10-36
O A ol [ T T o N T PP 10-36
10.3.5debug BOP MPIS o —————— 10-37
10.3.6 debug bgp update..........oooeeoie 10-37
B0 A = o T ) (1o ] o PR 10-37
10.3.8 IMPOIT MAP ...uiiiiiieee e e e e e e s s eaaaeens 10-38
O T o T o 1 U - SRR 10-38
10.3. 100D FrOULE VI oo a e e 10-39
0 0 o Y o SRR 10-39
10.3.12 ip vrf forwarding vrfName ............cccoceeeiiccii e, 10-39
10.3.13 NeighbOor remMOLE-aS .....ucvveeiiiceeee e 10-40
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10.3.14 Neighbor @S-0VErTide ... 10-40
10.3.15 NeighbOr SO0 ....oviiii 10-41
0 0 G T8 o S PUUR PR 10-41
10.3. 07 rOULE-TAIg e e 10-42
10.3.18 ShOW ip DOP VPNV ..o 10-43
10.3.19 ShOW ip FOULE VI oo 10-43
10.3.20 SNOW 0P VI oo 10-43
0 Y I S 10-44
10.4.1 clear mac-address-table. ... 10-44
10.4.2 debug VPIS PACKEL ... e 10-45
B0 3 B = o T ) o ] o PP 10-45
10.4.4 €NCAPSUIALION c.ceiieeieeiieee et e a e e e e 10-45
L0.4.5 125VC oottt ettt 10-46
10.4.6 mac-address-table limit........cccccooiiii 10-46
10.4.7 mac-address-table static address.........cccoovieeeeiiiiiiie e 10-46
L0.4.8 MU ettt ettt e et e et e sre e et e e e e sneeeneeantee s 10-47
L0.4.0 PO ettt e 10-47
10.4.10 PW-CIASS ..eururiiiiiiieeeiiieiieee e e e e e ee s s s st e e s e e e e e e s s e eeeeaeeseannnnrrneeeees 10-48
10.4.11 ShOW MPIS 12-VC.eiiiiieiee e s 10-48
10.4.12 SHOW PW-ClaSS ..ot 10-49
10.4.13 SNOW VPIS coeriiiiiiiiie ettt e e e 10-49
10.4.14 ShOW VPIS i coreieeeeec e 10-49
10.4.15 show vfi mac-address-table..........cccoiiiini e 10-50
10.4.16 show mac-address-table COUNt.........cccooiviiiiiiiie e 10-50
10.4.17 SNOW VPIS PEEI ..ttt a e 10-51
10.4.18 tranSPOrt-MOAE... ..ot a e e e 10-51
O 0 IR OSSPSR 10-52
10.4.20 VEi VEISNAIME ..o 10-52
10.4.21 XCONNECT I2-VC ..vviiiiiiiiii ettt 10-53
10.4.22 XCONNECT VIT 1ot 10-53
LO.5 MACHIN-MAC ..ot s e e e e e e e s st r e e e aaaaeeaaan 10-54
10.5.1 clear mac-address-table..........ccciiiiiiiiiiie 10-54
10.5.2 debug Mim @VENT......c.c.oviiiiie e 10-54
10.5.3 debug mMim PACKEL........ueiiiiee e 10-54
O i = o T ) (1o ] o PR 10-55
10.5.5 mac-address-table limit.........ccccooiiiii 10-55
10.5.6 mac-address-table static address.........cccoveeieiiiiiiie e 10-55
10.5.7 mim address destination default...........cccccoviiiniiiini e, 10-56
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10.5.8 MM DMAC.....ciiiiiiiiii e 10-56
10.5.9 MIM DVIAN ..ot 10-57
10.5.20 MIM UPHINK ©oeiiiiiiiee e e 10-57
10.5.11 SNOW IMHIM ettt et e 10-57
10.5.12 show vfi mac-address-table..........cccooiiiiini e 10-58
10.5.13 show vfi mac-address-table count..........cccociiiiiiiiiiin e, 10-58
10.5.14 VHi oo 10-58
10.5.15 XCONNECT VT 1ot 10-59
CHAPTER 11 COMMANDS FOR VIRTUALIZATION .............. 11-1
O Y PSSP 11-1
111,10 BASIC VS ..ottt et e et eenteeenees 11-1
11.1.2 Configuration and Debugging of VSF Conflict Detection............... 11-7

T IR VS T o 1U o o o o PSS 11-11
CHAPTER 12 COMMANDS FOR OPENFLOW..........c.cc.c........ 12-1
12.1 OPENFLOW ...ttt sttt ettt et e e e enee e sreeante e b e enneenneas 12-1
12.1.1 0PeNnfIOW MO .....cco it e e rr e e e e e enns 12-1
2 2 oY o 1= o ¥ o YA o I 12-1
12.1.3 0PeNTIOW VIAN .coiiiiie e e e e e 12-2
12.1.4 0penflowW €NDIE....cooiiee e 12-2
12.1.5 openflow packet rate limit...........cociiiiiie e 12-2
12.1.6 show openflow13 flow all.........ccccvmiiiiiieee i, 12-3
12.1.7 show openflow13 flow table-id........ccccccciiiiiiiicii e, 12-3
12.1.8 show openflow group all..........coooiiiiiii e 12-4
12.1.9 show openflow group groupid ......ccccceeeeiiiiciiiiiiiec e 12-5
12.1.10 show openflow meter all ..........cccvviiiiieeiiee e 12-5
12.1.11 show openflow meter meterid ........ccccveeeveeiiiciiee e 12-6
12.1.12 120VEergre tUNNEI ... e e e 12-7
12.1.13 show 120vergre-tunNNel.........cccuviiiiiiee e 12-7
12.1.14 debug OpeNnflOW......c.eeiiiiieee e 12-8
12.2 POX CONLIOIET ..ttt et et e e 12-8
12.2.1 OPENFLOW Configuration (match) ..........cccccviiieeve e, 12-8
12.2.2 OPENFLOW Configuration (action) ........cccccevveveeeiiiiiiiiieeeceeeee e, 12-15
12.2.3 OPENFLOW Configuration (examples)......ccccovvveveeeiiiiiiiiveneeeneenn, 12-18
CHAPTER 13 COMMANDS FOR DATACENTER ................... 13-1
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13.1 VXLAN COMMEANGS ...eviiiiieiiiiiiiee ettt e e s esn e e e s nnnbree s sneeeens 13-1
13.1.1 arp proxy-ansSwer €Nable. ... 13-1
13.1.2 arp suppression enable.... ... 13-1
13.1.3 arp suppression table Kat ..o 13-1
13.1.4 cle@ar NVI SEAtISTICS .ooviiiiiiiii e 13-2
13.1.5 dE@SCIIPLION et e 13-2
13.1.6 AESCIIPLION eteieiii ittt eee s 13-2
13.1.7 dESHINALION ..eeiiiiiiie e 13-3
13.1.8 flooding diSAbIe.......coiiiiiiiiii 13-3
13.1.9 INtErfACE NVE ..ot 13-3
13.1.10 interface NVi-iNTerfaCe. ..o 13-4
0 T I o = T Lo [ == 13-4
13.1.12 PV AUAIESS cieieeeei e s s e e s e s e s e er e e e e e e eanns 13-5
0 0 1 2 T Y 0 Y SR 13-5
13.1.14 loopback-group load-balancCe.......cc.ccccovcviiiiiiee e 13-5
13.1.15 MAC-AAAIESS ...ttt e e e snb s 13-6
13.1.16 mac-address-table static address NVi .......cccocvveeeeiiiiine e, 13-6
13.1.17 nd proxy-answer enable.........cocoeeiviei i 13-6
13.1.18 nd suppression enable.........cccciiiiii e 13-7
13.1.19 nd suppression table Kat........cccoeeeeeee e 13-7
13.1.20 NVE MOAE ..eiiiiiiiiie ettt et e be e e e e e 13-7
IR 70 0072 1 ST 13-8
R 2 =T Vo ) (=T USSP 13-8
13.1.23 ShOW INtErfACE NVE.....uiiiiiiiiii e 13-8
13.1.24 show interface nvi-interface ..........ccccoviiiniii e, 13-9
13.1.25 show ipv6 interface nvi-interface..........ccccovcveviieie v 13-9
13.1.26 ShOW NVi @rp SUPPIrESSION..cc.uuuiiiiiiiiieeee i e ee s erteeeie e e e e e serrreeeaa e 13-10
13.1.27 ShOW NVI deLAIT ....coiiiiiiiiiiiiee e 13-11
13.1.28 ShOW NVi Nd SUPPIESSION ..cccveieciiiiiiiieee e a e 13-12
13.1.29 ShOW NVi NVE TUNNEL......uiiiiiiiii e 13-12
13.1.30 ShOW NVi STALISTICS ..uvveiieiiiiiee e 13-13
13.1.31 show virtual-equipment-group ID ......cccccviiiiieeee e 13-14
13.1.32 show virtual-equipment-group ID SEerviCe........ccovvcvvreeeereirvnrnnnnn 13-14
13.1.33 show vxlan mac-address-table..........cccccoiiiiiiiiiniiee, 13-15
13.1.34 show vxlan mac-address-table count...........ccccoeviiiiiiiiiienee, 13-15
13.1.35 SOUICE . uiiiiieiiieee ettt et e e e e e s e st r e e e e e e e snnnnn e e e e e e e e e e s 13-16
R I TG I YU o] = T o SRR 13-16
13.1.37 virtual-equipment-group ID......ccccccuiiireeeeiiiiiiee e 13-17
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13.1.38 vxlan proxy 1oopback-group.....cccccceeeeeieniiciiiiiieceeee e 13-17
13.1.39 vxlan remote arp-learning disable .........ccccoiiiiiiiiiiieee 13-17
13.1.40 vxlan remote mac-address-learning disable............ccccccoiieee 13-18
13.1.41 vxlan remote nd-learning disable...........cccoeciiieeiee e, 13-18
13.1.42 vxlan udp destination-port-number .........ccccco v 13-18
13,143 VXIAN-T e 13-18
13.1.44 XCONMNECT NV 1ttt ettt e e e e snbeee s 13-19
13.2 EVPN COMMANAS ...ettiiiiiiiiiiiiie ettt ettt e e nnnae e e s snnreeeeeas 13-19
13.2.1 address-family [2VPN VPN ... 13-19
13.2.2 distributed-gateway enable...........cccoooiiiiiiiii i 13-20
13.2.3 dup-addr-deteCtioN ........cceeeiiiiiciiieeee e 13-20
13.2.4 enable/disable ... 13-20
IR T ] SRR 13-21
L13.2.6 BVPN oottt e e e e e e aaaaaaaas 13-21
13.2.7 evpn NVE SOUICE-addIESS..ciccciiiiciiieeiie e et e e e e e e 13-21
13.2.8 evpn nvi-vlan-mapping-monitor disable ..........ccccecvviiineeeiiins 13-22
13.2.9 evpn timer df-delay ......cccccuiiiriiie e 13-22
S 2 O SV oY = PR 13-23
13.2.11 exit-address-family ..o 13-23
13.2.120p VIf fOrwarding......ccooooiiiiiee e 13-23
R T2 B 1 Y o | PSSRSO 13-24
IR 30250 o SRR 13-24
13.2. 05 rOULE-TAIg e e 13-24
13.2.16 Neighbor aCtivate ... 13-25
13.2.17 neighbor route-reflector-client .........ccccccee e, 13-25
13.2.18 SHOW VPN ©S..ciiiiiiii ettt ee e e 13-25
13.2.19 SHOW @VPN MACHIP uvtriiiiiieeeeieiiiisiieir e e e e s e e e e e e e e e e s raneeeaae e s 13-26
13.2.20 show evpn mac-mobility ........cccceciiiiiiiiie e 13-27
13.2.21 SHOW VPN NVI coiiiiiiiiic ettt a e e 13-28
13.2.22 ShOW ip DOP VPN e 13-29
13.3 CommaNds fOr ECN .......uuiiiiiiiiee et 13-30
13.3.1 mls qos queue drop-algorithm ........cccccceeeeei i, 13-30
13.3.2 MIS OS QUEUE WIEA ...uevieiieeeeei i ittt e e e e e e sitree e e e e s s nanaaeeeae s 13-30
13.3.3 MIS OS QUEUE ECN ....uuiiieiieeee ettt e e ee e e e e e s site e e e e e e e s s et raaeeeeeae s 13-31
13.3.4 show mls qOSs ecn StatiStiCS .....ccccvvviiiveeiiii e 13-32
13.3.5 clear mls qos ecn StatiStiCS .....ccoevviiciiiiiiieee e 13-32
13.3.6 show mls qos queue StatiStiCS.....ccocceeevviiiiiiiieee e 13-32
13.4 Commands fOr MC-LAG........cuuiiiiiiiiiee et 13-33
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13.4.1 evpn NVE MAC-UUIESS ..eveiviiieeeiiiiiiiriiee e e e e e s s er e e e e e e ss e e ae e 13-33
R R B 4 = (o= To [0 1 =T T PPRRR 13-33
R R B 4 Yo = T PR 13-33
RS 7 7 o o = o o o ] = 11 o PR 13-34
13.4.5 MClAg PrIOTILY oo 13-34
13.4.6 Mclag €nable ..o 13-34
R R S 4 Yol = o o | o U o F RO RTTT 13-35
13.4.8 MClAQ 1OCAI-IP co ot 13-35
13.4.9 MCIAQ PEEI-IP ittt 13-35
13.4.20 SNOW MICIAQ ..cci ittt et 13-36
13.4.11 SNOW MCIAYG GIOUP wevvrrieieieeeeeiiiciiieiee e e e e e e es s sseee e e e e e e s s e rereaeeeeeees 13-36
13.4.12 switchport mclag data link ... 13-36
13.4.13 virtual-equipment-group ID.......cccciiiiieeeiiiiriiiiee e cereee e 13-37
13.4.14 virtual-equipment-group ID.......ccccuviieiereeii e 13-37
13.4.15 virtual-equipment-group ID.......cceviiirieeeeiiciiiiiee e seieee e 13-37
13.5 Commands for NETCONF .........couiiiiiiiiiiie et 13-38
13.5.1 netconf server enable..... ..o 13-38
13.5.2 ShOW NetCONT SESSION ...ooiiiiiiiiiiiiie et 13-38
HRC TR = o Lo 1YV 0 =1 oo o ¥ N ¥ o o J SR 13-39
13.6 ComMMANAS fOF PFC.....coiiiiiiiieie ettt 13-39
13.6.1 priority-flow-control enable ........cccccceeeiiiiiii e, 13-39
13.6.2 priority-flow-control NO-drop dotlp ..cccccceeeeeiiiiiiiiiieree e, 13-39
13.6.3 priority-flow-control profile..........cccoo i 13-41
13.6.4 priority-flow-control iNdeX .......ccuvvvieiieeiiiiccc e 13-42
13.6.5 show priority-flow-control statistiCS...........ccccvvveveeiiivcciiiieeeee, 13-42
13.6.6 clear priority-flow-control statiStiCS.........coovveveeeei e 13-42
13.6.7 priority-flow-control deadlock precision.......cccccccvvvciciieveeeeneenen, 13-43
13.6.8 priority-flow-control deadlock-detect ..........ccccceveviiiiiciiiiiiieieeens 13-43
13.6.9 priority-flow-Control COS......ovvviieeiiiiee e 13-44
13.6.10 show priority-flow-control deadlock cos stats..........ccccccvveveennn. 13-44
13.6.11 clear priority-flow-control deadlock cos stats...........ccccccvvveeeenn. 13-45
13.7 Commands fOr TRIEMELIY ...coeveveee e 13-45
R A R 1= =T o 4 1= 1 Y2 PR 13-45
13,72 QI PC-SBVRL it 13-45
13.7.3 destinatioN-grOUP ....c.ccceiiiiiiiee e r e e e 13-46
13.7.4 destination-group ipv4-address .....ccccceeeeeicciiiiiiieiie e 13-46
T AR Y o R Yo ) o | o101 o RS 13-46
13.7.6 sensor-group path memoryInfo .....ccccccovviiiiiiie e, 13-47
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13.7.7 sensor-group path cpulnfo ..o, 13-47
13.7.8 sensor-group path if StatistiCS.......cccuviiieiiiiiieiie s 13-48
13.7.9 SUDSCIIPLION ..ciiiiii it 13-48
13.7.10 subscription destinatioN-groUP .....ccccceevviieeciieereereeeeessiiieeieeeeeens 13-49
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Chapter 1 Commands for Basic Switch

1.1 Basic Switch
1.1.1 Basic Configuration

1.1.1.1 authentication line login

Cammand: authentication line {consde | vty | web} login {locd | radius| tacacs}

no authentication line {console | vty | web} login
Function: Gonfigure VTY(login with Telnet and S$), Web and Console,soasto select the priority
of the authentication mode for the login user. The no form command restores the default
authentication mode.
Default: No configuration is enabled for the console login method by default. Local
authentication is enabled for the VTY and Web login method by default.
Canmand Mode: Global Mode.

Usage Guide: Theauthentication method for Corsole, VT Yand Web login can be configured
regpedively. And authentication method can be any one or combination of Local, RADUS and
TACACS Whenlogin method is configured in combination, the preferencegoesfrom left to right.
If the users have pas®d the authentication method, authentication method of lower preferences
will be ignored. To be mentioned, if the user recaves corregponding protocol@ answer whether
refuse or acept, it will not attempt the next authentication method (Exception: if the local
authentication method failed, it will attempt the next authentication method); it will attempt the
next authenticaion method if it receves nothing. AAAfunction and RADIUSserver should be
configured before the RADIUS authenticaion can be used. And TACACS server should be
configured before the TACAC Sconfiguration method can be usedTheauthentication line consde
login command is exclusive with the login commard. The authentication line console login
commandconfiguresthe switchto use the Corsde login method. Andthe login command makes
the Casde loginto use the passwords configured by the passwvord command for authentication.

If local authentication is configured while no local users are configured, users will be ableto
login the switch viathe Corsole method.

Example: Canfigure the Telnet and ssh login method to RADUSauthentication method.
Switch(config)# authentication line vty login radius

Rdative Command: aaa enable, radius-server authentication host, tacacsserver authentication
host, tacacsserver key

1.1.1.2 banner

Cammand: banner motd <LUINE>
no banner motd
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Function: This command is used to configure the information displayed when the login
authentication of a telnet or console user is successful, the no command configures that the
information is not displayed whenthe authenticaion is sucessful.

Parameters: <LINE>: The information displyed when the authentication is successful, length
limit from 1 to 100 charaders.

Default: Donot show the information whenthe authentication is successful.

Canmand mode: Global mode.

Bxample:

Swich(config)#banner motd Welcome

1.1.1.3 boot img

Canmand: boot img <img-file-url> {primary | backup}

Function: Gonfigure the first and second img filesused in the next boot of master board.
Parameters: primary meansto configure the first IMGfile, backup meansto configure the second
IMGfile, <imgfile-url> isthe full path of the booting IMGfile, the format of which is as follows:

1. Thefile path comprisesof two parts: device prefix used asthe root direcory (flash:/) andthe
file name. No space is allowed in eachpart or between two patts.

2. The suffix of all file namesshould be .img.

3. The length of the full file path should not be longer than 128 characters, while the file name
cannot be longer than 80 charaders.

GCommand Mode: Admin Mode.

Default: The factory original configuration only spedfies the first booting IMG file, it is nos.img
file in the HLASH, without the second booting IMGfile.

EBxample:

1. Setflash:/nosimgasthe second booting IMG file used in the next booting of the system.
Switch#boot img flash:/nos.img backup

2. Setflash:/5.4.128.0_nosimg as the firs booting IMG file used in the next booting of the
system.

Switch#boot img flash:/5.4.128.0_nosimg primary

1.1.1.4 boot startup-config

Canmand: boot startup-config {NULL| <file-url>}
Function: Canfigure the GFGfile used in the next booting of the master board.
Parameters: The NULL keyword meansto use the factory original configuration as the next
booting configuration. Sdting the CFG file used in the next booting as NULL equals to
implementing set default and write commards. <file-url> is the full path of GG file used in the
next booting.

1. Thefile path comprisesof two parts: device prefix used asthe root directory (flash:/) and
the file name. No spaceis allowed in eachpart or between two parts.
2. Thesuffix of all file namesshouldbe .cfg.
3. The length of the full file path should not be longer than 128 characters, while the file name
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cannot be longer than 80 characters.

Canmand Mode: Admin Mode.

Default Setings None.

Bxample:

1. Setflash:/ startup.cfg asthe booting CFGfile used in the next booting of the system.
Switch# boot startup-config flash:/ startup.cfg

2. Setflash:/ test-trunk.cfg asthe booting GFGfile used in the next booting of the sysem.
Switch#boot startup-config flash:/ test-trunk.cfg

1.1.1.5 clock set

Canmand: clockset <HHMM:SS><YYYY.MM.DD>

Function: Set syssem date and time.

Parameter: <HH:MM:SSis the current time, and the valid scope for HHis 0 to 23, MM and SSO
to 59; <YYYYMM.DD> is the current year, month and date, and the valid scope for YYYY is
1970~2038,MON mearing month, and DDbetween1to 31.

Canmand mode: Admin Mode.

Default: upon first time start-up, it is defaulted to 2006.1.1 0:0: O.

Usage guide: The switch can not continue timing with power off, hencethe current date and time
must be first setat environmentswhere exact time isrequired.

Example: To set the switch current date andtime to 2002.8.1 23:0:0:

Switch#dock set 23:0:0 2002.8.1

Rdative Command: show clock

1.1.1.6 config

Cammand: config [terminal]

Function: Enter Global Mode from Admin Mode.
Parameter: [terminal] indicaesterminal configuration.
Canmand mode: Admin Mode

Bxample:

Switch#config

1.1.1.7 debug ssh-server

Canmand: debug sshserver
no debug sshserver
Function: Display SSHserver debugging information; the ono debug sshserveré commandstops
displaying SSH server debugging information.
Default: Thisfunction is disabledby defaulit.
Canmand mode: Admin Mode.
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1.1.1.8 disable

Canmand: disable

Function: Disableadmin mode.
Parameter: None.

Default: None.

Cammand mode: Admin Mode.
Usage Guide: None.

Bxample:

Switch#disable

Switch>

1.1.1.9 enable

Canmand: enable [<1-15>]

Function: Use enable command to enter Admin Mode from User Mode, or change the privilege
level of the users.

Cammand mode: User Mode/ AdminMode.

Default: None.

Usage Guide: To prevent unauthorized access of non-admin user, user authentication is required
(i.e. Admin user password is required) when entering Admin Mode from User Mode. If the
correct Admin user password is entered, Admin Mode accessis granted; if 3 consecutive entry of
Admin user password are all wrong, it remains in the User Mode. When the user@ privilege is
changed from the low level to the high level, it needs to authenticate the passvord of the
correspondinglevel, or else it will not authenticate the password. Set the Admin user passvord
under Glbal Mode with éenable passvordé commard.

Bxample:

Switch>erable

Switch#

1.1.1.10 enable password

Canmand: enable password [level <1-15>][0] 7] <password>
no enable password [level <1-15>]
Function: Canfigure the password used for enter Admin Mode from the User Mode,
Thedno enable passwordé commanddeletesthis passwvord.
Parameter: level <1-15> is used to spedfy the privilege level, the default level is 15. <password>
isthe password for the user. If input option 0 on password setting, the password is hot encryped;
if input option 7, the password is encrypted.
Canmand mode: Gbbal Mode
Default: Thispassword is empty by system default
Usage Guide: Cafigure this passwvord to prevent unauthorized entering Admin Mode. It is
recommerded to setthe pasavord at the initial switch configuration. Al9, it is recommendedto
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exit Admin Mode with dexité commandwhen the administrator needsto leave the terminal for a
longtime.

1.1.1.11 end

Canmand: end

Function: Quit current mode andreturn to Admin modewhennot at User Mode/ Admin Mode.
Cammand mode: Bxcept User Mode/ Admin Mode

Example: Quit VLANmode and return to Adminmode.

Switch(config-vlanl)#end

Switch#

1.1.1.12 exec-timeout

Cammand: exec-timeout <minutes>[<seconds3

no exec-ti meout
Function: Configure the timeout of exting admin mode. The éno exectimeouté command
restoresthe default value.
Parameters: <minute> is the time value shown in minute and ranges between 0~35791.
<seconds>is the time value shown in seconds andranges between 0~59.
Canmand mode: Glbbal mode
Default: Default timeout is 10 minutes.
Usage guide: To seare the switch, aswell to prevent malicious acions from unauthorized user,
the time will be count from the last configuration the admin had made, and the system will exit
the adminmode at due time. It isrequired to enter admin code and passvord to enter the admin
mode again. Thetimeout timer will be disabled whenthe timeout issetto 0.
Bxample: Set the admin mode timeou value to 6 minutes.
Switch(config)#exectimeout 6
Setthe admin mode timeout value to 5 minutes, 30 seconds.
Switch(config)#exectimeout 5 30

1.1.1.13 exit

Canmand: exit

Function: Quit current mode andreturn to it@previousmode.

Canmand mode: AllModes

Usage Guide: Thiscommandisto quit current mode andreturn to it@previous mode.
Example: Quit global modeto itQpreviousmode

Switch#exit

Switch#

1.1.1.14 help

1-5



S7550_Series_Command Guide Chapter 1 Commands for Basic Switch

Cammand: help

Function: Output brief description of the commandinterpreter help system.

Cammand mode: All configuration modes.

Usage Guide: Aninstant online help provided by the switch. Helpcommanddisplays information
about the whole help system, induding complete help and partial help. Theuser can type in PQ
any time to get online help.

Example:

switch(config)#help

CLlprovidesadvancedhelpfeature. Whenyou need help,

anytime at the commandline please press'?".

If nothing matches,the help list will be empty andyou must backup

until enteringa'?' showsthe available options.

Two stylesof help are provided:

1. Fdl helpis availablewhenyou are ready to enter a
commandargument (e.g.'show ?') anddescribeseach possibie
argument.

2. Partial helpis providedwhenan abbreviated argument is entered
and you want to know what arguments match the input
(e.g.'show ve?')

1.1.1.15 hostname

Canmand: hosthame <hosthame>
no hostname
Function: St the prompt in the switch commandline interface. The no operation cancelsthe
configuration.
Parameter: <hostname> is the string for the prompt, up to 64 characters are allowed.
Canmand mode: Glbal Mode
Default: Thedefault prompt is relative with the switch.
Usage Guide: With this command, the user can set the CLIprompt of the switch according to
their own requirements.
Example: Set the prompt to dTesté.
Switch(config)#hosthame Test
Test(config)#

1.1.1.16 ip host

Cammand: ip host <hosthame><ip_addr>
no ip host {<hostname>| all}
Function: St the mapping relationship between the host and IP address; the & Yy ® hosté
parameter of thiscommandwill delete the mapping.
Parameter: <hosthame> is the host name, up to 64 characters are allowed; <ip_addr> is the
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correspondinglP addressfor the host name, takes a dot dedmal format; all is all of the host
name.

Canmand mode: Glbal Mode

Usage Guide: St the asdation betweenhost and IP address, which can be used in commards
like éping <host>d

Bxample: Set IPaddressof ahost with the hostname of dbeijingé to 200.121.1.1.
Switch(config)#ip host beijing200.121.1.1

Cammand related: telnet, ping, traceoute

1.1.1.17 ipv6 host

Cammand: ipv6 host <hostname><ipv6_addr>
no ipv6 host { <hostname>| all}
Function: Canfigure the mapping relationship between the IPv6 addressand the host; the no
commanddeletesthis mapping relationship.
Parameter: <hosthame> is the name of the hogt, containing max 64 characters; <ipv6_addr>is
the IPv6 addresscorrespanding to the host name. all isall the host address.
Canmand Mode: Global Mode
Usage Guide: Cafigure a fixed correspondingrelationship between the host and the IPv6
address, applicable in commandssuch astraceoute6 <host>, etc.
Bxample: Set the IPW6 address of the host named beijingto 2001:1:2:3::1.
Switch(config)#ipv6 host beijing 2001:1:2:3::1
Cammand related: ping6, traceroute6

1.1.1.18 ip http server

Canmand: ip http serer
noip http server
Function: Ereble Web configuration; the dno ip http serveré command disables Web
configuration
Default: Enalte.
Canmand mode: Global mode
Usage guide: Web configuration is for supplying an interface configured with HTTPfor the user,
whichis straight andvisual, easy to undergand.
Example: Erable Web Sever function and enable Web configurations.
Switch(config)#ip http server

1.1.1.19 language

Canmand: language {chinese| english}

Function: Set the language for displayingthe helpinformation.
Parameter: chinesefor Clinesedisplay; english for Erglish display.
Canmand mode: Admin and Config Mode.
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Default: Thedefault setting is Erglish display.

Usage Guide: Switch provides help information in two languages, the user can select the
language accordingto their preference.After the systemrestart, the help information display will
revertto Emglish.

1.1.1.20 login

Canmand: login
no login
Function: login enable password authentication, no login command cancels the logn
configuration.
Canmand mode: Glbbal mode
Default: Nologin by default
Usage guide: By using this command, users have to enter the password set by password
commandto enter normaluser mode with console; no login cancdsthisrestriction.
Example: Erable password
Switch(config)#login

1.1.1.21 password

Cammand: password [0 | 7] <password>
no password
Function: Configure the password used for enter normal user mode on the console. The éno
passvordé commanddeletes this passwvord.
Parameter: passvord is the passwvord for the user. If input option O on passvord setting, the
passvord is not encrypted; if input option 7, the passvord is encrypted.
Canmand mode: Global mode
Default: Thispassword is empty by system default
Usage guide: Whenboth this passwvord and login commandare configured, users have to enter
the pasawvord set by password commandto enter normal user mode on console.
Bxample:
Switch(config)#passwordO test
Switch(config)#login

1.1.1.22 privilege

Canmand: privilege mode level <1-15> LINE
no privilege mode level <1-15> LINE
Function: Canfigure the level for the spedfied command, the no commandrestores the original
level of the command.
Parameters: mode: register mode of the command, WabCbr WCs able to showall register modes
<1-15>isthelevel,itsrange between1 and 15
LINE the command needs to be configured, it supports the command
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abbreviation

Canmand Mode: Global mode

Usage Guide: This function cannot change the command itsef. LINE must be the whole
command format, the commandwith the abbreviaion format must be analyzedsuccessfully. For
half-baked commard, false commandabout writing and commandthat abbrevidion camot be
analyzed successfuly, the configuration is failure. For changng the command line with the
parameter, it should fill in the parameter which is able to be sele¢ed discretionarily according to

the required format. Howeer, level of the no command is ableto be set optionally and it does
not affect the resut. When using no commard, LINEmust be the configured command line. If
the command line with the parameter, the parameter must be matched with the configured
command. (After configure the privilege of enable command, pleaseadd commandauthencation

line consle login local and configure corresponding privilege username password to ensure
users can enter privilege mode agan. If consde link in uswal user mode after complete
configuraion through other login way, please input exit or quit again, it will prompt user to input

user name passwordo enter privilegemode.)

Bxample: Change the levelof show ip route command to level 5.

Switch(config)#priviege exec level 5 show ip route

Change the level of peer A.B.C.Dcommand to level 6.

Switch(config)#privilege router-msdp level 6 peer 1.2.3.4

Restore the original level for show ip route command.

Switch(config)#no privilege execlevel 5 show ip route

Restore the original level for peer A.B.C.Dcommand.

Switch(config)#no privilege router-msdplevel 6 peer1.2.3.4

1.1.1.23 privilege mode level <1-15> all

This commandis not supported by the switch.

1.1.1.24 reload

Command: reload

Function: Warmresetthe switch.

Canmand mode: Admin Mode.

Usage Guide: Theuser can use thiscommandto restart the switchwithout power off.

1.1.1.25 service password-encryption

Cammand: senice password-enayption
Nno service password-encryption
Function: Ercrypt system passwvord. The éno service passvord-enayptioné command cancels
the encryption.
Canmand mode: Global Mode
Default: No service pasavord-encryption by system default
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Usage guide: Thecurrent unencrypged passwords aswell asthe coming passwvords configured by
passvord, enable password, ip ftp and username command will be encrypted by execued this
command. no service password-encryption cancelsthis function however enaypted passvords
remain unchanged.

Bxample: Ercrypt system passwods

Switch(config)#servicepassword-encryption

1.1.1.26 Service password-encryption

type user algo {sha256 | MD5}

Command: senice password-encryption type user algo {sha256 | md5}

Nno service password-encryption type user
Function: To encrypt the system password in SHA256 or MD5 mode, run the no
command to cancel the current encryption mode.
Command mode: Global Mode
Default: No service password-encryption MODE is MD5 by system default
Usage guide:After this command is executed, you can select different types of encryption
for the unencrypted password of the password, enable password, IP FTP command, and
username command. At the same time, the encryption mode of the password configured
in the future will be processed according to the configured encryption mode. If no service
password-encryption type user is selected, this function is disabled. However, the
encrypted password is still encrypted in the previous encryption mode.

Example:Use the SHA256 encryption mode to encrypt the system password:
Switch(config)#servicepassword-encryption type use algo sha256

1.1.1.27 service password valid-time

Cammand: service password valid-time <0-90>

no service password valid-time
Function: Set the user password validity, The ono senivce passwad valid-timee commandcancels
the user password validity configuration.
Cammand mode: Canfiguration mode.
Default: No user password valid time by system default.
Usage guide: St the validity period of the user passvord. Whenthe user password is created,
the creation time of the current password will be recorded, andthe system will prompt to change
the password after the expiration date. Valid time W m@ansthat the password is always valid.
Example: Set a passwvord valid for 7 days
Switch(config)# serviceuser passvord valid-time 7

1.1.1.28 login-fail retry-times

Cammand: login-fail retry-times <retry-times>lock-time <lok-time>
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no login-fail

Function: Sets the maximum number of failed login attempts. The éno login-failé command
cancelsthe maximumfailed login attempts configuration.
Parameter: <retry-times>Maximum number of failed login attempts, in times, ranging from
0-10.

<ock-time>The amount of time, in minutes, that an account is locked after reacing
the number of failures,ranging from 1-120 minutes.
Default: No login-fail retry-times by system default. Accounts are locked for 120 minutes after
reacing the number of failuresby system default.
Canmand mode: Gbbal Mode
Usage guide: Set the maximum number of failed login attemptsWhenthis commandis set, the
user will be locked out after the set number of failed login attempts. Only after the configured
lock time is over, canthe user log in normally with the account. Sdting the maximum number of
failedlogin attempts to 0 meansthat the number of failed login attemptsis not cheded.
Example: The maximum number of failed login attempts is set to 3 and the lock time is 30
minutes
Switch(config)# login-fail retry-times3 locktime 30

1.1.1.29 show locked user

Canmand: show lockeduser

Function: Showthe locked user information.

Canmand mode: Admin and configuration mode.

Usage Guide: Used to display the locked user name, the locked time, and the remaining locked
time

Example: Showthe current locked user.

Switch(config)#show locked user

Glotal login-fail retry times3, locktime 30 minutes

Usrname LockTime(sec) Remain Time(sec)

Userl 1800 100
User2 1800 50

1.1.1.30 service terminal-length

Canmand: senice terminal-length <0-512>

no service terminal-length
Function: Canfigure the columns of characters displayed in eachsaeen on terminal (vty). The
ono serviceterminal-lengthé command cancelsthe screen shifting operation.
Parameter: Columnsof characters displayed on each screenof vty, ranging between0-512.
Canmand mode: Gbbal Mode
Usage guide: Canfigure the columns of charadersdisplyed on eachsaeen of the terminal. The
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columnsof characters displayed on eachsaeen on the telent.ssh client and the Corsde will be
following this configuration.

Example: Set the number of vty threadsto 20.

Switch(config)#servicegerminal-length 20

1.1.1.31 sysContact

Cammand: sysContact <UNE>
no sysCantact
Function: St the factory contact mode, the dno sysCmtacté command reset the switch to
fadory settings.
Parameter: <UNE>isthe prompt charader string, range from 0 to 255 charaders.
Cammand mode: Global Mode
Default: Thefactory settings.
Usage guide: Theuser cansetthe factory contact mode basesthe fact instance.
Bxample: Set the factory contad mode to test.
Switch(config)#sysCantact test

1.1.1.32 sysLocation

Cammand: sysLocation <UNE>
no syslL.ocation
Function: Set the factory address, the dno sysLocationé command reset the switch to factory
settings.
Parameter: <UNE>isthe prompt charader string, range from 0 to 255 characters.
Canmand mode: Glbal Mode
Default: Thefactory settings
Usage guide: Theuser cansetthe fadory addressbasesthe factinstance.
Bxample: Set the factory addressto test.
Switch(config)#sysLacaion test

1.1.1.33 set default

Canmand: set default

Function: Reset the switchto factory settings

Canmand mode: Admin Mode.

Usage Guide: Reset the switch to factory settings Thet is to say, all configurations made by the
user to the switch will disappea. When the switch is restarted, the prompt will be the same as
whenthe switchwaspowered on for the first time.

Note: After the command, dwrite¢ commandmust be executed to save the operation. Theswitch
will resetto fadory settings after restart.

Example:

Switch#setdefault

1-12



S7550_Series_Command Guide Chapter 1 Commands for Basic Switch

Areyousure?[YN] =y
Switch#write
Switchttreload

1.1.1.34 set boot password

This commandis not supported by the switch.

1.1.1.35 setup

Canmand: setup

Function: Enter the Setup Mode of the switch.

Canmand mode: Admin Mode.

Usage Guide: Switch provides a Seup Mode, in whichthe user can configure IPaddresses, etc.

1.1.1.36 show clock

Cammand: show clock

Function: Display the current system clock.

Cammand mode: Admin and Gonfiguration Mode.

Usage Guide: If the system clock s inaccurate, user can adjust the time by examining the sysem
date and clock.

Bxample:

Switch#shaw clock

Curent timeisTUEAUG2211 00 012002

Cammand related: clock set

1.1.1.37 show cpu usage

Cammand: show cpuusage[<slotno>]

Function: ShowCPU usage rate.

Cammand mode: Admin and configuration mode.

Usage Guide: Chek the current usage of CPU resource by show cpu usage command. Only the
chasgs switch uses dotno parameter whichis used to show the CPUusage rate of the card on
spedfied dlot, if there is no parameter, the default is current card.

Example: Showthe current usage rate of CRU.

Swich#show cpuusage

Last 5seondCPUIDIE 87%

Last 30secondCPU IDLE:  89%

Last 5minute CPUIDLE 89%

From running CPUIDLE 89%
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1.1.1.38 show cpu utilization

Canmand: show cpu utilization

Function: Shaw the current CPU utilization rate.

Parameter: None.

Default: None.

Canmand mode: Admin mode.

Usage Guide: This command is used to show CPUutilization rate in the past 5 seconds, 30
secondsand5 minutes.

Bxample: ShowCPU utilization rate.

Switch#shav cpu utilization

Last 5second CPUUSAGE: 9%
Last 30second CPUUSAGE: 11%
Last 5minute CPUUSAGE: 11%
Fom running CPUUSAGE: 11%

1.1.1.39 show memory usage

Cammand: show memory usage[<slotno>]

Function: Showmemory usace rate.

Canmand mode: Admin and configuration mode.

Usage Guide:Checkthe current usage of memory resource by show memory usage command.
Onlythe chassis switch uses slotno parameter whichis used to show the memory usage rate of
card on the spedfied slot, if there is no parameter, the default is current card.

Example: Showthe current usage rate of the memory.

Swich#show memory usage

Thememory total 128 MB, free 58914872 bytes,usage is 56.10%

1.1.1.40 show privilege

Cammand: show privilege

Function: Showprivilege of the current users.
Parameter: None.

Cammand Mode: All configuration modes
Example: Showprivilege of the current user.
Switch(Canfig)#show privilege

Curent privilege level is 15

1.1.1.41 show privilege mode LINE

Canmand: show privilege mode LINE
Function: Showthe level of the spedfied command.
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Parameters: mode: register mode of the command, WabCor (s able to showall register modes
LINE the commandneedsto be configured, it supportsthe command abbreviation

Cammand Mode: Admin and configuration mode

Usage Guide: ULNEmust be the whole command format, the abbreviaion format is used to the

command which can be analyzed successfully. For half-baked commard, false command about

writing and command that abbreviation camot be analyzedsuccessfully, the level of them

cannot be shown.

Example: Show the level of privilege commard.

Switch(config)#show privilege execshowip route

Thecommand: show ip route

Privilegeis: 15

1.1.1.42 show tcam usage

This commandis not supported by the switch.

1.1.1.43 show temperature

Cammand: show temperature

Function: Display the current temputerature of the switch CPU.

Canmand mode: Allmode.

Usage Gude: Thiscommandis used to monitor the temperature of the switch CRJ.
Example: Display the current temperature of the switch CPU.

Switch(Config)#show temperature

Temperature: 47.0625 +

1.1.1.44 show tech-support

Canmand: show tech-support [no-more]

Function: Display the operational information and the task status of the switch. Thetechmique
spedalist use this commandto diagnose whether the switch operate normally.

Parameter: no-more: Display the operational information and the task status of the switch
direcly, do not connectthe user by & YrRe.

Canmand mode: Admin and Configuration Mode.

Usage Guide: This command is used to collect the relative information when the switch
operation is malfunctioned.

Example:

Switch#shawv tech-support

1.1.1.45 show version

Cammand: show version
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Function: Display the vergon information of the switch.

Cammand mode: Admin and Gonfiguration Mode.

Usage Guide: This command is used to show the verson of the switch, it indudesthe hardware
versionand the software version information.

Bxample:

Switch#shaw version.

1.1.1.46 username

Canmand: username <username>[privilege <privilege>] [password [0 | 7] <password>]|

No username <usename>
Function: Canfigure local login usernane and password along with its privilege level.
Parameter: <usemame> is the username, its range should not exceed32 characters. <privilege>
is the maximum privilege level of the commards that the user is able to execue, its value is
limited between 1 and 15, and 1 by default. <password> is the passvord for the user. If input
option 0 on password setting, the password is not enaypted; if input option 7, the password is
encryped (Use 32 bits password encrypged by MD5).
Canmand Mode: Global Mode.
Usage Guide: There are two available choicesfor the preferences of the registered commandsin
the switch. They are 1 and 15. Preference of 1 is for the commards of the normal user
configuration mode. Preference of 15 is for the commands registered in modes other than the
normal user configuration modes. 16 local users at most can be configured through this
command, and the maximum length of the password shouldbe no lessthan 32.
Notice: The user can log in user and priority after the command configures, before isaiing the
commandauthenticaion line consde login local, it should be made sure that at one user hasbe
configured aspreferencelevel of 15, in order to login the switch and make configuration changes
in privileged mode and global mode. If there are no configured local users with preferencelevel
of 15, while only Local authentication is configured for the Corsolelogin method, the switch can
be login without any authenticaion. Whenusingthe HTTRmethod to login the switch, only users
with preference level of 15 canlogin the switch, users with preferencelevel other than 15 will be
denied.
EBxample: Canfigure an administrator account named admin, with the preference level as15. And
configure two normal accounts with its preference level as 1. Thenenable local authentication
method.

Above all the configurations, only the admin user is able to login the switch in privileged
mode through Telnet or Console login method, userl and user2 can only login the switch in
normal user mode through the telnet and console login method. For HTTPlogin method, only the
admin user can passthe authentication configuration, userl and user2 will be denied.
Switch(config)#userrame admin privilege 15 password 0 admin
Switch(config)# usernane userl privilege 1 passwvord 7
4a7dledd14474e4033a29cch8653d9b (Thepassvord is 32 bits password encrypted by MD5)
Switch(config)# usernane user2 password 0 user2
Switch(config)# authentication line console loginlocal
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1.1.1.47 web-auth privilege <1-15>

Cammand: web-auth privilege <1-15>
no web-auth privilege
Function: Canfigure the level of logging in the switch by web.
Parameter: <1-15>: Appoint the level of logging in the switch by web andthe range is from 1 to
15.
Canmand Mode: Glbbal Mode.
Default: 15.
Usage Guide: After configured the level of loggng in the switch by web, only the user with the
level that is equal to or higher than it canlogin in the switch by web.
EBxample: Canfigure the level of logghg in the switch by web as10.
Switch(config)# web-auth privilege 10

1.1.1.48 web language

Canmand: web language {chinese| english}

Function: Set the language for displayingthe HTTRServer information.
Parameter: chinesefor Chinesedisplay; english for Erglish display.
Canmand mode: Admin Mode

Default: Thedefault setting is Erglish display.

Usage Guide: Theuser canselectthe language accordingto their preference.

1.1.1.49 write

Cammand: write

Function: Save the currently configured parametersto the Flash memory.

Cammand mode: Admin Mode.

Usage Guide: After a set of configuration with desred functions, the setting should be saved to
the spedfied configuration file, so that the sysem can revert to the saved configuration
automatically in the case of acddentally powered off or power failure. Ths is the equivalent to
the copy running-config startup-config command.

1.1.1.50 write running-config

Cammand: write running-config [<startup-config-file-name>]
Function: Save the current running config as.cfg file to Flash Memory.
Parameters: <startup-config-file-name> is the full path of the cfg file. Theformat of whichis as
follows:

1. Thefile path comprisesof two parts: device prefix used asthe root directory (flash:/) and
the file name. No spaceis allowed in eachpart or between two parts.

2. The suffix of all file namesshould be .cfg.

3. The length of the full file path should not be longer than 128 charaders, while the file

1-17



S7550_Series_Command Guide Chapter 1 Commands for Basic Switch

name cannot be longer than 80 chaacters.

Canmand Mode: Admin Mode.

Usage Guide: Config file saved by Hash Memory can be used for startup file.
Example: Save the current running config as.cfg file with name of 123.
Switch#write running-config 123.cfg

1.1.2 Telnet

1.1.2.1 aaa authorization config-commands

Cammand: aaa authorization config-commands

no aaa authorization config-commands
Function: Enalbe command authorizaton function for the login user with VTY (login with Telnet
and S3H). Theno commanddisablesthis function. Only enabling this commandand configuring
commandauthorization manner, it will request to authorize whenexecuing somecommand.
Default: Disable.
Canmand Mode: Gbbal Mode.
Usage Guide: Only after configuring this command and configuring command authorization
manner and authorization selec¢ion priority of login user with VTY, it can be authorized when
configuring commandwith correspndingcommand level for login user with VTY.
Example: Erable VTY command authorization function.
Switch(config)# aaa authorization config-commands

1.1.2.2 accounting exec

Canmand: accounting line {console | vty} exec {start-stop | stop-only | none} methodl
[method2X]

no accownting line {console | vty} exec
Function: Canfigure the list of the accounting method for the login user with VTY (login with
Telnet and S$) and Corsole. Theno command restoresthe default accounting method.
Parameters: line seleds the accounting line, including consle, vty (telnet and ssh); start-stop
sendsthe accounting start or the accounting stop when the user is logging or exit the login;
stop-only sendsthe accounting stop whenthe user exits the login only; none doesnot sendthe
accounting start or the accounting stop; method is the list of the accounting method, it only
supportstacacskeyword; tacacsusesthe remote TACAGS+server to count.
Default: There is no accounting.
Canmand Mode: Global Mode.
Usage Guide: console and vty login method are able to set the corresponding aacounting
method respedively, the accounting method only supports TACACS+method currently.
Example: Canfigure the login accounting with the telnet method.
Switch(configi#a@ounting line vty exec start-stop tacacs
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1.1.2.3 accounting command

Cammand: accounting line {conle | vty} command <1-15> {start-stop | stop-only | none}
methodl [methodH X

no accownting line {console | vty} command <1-15>
Function: Configure the list of the command aacounting method with VTY(login with Telnet and
SH) and Corsole. Theno commandrestoresthe default accounting method.
Parameters: line seleds the aacounting line, induding console, vty (telnet and ssh); command
<1-15> is the level of the accounting command; start-stop sendsthe aacounting start or the
accounting stop when the user is logging or exit the login; stop-only sendsthe accounting stop
when the user exts the login only; none does not send the aacounting start or the accounting
stop; method is the list of the accounting method, it only supports tacacs keyword; tacacs uses
the remote TACACS+server to count.
Default: There is no accounting method.
Canmand Mode: Global Mode.
Usage Guide: console and vty login method are able to set the corregponding command
accounting method respectively, the aacounting method only supports TACACS-+method
currently. Only the stop information of the accounting is recorded, whether command accounting
configuresstart-stop method or stop-only method.
Bxample: Canfigure the commandaccounting with the telnet method.
Switch(config)#authorizaion line vty command 15 start-stop tacacs

1.1.2.4 authentication enable

Cammand: authentication enable method1 [methodH X 6

no authentication enable
Function: Configure the list of the enable authenticaion method. The no command restoresthe
default authenticaion method.
Parameters: method is the list of the authentication method, it must be among locd, tacacsand
radius keywords; local usesthe local database to authenticate; tacacs usesthe remote TACACS+
authenticaion server to authenticae; radius uses the remote RADUS authenticaion server to
authenticate.
Default: Thelocal authentication is enable commandby default.
Canmand Mode: Glbobal Mode.
Usage Guide: The enable authentication method can be any one or combination of Local, RADUS
and TACACS Whenlogin method is configuration in combination, the preference goes from left
to right. If the users have passed the authentication method, authentication method of lower
preferenceswill be ignored. To be mentioned, if the user receives correspmding protocol@
answer whether refuse or inceqt, it will not attempt the next authentication method (Exception:
if the local authentication method failed, it will attempt the next authentication method); it will
attempt the next authentication method if it receives nothing. And AAAfunction RADIUSserver
should be configured before the RADUS configuration method can be used. And TACACSselver
should be configured before the TACAC Sconfiguration method can be used.
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Example: Canfigure the enable authenticaion methodto be tacacs andlocal.
Switch(config)#authentication enable tacacslocal

1.1.2.5 authentication ip access-class

Cammand: authentication ip accessclass{<num-std>|<name>}
no authentication ip accessclass
Function: Bindng standard IP ACLprotocol to login with Telnet/SSH/ Web; the no form command
will cancelthe binding ACL.
Parameters: <num-std> is the accessclass number for standard numeric ACL, ranging between
1-99; <name> is the access-class name for standard AQ, the character string length is ranging
between1 and32.
Default: Thebinding ACLto Telnet/ SSH¥Web function is closed by default.
Canmand Mode: Global Mode.
Bxample: Binding standard IP ACLprotocol to access-classl.
Switch(config)#authentication ip access-class 1in

1.1.2.6 authentication ipv6 access-class

Canmand: authentication ipv6 acessclass{<num-std><name>}in
no authentication ipv6 accessclass
Function: Bindng standard IPv6 ACL protocol to login with Telnet/ S$/Web; the no form
commandwill cancelthe binding ACL.
Parameters: <num-std> is the accessclass number for standard numeric ACL, ranging between
500-599; <name>is the access-class name for standard ACL, the charader string length isranging
between1 and32.
Default: Thebinding ACLto Telnet/ SSHYWeb function is closed by default.
Canmand Mode: Glbbal Mode.
Example: Binding standard IP ACLprotocol to accessclass500.
Switch(config)#auhentication ipv6 access-class 500 in

1.1.2.7 authentication line login

Canmand: authentication line {consde | vty | web}login method1 [methodH X 8
no authentication line {console | vty | web} login

Function: Canfigure VTY (login with Telnet and SSH), Web and Corsole, so asto sdect the list of
the authentication method for the login user. The no form command restores the default
authentication method.

Parameters: line selectsthelogin line, including console, vty (telnet and ssh) andweb; method is
the list of the authentication method, it must be among local, tacacsand radius keywords; local
usesthe local databaseto authenticate; tacacsusesthe remote TACACS-+authentication server to
authenticate; radius usesthe remate RADUSauthentication server to authenticate.

Default: No configuration is enabled for the console login method by default. Local
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authentication is enabled for the VTY and Web login method by default.

Cammand Mode: Global Maode.

Usage Guide: The authentication method for Corsole, VTY and Web login can be configured
regpedively. And authentication method can be any one or combination of Lacal, RADUS and
TACACS When login method is configuration in combination, the preference goes from left to
right. If the users have passedthe authentication method, authentication method of lower
preferenceswill be ignored. To be mentioned, if the user receives correspmding protocol@
answer whether refuse or incept, it will not attempt the next authentication method (Exception:
if the local authentication method failed, it will attempt the next authentication method); it will
attempt the next authentication method if it receives nothing. And AAAfunction RADIJSserver
should be configured before the RADUS configuration method can be used. And TACACSselver
should be configured before the TACAC Sconfiguration method can be used.

Theauthentication line console login commandis exclusive with the dloginé command. The
authentication line console login command configures the switch to use the Corsde login
method. And the login command makes the Corsole login to use the passwords configured by
the passwad commandfor authenticaion.

If local authentication is configured while no local users are configured, userswill be ableto
login the switch viathe Corsole method.

Bxample: Canfigure the telnet and s<h login with the remote RADUSauthentication.
Switch(config)#auhentication line vty loginradius

Rdative Command: aaa enabl€’ radius-server authentication host” tacacsserver authentication
host tacacs-server key

1.1.2.8 authentication securityip

Canmand: authentication securityip <ip-addr>

no authentication securityip <ip-addr>
Function: To configure the trusted IP addressfor Telnet and HTTPlogin method. The no form of
this commandwill remove the trusted IPaddressconfiguration.
Parameters: <ip-addr> is the trusted IP addressof the dient in dotted dedmal format which can
login the switch.
Default: Notrusted IPaddress is configured by default.
Canmand Mode: Global Mode.
Usage Gude: IP addressof the client which can login the switch is not restricted before the
trusted IP addressis not configured. After the trusted IP addressis configured, only clients with
trusted IP addressesare able to loginthe switch. Upto 32 trusted IPaddressescan be configured
in the switch.
Bxample: To configure 192.168.1.21 asthe trusted IPaddress.
Switch(config)# authentication securtyip 192.168.1.21

1.1.2.9 authentication securityipv6é
Canmand: authentication securityipv6é <ipvé-addr>
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no authentication securityipv6 <ipv6-addr>
Function: To configure the securty IPv6 addressfor Telnet and HTTHogin method. Theno form
of thiscommandwill remove the spedfied configuration.
Parameters: <ipv6-addr>isthe securty IPv6 addresswhich canloginthe switch.
Default: No seaurity IPv6 addressesare configured by default.
Canmand Mode: Global Mode.
Usage Guide: IPv6 addressof the client which can login the switch is not restricted before the
securty IPv6 addressis not configured. After the securty IPv6addressis configured, only clients
with securty IPv6 addressesare able to login the switch. Upto 32 seaurity IPv6 addressescan be
configured in the switch.
Example: Canfigure the searity IPv6 addressis 2001:da8:123:1::1.
Switch(config)# authentication securtyipv6 2001:da8:123:1::1

1.1.2.10 authorization

Canmand: authorization line {console| vty | web} exec method [methodX 6

no authorization line {console | vty | web} exec
Function: Canfigure the list of the authorizaion method for the login user with VTY (login with
Telnet and S$), Web and Gonsole. Theno command restoresthe default authorization method.
Parameters: line sdectsthe authorizaion line, induding conle, vty (telnet and ssh) and web;
method is the list of the authorization method, it must be among locd, tacacs and radius
keywords; locd usesthe local database to authorize; tacacs usesthe remate TACACS+sewver to
authorize; radius usesthe remote RADUSserver to authorize.
Default: There is no authorization mode.
Canmand Mode: Global Mode.
Usage Guide: The authorization method for Corsde, VTYand Web login can be configured
regpedively. And authorization method can be any one or combination of Local, RADUS or
TACACS When login method is configuration in combination, the preference goes from left to
right. If the users have passedthe authorizaion method, authorizaion method of lower
preferenceswill be ignored. To be mentioned, if the user receives correspmding protocol@
answer whether refuse or incep, it will not attempt the next authorizaion method; it will
attempt the next authorization method if it receives nothing. And AAAfunction RADIUS server
should be configured before the RADUS configuration method can be used.And TACACSselver
should be configured before the TACAC Sconfiguration method can be used.

Thelocal users adopt username command permissian while authorizaion command is not
configured, the users login the switch via RADIUS TACACSmethod and works under common
mode.

Example: Canfigure the telnet authorization method to RADUS
Switch(config)#authorization line vty execradius

1.1.2.11 authorization line vty command
Cammand: authorization line vty command <1-15> {local | radius| tacacs}(none|)
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no authorization line vty command <1-15>
Function: Canfigure commandauthorization mamner and authorization selecion priority of login
user with VT Y(login with Telnet and SSH). The no command recoversto be default manner.
Default: Theauthorizaion manner is not configured asdefault.
Canmand Mode: Gbbal Mode.
Usage Guide:Canfigure the authorization manner when VTYlogin user configures command, the
mannersinclude any combination of Local, RADUSand TACACS the manner of noneisjust asthe
last manner. When using combination authorization manners the priority of the front
authorization manner is the highest andthe others are in descerding order; if the authorization
with high priority pasd, it is successful to configure command and the back authorization
manner will be ignored. Notice: aslong asone authorization manner receivesa clear regponse of
the correspanding agreement. Whether it is recaved or refused, the next authorization manner
will not be attempted. If the clear regponse is not received, try the next manner. When using
RADUS authorization, AAAfunction must be enabledand configure RADUS sewver. when using
TACACSauthorization, TACACSserver must be configured. Noneis the mannerof escaping and it
only can be the last manner. This mamer returns to pas®d authorization directly and it is
successful to configure the commard.
Bxample: Canfigure level 1 command authorization manner of telnet login user as TACACS
Switch(config)#authorization line vty command 1 tacacs

1.1.2.12 clear line vty <0-31>

Canmand: clear line vty <0-31>

Function: Delete the logged user information on the appointed line, force user to get down the
linewhologsin throughtelnet or ssh.

Canmand mode: Admin Mode.

Usage guide: After inputting this commard, there is need to judge for this command,
a /nBrm[YN]: & when inputting & dor dyg run to delete; when inputting @ ¢ do not run to
delete, print the notice information only. Wheninputting other characters, do not runto delete.

1.1.2.13 crypto key clear rsa

Cammand: crypto key clear rsa
Function: Clear the searet key of ssh.
Canmand mode: Admin Mode.

1.1.2.14 terminal length

Canmand: terminal length <0-512>
terminal no length
Function: St length of charaders displayed in eachsaeen on terminal; the éterminal no lengthé
cancelsthe screen switching operation and display content oncein all.
Parameter: Length of characters displyed in eachsaeen, ranging between 0-512 (0 refers to
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non-stop display).

Canmand mode: Admin Mode.

Default: Default Lergth is 25.

Usage guide: Set length of chaacters displyed in each saeen on terminal, so that
the-More-message will be shown when displyed information exceedsthe screen. Pressany key
to showinformation in next screen.Default length is 25.

Example: Canfigure length of charaders in eachdisplay to 20.

Switch#terminal length 20

1.1.2.15 terminal monitor

Cammand: terminal monitor

terminal no monitor
Function: Cqoy debugging messages to current display terminal; the éterminal no monitoré
commandrestoresto the default value.
Cammand mode: Admin Mode.
Usage guide: Configureswhether the current debugging messajesis displayed on thisterminal. If
this commandis configured on telnet or SSHlients, debug messages will be sent to that client.
Thedebugmessage is displayed on consde by default.
Bxample:
Switch#terminal monitor

1.1.2.16 telnet

Canmand: telnet [vrf <vrf-name>] {<ip-addr>| <ipv6-addr>| host <hostname>} [<port>]
Function: Login onthe remote host by Telnet

Parameter: <vrf-name> is the spedfic VRFhame; <ip-addr> is the IPaddressof the remote host,
shown in dotted dedmal notation; <ipv6-addr> is the IPv6 address of the remote hogt;
<hostname> is the name of the remote host, containing max 64 characters; <port> is the port
number, ranging between0 and 65535.

Canmand Mode: Admin Mode.

Usage Guide: Thiscommand is used when the switch is applied as Telnet client, for logging on
remote host to configure. When a switch is applied as a Telnet client, it can only establish one
TCPconnedion with the remote host. To connect to another remote host, the current TCP
connedion must be disconneded with a hotkey 6CTRL+\& To telnet a host name, mapping
relationship between the host name andthe IFIPv6 addressshoud be previously configured. For
required commards pleaserefer to ip host andipv6 host. In case a host corregponds to both an
IPv4 andan IPv6 addresses,the IPv6 should be preferred whentelneting this host name.
Example: The switchtelnetsto aremaote host whoselPaddressis20.1.1.1.

Switch#telnet 20.1.1.1 23

Conneding Host 20.1.1.1 Port 23...

Sevice port is23

Connededto 20.1.11
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login:123
passvord:***
router>

1.1.2.17 telnet server enable

Canmand: telnet server enable
no telnet server enable
Function: Erable the Telnet server function in the switch: the & y felnet server enablS ¢
commanddisalesthe Telnet function in the switch.
Default: Telnet server function is enabled by default.
Canmand mode: Global Mode
Usage Gude: This command is available in Corsole only. The administrator can use this
commandto enable or disable the Telnet client to login to the switch.
Example: Disable the Telnet server function in the switch.
Switch(config)#notelnet server enable

1.1.2.18 telnet-server max-connection

Canmand: telnet-server max-connedion {<max-connection-number>| default}

Function: Gonfigure the max connection number supported by the Telnet serviceof the switch.
Parameters: <max-connedion-number>: the max connection number supported by the Telnet
service, ranging from 5 to 16. The default option will restore the default configuration.

Default: Thesystem default value of the max connecion numberis5.

Canmand Mode: Global Mode

Usage Guide: None.

Example: Set the max connection number supported by the Telnet service as10.
Switch(config)#telnet-server max-connection 10

1.1.2.19 ssh-server authentication-retries

Canmand: ssh-server authentication-retries <authentication-retri es>
no sshserver authentication-retries
Function: Canfigure the number of times for retrying SSH authenticaion; the dno sshserver
authentication-retriest command restores the default number of times for retrying SH
authenticaion.
Parameter: < authentication-retries > is the number of times for retrying authenticaion; valid
range is1to 10.
Canmand mode: Global Mode
Usage Guide: None.
Default: Thenumber of times for retrying SSH authentication is 3 by default.
Example: Set the time for retrying S$1 authenticationto 5.
Switch(config)#ssh-server authentication-retries5
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1.1.2.20 ssh-server enable

Canmand: ssh-server enable
no sshserver enable
Function: Erable SH function on the switch; the éno ssh-server enable¢ commanddisables SSH
function.
Canmand mode: Glbal Mode
Default: SH function is disabled by default.
Usage Guice: In order that the S3H client canlog on the switch, the users needto configure the
SH user andenable SH function on the switch.
Example: Erable SSHunction on the switch.
Switch(config)#ssh-server enable

1.1.2.21 ssh-server host-key create rsa

Cammand: ssh-server host-key create rsa[modulus < modulus >

Function: Generate new RSA host key.

Parameter: modulus is the moduluswhichis used to compute the host key; valid range is 768to
2048. The default valueis 1024.

Canmand mode: Glbal Mode

Default: Thesysem usesthe key generated whenthe ssh-server is started at the firs time.

Usage Guide: This command is used to generate the new host key. When S client logs on the
server, the new host key is used for authentication. After the new host key is generated and
a gtBElommandis used to save the configuration, the sysem usesthis key for authentication all
the time. Because it takes quite a long time to compute the new key and some clients are not
compatible with the key generated by the modulus2048, it is recommendedto use the key which
is generated by the default modulus1024.

Example: Generate new host key.

Switch(config)#ssh-server host-key create rsa

1.1.2.22 ssh-server max-connection

Canmand: ssh-server max-connection {<max-connection-number>|d efault}

Function: Gonfigure the max connection number supported by the SSH serviceof the switch.
Parameters: <max-connedion-number>: the max connedion number supported by the SH
service, ranging from 5 to 16. The default option will restore the default configuration.

Default: Thesystem default value of the max connecton number is 5.

Canmand Mode: Gbbal Mode

Usage Guide: None.

Example: Set the max connection number supported by the S$ service as10.
Switch(config)#ssh-server max-connection 10
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1.1.2.23 ssh-server timeout

Cammand: ssh-server timeout <timeout>
no sshserver timeout
Function: Canfigure timeout value for SSH authentication; the &no sshserver timeouté
commandrestoresthe default timeout value for SSHauthentication.
Parameter: <timeout>istimeou value; valid range is 10 to 600 seconds
Canmand mode: Glbal Mode
Default; SSHauthentication timeout is 180 seconds by default.
Usage Guide: Ths command is used to set SH authenticaion timeout, the default timeout is
180 seconds
Bxample: Set S$ authentication timeout to 240 seconds.
Switch(config)#ssh-server timeout 240

1.1.2.24 show crypto key

Canmand: show crypto key
Function: Showthe secaet key of ssh
Canmand mode: Admin Mode.

1.1.2.25 show ssh-server

Canmand: show sshserver

Function: Display SSH state and users which log on currently.
Canmand mode: Admin Mode.

Bxample:

Switch#shav sshrserve

s<h server isenabled

sshserver timeout 180s

sshserver authentication-retries 3

sshserver max-connedion number 6

sshserver login user number 2

1.1.2.26 show telnet login

Canmand: show telnet login

Function: Display the information of the Telnet client which currently establishes a Telnet
connecion with the switch.

Canmand Mode: Admin and Canfiguration Mode.

Usage Guide: Checkthe Telnet client messajesconneded throughTelnet with the switch.
Example:

Switch#shaw telnet login

Authenticate login by local
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Login user:
aa

1.1.2.27 show users

Canmand: show users

Function: Show the user information who logs in through telnet or ssh. It indudesline number,

user name and user IP.
Canmand mode: Admin Mode.

Usage Guide: When inputting this commard, show the user information who logs in through
telnet or ssh. It indudesline number, user name and user IP. Because 16 telnet users and 16 ssh
usersare supported at most currently, vty0-15 are used for telnet, and 16-31 are used for ssh.

Bxample:

Switch#shaw users

Line User
vty 16 a

vty O admin
vty 17 mab
vty 1 test
1.1.2.28 who

Canmand: who

Function: Showthe current login userswith vty.
Parameter: None.

Canmand Mode: All configuration modes
Bxample: Showthe current login userswith vty.
Switch#who

Telnet user aloginfrom 192.168.1.20

1.1.3 Configuring Switch IP

1.1.3.1 interface vlan

Cammand: interfacevlan <vlan-id>
no interfacevlan <vlan-id>

Location
192.168.11
192.168.1.2
192.168.1.13
192.168.1.40

Function: Enter the VLAN interface configuration mode; the no operation of this commandwill

delete the existing VLAN interface.

Parameters: <vlan-id>isthe VLAN ID of an existing VLAN, ranging from 1 to 4094.

Canmand Mode: Global Configuration Mode.

Usage CGuide: Users should first make sure the existence of a VLAN before configuring it. User
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oexité commandto quit the VLANiInterface configuration mode backto the global configuration
mode.

Example: Enter the VLANInterface configuration modeof VLANL.

Switch(config)#interfacevian 1

Switch(Canfig-if-VIanl)#

1.1.3.2 interface ethernet O

Command: interface ethernet <interfacename>

Function: Enter the network management configuration mode from global configuraion mode.
Parameters: <interface-name>isthe port number, the valueis 0.

Cammand Mode: Gbbal Configuration Mode.

Usage Guide: Usingexit commandto quit the network managementconfiguration mode to the
global configuration mode.

Example: Erter the network managementport.

Switch(config)#interfaceethernet 0

Switch(Canfig-If-Ethernet O)#

1.1.3.3 ip address

Cammand: ip address<ip-address><mask>[secondary]
no ip address[<ip-address> <mask>] [secondary]
Function: Set the IP address and mask for the spedfied VIAN interface; the tno ip address<ip
address>=mask>[secondary]¢ commanddeletesthe spedfied IPaddresssetting.
Parameter: <ip-address isthe IP addressin dot deamal format; <mask> is the subnet mask in
dot dedmalformat; [secondary] indicaesthe IPconfigured is a secondary IPaddress.
Default: No IPaddressis configured upon switch shipment.
Canmand mode: VLAN Interface Mode
Usage Guide: A VLAN interface must be created first before the user can asdgn an IP addressto
the switch.
Bxample: Set 10.1.128.1/24 asthe IPaddressof VLAN1 interface.
Switch(config)#interfacevlan 1
Switch(Canfig-if-Vlanl)#ipaddress10.1.128.1 255.255.255.0
Switch(Canfig-if-Vian1)#exit
Switch(config)#
Rdative GCommand: ip bootp-client enable, ip dhcp-client enable

1.1.3.4 ipv6 address

Cammand: ipv6 address<ipv6address| prefix-length> [eui-64]
no ipv6 address<ipv6address| prefix-length>[eui-64]
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Function: Configure aggegatable global unicast address site-local addressand link-local address
for the interface.

Parameters: <ipv6address> is the prefix of an IPV6 address; <prefix-length>is the length of the
prefix of anIPV6 address ranging from 3 to 128; eui-64 meansthat the eui64 interfaceid of the
interface will automatically create an IPV6 address.

Canmand Mode: Interface Canfiguration Mode.

Default: None.

Usage Guide: The prefix of an IPV6 addressshould not be a multicast address, or other kinds of
IPV6 addresseswith spedfic usage. Different layer-three VLANNterfacesare forbidden to share a
same addressprefix. Asfor any global unicast address, the prefix should be limited in the range
from 2001.:: to 3fff ::, with alength no shorter than 3. And the prefix length of a site-local address
or alink-local addressshouldnot be shorter than 10.

Bxamples: Canfigure an IPV6 addressat the layer-three interface of VLIANL: set the prefix as
2001.:3f:ed8::99,the length of whichis 64.

Switch(Canfig-if-VIan1)#pv6 address2001:3f:ed8::99/64

1.1.3.5ip bootp-client enable

Cammand: ip bootp-dient enable
no ip bootp-client enable
Function: Erable the switch to be a BootP Qient and obtain IP addressand gateway address
through BootP negotiation; the éno ip bootp-client enable¢ commanddisablesthe BootP Cient
function and releasesthe IPaddressobtained in BootP
Default: BootP client function is disabledby default.
Canmand mode: VLAN Interface Mode
Usage Guide: Obtaining IP addressthrough BootP Manual configuration and DHCRare mutually
exclugve, enabling any two methods for obtaining IP addressis not allowed. Note: To obtain IP
addressviaBootP, a DHCPserver or a BootP server isrequiredin the network.
Example: Get IPaddressthroughBootP
Switch(config)#interface vian 1
Switch(Canfig-if-Vlanl)#ipbootp-client enable
Switch (Qonfig-if-Vianl)#exit
Switch(config)#
Rdative command: ip address,ip dhcp-client enable

1.1.3.6 ip dhcp-client enable

Canmand: ip dhcp-client enable

no ip dhep-client enable
Function: Enalbes the switch to be a DHCPclient and obtain IP addressand gateway address
through DHCPnegotiation; the éno ip dhcp-client enable¢ command disables the DHCRclient
function and releases the IP addressobtained in DH@ Note: To obtain IP addressvia DHCR, a
DHCRerver isrequired in the network.

1-30



S7550_Series_Command Guide Chapter 1 Commands for Basic Switch

Default: the DHCPclient function is disalded by default.

Canmand mode: VLAN Interface Mode

Usage Guide: Obtaining IP address by DHCP, Manual configuration and BootP are mutualy
exclusgve, enalding any 2 methodsfor obtaining an IPaddressis not allowed.

Bxample: Getting an IPaddressthrough DHCR

Switch(config)#interfacevlan 1

Switch(Canfig-if-Vlan1)#ipdhcp-client enable

Switch(Canfig-if-VIanl)#exit

Switch(config)#

1.1.4 SNMP

1.1.4.1 debug snmp mib

Cammand: debug snmp mib
no debug snmp mib
Function: Enalte the SNMPmib debugging; the "no debug snmp mibé command disables the
debugging.
Canmand Mode: Admin Mode.
Usage Guide: When user encounters problems in applying SNMP, the SNMP debugging is
available to locate the problem causes.
Bxample:
Switch#debugsnmpmib

1.1.4.2 debug snmp kernel

Canmand: debug snmp kernel
no debug snmp kernel
Function: Ereble the SNMPkernel debugging; the éno debug snmp kernelé command disables
the debuggirg function.
Canmand Mode: Admin Mode.
Usage Guide: When user encounters problems in applying SNMP, the SNMP debuging is
awailable to locae the problem causes.
Example:
Switch#debugsnmpkernel

1.1.4.3 rmon enable

Cammand: rmon enable
no rmon enable
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Function: Erable RMON; the éno rmon enable¢ command disablesRMON.
Cammand mode: Global Mode

Default: RMONis enabled by default.

Example:

Erable RMON.

Switch(config)#rmon enalle

Disable RMON.

Switch(config)#normon enable

1.1.4.4 show private-mib oid

Cammand: show private-mib oid

Function: Showthe original oid of the private mib.

Canmand mode: Admin and configuration mode.

Usage Guide: Checkthe begnning oid of the private mib by show private-mib oid command.
Bxample: Showthe original oid of the private mib.

Swich#show private-mib oid

Private MIBOID:1.3.6.1.4.1.6339

1.1.4.5 show snmp

Canmand: show snmp
Function: Display all SNMPcounter information.
Canmand mode: Admin and Configuration Mode.
Bxample:
Switch#shav snmp
0 SNMPpacketsinput
0 BadSNMPversion errors
0 Unknown community name
0 lllegal operation for community name supplied
0 Ercodingerrors
0 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
0 Get-next PDUs
0 Set-request PDUs
0 SNMPpackets output
0 Too big errors (Max padket size 1500)
0 No such name errors
0 Badvalueserrors
0 General errors
0 Get-regponse PDUs
0 SNMPRrapPDUs
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Displayed information

Expanation

snmp packetsinput

Total number of SNMPpacket inputs.

bad snmpversion errors

Number of version information error packets.

unknown commurity name

Number of commurity name error packets.

illegal operation for community name supplied

Number of permisson for community name
error packets.

encoding errors

Number of encoding error packets.

number of requested variable

Number of variablesrequested by NMS

number of altered variables Number of variablesset by NMS

get-request PDUs Number of packets received by cgeté
requests.

get-next PDUs Number of packets received by dgetnexté
requests.

set-request PDUs Number of packets received by Oseté
requests.

snmp packets output

Total number of SNMPpacket outputs.

too big errors

Number of &Too_ bigé error SNMPpackets.

maximum packet size

Maximum length of NMP packets.

no such name errors

Number of packets
non-existent MIB objeds.

requesting  for

bad valueserrors

Number of & . dlvaluS Aefror SNMPpackets.

general errors

Number of d&General_errorst error SNMP

packets.
regponse PDUs Number of regponse packets sent.
trapPDUs Number of Trap packets sent.

1.1.4.6 show snmp engineid

Cammand: show snmpengineid
Function: Display the engine ID commands.

Cammand Mode: Admin and Canfiguration Mode.

Example:
Switch#shav snmp engineid
SNMPenginelD:3138633303f1276¢

Ergine Boots isl

Displayed Information Expanation
SNMPenginelD Ergine number
Ergine Boots Ergine boot counts

1.1.4.7 show snmp group

Cammand: show snmpgroup
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Function: Display the group information commards.
Cammand Mode: Admin and Canfiguration Mode.

Example:

Switch#shav snmp group

Group Name:initial Security Level:noAuthnoRriv

ReadView:.one

Write View:<nowriteview specified>

Notify View:one
Displayed Information Expanation
Group Name Group name
Securiy level Secutty level
ReadView Readview name
Write View Write view name
Notify View Noatify view name
<nowriteview spedfied> No view hame specifiedby the user

1.1.4.8 show snmp mib

Cammand: show snmpmib
Function: Display all MIB supported by the switch.
Canmand Mode: Admin and Canfiguration Mode.

1.1.4.9 show snmp status

Cammand: show snmpstatus

Function: Display SNMPconfiguration information.
Cammand mode: Admin and Gonfiguration Mode.
Bxample:

Switch#shav srmp status

Trapenable

RMON enable

Commurity Information:

V1/V2cTrap Host Information:

V3TrapHost Information:

Securiy IPInformation:

Displayed information Description

GCommurnity string Community string

GCommurity access GCommunity accesspermission

Trap-rec-address IPaddresswhich is used to receie Trap.

Trapenable Ereble or disabk to send Trap.

SecutiylP IP address of the NMSwhich is allowed to
access Agent
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1.1.4.10 show snmp user

Canmand: show snmpuser

Function: Display the user information commands.
Cammand Mode: Admin and Canfiguration Mode.
Example:

Switch#shav snmp user

User name: initialsha

Ergine ID: 1234567890

Auth Protocol:MD5 Priv Pratocol:DESCBC
Row gtatus:active

Displayed Information Expanation

User name User name

Ergine ID Ergine ID

Priv Protocol Enployed encryption algorithm
Auth Protocol Enployed identification algorithm
Row status User state

1.1.4.11 show snmp view

Cammand: show snmpview
Function: Display the view information commands.
Cammand Mode: Admin and Canfiguration Mode.

Example:
Switch#shav snmp view
View Name:readvew

active

Bxcluded active

Displayed Information Expanation

View Name View nhame

1l.ard1.3. OID number

Induded The view includes sub trees rooted by this
OID

Excluded The view does not indude subtreesrooted
by thisOID

active Sate

1.1.4.12 snmp-server community

Cammand: snmp-server community {ro | rw} {0 | 7} <string> [access{<num-std>| <name>}]

[ipv6-access  {<ipv6-num-std>| <ipv6-name>}]

<write-view-name>|

[read <read-view-name>]| [write

no snmp-server community <string>[accesg<num-std>| <name>}] [ipv6-access
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{<ipv6-num-std>| <ipv6-name>}]
Function: Configure the community string for the switch; the no command deletes the
configured community string.
Parameter: <string> is the configured community string. If key option is set as 0, the spedfied
community string is not encrypted, if key option is set as 7, the speéfied community string is
encryded;
ro| rw isthe spedfied access modeto MIB, ro for read-only andrw for read-write;
<num-std> is the access-class number for standard numeric ACL ,ranging between
1-99;
<name> is the accessclass name for standard ACL, the character string length is
ranging between 1-32;
<ipv6-num-std> is the aacess-class number for standard numeric IPv6 AQ, ranging
between 500-599;
<name>is the access-class name for standard IPv6ACL, the character string length
is ranging between 1-32;
<read-view-name>is the name of readable view whichincudes1-32 chaacters,
<write-view-name>is the name of writableview whichincludes1-32 charaders.
Canmand mode: Glbbal Mode
Usage Guide: Theswitch supports up to 4 commurity strings.|t canrealiize the aacess-control for
spedfically community view by binding the commurity name to spedfically readable view or
writable view.
Bxample:
Adda community string named oprivateg with read-write permission.
Switch(config)#smp-sener community rw O private
Addacommunity stringnamed & ublicé with read-only permission.
Switch(config)#snmp-sener communityro O public
Modify the read-write community string namedd Livd$ o read-only.
Switch(config)# snmp-sener community ro O private
Delee community string dprivateg.
Switch(config)#no srmp-server community O private
Bind the read-only commurity string & LJd@oéd readable view Gpviewrs.
Switch(config)#snmp-sener community ro O public read pviewr
Bind the read-write community string & LUbi& &o readable view dpviewré and writable view
G Lig@we.
Switch(config)#smmp-server community rw O private read pviewr write pvieww

1.1.4.13 snmp-server enable

Cammand: snmp-server enable
no snmp-server enable
Function: Erable the SNMP proxy server function on the switch. The éno snmp-server enable¢
commanddisablesthe SNMP proxy server function
Canmand mode: Glbbal mode
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Default: SNMPproxy server function is disabled by system default.

Usage guide: To perform configuration management on the switch with network manage
software, the NMPproxy server function hasto be enabled with this command.

Example: Erable the SNMP proxy server function on the switch.

Switch(config)#shmp-sener enable

1.1.4.14 snmp-server enable traps

Cammand: snmp-server enable traps
no snmp-server enable traps
Function: Eraeble the switchto sendTrap message; the tno snmp-server enable trapsé command
disablesthe switchto sendTrap message.
Canmand mode: Glbal Mode
Default: Forbid to sendTrap message.
Usage Guide: WhenTrap messge is enabled, if Down/Up in device ports or of system occurs, the
device will send Trap messagesto NMSthat receives Trap messages.
Bxample:
Ereble to send Trap messages.
Switch(config)#shnmp-sener enable traps
Disable to sendTrap messages.
Switch(config)#no smmp-server enable traps

1.1.4.15 snmp-server engineid

Canmand: snmp-server engineid <engine-string>
no snmp-server engineid
Function: Canfigure the engine ID; the & Yy #oim of this commandrestoresto the default engine
ID.
Canmand Mode: Global mode
Parameter: <engine-string>is the engine ID shownin 1-32 digit hex characters.
Default: Default value is the company ID pluslocal MACaddress.
Usage Guide: None
Bxample: Set current engine IDto A66688999F
Switch(config)#smp-sener engineid AG6688999F
Restore the default engine ID
Switch(config)#nosmmp-server engineid

1.1.4.16 snmp-server group

Canmand: snmp-server group <group-string>{NoauthNopriv | AuthNopriv | AuthPriv} [[read
<read-string>] [write <write-string>] [notify <notify-string>]] [access{<num-std> <name>}]
[ipv6-access{<ipv6-num-std>| <ipv6-name>}]

no snmp-server group <group-string> {NoauthNopriv | AuthNopriv | AuthPriv}
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[access{<num-std>| <name>}] [ipv6-access{<ipv6-num-std> <ipv6-name>}]
Function: This command is used to configure a new group; the & g€ form of this command
deletesthisgroup.
Canmand Mode: Glbbal Mode
Parameter: <group-string>group name whichincludes 1-32 characters

NoauthNopriv Appliesthe non recognizingand non enaypting safety level

AuthNopriv Appliesthe recognizingbut non enciypting safety level

AuthPriv Appliesthe recognizingand encrypting safety level

read-string Name of readable view which includes 1-32 characters

write-string Name of writable view which includes 1-32 characters

notify -stringName of trappable viewwhichincludes1-32 characters

<num-std> is the access-class number for standad numeric ACL ,ranging between
1-99;

<name> is the accessclass name for standard ACL, the chaacter string length is
ranging between 1-32;

<ipv6-num-std> is the accessclass number for standard numeric IPv6 ACL, ranging
between 500-599;

<name>is the access-class name for standard IPv6ACL, the character string length
is ranging between 1-32.
Usage Guide: There is a default view dv1defaultviewnam$S 4n the system. It is recommendedto
use this view as the view name of the notification. If the read or write view name is empty,
correspondingoperation will be disabled.
Example: Qreate a group CompanyGroup, with the safety level of recognizingandencrypting, the
readviewname isreadview, and the writing is disabled.
Switch (configl#samp-sener group CanpanyGioup AuthPriv readreadview
Delee group
Switch (configy#nosnmp-server group CompanyGroup AuthPriv

1.1.4.17 snmp-server host

Canmand: snmp-server hogt { <host-ipv4-address> | <host-ipv6-address>} {v1 | v2c| {v3
{NoauthNopriv | AuthNopriv| AuthPriv}}} <user-string>

no snmp-server host { <host-ipv4-address>| <host-ipv6-address>}{vl| v2c| {v3
{NoauthNopriv | AuthNopriv| AuthPriv}}} <user-string>
Function: Asfor the v1/v2cversionsthis command configuresthe IPv4 or IPv6 addressand Trap
community character string of the network manage station receaving the SNMP Trap messeage.
Andfor v3 verson, this command is used for recevingthe network manage station IPv4 or IPv6
addressand the Trap user name and safety level; the & g€ form of this command cancelsthis
IPv4 or IP\6 address.
Canmand Mode: Gbbal Mode.
Parameter: <hogt-ipv4-addr> is IP address of NMS management station which receves Trap

message.

<hogt-ipv6-addr> is IPv6 addressof NMSmanagement station which receves Trap
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message.
v1]| v2c| v3istheversion numberwhensendingthe trap.
NoauthNopriv | AuthNopriv | AuthPriv isthe safety level v3 trapis applied, which
may be non enaypted and non authentication, non encrypted and authentication,
encryped and authentication.
<user-string> is the commurity character string applied when sending the Trap
message at v1/v2, andwill be the user name at v3.
Usage Guide: The Canmunity character string configured in this command is the default
community string of the RMONevent group. If the RMON event group has no community
charader string configured, the community character string configured in this command will be
applied when sendng the Trap of RMON, and if the community character string is configured, its
configuration will be applied when sending the RMONtrap. This commandallows to configure
IPv4 or IPv6 addressesof SNMP management station that recave Trap message at the same time,
but IPv4 andIPv6 addressesof vl andv2cversionare lessthan8in all.
Bxample:
Configure anIPaddressto receive Trap
Switch(config)#smp-sener host 1.1.15 vl usertrap
Deldae an|P\6 addressto receive Trap.
Switch(config)#nosmmp-server host 2001::1 v1 usertrap

1.1.4.18 snmp-server packet delay

This commandis not supported by the switch.

1.1.4.19 snmp-server securityip

Canmand: snmp-server securityip {<ipv4-address>| <ipv6-address>}
no snmp-server securityip {<ipvd-address>| <ipv6-address>}
Function: Canfigure seairity IPv4or IPv6 addressallowed to access NMSmanagement station;
the no commanddeletessecurity IPv4 or IPv6 addressconfigured.
Canmand Mode: Global Mode.
Parameter: <ipv4-address>is NMSsecurty IPv address, dotted deamal notation.
<ipv6-address>is NMSseaurity IPv6 address, colon hexadecimal.
Usage Guice: It is only the consistencybetween NMSadministration station IPv4or IPv6 address
and securty IPv4 or IPv6 addressconfigured by the command, soit send SNMPpacket could be
processed by switch, the command only appliesto SNMP Allows configuration the IPv4 or IPv6
addressof the network manage station receiving the SNMP Trap message, but the IP addresses
are lessthan 20in all.
Example:
Configure seaurity IPaddress of NMSmanagement station.
Switch(config)#smp-sener securtyip 1.1.1.5
Delde searity IPv6 address.
Switch(config)#no smmp-server securiyip 2001::1
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1.1.4.20 snmp-server securityip

Cammand: snmp-server securityip {enable | disable}

Function: Ereble/disable the securty IPaddressauthenticaion on NMSmanagement station.
Canmand Mode: Global Mode

Default: Enalte the securty IPaddressauthentication function.

Example:

Disable the searity IPaddress authentication function.

Switch(config)#shmp-sener securtyip disable

1.1.4.21 snmp-server trap-source

Canmand: snmp-server trap-source {<ipv4-address>| <ipv6-address>}
no snmp-server trap-source{<ipv4-address>| <ipv6-address>}
Function: Set the source IPv4 or IPv6 addresswhich is used to sendtrap packet, the no command
deletesthe configuration.
Parameter: <ipv4-address>:IPv4 addressis used to sendtrap packet in dotted dedmal notation
<ipv6-address>: IP\6 address is used to sendtrap packet in colon hexadecimal.
Canmand Mode: Global Mode.
Usage Guide: If there is no configuration, select the source addressaccording to the interface
addresssent by actual trap padet, when configure the IP address, adopt the configured source
addressasthe source address of trap packet.
Bxample:
Setthe IPaddresswhichis usedto sendtrap packet.
Swich(config)#smp-server trap-sourcel.1.1.5
Delee the configured source addresswhich is used to send IPv6 trap packet.
Switch(config)#no srmp-server trap-source 2001::1

1.1.4.22 snmp-server user

Canmand: snmp-server user <usestring> <group-string> [{authPriv | authNoPriv} auth {md5|
sha} <word>] [access{<num-std> <name3}] [ipv6-access {<ipv6-num-std>| <ipv6-name>}|
no snmp-server user <user-string> [access{<num-std>| <name>}] [ipv6-acess

{<ipv6-num-std>| <ipv6-name>}]
Function: Adda new user to an SNMPgroup; the "noé form of thiscommanddeletesthis user.
Canmand Mode: Gbbal Mode.
Parameter: <user-string>isthe user name containing 1-32 characters.

<group-string> is the name of the group the user belongs to, containing 1-32
charaders.

authPriv use DESfor the packet encryption.

authNoPriv not use DESfor the padket enciyption.

auth perform packet authentication.

md5 packet authentication usingHMACMDS5 algorithm.
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shapacket authentication usingHMAC SHA algorithm.

<word> user password, containing 8-32 character.

<num-std> is the access-class number for standard numeric ACL ,ranging between
1-99;

<name> is the accessclass name for standard ACL, the character string length is
ranging between 1-32;

<ipve-num-std> is the accessclass number for standard numeric IPv6 ACL, ranging
between 500-599;

<name>is the access-class name for standard IPv6 AQ, the character string length
is ranging between 1-32.
Usage Guicke: If the encryption and authentication is not seleded, the default settingswill be no
encrygion andno authentication. If the encrygtion is seleded, the authentication must be done.
Whendeleting a user, if correct usernane and incorrect group name isinputted, the user can still
be deleted.
Bxample:
Add a new user tester in the UserGroup with an enayption safety level and HMAC md5 for
authentication, the passvord is hellohelo
Switch (configl#smp-sener user tester UserGoup authPriv auth mds hellohello
Deldae an User
Switch (configy#nosnmp-server user tester

1.1.4.23 snmp-server view

Cammand: snmp-server view <view-string> <oid-string>{include | excude}
no snmp-server view <view-string>[ <oid-string>]
Function: Thiscommandis used to create or renew the view information; the & y" 2ohn of this
commanddeletesthe view information.
Canmand Mode: Global Mode.
Parameter: <view-string>view name, containing 1-32 characters.
<oid-string> is OID number or corresponding node name, containing 1-255
charaders.
include | exclude, include/exclude this OID.
Usage Guide: The commandsupports not only the input usingthe character string of the variable
OID asparameter. Butalso supportsthe input usingthe node name of the parameter.
Bxample:
Qreate aview, the name is readview, induding iso node but not includingthe iso.3 node
Switch(config)#anmp-sener view readview isoinclude
Switch(config)#snmp-sener view readview iso.3 exclude
Delde the view
Switch(config)#nosmmp-server view readview

1.1.4.24 switchport updown notification enable
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Cammand: [no] switchport updown notification enable

Function: Enabe/disable the function of sending the trap message to the port of URDOWN
event.

Default: Send the trap message to the port of IPDOWN event asdefault.

Canmand Mode: Port Mode.

Usage Guide: This command can control to sendthe trap message when the port happensthe
UP'DOWN event or not. Asdefault, sendthe trap message to all the ports of UPDOWN event
after enabled smrmp trap.

EBxample: Disable the function of sendng the trap message to the port 1/0/1 of the URDOWN
event.

Switch(config)#ine 1/0/1

Switch(config-if-ethernet1/0/1 )#no switchport updown notification enable
Switch(config-if-ethernet1/0/1)#shaw running-config current-mode

|

Interface BEhernet1/0/1

no switchport updown notification enalle

1.1.5 Switch Upgrade

1.1.5.1 copy FTP~

Cammand: copy <source-url><destination-url> [ascii | binary]

Function: Downloadfilesto the FTPclient.

Parameter: <souice-url> is the locaion of the source files or directories to be copied;
<destination-url> is the destination addressto whichthe files or directoriesto be copied; forms
of <source-url> and <destination-url> vary dependng on different locations of the files or
directories. agtii indicates the ASClktandard will be adopted; binary indicates that the binary
system will be adopted in the file transmission(default transmission method). When URL
represents an FTP address, its form should be:

ftp://<username><password>@{<ipaddress3<ipv6address>|<hostname> }/ <filename>,anongs
t <username> is the FTP user name, <password> is the FTP usea password,

<ipaddress| <ipvbaddress> is the IPv4 or IPv6 addressof the FTPsewer/client, <hostname>is
the name of the host mapping with the IPv6 address it does not support the file download and

upload with hosts mapping with IPv4 addresses, <filename> is the name of the FTP
upload/downloadfile.

Spetal keywords of the filename

Keywords Souceor destination addresses

running-config Ruming configuration files

startup-config It meansthe reboot configuration files when using copy running-config
startup-config command
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nos.img Systemfiles
stacking/nos.img Asdestination address execute system files upgrade for Shve in stacking
mode

Canmand Mode: Admin Mode.

Usage Guide: This command supports command line hints, namely if the user can enter
commands in following forms: copy <filename> ftp:// or copy ftp:// <filename>and pressEnter,
following hintswill be provided by the system:

ftp server ip/ipv6 address[X.x.xXJ/[x:x::xx] >

ftp usernane>

ftp password>

ftp filename>

Requesting for FTPserver address, user name, password andfile name

Bxamples:

(1) Save images in the ALASHto the FTPserver of 10.11.1, FTPserver username is Switch,
passvord is superuser:

Switch#copy nos.img ftp:// Switch:superuser@10.1.1.1/nos.img

(2) Optain system file nos.img from the FTPserver 10.1.1.1, the username is Switch, passwvord is
superuser
Switch#copy ftp:// Switch:superuser@10.1.1.1/nos.img nos.img

(3) Save imagesin the FL/ASHto the FTRserver of 2004:1:2:3::6
Switch#copy nos.img ftp:// username: passvord@2004:1:2:3::6/ nos.img

(4) Ohtain system file nos.img from the FTPserver 2004:1:2:3::6
Switch#tcopy ftp:// username:pasword@2004:1:2:3::6/nos.img nos.img

(5) Save the running configuration files
Switch#copy running-config startup-config
Rdevant Command: write

1.1.5.2 copy TFTP~

Cammand: copy <souce-url><destination-url> [ascii | binary]

Function: Downloadfilesto the TFTRlient.

Parameter: <souice-url> is the locaion of the source files or directories to be copied;
<destination-url> is the destination addressto which the files or direcoriesto be copied; forms
of <source-url> and <degtination-url> vary dependng on different locations of the files or
diredories. agii indicates the ASClktandard will be adopted; binary indicates that the binary
system will be adopted in the file transmesiori default transmission method™ When URL
represents a TFTP address, its form should be:
tftp://{ <ipaddress>|<ipv6address>|<hostname>} <filename>, amongst <jpaddress>|
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<ipv6address> is the IPv4 or IPv6addressof the TFTPserver/client, <hostname> is the name of
the host mappingwith the IPv6 address, it does not support the file download and upload with
hosts mapping with 1Pv4 addresses filename>is the name of the TFTRiupload/downloadfile.
Spedal keyword of the filename

Keywords Souceor destination addresses

running-config Ruming configuration files

startu p-config It meansthe reboot configuration files when using copy running-config
startup-config command

nos.img Systemfiles

Canmand Mode: Admin Mode.

Usage Guide: This command supports command line hints, namely if the user can enter
commandsin following forms: copy <filename> tftp :// or copy tftp:// <filename>and pressknter,
following hints will be provided by the system:

tftp server ip/ipv6 addressx.x.x XJ/[x: X::x:}>

tftp filename>

Requesting for TFTPserver address, file name

Example:

(1) Save imagesin the FLASHto the TFTRerver of 10.1.1.1

Switch#copy nos.imgtftp://10.1.1.1/nos.img

(2) Oftain system file nos.imgfromthe TFTRerver 10.1.1.1
Switch#copy tftp://10.1.1.1/nos.img nos.img

(3) Save imagesin the FLAHto the TFTRerver of 2004:1:2:3::6
Switch#copy nos.imgtftp:// 2004:1:2:3::6/ nos.img

(4) Obtain system file nos.img from the TFTRerver 2004:1:2:3::6
Switch#copy tftp:// 2004:1:2:3::6/n0s.img nos.img

(5) Save the running configuration files
Switch#copy running-config startup-config
Rdevant Command: write

1.1.5.3 ftp-dir

Canmand: ftp-dir <ftp-sewer-url>

Function: Browse the file list on the FTPserver.

Parameter: The form of <ftp-server-url>is ftp://<username><password>@{ <ipvdaddress> |
<ipvbaddress> }, amongg <username> is the FTPuser name, <passwvord> is the FTPuser
passvord, { <ipvdaddress>| <ipv6address>}isthe IPV or IPv6 addressof the FTPserver.
Canmand Mode: Admin Mode
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Bxample: Browse the list of the files on the server with the FTPclient, the username is 6Switchg,
the password is ésupeauseré.
Switch#ftp-dir ftp:// Svitch:superuser @10.1.1.1.

1.1.5.4 ftp-server enable

Cammand: ftp-server enable
no ftp-server enable
Function: Sart FTPserver, the éno ftp-server enableé command shuts down FTPsewer and
prevents FTPuser from loggngin.
Default: FTPserver is not started by default.
Canmand mode: Global Mode
Usage Guide: When FTP server function is enabled, the switch can still perform ftp client
functions. FTPserver is not started by default.
EBxample: Ereble FTPserver service.
Switch#config
Switch(config)# ftp-server enable
Rdative command: ip ftp

1.1.5.5 ftp-server timeout

Canmand: ftp-server timeout <seconds>

Function: Set data connedtion idle time.

Parameter: <seconds>is the idle time threshold (in seconds) for FTPconnecion, the valid range
is5to 3600.

Default: Thesysem default is 600 seconds

Canmand mode: Glbal Mode

Usage Guide: When FTPdata connedion idle time exceedsthis limit, the FTPmanaement
connection will be disconnected.

EBxample: Modify the idle threshold to 100seconds

Switch#config

Switch(config)#ftp-server timeou 100

1.1.5.6ip ftp

Canmand: ip ftp username <usemame> password [0 | 7] <password>

no ip ftp username <userrame>
Function: Configure the username and password for logging in to the FTP, the no operation of
this commandwill delete the configured username and passvord simultaneousy.
Parameters: <username> is the usernane of the FIP link, its range should not exceed 32
charaders; <password> is the passvord of the FTPIink, if input option 0 on passvord setting, the
passvord is not encrypted; if input option 7, the passvord is encrypted.
Default Settings: Thesysem usesanonymous FTPIlinks by default.
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Cammand Mode: Gbbal Configuration Mode.

Bxamples: Configure the username asSwitch andthe password assuperuse.
Switché#

Switch#config

Switch(config)#ip ftp username Switch passvord 0 superuser
Switch(config)#

1.1.5.7 show ftp

Cammand: show ftp

Function: Disply the parameter settings for the FTPserver.
Canmand mode: Admin and Configuration Mode.

Default: Donot display.

Bxample:

Switch#shaw ftp

Timeout : 600

Displayed information Description
Timeout Timeout time.

1.1.5.8 show tftp

Cammand: show tftp

Function: Disply the parameter settings for the TFTRerver.
Default: Donot display.

Canmand mode: Admin and Configuration Mode.

Bxample:

Switch#shaw tftp

timeou 160

Retry Tmes :10

Displayed information Expanation

Timeout Timeout time.

Retry Times Retransmissian times.

1.1.5.9 tftp-server enable

Cammand: tftp-server enable
no tftp-server enable
Function: Sart TFTPserver, the dno ftp-server enableé command shuts down TFTRserver and
prevents TFTRuser from logging in.
Default: Disable TFTPServer.
Canmand mode: Global Mode
Usage Guide: When TFTPserver function is enabled, the switch can still perform TFTPclient
functions. TFT Pserver is not started by default.
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Example: Erable TFTPserver service.
Switch#config
Switch(config)#tftp-server enable
Rdative Command: tftp-server timeout

1.1.5.10 tftp-server retransmission-number

Cammand: tftp-server retransmissionnumber <number>

Function: Set the retransmission time for TFTRerver.

Parameter: <number>isthe timeto re-transfer, the valid range is 1 to 20.
Default: Retransmit 5 times.

Canmand mode: Global Mode

Example: Modify the retransmissian to 10times.

Switch#config

Switch(config)#tftp-server retransmisgson-number 10

1.1.5.11 tftp-server transmission-timeout

Canmand: tftp-server transmission-ti meout <seconds>

Function: Set the transnrission timeou value for TFTRerver.

Parameter: <seconds>isthe timeou value, the valid range is 5 to 3600s.
Default: Thesysem default timeou setting is 600 seconds.

Canmand mode: Glbal Mode

Example: Modify the timeout value to 60 seconds.

Switch#config

Switch(config)#tftp-server transmissian-timeout 60

1.1.5.12 show archive running-config

Canmand show archive running-config

Function' Display all settingsinformation for the configuration archive.

Parameters None.

Default None.

Canmand modeé Admin and Canfiguration Mode.

Usage Guide Diredly enter the show archive running-configuration command to display all
settingsinformation for the configuration archive.

Examplé Display all settings information for the configuration archive.
switchl#show archive running-config

Curent Period: 1 Hours(Default Value: 24 Hours)

Curent Maximum: 30 Fies(Default Value: 30 Fies)

Curent ServerType: TFR Serverlp: 1.1.1.254, Flename: ab.cfg

PreviousUpload Time: %Nov 08 09:22:19 2019 , Satus. Successfull, Hlename: ab3.dg
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1.1.5.13 archive running-config

Canmand archive running-config {location WORD| maximum<1-100>|p eriod<1-3600>}

no archive running-config
Function  After executing this commard, the system will automatically archive the configuration
file to the spedfied path; The no operation of this command will cancelthis function. Parameters
" location WORD The server path to which the configuration archive files are located,file
path example ftp: //u ser: password@serverlp/filename or tftp: //serverlp/ filename.
maximum<1-100= Maximum numberof filesthe valid range is 1-100,the default value is 30.
period<1-3600> Time interval for archive,the valid range is 1-3600 hours,the default valueis 24
hours.
Default None.
Canmand mode Globa Configuration Mode.
Usage Guide Usethis commandto spedfy the file path, maximumnumber of files,and backup
intervalfor the configuration archive.
Bxample Archive the configuration file of the switch.
switchl(config)#archive running-config location tftp:// 172.17.100.42/1314.dg
Begin to sendfile, please wait...
Fie transfer complete.
%Feb 27 04:42:54 2012 Sendng running-config to TFTPserver 172.17.100.42 13141.cfg
Swecessfull!

Modification interval and maximum number of files:

switchl(config)y#archive running-config maximum 10

Begin to sendfile, please wait...

Fie transfer complete.

%Feb 27 07:30:01 2012 Sendng running-config to TFTPserver 172.17.10042 13141.cfg
Swecessfull!

switchl (config)#archive running-config period 1

Begin to sendfile, please wait...

Fie transfer complete.

%Feb 27 07:30:07 2012 Sendng running-config to TFTPserver 172.17.10042 13141.cfg
Sweeessfull!

1.1.6 ONIE Configuration

1.1.6.1 onie-discovery-start

Command: onie-discovery-start
Function: This command enables the discovery adion in ONE setting up. The serial ports will

output the print information. It is enabled asdefault.
Parameters: None.
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Default: Enalte.

Command Mode: ONEMode.

Usage Guide: Input the command of onie-discovery-start to enable the discovery action in ONE
settingup.

Bxample: Erable the discovery adion in ONIEsetting up.

ONE!/ onie-discovery-start

1.1.6.2 onie-discovery-stop

Cammand: onie-discovery-stop

Function: This command disables the discovery adion in ONIE setting up. It will wait user
operating.

Parameters: None.

Default: None.

Commend Mode: ONEMode.

Usage Guide: This command disables the discovery adion in ONE setting up. It will wait user
operating. Usercan use onie-discovery-start to enable it.

Example: Disable the discovery adion in ONIEsetting up.

ONE/

1.1.6.3 onie-nos-install

Canmand: onie-nos-install <image URL>

Function: This command is used to download and run the program of ONE compatibling with
NCS

Parameters: <image URL>isthe start file which needsupdating.

Default: None.

Commend Mode: ONEMode.

Usage Guide: Use this commandto download and run the program of ONIEcompatibling with
NOSo update the switch. The typessupported by URLinclude: ftp, tftp.

Example: Update the switch.

ONE/onie-nos-ingtall tftp://34.1.1.10/snr-S7550y48¢10.13.246-vendor_nolicernse
_7.3.3.0(RD006.0055)_nos.onie

1.1.6.4 onie-self-update

Canmand: onie-self-update [-evh] <URL>

Function: This commandis used to run the sdf-updating of onie software.

Parameters: -e is embed which meansto implant ONIEagain. The command with ¢e can delete
the configuration of any GRUBandthe installed OSsystem. If user just wants to upgrade the onie
itself and keep the configuration and nos, please do not use this parameter. ¢v can print the
happening events. -h can print the help information.

Default: None.
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Command Mode: ONEMode.

Usage Guide: This command is used to run the selfupdating of onie software. The types
supported by URLindude: ftp, tftp.

Example: Runthe selfupdate of onie software.

ONE/onie-self-update tftp:// 34.1.1.10/ onie-updater-x86_64-accton_snr_s75%0y_48er0

1.1.6.5 ping

Canmand: ping <xXX.X.x>

Function: Test the network connedion.

Parameters: <x.x.x.x >isthe ip addressto pingandit isthe ip addressof the pc generally.
Canmand Mode: onie Mode.

Default: None.

Usage Guide: Ths command is used to test the network connedion. It is like the ping command
of PC,but there is no optional parameters andit can only ping the PCfrom the switch.

Examples: Test the network connection of 192.168.0.1.

ONE/ping192.168.0.1

1.1.6.6 reboot

Canmand: reboot

Function: Reboot the switch.
Parameters:None

Default: none

Cammand mode: onie Mode

Usage Guide: Reboot the switchin warm mode
Example: Reboot the switch.

Onie:/reboot

1.2 File System

1.2.1 cd

Canmand: cd <directory>

Function: Change the working direcory for the storage device.

Parameters: <directory> is the sub-directory name, a sequenceof consecuive characters whose
length rangesfrom 1 to 80.

Canmand Mode: Admin Mode.

Default Settings: Thedefault workingdirectory is Hagh.

Usage Guide: After this command implemented, the current storage device will switch to the
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newworking directory, which can be viewed by the owR £ommard.
Example: Change the working directory of the current storage deviceto flash.
Switch#cdflash:

Switch#pwd

flash:/

Switch#

1.2.2 copy

Canmand: copy <source-file-url > <dest-file-url>

Function: Cqoy a designated file on the switch andstore it asa new file.

Parameters: <saurce-file-url> is the sourcefile; <dest-file-url> is the degtination file. Whenusers
operate on files stored in backup master board and line cards under IMG mode, URLsof the
saurce file and the destination file should take such a form as described in the following
requirements.

1. The prefix of the source file URLshould be in one of the following forms:

startingwith & adf:/€

& F i lsd¥hame:dass@server-ip/ file-nam$S ¢

& O F/éedva@y-ip/file-namS €

2. The prefix of the destination file URLshouldbe in one of the following forms:

F  startingwith & &gb:/¢

F a7 { lsdvhame:pgass@server-ip/file-nam$S £
F & 0 ¥/senvay-ig/file-namS €

Canmand Mode: Admin Mode.

Default Sttings:None.

Usage Guide:

1. In this command, when the prefix of the source file URLIs ftp:// or tftp://, that of the
degtination file URLshould not be either of them.

2. To use this command, the designated source file should exist, and the destination file
should not be named the sameas any existing directory or file, otherwise, there might be a
prompt warning about a failed copy operation or an attempt to overwrite anexistingfile.

3. If the source and destination files are in different diredories, with this command
implemented, users can copy files from other directoriesinto the current one.

URL BExample: The URL of files in root direcory of Flash devices on it should be
flash:/nos.img
Bxample: Cqpy the file & Fdi:/hosimge and storeit asa i/ 6.1.11.0.imgé.

Switch#copy flash:/nos.img flash:/nos-6.1.11.0.ing
Copy flash:/nosimgto flash:/nos-6.1.11.0.img? [Y.N] y
Copyedfile flash:/nos.img to flash:/n0s-6.1.11.0.img.

1.2.3 delete
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Canmand: delete <file-url>

Function: Ddete the designate file on the storage device.

Parameters: <file-url> isthefull path of thefile to be deleted.

Canmand Mode: Admin Mode.

Default Settings:None.

Usage Guide: Thededgnated file will be deleted after implementing this command.
Bxample: Ddete file flash:/nos.img.

Switch#delee flash:/nos5.img

Delee file flash:/nos5.img?[Y:N]y

Deleedfile flash:/nos.img.

1.2.4 dir

Canmand: dir [WORD]

Function: Display the information of the designated directory on the storage device.

Parameters: <WORD> is the name of the shown directory. Thae may be the following formats:
direcory name, slot-xx#drectory name, flash:/direcory name,cf:/directory name.

Cammand Mode: Admin Configuration Mode.

Default Sttings:No <WORD>meansto display information of the current working directory.
Usage Guide: Implementing this commandwill display information of files and sub-directoriesin
the designated directory.

Note: This command doesnot support areaursive display of all sub-directories.

Bxample: Display information of the direcory dflash:/€.

Switch#dir flash:/

nos.img 2,449,496 1980-01-01 00:01:06
startup-config 2,064 1980-01-01 00:30:12

Total 7,932,928 byte(s) in 4 file(s) free 4,966,400 byte(s)
Switch#

1.2.5 Format

This commandis not supported by the switch.

1.2.6 mkdir

This commandis not supported by the switch.

1.2.7 mount

This commandis not supported by the switch.

1.2.8 pwd
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Cammand: pwd

Function: Display the current workingdirecory.
Parameters: None.

Canmand Mode: Admin Mode.

Default Settings: Thedefault directory isflash.
Bxample: Display the current workingdirectory.
Switch#pwd

flash:/

Switch#

1.2.9 rename

Canmand: rename <source-fil e-url> <new-filename >

Function: Rename a desgnated file on the switch.

Parameters: <source-file-url> is the source file, in which whether spedfying or not its path are
both acceptable; <new-filename>is a filename without spedfying its path.

Canmand Mode: Admin Mode.

Default Sttings:None.

Usage Guide: When using this commard, if the new file nameis not used asthat of any existing
directory or file, the rename operation can be done, or aprompt will indicate itsfailure.

Bxample: Chaage the name of file & gsimge in the cument working direcory to
& §56.1.11.0.imgé.

Switch# rename nos5.img nos-6.1.11.0.img

Rename flash:/nosb.imgto flash:/nos-6.1.11.0.img ok

1.2.10 rmdir

This commandis not supported by the switch.

1.2.11 unmount

This commandis not supported by the switch.

1.3 Cluster

1.3.1 clear cluster nodes

Cammand: clear cluster nodes [nodes-sn <candidate-sn-ist>| mac-address<mac-addr>]
Function: Clear the nodesin the candidate list found by the commander switch.
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Parameters: candidate-snlist: sn of canddate switches, ranging from 1 to 256. More than one
candidate canbe specified.

mac-address. macaddressof the switches (induding all candidates, members and
other switches).
Default: No parameter meansto clearinformation of all switches.
Canmand Mode: Admin Mode.
Usage Gude: After executing this commard, the information of this node will be deleted from
the chan list saved on commander switch. In 30 seconds, the commander will recreate a cluster
topology and re-add this node. But after beingread,the candidate id of the switch might change.
Thecommandcanonly be execued on commarder switches
Bxample: Clear all candidate switch lists found by the commarder switch.
Switch#dear cluster nodes

1.3.2 cluster auto-add

Canmand: cluster auto-add

no cluster auto-add
Function: When this command is executed in the commander switch, the newly discovered
candidate switches will be added to the cluster as a member switch automatically; the éno
cluster auto-addé commanddisablesthis function.
Canmand mode: Glbal Mode
Default: This function is disabled by default. That means that the candidate switches are not
automatically addedto the cluster.
Usage Guide: After enabling this command on a commander switch, candidate switches will be
automatically addedasmembers.
Example: Erable the auto adding function in the commande switch.
Switch(config)#duster auto-add

1.3.3 cluster commander

Cammand: cluster commander [<cluster-name>]

no cluster commander
Function: Set the switchasa commarder switch, andcrede a cluster.
Parameter: <cluster-name>isthe cluster@name, no longer than 32 characters.
Canmand mode: Global Mode
Default: Default settingis no commander switch. cluster_name is null by defauit.
Usage Guide:Thiscommandses the role of a switchascommanderswitch and createsa cluster,
which can only be execued on non commarder switches. Thecluster_name cannot be changed
after the switch becoming a commarder, and & y @uster commander€ should be execued first
to do that. The no operation of this command will cancelthe commanderconfiguration of the
switch.
Example: Set the current switch asthe commarder switch and name the cluster asswitch.
Switch(config)#duster commanderswitch
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1.3.4 cluster ip-pool

Cammand: cluster ip-pool <commander-ip>

no cluster ip-pool
Function: Canfigure private IP addresspool for member switchesof the cluster. Parameters
commander-ip: cluster IP addresspool for allocaing internal IP addresses of the cluster
commander-ip is the head address of the address pool, of which the valid format is
10.x.x.x, in dotted-decimal notation; the address pool should be big enough to hold 128
members, which requiresthe last byte of addressesto be lessthan 126 254 ¢ 128 =126" . IP
address pool should never be changed with commander configured. The change can only be
done after the & y duster commanderé command beingexecuted.
Canmand mode: Global Mode
Default: Thedefault addresspool is 10.254.254.1.
Usage Guide: When candidate switches becomes cluster members, the commander switch
allocaesa private IPaddress to eachmember for the communication within the cluster, andthus
to realized its management and maintenarce of cluster members. Thiscommandcan only be
used on non-commander switches. Oncethe cluster established, users can not modify its IP
addresspool. The NO command of this commandwill restore the addresspool back to default
value,which is10.254.254.1.
Example: Set the private IPaddresspool used by cluster memberdevicesas10.254.254.10
Switch(config)#duster ip-pool 10.254.254.10

1.3.5 cluster keepalive interval

Cammand: cluster keepalive interval <second>
no cluster keepalive interval

Function: Canfigure the interval of keepalive messageswithin the cluster.
Parameters: <second>: keepalive interval, in seconds, ranging from 3 to 30.
Default: Thedefault value is 30 seconds.
Cammand Mode: Global Configuration Mode.
Usage Guide:After executing this command on a commanderswitch, the value of the parameter
will be distributed to all member switchesviathe TCPoconnedionsbetween the commanderand
members

After execuing it on a non commarder switch, the configuration value will be saved but not
used until the switch becomes a commarder. Before that, its keepalive interval is the one
distributed by its commander.

Commander will send DP messages within the cluster once in every keepdive interval.
Members will respondto the received DPmessageswith DRmessages.

Theno operation of this commandwill restore the keepalive interval in the cluster backto
its default value.
Example: Set the keepdive intervalin the cluster to 10 seconds.
Switch(config)#duster keepalive interval 10
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1.3.6 cluster keepalive loss-count

Cammand: cluster keepalive losscount<loss-count>
no cluster keepalive loss-count

Function: Canfigure the max number of lost keepalive messages in a cluster that can be
tolerated.
Parameters:losscount: the tolerable max number of lost messajes,ranging from 1to 10.
Default: The default value is 3.
Cammand Mode: Gbbal Configuration Mode
Usage Guide:After executing this command on a commanderswitch, the value of the parameter
will be distributed to all member switchesviathe TCPconnedions between the commander and
members

After executing it on a non commarder switch, the configuration value will be saved but not
used until the switch becomes a commarder. Before that, its loss-count value is the one
distributed by its commander.

commander calculates the loss-count after serding each DP message by addng 1 to the
loss-count of eachswitch and clearing that of a switch after recdving a DR message from the
latter. When a loss-count reachesthe configured value (3 by default) without receaving any DR
message, the commander will delete the switchfrom its candidate chain list.

If the time that a member fails to receive DP messages from the commander reades
loss-count, it will charge its statusto candidate.

Theno operation of this commandwill restore the tolerable max number of lost keepalive
messagesin the cluster back to its default value: 3.
Example: Set the tolerable max number of lost keepalive messagesin the cluster to 5.
Switch(config)#duster keepalive loss-count 5

1.3.7 cluster member

Canmand: cluster member {nodes-sn <candidate-sn-list> | macaddress <mac-addr> [id
<member-id>]}
no cluster member {id <member-id>| mac-address<mac-addr>}
Function: Ona commander switch, manually add candidate switchesinto the cluster created by it.
Theno command deletesthe spedfied member switch to change it ascandidate.
Parameters: nodes-sn  all cluster member switchesasrecorded in a chan list, eachwith a node
sn which can be viewed by éshowcluster candidatS dcémmard. Oneor more canddates can be
addedasmember at one time. The valid range of candidate-slist is 1~256.
mac-addess the GPU Macof canddate switches
member-id Amember id can be spedfied to a candidate asit becomesa member,
ranging from 1 to 128, increasng from 1 by default.
nodessn is the automatically generated sn, which may change after the candidate becomes
a member. Members added this way will be actually treated asthose addedin mac-addr mode
with all config filesin mac-addr mode.
If more than one switch is added as member simultaneously, no member-id is allowed;
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neither when using nodes-sn mode.

Default: None.

Canmand Mode: Gbbal Mode

Usage Guide: After executing this commard, the switchwill add those identified in <nodes-sn> or
<mac-address>into the cluger it belongs to. Oneor more candidates are allowed at one time,
linked with WYbor YQA switch can only be member or commanderof one cluster, exclusively.
Attempts to execue the command on a non commander switch will return error. The no
operation of this command will delete the spedfied member switch, and turn it backto a
candidate.

Bxample: In the commander switch, addthe candidate switch which hasthe sequerte number as
1. In the commander switch, add the switch whose the mac addressis 11-22-33-44-55-66 to
membe, andthe member-id is 5.

Switch(config)#duster member nodessn 1

Switch(config)#duster member mac-address11-22-33-44-55-66 id 5

1.3.8 cluster member auto-to-user

Canmand: cluster member auto-to-user

Function: All members will be deleted when configuring no cluster auto-add. Users need to
change automatically added members to manually addedonesto keepthem.

Parameter: None.

Default: None.

Canmand Mode: Global Mode.

Usage Guide: Execue this command on a switch to change automatically added members to
manualy added ones.

Example: change automatically addedmembersto manually added ones.

Switch(config)#duster member auto-to-user

1.3.9 cluster reset member

Canmand: cluster reset member [id <member-id>| macaddress<smacaddr>|

Function: In the commander switch, this commandcan be used to reset the member switch.
Parameter: member-id: rangingfrom 1 to 128. Use hyphen &€ or senicolon dT & spedfy more
than one member; if no value is provided, it meansto reboot all member switches.

Default: Boot all member switches.

Canmand mode: Admin Mode.

Instructions: Inthe commander switch, users can use this commandto reset a member switch. If
this commandis execuedin a non-commarder switch, an error will be displayed.

Example: In the commarder switch, reset the member switch 1.

Switch#duster resetmember 1

1.3.10 cluster run
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Cammand: cluster run [key <WORD> [vid <VD>]

no cluster run
Function: Erable cluster function; the dno cluster runé commanddisaldescluster function.
Parameter: key all keysin one cluster should be the same, no longer than 16 characters.

vid vlanid of the cluster, whoserange is 1-4094.
Cammand mode: Global Mode
Default: Cluster function is disabledby default, key: NULLAO) vid 1.
Instructions: This commandenablescluster function. Cluster function has to be enabled before
implementing any other cluster commands. The éno cluster run¢ disables cluster function. It is
recommerdedthat users allocate anexclusive vlanfor clusef such asvlanl00® Notée
Routing protocols should be disabled on the layer-3 interface where cluster vianlocatesto awid
broadcasting private route of the cluster.
Example: Disable cluster function in the local switch.
Switch (config)#no cluster run

1.3.11 cluster update member

Cammand: cluster update member <member-id> <srcurl> <dst-filename>[ascii | binary]
Function: Remotely upgrade member switchesfrom the commanderswitch.
Parameters: member-id ranging from 1 to 128. Use hyphen &€ or semicolon @ € to speafy more
than one member;
src-url  thelocation of sourcefilesto be copied;
dst-filename  the spedfied filename for savingthe file in the switch flash;
ascii meansthat the file transmisfon follows ASCIl standard; binary meansthat the file
transmission follows binary standad, whichis de default mode.
when src-url is a FTP address its form will be:
ftp://<username><pasword>@<ipadress>/<filename>" in which <username> is the FIP
username <password> is the FTP passvord <ipadress> is the IP address of the FTP
server,<filename>isthe name of the file to be downloaded via FTR
when src-url is a TFTPaddress, its form will be: tftp://<i padress>/ <filename> in which
<ipadress>is the IP address of the TFTPserver <filename> is the name of the file to be
downloadedVvia.
Spedal keywordsused in filename:

Keywords sourceor destination address
startup-config start the configuration file
nos.img systemfile

Canmand mode: Admin Mode

Usage Guide: The commarder distributesthe remote upgrade commandto members viathe TCP
connedions between them, causing the number to implement the remote upgrade and reboot.

Trying to execute this command on a non-commarder switch will return errors. If userswant to

upgrade more than one member, these switches should be the same type to awoid boot failure

inducedby mismatched IMGfiles.

Example: Remotely upgrade a member switch from the commander switch, with the member-id
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being 1, src-ul being ftp:// switch: switch @192.168.1.1/nosimg, and dst-url being nos.img
Switch#duster update member 1 ftp:// switch: switch @192.168.1.1/nos.img nos.img

1.3.12 debug cluster

Cammand: debug cluster {statemachine | application | tcp}
no debugcluster {statemachine| application | tcp}
Function: Enabbe the application debug of cluster; the no operation of this commandwill disable
that.
Parameters: statemachine: print debugging whenthe switch status changes.
application: print debugging when there are users trying to configure the switch
after loggihg onto it viaSNVE, WEB.
tcp: the TCPconnedion betweenthe commander andthe member.
Default: None.
Canmand Mode: Admin Mode.
Usage Guide: None.
Example: Erable the debugstatus changed on the switch.
Sntich#dehug cluster statemachine

1.3.13 debug cluster packets

Canmand: debug cluster packets {DP| DR| CPXreceive | serd}
no debug cluster packets {DP| DR| CPXreceive | serd}

Function: Ereble the debug; the no commanddisablesthe debug.
Parameters: DP. discovery messages.

DR:responsve messages.

CP. command messaes.

receive: receive messages.

send: sendmessages.
Default: None.
Canmand Mode: Admin Mode.
Usage Guide: Erable the debug of cluster messages. After enabling classification, all DR DRand
CPmessajessent or received in the cluster will be printed.
Example: Erable the debugof receiving DPmessages.
Switch#debugcluster padets DPreceive

1.3.14 show cluster

Canmand: show cluster

Function: Display cluster information of the switch.
Parameter: None.

Canmand Mode: Admin and Configuration Mode.
Usage Guide: None.
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Example: Execute this command on different switches.
---in acommander.

Switch#shaw cluster

Satus. Endled

Clster VLAN: 1

Role: commander
IPpool: 10.254.254.1
Clster name: MIS zebra

Keepdlive intervd: 30
Keepalive losscount: 3

Auto add: Disaded
Number of Members: 0
Number of Cardidates:3

---in amember
Switch#shaw cluster

Satus. Endled

Clster VLAN: 1

Role:  Member

Commander Ip Address: 10.254.254.1
Internal Ip Address: 10.254.254.2
Commamder Mac Address: 00-12-cf-39-1d-90
----acandidate
Switch#show cluster
Satus.  Enadled
Cluster VIAN: 1
Role: Cardidate
----disabled
Switch#show cluster
Satus: Disabled

1.3.15 show cluster members

Canmand: show cluster members [id <member-id>| mac-address<mac-addr>]
Function: Display member information of a cluster. Thiscommandcan only apply to commander
switches.
Parameters: member-id: member id of the switch.
mac-addr: the GPU mac addressesof member switches.
Default: No parameters meansto display information of all member switches.
Canmand Mode: Admin and Configuration Mode.
Usage Guide: Executing this command on a commander switch will display the configuration
information of all cluster member switches.
Example: Execue thiscommandon a commander switchto display the configuration information
of all and spedfied cluster member switches.
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Switch#shawv cluster members
Member Fram : User configU); Auto member (A)

ID From Status Mac Hostname Description  Internal IP

XXX X XXXXXXXXXX L2 XX-XX-XX-XX-XK-XK XXKXKKXKXK L2 XXXKXKKXKXKL 2 XXX XXX XXX XXX
1 U Inactive 00-01-02-03-04-05 MIS_zebra DCRS-6804 10.254.254.2
2 A Active 00-01-02-03-04-05 MIS_bison ~ DCRS-6804 10.254.254.3
3 U Active 00-01-02-03-04-05 SRD_jaguar DCRS-9808 10.254.254.4
4 A Inactive 00-01-02-03-04-05 HRD_puma DCRS-5950-28T 10.254.254.5

Switch#show cluster members id 1

Cluster Members:

ID: 1

Member status: Inactive member (user_config)
IP Address: 10.254.254.2

MAC Address: 00-01-02-03-04-06

Description: DCRS-9808
Hostname: DSN102

1.3.16 show cluster candidates

Canmand: show cluster candidates[nodes-sn<candidate-sn-list> | mac-address<mac-addr>]
Function: Display the statigtic information of the candidate member switches on the command
switch
Parameter: candidate-srHlist  candidate switch sn, ranging from 1 to 256. More than one switch
can be specified.

mac-address macaddressof the candidate switch
Default: No parameters meansto display information of all member switches.
Cammand Mode: Admin and Configuration Mode.
Usage Guide: Executing this command on the switch will display the information of the candidate
member switches.
Bxample: Display configuration information of all cluster candidate switches.
Switch#shaw cluster candidates
Clster Cardidates:
SN Mac Description Hostname

XXXXXXRXK=XHXKXX XXX ROOKIKKXKRIOKIKIKK2 4 XXX XX R KKK 4
1 00-01-02-03-04-06 ESS528M
2 01-01-02-03-04-05 ES528M MIS zebra
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1.3.17 show cluster topology

Cammand: show cluster topology [root-sn <gtarting-node-sn>| nodes-sn <node-sn-list> |
macaddress<mac-addr>]
Function: Display cluster topology information. This command only applies to commander
switches.
Parameters: starting-node-sn  the starting node of the topology.

node-srHlist the switchnode sn.

mac-addr’ the CPU mac addressof the switch.

No parameters meansto disply all topology information.
Cammand Mode: Admin and Gonfiguration Mode.
Usage Guide: Execuing this command on the commander switch will display the topology
information with its starting node spedfied.
Example: Execue this commandon the commander switch to display the topology information
under different conditions.
Switch#shaw cluster topology
Role: commander(CM);Member(M); Cardidate(CA); Other commander(OQ;Other member(OM)
LV SN Description Hostname Role MAC_ADDRESS Upstream Upstream
leaf

local-port remote-port node

X XXX XXXXXXXXXKX L2 XXXXXXXXKXX L2 XX XX-XX-XX-XX-XX-XX XXXXXXXXXXL2 XXXXXXXXXX12 X

1 1ES4626H LAB_SWITCH_1 CM 01-02-03-04-05-01 -root- -root- -

2 ES4626H LAB_SWITCH_2 M 01-02-03-04-05-02 eth 1/0/1 eth 1/0/2
N

3 ES4626H LAB_SWITCH_3 CA 01-02-03-04-05-03 eth 1/0/1 eth 1/0/3
Y

4 ES4626H LAB_SWITCH_4 CA 01-02-03-04-05-04 eth 1/0/1 eth 1/0/4
Y
2 2 ES4626H LAB_SWITCH_2 M 01-02-03-04-05-02 eth 1/0/1 eth 1/0/2 -

5 ES3528M LAB_SWITCH_1 OC 01-02-03-04-05-13 eth 1/0/1 eth 1/0/2
Y

6 ES3528M LAB_SWITCH_1 OM 01-02-03-04-05-14 eth 1/0/1 eth 1/0/3
Y

Switch#shaw cluster topology root-sn 2
Role: commarder(QM);Member(M);Cardidate(CA); Other commander(OQ;Cther member(OM)
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SN Description  Hostname Role MAC_ADDRESS Upstream Upstream
leaf
local-port remote-port node

* 2 ES4626H LAB_SWITCH_2 M 01-02-03-04-05-02 eth 1/0/1 eth 1/0/2 -

5 ES3528M LAB_SWITCH_1 OC 01-02-03-04-05-13 eth 1/0/1 eth 1/0/2
Y

6 ES3528M LAB_SWITCH_1 OM 01-02-03-04-05-14 eth 1/0/1 eth 1/0/3
Y

Switch#shav cluster topology nodessn 2
Toplogyrole: Member

Member status: Adive member (user-config)
SN: 2

MACAddress: 01-02-03-04-05-02
Description: EX4626H

Hostname  : LAB SVITCH 2
Upstreamlocal-port: eth 1/0/1
Upstreamnode: 01-02-03-04-05-01
Upstreamremote-port:eth 1/0/2
Upstreamspeed: 100full

Switch#

Switch#shaw cluster topology macaddress01-02-03-04-05-02
Toplogyrole: Member

Member status: Adive member (user-config)
N: 2

MACAddress: 01-02-03-04-05-02
Description: EX4626H

Hosthame  : LAB SNVITCH 2
Upstreamlocal-port: eth 1/0/1
Upstreamnode: 01-02-03-04-05-01
Upstreamremote-port: eth 1/0/2
Upstreamspeed: 100full

1.3.18 rcommand commander

Cammand: rcommand commander

Function: In the member switch, use this command to configure the commander switch.

Parameter: None.
Default: None.
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Canmand mode: Admin Mode.

Instructions: This command is used to configure the commarder switch remotely. Users have to
telnet the commander switch by passng the authenticaiion. Thecommanddexité is used to quit
the configuration interface of the commanderswitch. Thiscommandcan only be execued on
member switches.

Example: In the member switch, enter the configuration interface of the commander switch.
Switch#rcommard commander

1.3.19 rcommand member

Canmand: rcommand member <mem-id>

Function: In the commander switch, this command is used to remotely manage the member
switchesin the cluster.

Parameter: <mem-id> commanderthe member id allocaed by commander to each member,
whoserangeis1’ 128.

Default: None.

Canmand mode: Admin Mode.

Usage Guide: After executing this commard, users will remotely login to a member switch and
enter Admin Mode on the latter. Use exit to quit the configuration interface of the member.
Because of the use of internal private IP, telnet authentication will be omitted on member
switches. Thiscommandcan only be execued on commander switches.

Bxample: In the commancer switch, enter the configuration interface of the member switch with
member-id 1.

Switch#rcommard member 1

1.4 USB

1.4.1 cd usb:

Canmand: cd usb:

Function: Enter the USB letter.

Canmand Mode: Admin Mode.

Default: None.

Usage Guide: Whenthere isthe U disk, enter the content of U disk and print éChange the current
direcory to & stz/€l€. If there isno U disk, print éDevice & siz Yhasnot inserted. €.

Example:

Switch#cdush

Change the current directory to & gz/€ H
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1.4.2 dir

Cammand: dir

Function: Enter the content of U disk, show the information of it.

Cammand Mode: Admin Mode.

Default: None.

Usage Guide: Enter the content of U disk, print the file content under it. If there is no U disk,
print the error information.

Bxample:

Swich#dir

drwx 40K  7.0Otset
-rwx 12K  bootexlog
drwx 40K crt

dr-x 40K  recyder
drwx 8.0K reliabiity
drwx 4.0K test

-rwx 141.3K 186.pdf
drwx 4.0K new

Drive : ush:
Size7. 4G Used:227.6M Avaliable:7.2G Use:3%

1.4.3 delete

Canmand: delete  <filename>

Function: Deete the file content.

Canmand Mode: Admin Mode.

Default: None.

Example: Ddete the log.txt underthe usb letter.
Swich#delet log.txt

Delgefile, Are yousure? (Y N)?[N]y

Delee file ok.

1.4.4 rename

Canmand: rename <source> <destination>

Function: Rename the file name.

Canmand Mode: Admin Mode.

Default: None.

Usage Guide: saurce: source file name; destination: destination file name. if there is no U disk,
the validity of the degtination file name will be judged first, andthenthe validity of the source file
name will be judged. If the inputting destination file name is null, print the error information.
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Example: Rename logl.txt to be log2.txt.
Swich#renane logl txt log2.txt
Rerame logl.txt to log2.txt ok!

1.4.5 copy

Cammand: copy <source><destination>
Function: Cqoy the saurcefile to be the destination file.
Canmand Mode: Admin Mode.
Default: None.
Usage Guide:1) Cqoy the U disk: copy source.txt destination.txt will copy the sourcetxt under
the usb letter to be destination.txt;
2) copy ush:/ startup.cfg startu p.cfg can update the startup.cfg under the usb letter to the switch.
Reverse transmisgon is supported at the same time: copy startup.cfg usb:/ startup.cfg
3) copy ush:/boot.rom boot.rom supports the boot.rom updating underthe usb letter.
Reverse transmisgon is supported at the same time: copy boot.rom usb:/boot.rom
4) copy ush:/n 0s.imgnos.img supports the nos.img updating underthe usb letter.
Reverse transmisgon is supported at the same time: copy nosimgusb:/n 0s.img
5) Thecommands above support the unconditional andrelative paths.
Example: When there is U disk, enalde the copy configuration; if there is no U disk, print the
different error information as below:
Switch#copy ush:/tt.txt usb:/tttt.txt
Device"ush:" hasnot inserted!
Readlocal file ush:/tt.txt error.
Switch #copy startup.cfg usb:/startup.cfg
Cartt write in non-existent directory "usb:/"!
Write config usb:/startup.cg error!
Write error.
Switch#
Switch#copy ush:/startup.cfg startup.cfg
Confirm to overwrite the existed destination file? [YN]:y
Get file "startup.dg" length error!
Readlocal file usb:/startup.cfg error.

1.4.6 mkdir

Canmand: mkdir <content name>

Function: Create the content.

Canmand Mode: Admin Mode.

Default: None.

Usage Guide: 1) If the created content name is asthe same asthe one which hasexisted, it will
be not succesful to create, at the same time, print &Target path isexist now!¢ T

2) If the created content name does not exist, it can be successful to create. At the same time,
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print & a Ke directory oké.

Example: Create the content whosename is swl:
Swich#mkdirswl

Makedirectory ok.

1.4.7 rmdir

Canmand: rmdir <content name>

Function: Deete the existed content.

Canmand Mode: Admin Mode.

Default: None.

Usage Guide: If the content existed and it is free, it can be deleted corredly. If the content
existed but it is not free, it cannotbe deleted, print the error information.

Example: Ddete the content of swl.
Switch#rmdir swl

Remove directory, Are you sure? (Y/N)?[N]y
Renove diredory ok.

1.5 Device Management

1.5.1 debug devsm

This command is not supported by the switch.

1.5.2 force runcfg-sync

Thiscommand is not supported by the switch.

1.5.3 force sync software-version

Cammand: force{sm|} syncsoftware-version {enable| disable}

Function: In the vsf process,forceto synchronize the nos version to smor slave.

Canmand Mode: Admin Mode.

Usage Guide: In the vsf process am can check if the new added line cad is same with its own
version.If they are different, its own img will be synchronizedto the new added line card.
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1.5.4 force switchover

Thiscommand is not supported by the switch.

1.5.5 reset slot

Thiscommand is not supported by the switch.

1.5.6 runcfg-sync

Thiscommand is not supported by the switch.

1.5.7 show fan

Canmand: show fan

Function: Shows whether the fan tray is in place andits running status, and shows the speedof
the fan.

Parameters: None.

Default: Nodisplay by default.

Canmand mode: Admin Mode.

Usage Guide: Thiscommand shows the fan running status. Fan board Inserted means whether
the fan tray is in place; fan status indicaes whether the fan is running normally and fan speed
meansthe working speed of the fan.

Example:

switch#show fan

Fan board information:

FanNo Satus Speed

1 Normal Medium
2 Normal Medium

3 Normal Medium

4 Normal Medium

5 Normal Medium

1.5.8 show power

Canmand: show power

Function: Shawsiif the power supply isin place andits running status.
Parameters: None.

Default: None.
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Command mode: AdminMode.
Usage Guide: power Inserted meanswhether the power supply is in place; power Satus means
whether it isrunning status.

Example:

Switch#shav power

System power information:

Power No Inserted Satus

1 YES Normal

2 YES Abnormal

1.5.9 show slot

Command: show [member <member-id>] slot <sbt-id>

Function: Showbasicinformation of eachchip.

Parameter: <mem-id> is the member device number under the V3= mode, range is 1 to 16;
<slot-id>is the number of the slot the chip resdes all the slotsare 1 for the cassette devices.

Default: All chip information will be listed by default if mem-id and slot-id are not specified
Canmand Mode: Admin Mode.

Usage Guide: This command displays basic information of all boardcards. MCU state is the
Micro-control-unit state (master or standbyMicro-control-unit); MCUversion isthe version of the
Micro-control-unit file; Uptime isthe runtime since the system boots.

Bxample:

Swich#show member 13slot 1

Inserted: YES

Module type: Switch

Work mode : STANDBYMASTER

Work state : RUNNNG

Software package version : 7.0.3.0(R0075.0011)
Bootrom version : 7.2.2

CPLDverson: N/A

Hamdware version: 1.0.1

Part number : N110900062

Manufacture date : 2011/03/10

Temperature : 390 102F

Uptime : 0 weeks 0 days, 1 hours, 37 minutes

1.5.10 show manage-plane context

This commandis not supported by switch.

1.5.11 debug cpmp
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This commandis not supported by switch.

1.5.12 pull out slot

This commandis not supported by switch.
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Chapter 2 Commands for Layer 2
services

2.1 Port Configuration

2.1.1 Bandwidth

Gommand: bandwidth control <bandwidth> {transmit | receve | both}
no bandwidth control

Function: Eraeble the bandwidth limit function on the port; the no command disables this
function.
Parameter: <bandwidth> is the bandwidth limit, which is shown in kbps ranging between
1-1000000(K; both refersto the bandwidth limit whenthe port receivesand sendsdata, receie
refers to the bandwidth limit will only performed when the switch recdves data from out side,
while transmit refersto the function will be perform on sending only.
Cammand Mode: Port Mode/ Aggregation Port Mode.
Default: Bardwidth limit disabled by defaul.
Usage Gude: Whenthe bandwidth limit is enabled with a size set, the max bandwidth of the port
is determined by this size other than by 10/100/1000/ 10000M. If [both | recdve | transmit]
keyword is not spedfied, the default is both. Under the aggregation port mode, when configuring
the bandwidth restriction, the input value may be a little different to the actual value because of
the acarracy. Whenthe input value is 1~41942%, the speedlimit acarracy is 8kbps, when the
input value is 4194297~888592, the speed limit acaracy is 16kkps, when the input value is
8388593~10000000, the speed limit acairacy is 32klps. Sothe acual range of the speedlimit is
from 8kbpsto 10000000khps.
Note: The bandwidth limit can not exceed the physic maximum speedon the port. For example,
an 10/100M Ethernet port can not be set to a bandwidth limit at 101000K (or higher), but
applicable on a 10/100/1000 port working at a speed of 100M. If the acual bandwidth is not a
integral multiple of chip bandwidth granularity, it will be modified automatically. For example, a
chip bandwidth granuarity is 64K,but the input bandwidth is 50, the bandwidth will be modified
as64K.
Bxample 1: Set the bandwidth limit of 1/0/1-8 port is 40000K.
Switch(config)#interface ethernet 1/0/1-8
Switch(Qonfig-If-Port-Range)#bandwidth control 40000 both

Example 2: Under the aggregation port mode, configure the access bandwidth of
port-channel1as4000.

switch(config-if-port-channel 1)#bandwidth control 4000 receive
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2.1.2 clear counters interface

Cammand: clear counters [interface {ethernet <interface-list>| vlan <vlan-id>| port-channel
<port-channeknumber>| <interface-name>}]

Function: Clearsthe statisticsof the spedfied port.

Parameters: <interface-list> stands for the Ethernet port number; <vlan-id> standsfor the VLAN
interface number; <port-channeknumber> for trunk interface number; <interface-name> for
interface name, such asport-channell.

Canmand mode: Admin Mode.

Default: Port statisticsare not cleared by default.

Usage Gude: If no port is spedfied, then statistics of all ports will be cleared.

Example: Clearing the statistics for Ethernet port1/0/1.

Switch#dear counters interface ethemet 1/0/1

2.1.3 description

Cammand: description <string>

no desaiption
Function: Set name for spedfied port; the no commandcancelsthis configuration.
Parameter: <string>is a charader string, which should not exceeds200 characters.
Canmand Mode: Port Mode.
Default: No port name by default.
Usage Gude: Ths commandis for helping the user manage switches, such asthe user assgn
namesaacording to the port applicaion, e.g. financial asthe name of 1/0/1-2 ports whichis used
by financial depatment, engineering as the name of 1/0/9 ports which belongs to the
engineering depatment, while the name of 1/0/12 ports is assgned with Sewer, which is
because they conneded to the sewer. In this way the port distribution state will be brought to
thetable.
BExample: Sedfy the description of 1/0/1-2 port asfinancial.
Switch(config)#interfaceethernet 1/0/1-2
Switch(Caonfig-If-Port-Rarge)#description finandal

2.1.4 flow control

Canmand: flow control
no flow control
Function: Erablesthe flow control function for the port: the éno flow controf éommand disables
the flow control function for the port.
Canmand mode: Port Mode.
Default: Port flow control isdisaled by default.
Usage Guide: After the flow control function is enabled, the port will notify the sendng device to
slow down the sending speed to prevent padet loss when traffic received exceedsthe capacity
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of port cache. Ports support IEEEB02.3X flow control; the ports work in half-duplex mode,
supporting back-pressire flow control. If flow control results in seriousHOL, the switch will
automatically start HOLcontrol (discarding some packetsin the COSjueuethat may result in HOL)
to prevent drastic degradation of network performance.

Note: Port flow control function is not recommended unless the users need a slow speed, low
performance network with low packet loss. Flow control will not work between different cardsin
the switch. When enable the port flow control function, speed and duplex mode of both ends
should be the same.

EBxample: Erebling the flow control function in ports 1/0/1-8.

Switch(config)#interfaceethernet 1/0/1-8

Switch(Canfig-If-Port-Rarge)#flow control

2.1.5 hardware profile module <1-4> 4] 10G

Command: hardware profile module 1 4P10G

no hardware profile module 1 4R1L0G
Function: Erable the port 4*10G mode under the global mode. It meansto configure the 40G
port to be 4*10G ports. The no command disablesthis 4* 10G mode.
Parameters: None.
Canmand Mode: Global mode.
Default: None.
Usage Guide: Change the 40G port to be the 4*10G ports. It supports the 10G mode. After
configured this command, the configuration should be saved and the device should be restarted,
the command can be effective. If this command needs to be cancded, please use the no
command.
Bxample: Canfigure the 40G port mode of modulelto be the 4* 10G port mode.
Switch(config)#hardware profile module 1 4x10G
Thenew configuration will take effect after systemrestart
Switch#sho in e sta| begin1/1/1

1/1/1 URUP a-10G aPRULL 1 FP
1/1/2 URUP a-10G aPRULL 1 FP
1/1/3 URUP a-10G aPRULL 1 FP
1/1/4 URUP a-10G aPRULL 1 FP
1/2/1 DOWN/DOWN auto auto 1 QSFP+
1/3/1 URUP a40G aFRJLL 1 QFP+
1/4/1 DOVWN/DOWN auto auto 1 Qs

2.1.6 interface ethernet

Canmand: interface ethernet <interface-list>
Function: Enters BEhernet Port Mode from Global Mode.
Parameters: <interface-list> standsfor port number.
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Canmand mode: Global Mode

Usage Guide: Runthe exit commard to exit the BEhernet Port Mode to Global Mode.
Example: Enteringthe Bhernet Port Mode for ports1/0/T 1/0/4-5 1/0/8A
Switch(config)#interfaceethernet 1/0/1;1/0/4-5;1/0/8

Switch(Canfig-If-Port-Rarge)#

2.1.7 interface mode

Command: interface mode<auto-detect| cr| crd | sfi | sr| sr4|xfi>

Function: Canfigure the interface mode of 40Gon Elor Sldevice.

Parameters: auto-detect: automatical detecion mode;

cr: crmode;

crd: cr4 mode;

sfi: sfi mode;

sr: srmode;

sr4: sr4 mode;

xfi: xfi mode.

GCommand Mode: Port Mode.

Usage Guide: Canfigure the interface mode of 40G on CP. The default mode is auto-detect.
Curently, only the 40G port configuration is open, and there are only three methods induding
crd, sr4 and auto-detect can be allowed configuring for the 40G port. For the DAC cable, we
suggest configuring it as cr4. for the fiber, we sugest configuring it as sr4. User can also
configure the auto-deted, the device with this method can configure the interface mode
according to the module information. We recommend user using the auto-detect (defaul). If
configures with the wrong method, it may cause the port cannot be up or cause the wrong
frame.

EBxample: Canfigure the interfacemode of 40Gon S device assr4.

Switch (config-if-ethernet1/1/1)#interfacemode sr4

2.1.8 loopback

Cammand: loopback
no loopback
Function: Enablesthe loopbadk test function in an Ethernet port; the no commanddisablesthe
loopbad test on an Bhemet port.
Canmand mode: Port Mode.
Default: Loopback test is disabledin Bhernet port by default.
Usage Guide: Loopback test can be used to verify the Ehemet ports are working normally. After
loopbadk has beenenabled, the port will assume a connedion establishedto itself, and all traffic
sent from the port will be received at the very same port.
Example: Erabling loopback test in Ehemet ports 1/0/1-8.
Switch(config)#interfaceethernet 1/0/1-8
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Switch(Canfig-If-Port-Rarge)#loopback

2.1.9 media-type

Command: media-type {copper| fiber}

Function: Setsto combo port mode (combo ports only).

Parameters: copper forcesuse of copper cable port; fiber forcesuse of fiber cable port.
Cammand mode: Port Mode.

Default: Thedefault setting for combo mode of combo portsisthe forced fiber port.

Usage Guide: The combo mode of combo ports and the port connedion condition determines
the adive port of the combo ports. A combo port consists of one fiber port and a copper cable
port. It should be noted that the speedduplex command appliesto the copper cable port while
the negotiation command applies to the fiber cable port, they should not conflict. For combo
ports, only one, a fiber cable port or a copper cable port, can be adive at a time, and only this
port cansend andreceive data normally.

Note:

1. Combo port is a conception involving the physical layer and the LLC sublayer of the datalink
layer. Thestatus of a combo port will not affect any operation in the MACsLblayer of the datalink
layer and upper layers. If the bandwidth limit for a combo port is 1Mbps, then this 1Mbps applies
to the active port of thiscombo port, regardlessof the port type beingcopper or fiber.

2.1f acombo port connedsto another comboport, it isrecommendedfor both partiesto use the
forcedcopper or the forcedfiber mode.

3. Runshow interface under Admin Mode to checkfor the active port of a combo port .The
following reault indicaes if the adive port for a combo port is the fiber (or copper) cable port:
Hardware is Gigabit-combo, active isfiber (or copper)

Bxample: Setting ports 1/0/21-24 to the forcedfiber mode.

Switch(config)#interfaceethernet 1/0/21-24

Switch(Canfig-Port-Rarge)#media-type fiber

2.1.10 negotiation

This commandis not supported by switch.

2.1.11 port-rate-statistics interval

Cammand: port-rate-statisticsinterval <interval-value>

Function: Set the interval of port-rate-statigtics ranging from 5 to 600.

Parameter: interval-value: The interval of port-rate-statistics, unit is second, ranging from 5 to
600 with the configuration step of 5.

Default: Only port-rate-statistics of 5 seconds and 5 minutesare displayed.

Canmand Mode: Gbbal Mode

Usage Guide: None.
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Example: Couwnt the intervalof port-rate-statistics as20 seconds.
Switch(config)#port-rate-statisticsinterval 20

2.1.12 port-scan-mode

Cammand: port-scan-mode {interrupt | poll}

no port-scanmode

Function: Canfigure the scan mode of the port as'interrupt' or 'poll', the no command restores
the default scan mode.

Parameter: interrupt: the interrupt mode; poll: the poll mode.

Canmand Mode: Glbbal Mode.

Default: Poll mode.

Usage Guide: There are two modesthat can respond up/down event of the port. The interrupt
mode meansthat interrupt hardware to announce the up/down change, the poll mode means
that software poll can obtain the port event, the first mode is rapid. If using poll mode, the
convergence time of MRPP is several hundred milliseconds, if using interrupt mode, the
convergencetime is lessthan 50 milliseconds.

Notice: The scan mode of the port usually configured as poll mode, the interrupt modeis only
used to the environment of the good performance, but the securty of the poll mode is better.
Bxample: Canfigure the scan mode of the port asinterrupt mode.

Switch(config)#port-scan-mode interrupt

2.1.13 port-status query interval

Command: port-status queryinterval <interval-value>

Function: Setinterval of link state in poll port, interval range from 2to 10.

Parameter: interval-value: interval of link state in poll port, unit is second, its range from 2 to 10.
Default: 2s.

Command mode: Gbbal mode.

Usage Gude: None.

Bxample: Set poll interval of link as8 secondsin port.

Switch(config)#port-status queryinterval 8

2.1.14 rate-violation

Canmand: rate-violation <200-2000000> [recovery <0-86400>]
no rate-violation
Function: Set the max packet reception rate of a port. If the rate of the received packet violates
the padet reception rate, shut down this port and configure the recovery time, the default is
300s. The no commandwill disable the rate-violation function of a port.

The rate-violation meansthe port receved all packets rate (the number of the
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received packets per second), do not distinguish the packet type.
Parameters: <200-2000000>the max packet reception rate of a port, the unit is packets/s.
<0-86400>: The interval of recovery after shutdown, the unit iss.
recovery. After a period of time the port can recover shutdown to up again. <0-86400> is the
timeou of recovery. Fa example, if the shutdown of a port happensafter the packet reception
rate exceedingthe limit, the port will be up again when the user-defined timeout expires. The
default timeou is 300s,while 0 meansthe recovery will never happen.
Gommand Mode: Port Mode
Default: There is no control operation for rate-violation.
Usage Guide: This commandis mainly usedto detect the abnormal port flow. For example, when
there are a large number of broadcast messages caused by a loopback which affect the
processirg of other tasks the port will be shut down to ensure the normal processng of the
switch.
Example: St the rate-violation of port 1/0/8-10 (GB ports) of the switch as 10000pps and the
port recovery time as1200 seconds.
Switch(config)#interfaceethernet 1/0/8-10
Switch(Canfig-Port-Rarge)#rate-violation 10000 recovery 1200

2.1.15 rate-violation control

This commandis not supported by the switch.

2.1.16 remote-statistics interval

This commandis not supported by the switch.

2.1.17 show interface

Canmand: show interface[ethernet <interface-number>| port-channel <port-channel-number>
| loopback <loopback-id>| vlan <vlan-id>| tunnel <tunnel-id>| <interface-name>] [detail]
show interface ethernet status
show interface ethernet counter {packet | rate}
Function: Showinformation of layer 3 or layer 2 port onthe switch
Parameter: <vlan-id> is the VLIAN interface number, the value range from 1 to 4094.
<tunnel-number> is the tunnel number, the value range from 1 to 50. <loopbackid> is the loop
back number, the value range from 1 to 1024. <interface-number> is the port number of the
Bhemet, status show important information of all the layer 2 ports. counter {padket | rate} show
package number or rate statistics of all layer 2 ports. <port-channel-number> is the number of
the aggegation interface, <interface-name=>is the name of the interface such asport-chamell.
[detail] show the detail of the port.
Canmand Mode: Admin and Canfiguration Mode.

2-7



S7550_Series_Command Guide Chapter 2 Commands for Layer 2 services

Default: Information not displayed by default

Usage Guide: While for vlaninterfaces the port MACaddress, IPaddressandthe statistic state of
the data packet will be shown; for tunnel port, this commandwill showtunnelinterface state and
the statigtic state of control layer received sendstunnel data padet, about the statistic data of
physcs interface recdving'sending data packet, please refer to show interface ethemet
command; for loopbeck port, this command will show the interface statistic state of IP address
and recaving/sendng data packet; Asfor Ethernet port, this command will show port speedrate,
duplex mode, flow control switch state, broadcast storm suppression of the port and the statistic
state of the data packets; for aggegated port, port speed rate, duplex mode, flow control switch
state, broadcast storm suppression of the port and the statistic state of the data packets will be
displayed. Theinformation of all ports on the switch will be shown if no port is spedfied.

Usdng [detail] to show the detail information for ethemet port and port-channel port, the
information isrelated with the type of switch, board card.

For ethernet port, using status to show important information of all the layer 2 ports by list
format. eachport is a row, the showing information include port number, Link, Protocl status,
Speed,Dupex, Vian, port type and port name; counter packets show package number statistics
of all ethernet ports, indude layer 2 unicast, broadcast, multicast, error of input and output
redirection package number; counter rate show the rate statistics of all ethemet ports, input and
output package number, byte number in 5 minutesand 5 seconds.

Example: Showthe information of VLIAN 1
Switch#shaw interface vian1

Vlanlisup, line protocol isup, dev index is 2005
Deviceflag 0x1003(UPBROADCAST MULTICAST)

IPv4 addressis:

192.168.10.1 255.255.255.0 (Primary)
Hardware is EtherSVI, addressis 00-00-00-00-00-01
MTUis 1500 bytes, BW is 0 Kbit

Ercapsulation ARPA, loopback not set

5 minute input rate 0 bytes'sec, 0 padkets/ sec

5 minute output rate 0 byted' sec, 0 packets/sec
Thelast 5 second input rate 0 bytes'sec,0 packets/sec
Thelast 5 second output rate 0 bytes'sec,0 packets/sec
Input packets statigtics

Input queue 0/600, O drops

0 packetsinput, 0 bytes,0 no buffer

Oinput errors, 0 GRC,0 frame alignment, O overrun
0ignored, 0 abort, O length error

Qutput packets statistics

0 packets output, 0 bytes,0 underruns

O output errors, 0 collisions, O late collisions

Show the information of loopback 1:

Switch#shaw interface loopbadk 1

Loopbadklisup, line protocol is up, dev index is 2006
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Deviceflag 0x100b(UPBROADCAT LOOPMULTIC/AST)
IPv4 addressis:
1.11.1 255.255.255.255  (Primary)
MTUis 1500 bytes, BW is O Kbit
5 minute input rate 0 bytes/sec, 0 packets/sec
5 minute output rate 0 byted'sec, 0 packets/sec
Thelast 5 second input rate 0 bytes'sec,0 packets/sec
Thelast 5 second output rate 0 bytes sec,0 packets/sec
Input packets statigtics:
Input queue 0/600, 0 drops
0 packetsinput, O bytes, 0 no buffer
O input errors, 0 CRC,0 frame alignment, 0 overrun
Oignored, 0 abort, O length error
Output packets statistics
0 packetsoutput, O bytes,0 underruns
0 output errors, 0 collisions, 0 late collisions
Stow the information of tunnel 1
Switch#shaw interface tunnel 1
Tunnell isup, line protocol is up, dev index is 2007
Deviceflag 0x91(UPP2PNOARP)
IPv4 addressis:
(NULD)
5 minute input rate 0 bytes/sec, 0 packets/sec
5 minute output rate 0 bytes'sec, 0 packets/sec
Thelast 5 second input rate 0 bytes'sec,0 packets/sec
Thelast 5 second output rate 0 bytes'sec,0 packets/sec
Input packets statigtics:
Input queue 0/600, O drops
0 packetsinput, 0 bytes, 0 no buffer
O input errors, 0 CRC,0 frame alignment, 0 overrun
Oignored, 0 abort, O length error
Output packets statistics
0 packetsoutput, O bytes,0 underruns
O output errors, 0 collisions, 0 late collisions
Stow the information of port 1/0/1.
Switch#shaw interface e1/0/1
Bhermet1/0/1 isup, line protocol is down
Bhermetl/0/1 islayer 2 port, alias name is (null), indexis 1
Hardware is Gigabit-TX,addressis 00-03-0f-02-fc-01
PVIDis 1
MTU 1500 bytes,BW 10000 Kbit
Ercapsulation ARPA, Loopback not set
Auto-duplex: Negotiation half-duplex, Auto-speed: Negotiation 10M bits
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FowCantrol is off, MDItypeis auto
5 minute input rate 0 byted'sec,0 packets/'sec
5 minute output rate 0 byted sec, 0 packets/sec
Thelast 5 second input rate 0 bytes sec,0 packets/sec
Thelast 5 second output rate O byted sec, 0 packets/sec
Input packets statigtics:
0 input packets, 0 bytes,0 no buffer
0 unicast packets, 0 multicast packets, 0 broadcast packets
Oinput errors,0 CRC,0 frame alignment, 0 overrun, 0 ignored
0 abort, Olength error, 0 pause frame
Output packets statistics
0 output packets, 0 bytes,0 underruns
0 unicast packets, 0 multicast packets, 0 broadcast packets
0 output errors, 0 collisions, O late collisions, 0 pause frame

Stow the important information of all layer 2 ports:
Switch#shaw interface ethernet status
Codes. A-Down - administratively down, a - auto, f - force, G - Gigabit

Interface Link/Protocol Speed Duplex Vian Type AliasName
1/0/1 URUP f-100M  f-full 1 GTX

1/0/2 URUP a-100M afull  trunk GTX

1/0/3 UPDOWN auto auto 1 GTX

1/0/4 A-Down/DOWN auto auto 1 GTX

X

Stow the package number statisticsinformation of all layer 2 ports:
Switch#Show interface ethernet counter packet

Interface Unicast(pkts)  BroadCas{pkts) MultiCast(pkts) Er(pkts)
1/0/1 IN 12,345,678 12,345,678,9 12,345,678,9 4,567
OUT 23/456,78 34,567,890 5,678 0
1/0/2 IN 0 0 0 0
ouT 0 0 0 0
1/0/3 IN 0 0 0 0
ouT 0 0 0 0
1/0/4 IN 0 0 0 0
ouT 0 0 0 0

X

Show the rate statistics information of all layer 2 ports:

Switch#Show interface ethernet counter rate

Interface IN(pkts/s) IN(byted's) OUT(pkts/s) OUT(byteds)
1/0/1 5m 13,473 12,345,678 12,345 1,234,567
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5s 135 65,800 245 92,600
1/0/2 5m O 0 0 0
5s 0 0 0 0
1/0/3 5m O 0 0 0
5s 0 0 0 0
1/0/4 5m O 0 0 0
5s 0 0 0 0

2.1.18 shutdown

Cammand: shutdown
no shutdown
Function: Shuts down the spedfied Ethemet port; the no command opensthe port.
Cammand mode: Port Mode.
Default: Bhernet port is open by default.
Usage Guide: WhenBEhernet port isshut down, no data framesare sent in the port, andthe port
statusdisplayed when the user typesthe dshow interfaceé command is downé.
Example: Opening ports 1/0/1-8.
Switch(config)#interfaceethernet1/0/1-8
Switch(Canfig-If-Port-Rarge)#no shutdown

2.1.19 speed-duplex

Canmand: speed-duplex {auto [10 [100 [1000]] [auto | full | half |]] | forcelO-half |

forcelO-full | forcelOO0-half | forcelOO-full | forcelOO-fx [module-type {auto-detected |

no-phy-integrated | phy-integrated}] | {{forcelg-half | forcelg-full} [nonegotiate [master |

slave]]}| forcelOg-full}

no speed-duplex

Function: Sds the speedand duplex mode for 1000Base-TX, 100Bae-TX or 100Base-FX ports,
the no command restores the default speed and duplex mode setting, i.e., auto speed
negotiation and duplex.

Parameters: auto is the auto speedand duplex negotiation, 10 is 10Mbps speed,100 is 100Mbps
speed, 1000 is 1000Mbps speed, auto is duplex negotiation, full is full-duplex, half is half-duplex;
forcel0-half is the forced 10Mbps at half-duplex mode; forcelO-full is the forced 10Mbps at
full-duplex mode; forcel00-half is the forced 100Mbpsat half-duplex mode; force100-full is the
forced 100Mbps at full-duplex mode; forcel00-fx is the forced 100Mbps at full-duplex mode;
module-type is the type of 100Bae-FX module; auto-detected: automatic detedion;
no-phy-integrated: there is no phy-integratd 100Ba&e-FX module; phy-integrated: phy-integratd
100Base-FX module; forcelgrhalf is the forced 1000Mbps speed at half-duplex mode;
forcelgfull is the forced 1000Mbps speed at full-duplex mode; nonegotiate disables
auto-negotiation forcibly for 1000Mb port; master forces the 1000Mb port to be master mode;
slave forcesthe 1000Mb port to be slave mode. forcelOg-full is the forced 10000Mbps speedat
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full-duplex mode.

Canmand mode: Port Mode.

Default: Auto-negotiation for speedand duplex mode is set by default.

Usage Guide: Thiscommand is configures the port speed and duplex mode. When configuring
port speedandduplex mode, the speedandduplex mode must be the same asthe setting of the
remote end, i.e., if the remote device is setto auto-negotiation, then auto-negotiation should be
set at the local port. If the remote endisin forced mode, the same should be set in the local end.
In addtion, the QSH>+ ports (the last 4 ports of the switch) of this switch do not support the
parameters configuration of forcel0-half, forcel0-full, forcel00-half, forcel00-full, force100-fx,
module-type, auto-detected, no-phy-integrated, phy-integrated, forcelg-half, master andslave.
1000Gbports are by default master when configuring nonegotiate mode. If one end is set to
master mode, the other end must be setto slave mode.

forcelgrhalf is not supported yet.

Note: The §28 ports change speedof SNRS7550¥48C must be configured on the primary
port, and four ports take effect at the same time. For example, ports 1/0/1-4 can only be
configured on port 1/0/1, ports 5-8 can only be configured on port 1/0/5, and so on. In addtion,
the SAP28 ports of the SNRS7550Y¥48Ccannot be modified.

Bxample: Port 1 of Switchlis connected to port 1 of Switch2,the following will set both portsin
forced1000Mbps at full-duplex mode.

Switchl (config)#interface ethemet1/0/1

Switch1(Gnfig-If-Bhernet1/0/1)#peed-duplex force 1gfull

Switch2(config)#interface ethemet1/0/1

Switch2(@nfig-If-Bhernet1/0/1)#gpeed-duplex force 1gfull

2.1.20 storm-control

This commandis not supported by the switch.

2.1.21 storm-control

Canmand: storm-control {unicast | broadcast | multicast} <padkets>

no storm-control {unicast | broadcast | multicast}
Function: Ststhe traffic limit for broadcasts, multicasts and unknown destination unicasts on all
ports in the switch; the no command disables this traffic throttle function on all ports in the
switch, i.e., enablesbroadcasts, multicasts and unknown destination unicasts to passthrough the
switchat line speed.
Parameters: use unicast to limit unicast traffic for unknown destination; multicast to limit
multicagt traffic; broadcast to limit broadcast traffic. <packets> is the limit of padet number,
ranging from 1 to 1488905. For non-10GBports, the unit of <packets>is PPS that is, the value of
<packets> is the number of packets allowed to pass per second; for 10GB ports, the unit is KHPS
that is, the value of <packets> multiplies 1000 makesthe number of packets allowed, so the value
should be lessthan 14880.

2-12



S7550_Series_Command Guide Chapter 2 Commands for Layer 2 services

Canmand mode: Port Mode.

Default: No limit is set by default. So, broadcasts, multicasts and unknown destination unicasts

are allowedto passat line speed.

Usage Guide: All ports in the switch belongto a same broadcast domain if no VLANhas beenset.

The switch will sendthe above mentioned three traffics to all ports in the broadcast domain,

which may reault in broadcast storm and so may greatly degrade the switch performarce.

Erebling Broadcast Sorm Cmtrol can better protect the switch from broadcast storm. Note the

difference of this commandin 10Gb ports and other ports. If the allowed traffic is set to 3, this

meansallow 3,120 padets per second and discard the rest for 10Gbports. However, the sane

setting for non-10Gbports meansto allow 3 broadcast packets per second anddiscard the rest.

Bxample: Setting ports 1/0/8-10 (1000Mbps) allow 3 broadcast packets per second.
Switch(config)#interfaceethernet 1/0/8-10

Switch(Canfig-Port-Rarge)#storm-control broadcast 3

2.1.22 virtual-cable-test

This commandis not supported by switch.

2.1.23 switchport discard packet

This commandis not supported by the switch.

2.1.24 switchport flood-control

This commandis not supported by switch.

2.1.25 interface fec

Canmand: interfacefec{cl108| cl74| cl91| none}
Function: FEC, Forward Eror Carection. It is a data coding tecology. Error detection during
transmission is verified by the receiver. If there isan error, the senderwill be notified to reserd. It
allows a streamof error-free data to be re-encodedfrom encodeddata with low bit errors.
Parameters:
cl108 RSHEJ25G)
d74 FEQ25G)
cd9l RSFEX100G)
Canmand mode: Port Mode.
Default: None.
Usage Guide: Whentwo devicesare conneced, the mode must be the same.
Example:
Switchl(config)#interface ethernet 1/0/1
Switchl(config-if-ethernet1/0/1)#interface feccl108
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2.2 Port Isolation

2.2.1 isolate-port group

Canmand: isolate-port group <WORD>

no isolate-port group <WORD>
Function: Set a port isolation group, whichis the scope of isolating ports; the no operation of this
commandwill delete a port isdation group andremove all ports out of it.
Parameters: <WCRD=>is the name identification of the group, no longer than 32 characters.
Canmand Mode: Global Mode.
Default: None.
Usage Guide: Users can create different port isolation groups based on their requirements. For
example, if a user wantsto isolate all downlink ports in a vianof a switch, he canimplement that
by creating a port isoktion group and adding all downlink ports of the vlaninto it. No more than
16 port isoltion groups can a switch have. When the users need to change or redo the
configuration of the port isolation group, he can delete the existing group with the no operation
of thiscommand.
Bxample: Cieate a port isdation groupandname it asétesté.
Switch>erable
Switch#config
Switch(config)#isolate-port group test

2.2.2 isolate-port group switchport interface

GCommand: isolate-port group <WORD> switchport interface [ethernet | port-channel]
<IFNAME>
no isolate-port group <WORD> switchport interface[ethernet | port-chamel] <IFENAME>
Function: Add one port or a group of ports into a port isolation group to isolate, which will
become isolated from the other ports in the group. The no operation of this command will
remove one port or a group of ports out of a port isolation group, which will be able to
communicate will portsin that group normally. If the ports removed from the group still belong
to another port isolation group, they will remain isdated from the ports in that group. If an
Bhemet port is a member of a convergence group, it should not be added into a port isolation
group, and vice versa, a member of a port isdation group should not be added into an
aggegation group. Butone port canbe a member of one or more port isoktion groups
Parameters: <WORD>is the name identification of the group, no longer than 32 characters. If
there is no such group with the spedfied name, create one; ethernet meansthat the ports to be
isdated is Ehemet ones, followed by a list of Ethernet ports, supporting symbols like " and '-'.
For example: 'ethernet 1/0/1;3;4-7;8"; port-channel meansthat the ports to be isolated is
aggegation ports; <IFNAVME> is the name of the interface, such asel/0/ 1. If users use interface
name, the parameter of ethernet will not be required.

Cammand Mode: Global Mode.
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Default: None.

Usage Guide: Users can add Ethemet ports into or remove them from a port
isdation group according to their requirements. When an BEhemet port is a member of more
than one port isolate group, it will be isolated from every port of all groupsit belongsto.

Example: AddBhernet ports 1/0/1-2 and 1/0/5 into a port isoltion group named
as'test'.

Switch(config)#isolate-port group test switchport interface ethernet 1/0/1-2;
1/0/5

2.2.3 isolate-port apply

Gommand: isdate-port apply [<I2]13|all>]

Function: This command will apply the port isolation configuration to isdate layer-2 flows,
layer-3 flows or all flows.

Parameters: <I2| I3|all> the flow to be isdated, |12 meansisdating layer-2 flows, 13 means
isdating layer-3 flows, all meansisolating all flows.

Canmand Mode: Global Mode.

Default: Isdate all flows.

Usage Guide: User canapply the port isolation configuration to isdate layer-2 flows, layer-3 flows
or all flows according to their requirements.

Example: Only apply port isolation to layer-2 flowson the switch.

Switch(config)#isolate-port apply 12

2.2.4 show isolate-port group

Canmand: show isolate-port group [<WORD>]
Function: Display the configuration of port isolation, including all configured port isolation groups
and Bhemet ports in each group.
Parameters: <WORD> the name identification of the group, no longer than 32 characters; no
parameter meansto display the configuration of all port isolation groups.
Canmand Mode: Admin Mode and Gbbal Mode.
Default: Display the configuration of all port isdation groups.
Usage Guide: Users canview the configuration of port isolation with this command.
Bxample: Display the port isolation configuration of the port isolation groupnamedasdteste.
Switch(config)#show isolate-port group test
Isdate-port group test
The isdate-port Bhernet1/0/5
Theisolate-port Bhernet1/0/2

2-15



S7550_Series_Command Guide Chapter 2 Commands for Layer 2 services

2.3 Port Loopback Detection

2.3.1 debug loopback-detection

Cammand: debug loopback-detection

Function: After enabling the loopback detedion debug on a port, BERJG information will be
generated when sending, recevingmessaesand changing states.

Parameters: None.

Canmand Mode: Admin Mode.

Default: Disabled by default.

Usage Guide: Display the message sending, recavingand state changeswith this command.
Example:

Switch#debugloopback-detection

%JarD1 03:29:18 2006 Sendloopbackdetection probe padcet:dev Ethernet1/0/10, vianid 1
%Jar01 03:29:18 2006 Sendloopbackdetedion probe packet:dev Bhernet1/0/10, vianid 2

2.3.2 loopback-detection control

Cammand: loopback-detection control {shutdown | block| learning}
no loopback-detection control
Function: Enalte the function of loopbad detection control on a port, the no operation of this
commandwill disablethe function.
Parameters: shutdown set the control method as shutdown, which meansto close down the
port if a port loopback is found.
block set the control method as block, which meansto block a port by allowing
bpdu andloopback detection messagesonly if aport loopbadk is found.
learning disable the control method of learning MAC addresses on the port, not forwarding
traffic and delete the MACaddressof the port.
Default: Disable the function of loopbadk diction control.
Canmand Mode: Port Mode.
Usage Guick: If there is any loopback, the port will not recovery the state of be controlled after
enabing control operation on the port. If the overtime is configured, the ports will recowery
normal state when the overtime is time-out. If the control method is block, the corresponding
relationship betweeninstance and vlanid should be set manually by users, it should be noticed
whenbe used.
Example: Ereble the function of loopbackdetection control under port1/0/2 mode.
Switch(config)#interfaceethernet 1/0/2
Switch(Canfig-If-BEhernet1/ 0/2)#loopkack-detection control shutdown
Switch(Caonfig-If-Bhernet1/0/2)#no loopback-detection control

2.3.3 loopback-detection control-recovery timeout
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Cammand: loopback-detection control-recovery timeout <0-3600>

Function: Thiscommandis used to recovery to uncontrolled state after a spedal time when a
loopbadk being detedted by the port entry be controlled state.

Parameters: <0-3600>second is recovery time for be controlled state, O is not recovery state.
Default: Therecovery is not automatic by default.

Cammand Mode: Gbbal Configuration Mode.

Usage Gude: When a port deteds a loopback and works in control mode, the ports always work
in control mode and not recover. The port will not sent packet to detection in shutdown mode,
howeer, the port will sent loopbackdetecion padet to detection whether have loopbad in
block or leaming mode. If the recovery time is configured, the ports will recovery normal state
when the overtime is time-out. Therecovery time is a useful time for shutdown control mode,
because the port can keep on detedion loopbadk in the other modes, so suggest not to use this
command.

Examples: Enale automatic recovery of the loopback-detection control mode after 30s.
Switch(config)#loopback-detection control-recovery timeout 30

2.3.4 loopback-detection interval-time

Cammand: loopback-detection interval-time <loopback> <no-loopback>
no loopback-detection interval-time

Function: Setthe loopback detection interval. The no operate closes the loopback detection
intervalfunction.
Parameters: <loopback >the detection interval if any loopbackis found, ranging from 5to 300,in
seconds.

<no-loopback >the detection interval if no loopbadk is found, ranging from 1 to 30,
in seconds.
Default: Thedefault value is 5swith loopbacks existing and 3s otherwise.
Canmand Mode: Glbbal Mode.
Usage Guide: When there is no loopbad detedtion, the detection interval can be relatively
shorter, for too short a time would be a disaster for the whole network if there is any loopback.
S, arelatively longer interval is recommended whenloopbadks exist.
Bxample: Set the loopback diction intervalas35, 15.
Switch(config)#loopback-detecion interval-time 3515

2.3.5 loopback-detection specified-vlan

Cammand: loopback-detection specified-vian <vlan-list>

no loopback-detection specified-vlan [<vlan-list>]
Function: Erable the function of loopbadk detedion on the port and spedfy the VLANto be
chedked; the no operation of this command will disable the function of detecting loopbacks
through this port or the specified VLAN.
Parameters: <vlan-list> the list of VLANsallowed passng through the port. Given the situation of
atrunk port, the spedfied VLANscan be checked. Sothis commandis used to set the vlianlist to
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be cheded.

Default: Disable the function of detecting the loopbadks throughthe port.

Canmand Mode: Port Mode.

Usage Guide:If a port can be a TRUNK port of multiple Vians, the detection of loopbacks can be
implemented on the bass of port+Vhan, which meansthe objects of the detection can be the
spedfied Vlanson a port. If the port isan AGCESSport, only one Vlanon the port is allowedto be
checked despite the fact that multiple Vlanscan be configured. This function is not supported
under Port-channel.

Example: Erable the function of loopbackdetection under port 1/0/2 mode.
Switch(config)#interfaceethernet 1/0/2

Switch(Canfig-1f-Ethernet 1/ 0/2)#switchport mode trunk

Switch(Canfig-If-Ethernet 1/ 0/2)#switchport trunk allowed vianall

Switch(Canfig-If-B hernet 1/ 0/2)#loopback-detection specified-vlan 1;3;5-20
Switch(Cafig-If-Bhernet1/0/2)#no loopbadk-detedion spedfied-vlan1;3;5-20

2.3.6 show loopback-detection

Cammand: show loopback-detection [interface <interface-list>]

Function: Display the state of loopbadk detection on all ports if no parameter is provided,or the
state and reault of the spedfied ports accordingto the parameters.

Parameters: <interface-list> the list of portsto be displayed, for example: ethernet 1/0/1.
Cammand Mode: Admin and Canfiguration Mode.

Usage Guide: Display the state and result of loopbackdetedion on ports with thiscommard.
Example: Display the state of loopbadk detection on port 4.

Switch(config)#show loopback-detection interface Bhernet 1/0/4

loopbadk detection config and state information in the switch!

PortName Loopback Detection Control Mode  IsCantrolled
Bhemetl/0/4 Ereble Shutdown No
2.4 ULDP

2.4.1 debug uldp

Canmand: debuguldp (hello | probe| echo| unidir | all) [receive | serd] interface [ethernet]
IMNAME

no debug uldp (hello | probe | echo| unidir | all) [receive | send] interface
[ethernet] IFNAME
Function: Erable the debugging for receving and sending the spedfied pad<ets or all ULDP
packets on port. After enable the debugghg, show the information of the receved and sent
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packetsin terminal. The no command disablesthe debuggng.
Parameters: hello: packet's type is hello, it's announcement padket, incuding common
announcement packet, RSY and Hush packet
probe: packet'stypeis probe, it's detedion packet
echo: packet'stypeis echo, it meansresponse of  detection packet
unidir: padket's type is unidir, it's announcement padet that discover
the single link
all: AllULDPpackets
Canmand mode: Admin mode
Default: Disable.
Usage Guide: With this command, user can checkprobe packets recdaved by port 1/0/2.
Switch#debuguldp probe receive interface ethernet 1/0/2

2.4.2 debug uldp error

Cammand: debug uldp error
no debug uldp error
Function: Erable the error message debug function, the no form commanddisablethe function.
Parameter: None.
Canmand Mode: Admin Mode.
Default: Disabled.
Usage Guide: Use thiscommandto display the error message.
Example: Display the error message.
Switch#debuguldp error

2.4.3 debug uldp event

Cammand: debug uldp event
no debug uldp event
Function: Enable the message debug function to display the event; the no form command
disablesthis function.
Parameter: None.
Canmand Mode: Admin Mode.
Default: Disabled.
Usage Guide: Use this commandto display all kindsof event information.
Example: Display event information.
Switch#dehug uldp event

2.4.4 debug uldp fsm interface ethernet

Canmand: debug uldp fsm interfaceethernet <IFname>
no debug uldp fsminterface ethernet <lFrame>
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Function: To enable debugging information for ULDPfor the spedfied interface. The no form of
this commandwill disablethe debugging information.

Parameters: <Ifname> isthe interface name.

Cammand Mode: Admin Configuration Mode.

Default: Disabled by default.

Usage Guide: Thiscommand can be used to display the information about state trandtionsof the
spedfied interfaces.

Bxample: Print the information about state transtions of interface ethernet 1/0/1.

Switch#debug uldp fsm interface ethernet 1/0/1

2.4.5 debug uldp interface ethernet

Canmand: debug uldp {hello|p robelecholunidir| all} [receve|send] interface ethernet
<IFhame>

no debug uldp {hello|p robe|echoju nidir| all} [receive|send] interface ethernet
<IFhame>
Function: Erable the debugfunction of display the padet details. After that, display some kinds
of the packet detailsof terminal interface.
Parameter: <IFname>: Name of the interface.
Canmand Mode: Admin Mode.
Default: Disabled.
Usage Guide: Use this command to display the Hello padket details receaving on the interface
Bhemet 1/0/1.
Switch#debuguldp hello receive interface BEhemet 1/0/1

2.4.6 debug uldp packet

Canmand: debug uldp padket [receive| send]

no debug uldp packet [receive|send)]
Function: Ereble receives and sendspacket debug function, after that. Display the type and
interface of the padket which receivingandsending on the client. The no form commanddisables
this function.
Parameter: None.
Canmand Mode: Admin Mode.
Default: Disabled.
Usage Guide: Use thiscommandto display the packet that recavingon eachinterface.
Switch#debuguldp packet receve

2.4.7 uldp aggressive-mode

Cammand: uldp aggressive-mode
no uldp aggressive-mode
Function: To configure ULDP to work in aggressive mode. The no form of this commard will
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restore the normal mode.

Parameters: None.

Cammand Mode: Gbbal Configuration Mode and Port Gonfiguration Mode.

Default: Normal mode.

Usage Guide: The ULDPworking mode can be configured only if it is engbled globaly. When
ULDPaggessive mode is enabledglobally, all the existing fiber ports will work in aggressive mode.
For the copper ports and fiber ports which are available after the configuration is available,
aggessve mode should be enabled in port configuration mode.

Example: To enable ULDPaggressive mode globally.

Switch(config)#ulc aggessive-mode

2.4.8 uldp enable

Canmand: uldp enable

Function: ULDPwill be enabled after issuing this command. In global configuration mode, this
commandwill enable ULDFor the global. In port configuration mode, this commandwill enable
ULDPfor the port.

Parameters: None.

Cammand Mode: Gbbal Configuration Mode and Port Configuration Mode.

Default: By default ULDPis not configured.

Usage Guide: ULDPcan be configured for the ports only if ULDPis enabled globaly. If ULDPFis
enabledglobaly, it will be effect for all the existing fiber ports. For copper ports and fiber ports
which are available after ULDPis enabled, this command should be issued in the port
configuration mode to make ULDPbe effed.

Example: Ereble ULDHnN global configuration mode.

Switch(config)#ubp enable

2.4.9 uldp disable

Canmand: uldp disable

Function: To disableULDPconfiguration throughthis command.

Parameters: None.

Canmand Mode: Global Configuration Mode and Port Configuration Mode.

Default: By default ULDPis not configured.

Usage Guide: When ULDRis disabled globally, then ULDPin all the ports will be disabled.
Example: To disablethe ULDP configuration in global configuration mode.
Switch(config)#uldp disable

2.4.10 uldp hello-interval

Cammand: uldp hello-interval <integer>
no uldp hello-interval
Function: To configure the interval for ULDPto send hello messages. The no form of this
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commandwill restore the default intervalfor the hello messages.

Parameters: <integer>: The interval for the Hello messages, with its value limited between5 and
100 seconds 10 secondsby default.

Cammand Mode: Global Configuration Mode.

Default: 10 seconds by default.

Usage Guide: Interval for hello messages can be configured only if ULDPis enabled globally, its
value limited between5 and 100 seconds.

Example: To configure the interval of Helo messagesto be 12 seconds

Switch(config)#uldb hello-interval 12

2.4.11 uldp manual-shutdown

Cammand: uldp manual-shutdown
no uldp manual-shutdown
Function: To configure ULDP to work in manual shutdown mode. The no command will restore
the automatic mode.
Parameters: None.
Cammand Mode: Global Configuration Mode.
Default: Auto mode.
Usage Guide: Thiscommandcan be issued only if ULDPhasbeenenabled globally.
Bxample: To enable manual shutdown globally.
Switch(config)#ubdlp manualshudown

2.4.12 uldp recovery-time

Cammand: uldp recovery-time<integer>

no uldp recovery-time
Function: To configure the interval for ULDPrecovery timer. The no form of this command will
restore the default configuration.
Parameters: <integer>: the time out value for the ULDPrecovery timer. Its value is limited
between 30 and 86400 seconds.
Cammand Mode: Global Configuration Mode.
Default: 0 is set by default whichmeansthe recovery is disabled.
Usage Guide: If aninterface is shutdown by ULCR and the recovery timer timesout, the interface
will be reset automatically. If the recovery timer is set to 0, the interfacewill not be rese.
Example: To set the recovery timer to be 600 seconds.
Switch(config)#uldp recovery-time 600

2.4.13 uldp reset

Cammand: uldp reset
Function: To reset the port when ULDHSs shutdown.
Parameters: None.
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Cammand Mode: Gbbally Configuration Mode and Port Canfiguration Mode.

Default: None.

Usage Guide: Thiscommandcanonly be effect only if the spedfied interface is disabled by ULDP
Example: To reset all the port which are disabledby ULCRP

Switch(config)#ubp reset

2.4.14 show uldp

Cammand: show uldp [interfaceethernet<interface-name>|

Function: To show the global ULDP configuration and status information of interface. If
<interface-name> is spedfied, ULDPconfiguration and status aboutthe spedfied interface aswell
asitsneid K 0 2viNBe displayed.

Parameters: <interface-name>is the interface name.

Canmand Mode: Admin and Canfiguration Mode.

Default: None.

Usage Guide: If no parameters are appended,the global ULDPinformation will be displayed. If
the interface name is specified, information about the interface and its neighbors will be
displayed along with the global information.

Example: To display the global ULDPinformation.

Switch(config)#stow uldp

25LLDP

2.5.1 clear lldp remote-table

Cammand: clear lldp remote-table

Function: Clear the Remote-table on the port.
Parameters: None.

Default: Donot clearthe entries.

Cammand Mode: Port Gonfiguration Mode.

Usage Guide: Clear the Remote table entrieson this port.
Bxample: Clear the Remote table entrieson this port.
Switch(Gonfig-If-Bhernet 1/0/1)# clear lldp remote-table

2.5.2 debug lldp

Canmand: debug lldp
no debug lldp
Function: Enalte the debug information of LLDFunction, the no operation of this commandwiill
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disable the debug information of LLDHRunction.

Parameters: None.

Default: Disable the debuginformation of LLDHRunction.

Canmand Mode: Admin Mode.

Usage Guide: Whenthe debug switch is enabled, users can checkthe receiving and sendng of
packets and other information.

Example: Ereble the debugswitch of LLDPfunction on the switch.

Switch#debuglldp

2.5.3 debug lldp packets

Cammand: debug lldp packets interface ethernet <lFNAME>
no debug lldp packets interface ethernet <IFNAME>
Function: Display the message-receiving and message-sendng information of LLDFon the port;
the no operation of this command will disablethe debug information switch.
Parameters: None.
Default: Disable the debuginformation onthe port.
Canmand Mode: Admin Mode.
Usage Guide: Whenthe debug switch is enabled, users can checkthe receiving and sendng of
packets andother information on the port.
Example: Ereble the debugswitch of LLDPfunction on the switch.
Switch#debuglldp packets interface ethernet 1/0/1
%Ja 01 00:02:40 2006 LLOP*-PDU-TX PORT=ethernet 1/0/1

2.5.4 1ldp enable

Cammand: lldp enable
lldp disable
Function: Glbbally enalde LLDPfunction; disable command globally disadesLLDHRunction.
Parameters: None.
Default: Disable LLDFunction.
Canmand Mode: Global Mode.
Usage Guide: If LLDRunction is globally enabled, it will be enabled on every port.
Example: Ereble LLDRunction on the switch.
Switch(config)#lldpenable

2.5.51lldp enable (Port)

Cammand: lldp enable
lldp disable
Function: Ereble the LLDPfunction module of ports in port configuration mode; disable
commandwill disablethe LLDPfunction module of port.
Parameters: None.
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Default: the LLDRunction module of portsis enabled by default in port configuration mode.
Cammand Mode: Port Configuration Mode.

Usage Guide: When LLDHs globdly enabled, it will be enabled on every port, the switch on a
port is used to disable this function whenit is unnecessary on the port.

Example: Disable LL DPfunction of port onthe port ethernet 1/0/5 of the switch.
Switch(config)#in ethernet 1/0/5

Switch(Canfig-If-Bhernet1/0/5)#Idp disable

2.5.6 lldp management-address tlv

Thiscommand is not supported by the switch.

2.5.7 lldp mode

Canmand: lldp mode <send| receive| both | disable>

Function: Canfigure the operating state of LLDRunction of the port.

Parameters: send: Canfigure the LLDRunction asonly beingable to sendmessages.
receive: Canfigure the LLDHunction asonly being able to receive messajes.
both: Cafigure the LLDPfunction as being able to both send and recave
messages.
disable: Canfigure the LLDP function as not being able to send or receive
messages.

Default: Theoperating state of the port is& 6thé.

Cammand Mode: Port Configuration Mode.

Usage Guide: Cloose the operating state of the lldp Agent on the port.

Bxample: Canfigure the state of port ethernet 1/0/5 of the switch asdrecavet.

Switch(config)#in ethernet 1/0/5

Switch(Canfig-If-Bhernet1/0/5)#lldp mode receve

2.5.8 lldp msgTxHold

Canmand: lldp msgTxHold <value>
no lldp msgTxHold
Function: Set the multiplier value of the aging time carried by update messages sent by the all
ports with LLDHunction enabled, the value rangesfrom 2 to 10.
Parameters: <value>is the agng time multiplier, rangingfrom 2to 10.
Default: the value of the multiplier is 4 by default.
Canmand Mode: Global Mode.
Usage Guide: After configuring the multiplier, the aging time is defined as the product of the
multiplier andthe interval of sending messajes,andits maximumvalue is 65535 seconds.
Example: Set the value of the agingtime multiplier asé.
Switch(config)#lldo msgrxHold 6
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2.5.9 lldp neighbors max-num

Cammand: lldp neighbas max-num <value>

no lldp neighbors max-num
Function: Set the maximum number of entriescan be stored in Remate MIB.
Parameters: <value>is the configured number of entries, ranging from 5 to 500.
Default: Themaximum number of entries can be stored in Remote MIBis 100.
Canmand Mode: Port Configuration Mode.
Usage Guide: Themaximum numberof entriescan be stored in Remote MIB.
Bxample: Set the Remote as200 on port ethernet 1/0/5 of the switch.
Switch(config)#in ethernet 1/0/5
Switch(Canfig-If-Bhernet1/0/5)# lldp neighbors max-num 200

2.5.10 lldp notification interval

Canmand: lldp notification interval <seconds>
no lldp notification interval
Function: When the time interval ends, the systemis setto checkwhether the Remote Table has
beenchanged. If it has, the sygsem will sendTrapto the SNMPmanagement end.
Parameters: <seconds>is the time interval, ranging from 5 to 3600 seconds.
Default: Thetime interval is5 seconds
Canmand Mode: Global Mode.
Usage Guide After configuring the notification time interval, a & rapé message will be sent at the
end of thistime interval whenever the Remate Table changes.
Example: Set the time interval of sending Trap messagesas 20 seconds.
Switch(config)#lldpnotification interval 20

2.5.11 lldp tooManyNeighbors

Canmand: lldp tooManyNeighbors {discard | delete}
Function: Set which operation will be done when the Remote Table is full.
Parameters: discard: discard the current message.
delete: Delete the message with the least TTLin the Remater Table.
Default: Discard.
Canmand Mode: Port Configuration Mode.
Usage Guide: When the Remate MIB is full, Discard meansto discard the recaved message;
Delete meansto the message with the least TTLin the Remoter Table.
Example: Set port ethemet 1/0/5 of the switch asdelete.
Switch(config)#in ethernet 1/0/5
Switch(Canfig-If-Bhernet1/ 0/5)#lldp tooManyNeghbors delete

2.5.12 lldp transmit delay
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Cammand: Ildp transmit delay <seconds>

no lldp transmit delay
Function: Shce local information might change frequently because of the variability of the
network environment, there could be many update messages sent in a short time. So a delay is
required to guarantee an accurate statistics of local information.
When transmit delay is the default value and tx-interval is configured via some commands,
transmit delay will become one fourth of the latter, instead of the default 2.
Parameters: <seconds>is the time interval, ranging from 1 to 8192 seconds.
Default: Theinterval is 2 secondsby default.
Canmand Mode: Gbbal Mode.
Usage Guide: Whenthe messages are beingsent continuously, a sendng delay is set to prevent
the Remote information from being updated repeatedly due to sendng messages
simultaneoudy.
Example: Set the delay of sending messajesas3 seconds.
Switch(config)#lldptransnit delay 3

2.5.13 lldp transmit optional tlv

Cammand: lldp transmit optional tlv [portDesc] [sysName] [sysDeg] [sysCap]

no lldp transmit optional tlv
Function: Canfigure the type of optiona TLV of the port.
Parameters: portDesc: the descrption of the port; sysName: the system name; sysDesc:The
description of the system; sysCapthe capability of the system.
Default: Themessagescarry no optional TLV by default.
Canmand Mode: Port Configuration Mode.
Usage Gude: When configuring the optional TLV eachTLV can only appear once in a message,
portDesc optional TLV represents the name of local port; sysName optional TLV represanits the
name of local system; sysDesc optional TLV represents the description of local system; sysCap
optional TLV representsthe capability of local system.
Example: Canfigure that port ethernet 1/0/5 of the switch carriesportDescand sysGip TLV.
Switch(config)#in ethernet 1/0/5
Switch(Canfig-1f-B hernet1/0/5)# lldp transmit optiond tlv portDesc sysCap

2.5.14 lidp trap

Cammand: lldp trap <enable | disable>

Function: enable: configure to enéble the Trap function on the spedfied port; disable: configure
to disable the Trap function on the spedfied port.

Parameters: None.

Default: TheTrapfunction is disabled on the spedfied port by defaultt.

Canmand Mode: Port Configuration Mode.

Usage Guide: Thefunction of sendng Trap messagesis enabled on the port.

Example: Erable the Trap function on port ethernet 1/0/5 of the switch.
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Switch(config)#in ethernetl/0/5
Switch(Cafig-If-B hernet1/0/5)#lldp trap enable

2.5.15 lldp tx-interval

Cammand: lldp tx-interval <integer>

no lldp tx-interval
Function: Set the interval of sendng update messages on all the ports with LLDPfunction
enablel, the value of whichrangesfrom 5to 32768 seconds andis 30 seconds by default.
Parameters: <integer> is the interval of sending updating messages, ranging from 5 to 32768
seconds.
Default: 30 seconds.
Cammand Settings: Global Mode.
Usage Guide: After configuring the interval of sendng messages, LLDPmessages can only be
received after a period aslong asconfigured. Theinterval should be lessthan or equal with half
of agingtime, for atoo longinterval will cause the state of being aged and reconstruction happen
too often; while a too short interval will increase the flow of the network and deaeas the
bandwidth of the port. The value of the aging time of messagesis the product of the multiplier
and the interval of sending messages. Themaximum aging time is 65535 seconds.
When tx-interval is the default value and transmit delay is configured via some commands,
tx-intervalwill become four timesof the latter, insteadof the default 40.
Example: Set the interval of sending messagesas40 seconds.
Switch(config)#lldo tx-interval 40

2.5.16 show debugging lldp

Canmand: show debugging lldp

Function: Display all ports with lldp debugenabled.
Parameters: None.

Default: None.

Cammand Mode: Admin and Canfiguration Mode.
Usage Guide: With show debuggirg lldp, all ports with lldp debugenabled will be displayed.
Example: Display all ports with lldp debugenabled.
Switch(config)#shav debugging lldp
=—BEGINNINGOF LLDPDERJG SHTINGS—=
debug lldp

debug lldp packetsinterface Ehemet1/0/1

debug lldp packetsinterface Ehemet1/0/2

debug lldp packetsinterface Ehemet1/0/3

debug lldp packetsinterface Ehemet1/0/4

debug lldp packetsinterface Ehemet1/0/5
==——=—=—=—FNDOFDBUG SHTINGS ==
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2.5.17 show lldp

Canmand: show lldp
Function: Display the configuration information of global LLI® such asthe list of all the ports
with LLDRenébled, the interval of sendng update messages, the configuration of agingtime, the
interval needed by the serding module to wait for re-initialization, the interval of sending TRA&,
the limitation of the number of the entriesin the Remote Table.
Parameters: None.
Default: Donot display the configuration information of global LLOP
Canmand Mode: Admin Mode, Global Mode.
Usage Guide: Users can check all the configuration information of global LLDPby using 'show
lidp'.
EBxample: Chek the configuration information of global LLDRfter it is enabled on the switch.
Switch(config)#shav lldp
----11 DPGLORALINFORMATIONS----
LLDRenabled port : Bhernet 1/0/1
LLDRnterval :30
LLDRXTTL:120
LLDRxShutdownWhile :2
LLDMNotificationinterval :5
LLDRxDday :20
END

2.5.18 show lldp interface ethernet

Cammand: show lldp interface ethernet <lINAME>
Function: Display the configuration information of LLDPRyn the port, such as: the working state of
LLDFAgent.
Parameters: <IMNAME>: Interface name.
Default: Donot display the configuration information of LLDRon the port.
Canmand Mode: Admin Mode, Global Mode.
Usage Guide:Users can checkthe configuration information of LLDPon the port by using éshow
lldp interface ethernet XX>€.
Example: Checkthe configuration information of LLDRon the port after LLDHs enabled on the
switch.
Switch(config)#shav lldp interface ethemet 1/0/1
Port name: ethernet 1/0/1
LLDFAgent Admingtatus: Bath
LLDROperation TLV: portDecs sysName sysDesc sysCap
LLDPIrap Satus: disable
LLDHmaxRemote: 100
LLDROverflow handle: discard
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LLDRnterfaceremote status: Ful

2.5.19 show lldp neighbors interface ethernet

Cammand: show lldp neighbors interface ethernet <IFNAME >

Function: Display the LLDPneighbor information of the port.

Parameters: None.

Default: Donot display the LLDPneighba information of the port.

Canmand Mode: Admin Mode, Glbbal Mode.

Usage Guicde: Users can check the LLDPneighbor information of the port by using éshow lldp
neighbors interfaceethernet XXX

Bxample: Check the LLDMeighbor information of the port after LLDFis enabled on the port.
Switch(config)#shav lldp neighborsinterface ethemet 1/0/1

2.5.20 show lldp traffic

Cammand: show lldp traffic
Function: Display the statisticsof LLDRlata packets.
Parameters: None.
Default: Donot display the statisticsof LLDRlata padets.
Canmand Mode: Admin Mode, Global Mode.
Usage Guide: Users can check the statistics of LLDRlata packets by using éshowlldp traffice.
EBxample: Chek the statistics of LLDRJata packets after LLDRs enabled on the switch.
Switch(config)#shav lldp traffic
PortName Ageauts FamesDiscarded FamesinErors Famesin FamesOut TLVsDiscarded TL\VsUnrecognized --—-—--—-—----

Bhernet1/0/1 0 0 0 0 7 0 0

2.6 LLDP-MED

2.6.1 civic location

Command: civiclocation {dhcp server | switch| endpointDev} <country-code>
no civiclocaion

Function: Canfigure device type and country code of the location with CivicAddress LCIformat
and enter CivicAddressLCladdressmode. The no command cancds all configurations of the
location with CivicAddressLClformat.
Parameters: dhcp server: Se device type to be DHCPserver

switch: Set devicetype to be Switch

endpointDev: Set device typeto be LLDPMEDENoint

country-code: Set country code which consigt of 2 letters, such as DEor US it
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should accord the country code of ISO 3166 standard.

Default: Nolocaion with Civic AddressLClformat is configured on the port.

GCommand Mode: Port mode

Usage CGuide: Canfigure device type and country code of the location with Civic Address LCI
format andenter Qvic AddressLCladdressmode to configure the more detailed location.
Example: Canfigure device type as switch and country code as US for the location with Civic
AddressLClformat on Ehernet 19.

Switch(Canfig-If-Bhernet1/0/19)# civic location switch US

Switch(Med-Gvicy#

2.6.2 {description-language | province-state | city |
county | street | locationNum | location | floor | room |

postal | otherinfo}

Command: {description-language | province-state | city | county | street | locationNum |
location | floor | room| pogal| otherinfo} <address>

no {description-language | province-state | city | county | street| locaionNum| location | floor
| room| postal| otherinfo}

Function: Canfigure the detailed location after enter CivicAddressLCladdressmode of the port.
Parameters: desaiption-language: language for descrbinglocaion, suchasW QI§ a K Q
province-state: state, canton, region, province prefecure, andsoon, such as\arl Q

city: city, such as\New YoNJ Q

county: county, parish, suchas$antaclarl Q

dreet: street, suchas®301 Shoravay R2 | R Q

locationNum:house number, such asW¥ ¢h Q

location: name and occupant of alocation, such asW /rrillo's Holiday Market Q

floor: floor number, suchas'# o Q

room: room number, such asW¥30y Q

postal: postal/zip code,such asW¥0027-123n Q

otherlInfo: Addtional location information, such as‘8aith WingQ

address: detailed addressinformation, it cannot exceed250 charaders

Default: No detailed information of the location with CivicAddressL Clis configured on the port.
Canmand Mode: Qvic AddressLCladdressmode

Usage Guide: With this commard, configure the detailed information of the locaion with Civic
AddressLClon the port, it isable to configure 10 kindsof addresstypesat most.

Bxample: Canfigure the detailed location information in CivicAddressLCladdressmode.
Switch(Med-Gvic)# city Beijing

Switch(Med-Qvicy# street shangdi

2.6.3 ecs location
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Command: ecslocéion <telnumber>

no ecslocaion

Function: Gonfigure the location with ECSELN format on the port, the no command cancds the
configured location.

Parameter: <tel-number>: locaion characters with ECSELINformat, such asemergent telephone
number, it is charader string with the length between10 and 25.

Default: Nolocaion with EGGELINformat is configured.

Command Mode: Port mode

Usage Guide: Length range of the location character string between 10 and 25 with ECSELN
format.

Example: Canfigure the location of ECELN format on port 19.
Switch(Canfig-If-Bhernet1/0/19)# ecslocation 880-445-3381

2.6.4 lldp med fast count

Command: lldp med fast count <value>

no lldp medfast count

Function: When the fast LLDRMED startup mechanism is enabled, it needsto fast send LLDP
packets with LLDPMEDTLV, this command sets the value of sending the padkets fadt, the no
commandrestoresthe default value.

Parameter: value: Thenumber of sending the packetsfast, itsrange from 1 to 10, unit is entries.
Default: 4.

Command Mode: Gbbal mode

Usage Guide: With this command, set the number for sending the padets fast.

EBxample:

Switch(config)#lldpmed fast count 5

2.6.5 lldp med trap

Command: lldp medtrap{enable | disable}

Function: Configure the specified port to enable or disable the function for sending TRAP
message when LLDPMEDnetwork topology is changed.

Parameters: enable: Erable LLIP-MEDTRAPfor the port

disable: Disable LLOI-MEDTRAPor the port

Default: Disable LLDPMEDTRAR

GCommand Mode: Port mode

Usage Guide: Enalte or disable LLDRMEDTRAPof the port.

Example: Erable LLDPMEDTRAPRf the port 19.

Switch(Caonfig-If-Bhernet1/0/19)# lldp medtrap enalle

2.6.6 lldp transmit med tlv all
Command: lidp transmit med tlv all
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no lidp transnit medtlv all

Function: Canfigure the specified port to sendall LLDPMEDTLVs, the no commanddisablesthe
function.

Parameter: None.

Default: Port doesnot enale the function for Sendng LLDRMEDTLV.

Gommand Mode: Port mode

Usage Guide: After configuring this command,if the port is ableto sendLLIP-MEDTLY, the sent
LLDRpadkets with LLDFMBED TLV supported by all switches. However, LLDP packets sent by the
port without any LLDFMEDTLV after the switch configured the corresgponding no command.
EBxample: Port 19 enablesthe function for sending LIDP-MEDTLV.
Switch(Canfig-If-Bhernet1/0/19)# lidp transmit medtlv all

2.6.7 lldp transmit med tlv capability

Command: lidp transmit med tlv capability

no lidp transmit medtlv capability

Function: Canfigure the spedfied port to send LLDPMED Cability TLV. The no command
disablesthe capability.

Parameter: None.

Default: Thefunction is disabledfor sending LLOI-MEDCagability TLV.

Gommand Mode: Port mode

Usage Guide: After configuring this command,if the port is ableto sendLLIP-MEDTLV, the sent
LLDPpackets with LLDRMED Cagability TLV. However, LLDPpadkets sent by the port without
LLOP-MED Capability TLV after the switch configured the correspanding no command. Note:
LLOP-MED Capability TLV is the important LLDPMEDTLV, if do not configure the port to send
LLOP-MEDCagmbility TLV firgtly, other LLIP-MBED TLV will not be sent.

Example: Port 19 enablesthe function for sending LLI>MEDCapaliity TLV.
Switch(Cafig-If-Bhernet1/0/19)# lldp transmit medtlv capability

2.6.8 lldp transmit med tlv extendPoe

GCommand: lldp transmit med tlv extendPoe

no lldp transmit medtlv extendPoe
Function: Confgure the specified port to send LLDPMED Exended Power-ViaMDI TLV.Theno
commanddisallesthe capability.
Parameter: None.
Default: Thefunction is disabled for sending LLI>-MEDExendedPower-Via-MDI TLV.
Gommand Mode: Port mode
Usage Guide: After configuring this command,if the port is able to send LLOIMEDTLV, LLDP
packets with LLOP-MED Extended Power-ViaMDI TLV sent by the port. However, LLDPpadkets
without LLOP-MEDExended Power-Via-MDI TLV sent by the port after the switch configured the
correspondingno command. Note: LLDPMEDCagbility TLV sent by the port must be configured
before sendng LLDPMED Exended Power-ViaMDI TLV, or else the configuration cannot be
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successful. If the device does not support POE or PoE function of the port is disabled, although
configuring this command, LLIP-MEDExended Power-Via-MDITLV will not be sent.

Example: Port 19 enablesthe function for sending LLIP-MEDExended Power-Via-MDITLV.
Switch(Canfig-If-Bhernet1/0/19)# lldp transmit medtlv extendPoe

2.6.9 lldp transmit med tlv location

GCommand: lldp transmit med tlv locaion

no lldp transmit medtlv locaion
Function: Canfigure the spedfied port to send LLOP-MED Location Identification TLV.The no
command disablesthis capabhility.
Parameters: None.
Default: Disable.
GCommand Mode: Port Mode.
Usage Guide: Canfigure the spedfied port to send LLDRMEDLocation Identification TLV.After
configured this command, if the port has the capability of sendng LLOP-MED TLV, the LLDP
packets sent from the port will indude LLO*-MED Locaion Identification TLV.Otherwise, the
LLDPpackets sent from the port will not include LLDPMEDLacation Identification TLV by the no
command evenif the port hasthe capability of sendng LLIP-MEDTLV. Notice: Before configuring
this function, the capability of sendng LLOP-MEDCagbility TLVmust be configured. If the device
does not support POEor the POEunction of the port is disabled by the command, this TLVwill
not be sert.
Example: Erable the port 19to sendLLIP-MED Location Identification TLV.
Switch(Canfig-If-Ethernet 1/0/19)#lldp transmit medtlv locaion

2.6.10 lldp transmit med tlv inventory

GCommand: lldp transmit med tlv inventory

no lldp transmt medtlv inventory
Function: Confgure the spedfied port to send LLDRPMED Inventory Management TLVs
aggegation, TLVs aggregation incdudes? TL\s, they are Hardware Revision TLV, Firmware Revision
TV, Software Revision TLV, SerialNumber TLV, Manufacturer Name TLV, Model Name TLV, Asset
IDTLV. Theno command disablesthe capability.
Parameter: None.
Default: Thefunction is disabledfor sending LLOI>-MEDInventory Management TLVs.
Gommand Mode: Port mode
Usage Guide: After configuring this command,if the port is able to send LLOIMEDTLV, LLDP
packets with LLO>-MED Inventory Management TLVs sent by the port. However, LLDPpackets
without LLIP-MEDInventory Management TLVs sent by the port after the switch configured the
correspondingno command. Note: LLDRMEDCayability TLV sent by the port must be configured
before sendng LLDPMED Inventory Management TL\s, or else the configuration cannot be
successful.
Bxample: Port 19 enablesthe function for sending LLOP-MEDInventory Management TLVS.
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Switch(Cafig-If-Bhernet 1/0/19)# lidp transmit medtlv inventory

2.6.11 lldp transmit med tlv networkPolicy

GCommand: lldp transmit med tlv networkPolicy

no lidp transmit medtlv networkPolicy

Function: Canfigure the specified port to send LLDRMED Network Folicy TLV. Theno command
disablesthe capability.

Parameter: None.

Default: Thefunction is disabledfor sending LLIP-MEDNetwork Pdicy TLV.

Gommand Mode: Port mode

Usage Guide: After configuring this command,if the port is able to send LLOI>MEDTLV, LLDP
packets with LLIP-MED Network Folicy TLV sent by the port. However, LIDP packets without
LLO>-MEDNetwork Policy TLV sent by the port after the switch configured the corresponding no
command. Note: LLDPMED Cability TLV sent by the port must be configured before sending
LLOP-MEDNetwork Policy TLV, or else the configuration camot be successful.

Bxample: Port 19 enablesthe function for sending LLI>MEDNetwork Pdicy TLV.
Switch(Canfig-If-Bhernet1/0/19)# lldp transmit medtlv networkFolicy

2.6.12 network policy

Command: network policy {voice | voice-signding | guest-voice | guest-voice-signaling |
softphonevoice | video-conferendng | streamingvideo | video-signaling} [status {enable |
disable}] [tag {tagged | untagged}] [vid {<vlen-id> | dotlp}] [cos <cosvalue> [dscp
<dscp-value> |

no network policy {voice | voice-sigraling | guest-voice | guest-voice-signaling |
softphone-voice | video-conferendng| streaming- video| video-signding}
Function: Canfigure the network policy of the port, induding VLANID, the supported application
(suichasvoice and video), the apglicaion priority andthe used policy, andsoon.
Parameters: voice, voice-signaling, guest-voice, guest-voice-signaling, sdftphonevoice,
video-conferendng, streaming-video and video-signaling: the application typesare supported by
the port.
status: Whether the network policyis usable.
enabk: Network Policy of the spedfied application type hasbeendefined, enable is the default
value of the network policy.
disable: Network Policy of the spedfied application type is unknown, the fields (such asVLAN ID,
L2 priority and DSCPare ignored, network connecion device w