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Hayano pa6otbli c MQTT

1. OnucaHue padboThbl

Mo cchbifke AOCTYMHO onucaHue u npuHuun paboTtbl npoTtokona MQTT.ERD
obecneuvnBaeT paboTy C JaHHbLIM NPOTOKOSIOM B ABYX pexumax: APl n pexnm paboTsl €
npunoxeHnem loT manager. Ob6a pexuma BKMNOYEHbl MO yMOnyaHui u paboTatoT
He3aBMUCUMO Apyr OT apyra.

2. Pa3BepTbiBaHUe OpoKepa

Bpokep - aTo cepBep, obecrneymBaroLmi nepegavy coobLEHUN OT usgatenen K
nognucuymkam. lMoaxoaut nobon Gpokep. ECTb HECKONbKO NMPOBEPEHHbIX BapuMaHTOB
pasBepTbiBaHNA Bpokepa:

2.1 NlokanbHbIN 6pokep Mosguito.
NHcTpykuma no ycraHoske ana Windows goctynHa B pasgerne 4.1 IHCTpykums no

yCTaHoBKe Ha mosquito ans Windows. MIHCTpykuusa no yctaHoske anga Debian goctynHa
B pasgene 4.2 IHCTpyKLMs N0 YCTaHOBKE HAa Mosquito ans Debian.

2.2 O6na4HbIn 6pokep cloudMOTT.

Pernctpauua 6pokepa B CloudMQTT onucaHo B pasgene 4.3 Perucrtpauus
opokepa B CloudMQTT. [aHHbIn Opokep no3sonsieT BecnnaTtHOE MCNoSfib30BaHUE, HO
npu 3TO OrpaHnYMBaeT MpPOMNyCkHyt cnocobHocTb o 10 kG/c M MakcumarnbHoe
KonnyecTtso nogkntodenmn go 10.

3 MNMoakno4yeHne K Opokepy.

3.1 NoaknioyveHne ERD-4 k 6pokepy

B web unHTepdenice nepexoanm BO BKNagky AamMuHucTpupoBaHue->MQTT. U
BBOOUM pekBuM3NTbI Opokepa. ERD ana nogknioyeHus He ucnonb3yeT wndpoBaHue,
noaToMy Hy>kHO BBecTu nopT MQTT cokeTa, KOTOPbIN HE UCNONb3YeT WngpoBaHue (ans
6pokepa CloudMQTT Bceraa HaunHaeTcs ¢ 1). BBeaeHHble peKBU3UTbI N306paXKeHbl Ha
pucyHke 1. [Npn HeoBXo4MMOCTM MOXHO yKa3aTb KOpHEBOW Tonuk (Root topic) anMHom He
6onee 30 cumBONOB.


https://ipc2u.ru/articles/prostye-resheniya/chto-takoe-mqtt/
https://mosquitto.org/
https://www.cloudmqtt.com/
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PucyHok 1 — BBog pekBnsntoB Gpokepa
3.2 MNoaknioyeHne KnNMeHTa K 6pokepy.

Takke [ONg NOAKMIOYEHUST MOXHO MCMNOMNb3oBaTb Nl0G0Oe  NpUoXeHue,
coBmectumoe ¢ API. Onucanune APl moxHO nocmoTpeTb B pa3sgene 4.5 Onucanue API
MQTT ana ERD-4. Onucarnne APl gns PROject MOXHO nocmoTpeTb B pasgene 4.6
Onucanne APl MQTT ana Project-2. MNpumep peanusauun nogkniodeHns ¢ APl B
npunoxeHun MQTT Dash MoxHO nocmoTpeThb B pasgene 4.7 [Npumep peanusaunn API.

MQTT Dash.







4 AHCTPYKUUU 1 NpUMeEpPBbI.

4.1 NUHcTpyKumMa no ycTaHoBKe Ha mosquito ana Windows.
Follow the steps as is and hopefully you should be good to go:

Download Mosquitto cygwin build from here

Download Windows XP build from here

Extract the Windows XP build into a specific location in to your system.

Run the Mosquitto cygwin build (from stepl) for installation, it will fail the first time
but don’t worry, everything is fine, keep following the steps

5. Now go to the extracted version of XP build (from step 2) and find the following
files:

HwnN e

cygcrypto-1.0.0.dll
cyggcec_s-1.dll
cygssl-1.0.0.dll
cygwinl.dll
cygz.dll
libeay32.dll
libssl32.dll
msvcrl100.dll
pthreadVvC2.dll
ssleay32.dll

6. Copy the above files from XP build to the installation directory of Cygwin build which
failed in step 4, by default mosquitto will install itself in C:\Program File(x86)\mosquitto.
7. Now run the cygwin build exe installer again. It will run normally this time. click on
Finish.

8. Go to services from Start Menu and find Mosquitto Broker. By default the service will
not be started. Start the service.

In order to validate, go to command line and type the following command:
netstat -a (command to find out which all ports are running in the system)

If everything is working fine, you should be able to see the following output:



http://www.eclipse.org/downloads/download.php?file=/mosquitto/binary/cygwin/mosquitto-1.4.14-install-cygwin.exe
http://www.steves-internet-guide.com/wp-content/uploads/mos.7z

4.2 NHcTpyKumMA no ycTaHOBKe Ha mosquito ansa Debian.

cd ~

wget http://repo.mosquitto.org/debian/mosquitto-repo.gpg.key
sudo apt-key add mosquitto-repo.gpg.key

cd /etc/apt/sources.list.d/

sudo wget http://repo.mosquitto.org/debian/mosquitto-stretch.list
sudo apt-get update

cd ~

wget http://security.debian.org/debian-
security/pool/updates/main/o/openssl/libssl|1.0.0_1.0.1t-1+deb8u6_armhf.deb

sudo dpkg -i libssl|1.0.0_1.0.1t-1+deb8u6_armhf.deb

wget http://ftp.nz.debian.org/debian/pool/main/libw/libwebsockets/libwebsockets3_1.2.2-
1 _armhf.deb

sudo dpkg -i libwebsockets3 1.2.2-1_armhf.deb

sudo apt-get install mosquitto mosquitto-clients

##W3meHeHne koHdura:

sudo vi /etc/mosquitto/conf.d/protocols.conf

#H#copepxaHne KoHdura:

listener 1883
protocol mqtt
listener 1884
protocol websockets

sudo service mosquitto restart ##nocne naMeHeHnsa KoHura, Hy>XeH pecTtapr.
##co3naHne nonb3oBaTenemn

##cos3pgaTtb nonb3osaTtens ¢ umeHem NAME:

sudo mosquitto_passwd -c /etc/mosquitto/passwd NAME

##nocne co3gaHna cpasdy NpocuUT BBECTM Naposib Nofb3oBaTens

#HONa OTKNIOYEHMS aHOHMMHBIX MOAKIMIOYEHUN W BKIIOYEHUA aBTOpU3aUMU MEHSEM
KOHpUr, MCNonb3ysi KOMaHAay:

sudo vi /etc/mosquitto/conf.d/default.conf

#HcopepxaHme KoHdura:

allow_anonymous false
password_file /etc/mosquitto/passwd

sudo service mosquitto restart ##nocrne n3aMeHeHus1 KOHUra, Hy>XeH pecTapT.



4.3 Pernctpaumusa 6pokepa B CloudMQTT.

Mepexoanm no cebinke https://www.cloudmagtt.com/. Haxumaem Log in. B none,
n3obpakeHHOM Ha pucyHke 1 BBoguM email unu permctTpupyemcs ¢ NOMOLLbIO akkayHTa

ryrn.

Create an account

E-mail

Authenticate through a third-party service

Sign in with GitHub {5 Sign in with Google
<

PucyHok 1 — ®opma perucTtpaumm

Ha ykasaHHyl noyTy MpuxoguT MMCbMO, MEPEXOAUM MO CChIfIKe B MUCbME.
3anonHaem nonsa n3obpaxxeHHbIe Ha PUCYHKE 2 1 3aBepLUaeM perncTpaumio Haxmmas Ha
KHOMKy “Submit”.


https://www.cloudmqtt.com/

s

Welcome to CloudMQTT! Please choose a password, read and accept our a
E-mail:

Password:

Confirm password:

Agreements:

Consent:

reements to proceed.

(s

zejobow@1shivom.com

I've read and agree to the Terms of Service and Privacy Policy

® Yes No
Please email me updates regarding feature announcements, performance suggestions, feedback

surveys and special offers
Yes '® No

PucyHok 2 — ®opma 3aBepLueHust peructpanum

Cosgaem HoBbIM ak3emnnsap(bpokep), Haxumaa Ha kHonky “Create New
Instance”. Boibupaem pernoH (PKenatenbHo Bbibpath EU pernoH, T.k. pernoH US moxeT
He paboTaTb Ha HEKOTOpbIX onepatopax). Habupaem noboe nmsa n Haxnmaem “Create
New Instance”. Boibupaem ak3emnnsap Haxunmasi Ha ero ums. lNonagaem Ha cTpaHuuy C
nHopmauunen o bpokepe. lNpencraBneHne CTpaHuubl NpMBeAeHO Ha pucyHke 3. Ha
CTpaHuLe npeacTaBrieHbl PEKBU3UTLI Bpokepa, Takme Kak:

— NomeHHoe nmsa. none “Server”;

— lMoptbl ana noakntoyeHusa. Mona “Port”, "SSL Port” n “Websocket Port”.
BbibupaeTtcsa B 3aBUCMMOCTM OT COKETa KINNEHTa.



DETAILS Details
SETTINGS

CERTIFICATES Instance info
USERS & ACL

Server
BRIDGES
User
AMAZON KINESIS STREAM
WEBSOCKET UI Password
CONNECTIONS
Port

LOG

S5L Port
Websockets Port (TLS only)

Connection limit

Reset DB

m23.cloudmgtt.com

jylkqykt

ilrQo71Y3XVv

13312

23312

33312

This will erase all stored messages and sessions. The instance will be restarted.

PucyHok 3 — OCHOBHble pekBun3nTbI Bpokepa

Active Plan

©®.0)

Cute Cat

Upgrade Instance

Tl Reset DB

B HaBuraumoHHom none, m3obpaxeHHom cneBa. Bo Bknagke Connections
MOXHO NMOCMOTPETb TEKyLLME NOAKMOYEHNS K OpoKepy, BO Bknagke websocket ui MmoxHo

yBNOeTb Bce nybrimkyemble coobLleHus.

lMepexoanm Bo BKNagky “Users & Acl” ana cosgaHms nonb3oBartens. CosgaHue
nonb3oBaTenst HeobxoauMo Ans pasgeneHnsa npas goctyna. ockonbky B AaHHOM
npoekTe HeT HeobXoOUMMOCTM oOrpaHuMumBaTb AOCTYMN, TO MOXHO co3gaTb obuiero
nonb3oBatens ans ERD-4 n ana cmapTtdoHa, koTopbii 6yaeT MMeTb JOCTYN KO BCEM
nybnukaumsam. Beogum B none wusobpaxeHHOEe Ha pUCYyHKe 4 NOrMH M naponb. U

Haxumaem “+ Add”.

Name

owner e

PucyHok 4 — BBof peKBU3NTOB Mosib3oBaTens



Hanee Bblgaem HeobxoamMmble npaBa AocTyna nonb3oBatento. [na atoro B
none “ACLs” Haxumaem Topic M BBOAUM [aHHble B COOTBETCTBUM C PUCYHKOM 5 u
Haxvnmaem “+ Add”. Ha pucyHke 5 nonb3oBaTento gaH JOCTyn KO BCeM MybnvkyeMbim
AaHHbIM.

ACLs

Note:
« There are two types of ACL rules, topic and pattern. Topic ACLs is applied to a given user. Pattern ACLs is applied to all users.
« Use # For multi level wildcard acl.
+ Use + for single level wildcard acl.
« Creating and deleting users and ACLs are asynchronous tasks and may take up to a minute. Poll list APls to see when ready.
For AP| docs look at HTTP API

Type Pattern Read/Write

Pattern | Topic owner - # ¥ Read Access?

#| \Write Access?

PucyHok 5 — lNpnceoeHne npas AocTyna nofib3oBaTesio

Ecnn Heobxogmmo orpaHMuMTb  OOCTYN  HEKOTOpbIX Mornb3oBatenen K
nybnvkyembiM AaHHbIM, TO AN HUX MOXHO co3[4aTb OTAeNbHble npaBuna
yTeHus/3anucu. Ha pucyHke 6 nsobpaxeH npumep, B KOTOPOM MOMb30BaTeENto owner
paspeLlleHo nosnyvyatb(4nMtaTb) AaHHbIE C TonNMKa devicel n Co BCEX BIIOXKEHHbLIX B HEMO
TonukoB. W paspeweHo nybrnvkoBaTb(3anucbiBaTbh) AaHHble B Tonuk smarfon1 u Bce
BIIOXXEHHbIE B HEMO TOMUKM.

Type Pattern Read/Write
topic owner - devicel1/# true/false Delate
topic owner - smarfon1/# False/true Delete

PucyHok 6 — lNpuceBoeHne npas AoCTyna Nofib3oBaTeso



[epeiitu B mynktr « WEBSOCKET Uly, ecn 6pokep MOKET MOJIKIIOUUTHCS caM K ceOe, BB
yBuIUTe yBeromiieHue «Connected!».

_ —
1
DETAILS Websock4 v Connected!
SETTINGS '
4
Messages are displa Connecting to soldier.cloudmgtt.com...
CERTIFICATES , .
not possible to view
USERS & ACL
BRIDGES
AMAZON KINESIS STREAM Send message
WEBSOCKET Ul Topic
STATISTICS
CONMECTIONS Message
LOG

PucyHok 7 — YcneluHoe nogknioyeHne Gpokepa k camomy ceGe

Ecin 6pokep He MOXKET MOIKITFOUUTHCS caM K ce0e YBUIUTE YBEJOMIICHHE O TOM YTO HE YAaJIOCh
MOIKJTFOUUTRCS, U TOTJIa CICAYET CO3/1aTh Opokepa BbIOpaB apyroit peruos (US)

DETAILS we bSOCk( @ I:.::___l: '.-n?:.-::-l“-rec: ko '\'.-'EI:-_S-::<-et Server,

SETTINGS

X

Messages are displa
not possible to view ”
@ Connecting to fFarmer.cloudmgtt.com...

CERTIFICATES

USERS & ACL

BRIDGES
AMAZON KINESIS STREAM Send message
WEBSOCKET Ul Topic

STATISTICS

CONNECTIONS Message

LOG

PucyHok 8 — Owmnbka npu nogkntoyeHmmn 6pokepa kK camomy cebe



4.5 Onucanmne APl MQTT agns ERD-4.
UID ycTtponcTsa.

uid(yHuKanbHbIn naeHTMduKkaTop) yCTponcTea hopmMmpyeTcs U3 Tpex
nocrnegHuUx oKTeToB mac-agpeca. T.e. npu mac-agpece: F8:F0:82:02:00:00. uid 6yaet
paBeH 131072. 1.k 02000016 =13107210

uid yCTpOMCTBO MOXHO NOCMOTPETL B BE6-NHTEpence Ha BKNagke:
AgmuHuctpupoBaHne—MQTT.

1. [Ny6nukyembie OaHHbIe.

1.1 MNy6nukauuns obwen nHpopmaumn.

[Root topic]/[device]/[device uid]/info/{sysName | sysLocation | reload_count | uptime |
ADCIN | DAC12V}

CooTBeTCTBME TONUKOB C MNYONNKYyEMbIMU LAHHBIMMU:

a) Root topic — KopHeBoOW ToNuK, oTCyTCTBYET «[ROOt topic]/» ecnn He BbIN ykasaH

npw BbINOSTHEHUN NyHKTa 3.1

b) sysName— Ha3BaHWe YCTPONCTBA;

c) sysLocation — sysLocation yctponcrtsa;

d) reload_count — konu4ecTBO nepesarpy3oK yCTPOMUCTBa;

e) uptime — Bpems HenpepbIBHOW paboTbl YCTPONCTBA;

f) ADCIN — Tekywee HanpshkeHne unm ToK Ha aHanoroBoM BXoae YCTPOWCTBA;

g) DAC12V- Tekyuwiee HanpseHue Ha LAl ycTponcTaa.
Bce aaHHble, kpome uptime, ny6rmkyoTCa Npu BKIKOYEHUM YCTPOMUCTBA U NpU
N3MEHEHNN C YyCTaHOBIEHHbIM doriarom retain(coxpaHsieT nocneaHun ctaTtyc
coobLeHmns Ha Bpokepe 1 OTNpaBnseT KIMEHTY Npu NogkntoyeHmm). YacTtoTa
nyénukaumm Uptime 3agaetca B web B none "Hactora nybnukauum gaHHbIx"

Mpumep.
Tonuk: nameRootTopic/erd-4/1118481/info/sysName. [daHHble: SNR-ERD-4.

1.2 My6nukauusa coctosiHus DIO.

[Root topic]/[device]/[device uid]/DIO/[DIO number{0-6}]/[DIO mode{in| 1(out)}]/{state |
count}
CoO0TBETCTBUE TOMMUKOB C NYOIIMKYEMBIMU AAHHBIMMN:



a) state — cocTosiHue nopTa(BbICOKUI UM HAU3KUIN YPOBEHb HarnpsiXXeHns);

6) count — KONNMYECTBO M3MEHEHMI COCTOAHMS NopTa.

count oTnpaBnsaeTcs, TONbKO eCnv NopT HacTpoeH Ha BxoAd. DIO ¢ Homepom 0 — 3aTo
pene (Bcerga HacTpoeH Ha Bbixog). DIO ¢ Homepom 6 — aTo aaTyumk casbl. Becerga
HacTpoeH Ha BxoAd. Bce aaHHble nybnukytoTca ¢ doniarom retain n obHoBNAOTCSA Mo
N3MEHEHNIO.

Mpnmep.
Tonuk: nameRootTopic /erd-4/1118481/DIO/0/1/state. OaHHbie: O.

1.3 MNMy6nukauuna HammeHoBaHun DIO.

14
[Root topic]/[device]/[device uid]/DIO/[DIO number{1-5}]/name

CoOoTBETCTBUE TOMUKOB C NYyBNMKyeMbIMU OAaHHBIMU:
a) name — HauMeHoBaHWe NnopTa;
Bce gaHHble nybnukytoTcs ¢ donarom retain n 0GHOBNSATCA MO U3MEHEHWIO.

Mpumep.
Tonuk: nameRootTopic /erd-4/1118481/DIO/1/name. [aHHblie: ALARM-1.

1.5 MNy6nukauuns nokasaHum gaT4YMKOB.

1.6
[Root topic]/ [device]/[device uid]/sensor/[name or index]/[type of data{temperature |
humidity | pressure}]

CooTBeTCTBUE TONUKOB C NYBNNKyEeMbIMU JaHHbLIMU:

a) temperature — Temnepatypa;

©) humidity — BnaxxHocCTb;

B) pressure — gaBrieHue.

MopaepxuBaemble gaTUMKK:

— Dallas;

— DHT11/DHT22;

— SNR-Sensor.

Bce naHHble nyGnvkyoTCca B YnCreHHOM Buae, 6e3 eamHul usamepenms. Yacrorta
nybnukaumm nokasaHum 3agaeTcs B web.

Mpumep.
Tonuk: nameRootTopic/erd-4/1118481/sensor/Dallas/temperature. daHHble:30.1.



1.5 MNy6nvkauusa koHurypaumm TepmocrarTa.
[Root topic]/[device]/[device uid]/thermostat/[DO number{0-5}]{normal | limit}
Bce pgaHHble nybnukytoTcsa ¢ conarom retain n 06HOBMAKTCA NO U3MEHEHUIO.

Mpnmep.
Tonuk: nameRootTopic/erd-4/1118481/thermostat/O/normal. JaHHble:38.

1.6 MNy6nukauunsa koHdurypauum MNMAL-perynsaropa.

[Root topic]/[device]/[device uid]/PID/{low_Ilimit | up_limit | setting | amplitude_filter |
proportionality | integration | differentiation | control_cycle}

CooTBeTCTBME TOMUKOB C AAHHBIMMU:

a) low_limit — HwkHui npepen;

0) up_limit — BepxHuin npegen;

B) setting — YcTaBka;

r) amplitude_filter — AMAnnTyaHbIN PUNbLTP;

A) proportionality — KoadhdmumeHT nponopLmMoHansHOCTy;

e) integration — lNepuroa NHTerpupoBaHuns;

X) differentiation — Nepuoa anddepeHLmpoBaHus;

3) control_cycle — lNepuoa unkna perynupoBaHus.

Bce aaHHble nybnukytoTcsa ¢ conarom retain n 06HOBNAKTCA MO U3MEHEHUIO.

Mpumep.
Tonuk: nameRootTopic/erd-4/1118481/PID/amplitude_filter. JaHHble:11.655.

1.7 MyBnukaumsa KpUTUYECKNUX ONOBELLEHNN.

Bce kputnyeckme CoCcToaHUs 4aTYMKOB M NOPTOB NMYBNNKYOTCA B TOMMUK:
[Root topic]/[device]/[device uid]/alarm

Mpumep.
Tonuk: nameRootTopic/erd-4/1118481/alarm. OanHble:Dallas: Critical temperature.



2. Obpabambieaemble OaHHbIE.

2.1 lNepekntoveHuns coctoaHusa DO.
[Root topic]/[device]/[device uid]/management/DIO/[DIO number{0-5}]

I'Ip|/| noJjiydeHnn 1 BbICTaBNSET BbICOKUI YPOBEHb HANpAXeHnA Ha rnopTte C
COOTBETCTBYHOLLMM HOMEPOM.

an/I noJjiydeHunn 0 BbICTaBNSAET HU3KUN YPOBEHb HaANpAXeHuna Ha rnopTe C
COOTBETCTBYHOLLMM HOMEPOM.

Mprmep.
Tonuk: nameRootTopic/erd-4/1118481/management/DIO/3. OaHHble:1l. BeicTaBnsaer
BbICOKMI YPOBEHb HanpsikeHne Ha DO 3.

2.2 HanpsipkeHue Ha Bbixoge DAC.
[Root topic]/[device]/[device uid]/management/DAC12V

Mpwn nonyyeHnn 0.00 — 10.00 BbicTaBnsieT Ha Bbixoge DAC cOOTBETCTBYHOLLNIA YPOBEHDb
HanpsbkeHus. MNpu nonyyeHun 12, nepexogut B pexnm 12B 1 Ha BbIXo4e BbICTaBNAeTCs
COOTBETCTBYHOLLMA YPOBEHb HAMPSXKEHUS.

Mpumep.
Tonuk: nameRootTopic/erd-4/1118481/management/DAC12V. [OaHHble:1.22. Ha
BbIXO, noaeTcs HanpshkeHue 1.22B.

2.3 KoHpurypauus tepmocTara.

[Root topic]/[device]/[device uid]/management/thermostat/[DO number{0-5}]/{normal |
limit}

Mo3BonsieT KOHUIypMpoBaTb HOPMAarbHYH U NpeaenbHy TeMnepaTypy AN Kaxgoro
BbIXO[a B peXvMe TepMocTaT.

Mpumep.

Tonuk: nameRootTopic/erd-4/1118481/management/thermostat/O/normal. [JaHHbie:38.
YcTaHaBnmBaeT 3HaYeHNe HopMmarbHOW TeMnepaTypbl pexnma TepMmocTaT Ans BbiIxo4a
Pene.



2.4 KoHdpurypauwma MNMUNI-perynaropa.

[Root topic]/[device]/[device uid]/management/PID/{low_limit | up_limit | setting |
amplitude_filter | proportionality | integration | differentiation | control_cycle}
Mo3sonseT KoHpurypuposath MNUNL-perynatop.

CooTBeTCTBME TOMUKOB C AAHHBLIMMU:

a) low_limit — HwkHui npepen;

0) up_limit — BepxHun npegen;

B) setting — YcTaBka;

r) amplitude_filter — AMOnnTyaHbIN PUNbLTP;

A) proportionality — KoachdmumeHT nponopumoHansHOCTY;

e) integration — lNepuoa nHTerpupoBaHuns;

X) differentiation — MNepuog anddepeHunpoBaHus;

3) control_cycle — lNepuopg unkna perynnpoBaHus.

Mpumep.
Tonuk: nameRootTopic/erd-4/1118481/management/PID/low_limit. JaHHble:60.51.
YcTaHaBnuBaeT 3HadeHue HkHero npegena ansg MNA-perynsaropa.

2.5 lNepesarpyska ycTponcTtaa.

[Root topic)/[device]/[device uid]/management/reload

Mpn nonyyeHnn 1 nepesarpyxaeT YyCTPONCTBO.

Mpumep.

Tonuk: nameRootTopic/erd-4/1118481/management/reload. [daHHble:1.
[MepesarpyxaeT yCTPOUCTBO.



4.6 Onucanue API MQTT agns Project-2
UID ycTtponcTsa.

uid(yHuKanbHbIn naeHTudukaTop) ycTponctea oopMupyeTcs u3 Tpex nocrnegHux 6ant
mac-agpeca. T.e. npy mac-agpece: DD:DD:DD:11:11:11. uid 6yaet paBeH 1118481. 1.k
11111116 =111848110

uid yCTpOMCTBO MOXHO NOCMOTPETL B BEO-NHTEphence Ha BKNagke
AomMmuHucTpmpoBaHne—MQTT.

1. NyBGnunkyemble gaHHbIe.

1.1 MNMy6nnkaumna obwen nHgpopmaymm.

[Root topic]/[device]/[device uid]/info/{sysName | sysLocation | reload_count | uptime |
ADCL1 | ADC2 | AC}

CooTBeTCTBME TONUKOB C MNYONMKyEMbIMU LAHHBIMU:

a) sysName— Ha3BaHWe yCTPOWNCTBA;

0) sysLocation — sysLocation ycTpoincTsa;

B) reload_count — konn4ecTBO nepesarpy3oK yCTPOMCTBa;

r) uptime — Bpemsi HenpepbIBHOW paboThbl YCTPONCTBA;

) ADC1- TekyLiee HanpsbkeHne Ha NepBOM aHarloroBOM BXoAe YCTPOMCTBa

e) ADC2—- Tekylliee HanpsXXeHne Ha BTOPOM aHanoroBOM BXo4e YCTPOWCTBa;

X) AC - TekyLLiee HanpskeHne Ha aaTynke asbl.

Bce aaHHble, kpome uptime, ny6nmkyoTCa Npu BKIIKOYEHUM YCTPOMUCTBA U NpU
N3MEHEHUN C yCTaHOBMEHHbIM doriarom retain(coxpaHsieT nocnegHun ctaTyc
coobLeHns Ha Bpokepe 1 oTNpaBNAEeT KIMEHTY Npu NogknoveHmumn). HacrtoTa
ny6nukaumm Uptime 3agaetca B web B none "HactoTta nybnvkaumm gaHHbIX"

Mpumep.
Tonuk: nameRootTopic/project-2/1118481/info/sysName. HaHHble: SNR-ERD-Project-
2.

1.2 MNMy6nukauma coctosaHua DIO.

[Root topic]/[device]/[device uid]/DIO/[DIO number{0-6})/[DIO mode{0(in)| 1(out)}]/{state
| name | count}



CooTBeTCTBME TONUKOB C MNYONMKyEMbIMU LAHHBIMU:

a) state — cocTosiHMe nopTa(BbICOKUA UITM HU3KUN YPOBEHb HaMNPSHKEHUS);
0) name — HanmeHoOBaHWe NopTa;

B) count — KONMM4YECTBO N3MEHEHUI COCTOAHNA ropTa.

count oTnpaBnsieTcs, TONbKO eCnv NopT HacTpoeH Ha Bxod. DIO ¢ Homepom 7 — aTo
AaTyuk pasel. Bcerga HacTpoeH Ha Bxof. Bce gaHHble nybnvkytoTes ¢ doniarom retain um
OBHOBNATCSA MO N3MEHEHWUIO.

Mprmep.
Tonuk: nameRootTopic/project-2/1118481/DI0/0/1/state. OaHHble: O.

1.3 MNy6nukayunsa nokasaHuM 4aTYNKOB.

[Root topic]/[device]/[device uid]/sensor/[name or index]/[type of data{temperature |
humidity | pressure}]
CooTBeTCTBME TONUKOB C MNYONNKYyEMbIMU LAHHBIMMU:

a) temperature — TemnepaTtypa;
©) humidity — BnaxxHoCTb;
B) pressure — gaBrieHue.

MopoepxnBaemble AaTYUKK:
— Dallas;

— SNR-Sensor.

Bce aaHHble nybnukytoTca B YMcneHHoM Buae, 6e3 eguHul namepenmns. Hacrorta
nyénukauumm nokasaHun 3agaeTcs B web.

Mpumep.
Tonuk: nameRootTopic/project-2/1118481/sensor/Dallas/temperature. [JaHHbie:30.1.

1.4 MNy6nukauunsa koHdUrypauum Tepmocrara.

[Root topic]/[device]/[device uid]/thermostat/[DO number{0-5}]{normal | limit}
Bce pgaHHble nybnukytoTcsa ¢ donarom retain n 06HOBNAKTCA MO N3MEHEHMUIO.

Mpumep.
Tonuk: nameRootTopic/project-2/1118481/thermostat/O/normal. [daHHble:38.



1.5 MNybnukaums KpUTUHECKMNX OMNOBELLEHNIA.

Bce kputnyeckme coctoaHmst 4aT4MKOB M NOPTOB NYONUKYOTCA B TOMMK:
[Root topic]/[device]/[device uid]/alarm

Mpnmep.
Tonuk: nameRootTopic/project-2/1118481/alarm. OaHHble:Dallas: Critical temperature.

2. ObpabaTbiBaeMble AaHHbIE.
2.1 MNepekntoyeHns coctosiHua DO.
[Root topic]/[device]/[device uid]/management/DIO/[DIO number{0-5}]

an/I noJsiydeHunn 1 BbICTaBNASAET BbICOKUI YPOBEHb HaNpAXXeHnA Ha nopte C
COOTBETCTBYHOLLMM HOMEPOM.

an/I noJsiyd4eHnn 0 BbICTABNSAET HU3KUN YPOBEHb HaNpAXXeHuna Ha nopTe C
COOTBETCTBYHOLLMM HOMEPOM.

Mpumep.
Tonuk: nameRootTopic/project-2/1118481/management/DIO/3. [daHHble:1.
BbicTaBnsieT BbICOKMI ypOBEHb HanpsikeHne Ha DO 3.

2.2 KoHurypauusa tepmocTara.

[Root topic]/[device]/[device uid]/management/thermostat/[DO number{0-5}]/{normal |
limit}

[Mo3BonseT KoHUrypMpoBaTb HOPMarsbHY0 1 NpeaenbHyo TeMnepaTtypy ANs KaX4oro

BbIXO[4a B peXnme TepMocCTar.

Mpumep.

Tonuk: nameRootTopic/project-2/1118481/management/thermostat/1/normal.
[aHHble:38.

YcTaHaBnmBaeT 3Ha4YeHNe HopmarbHOW TeMnepaTypbl pexnma TepMmocTaT Ans BbiIxofa
DOL1.

2.3 lNepesarpyska ycTponcrea.



[Root topic)/[device]/[device uid]/management/reload

Mpn nonyyeHnn 1 nepesarpyxaeT yCTPONCTBO.

Mpnmep.

Tonuk: nameRootTopic/project-2/1118481/management/reload. [daHHble:1.
[MepesarpyxaeTt yCTPONCTBO.

4.7 llpumep peanuszanuu API. MQTT Dash.

1. YemaHoeka coeduHeHusi ¢ 6pokepom

[Mocne ycTaHOBKM NpunoxeHus. Haxnmaem Ha 3Ha4oK “+” B BEpXHEM NpaBoOM Yriy Ans
co34aHust HOBOro NnoakntoyeHns. Beoanm pekBnanTbl bpokepa kak nokasaHo Ha
pucyHke 1. OcTanbHble NnapaMeTpbl BbICTaBNseM MO CBOEMY YCMOTPEHMIO.



MQTT Dash =

Mo ymonyaHuto (noaknoyaTbcA aBTOMaTUYECKU NPU 3anycKe).
MpumMeyaHue: ata onumusa NonesHa, ecnu y Bac ckoHGUrypmposaHo TosbKo
0fHO COefiMHEeHVE.

D Ecnu coeauHeHuit 6onblue, 4eM Of4HO - Bbl MOXeTe co3faTh ApbiK Ans
N060ro coeiMHeHe Ha AOMALLHEM 3KpaHe.
Jna cozpanus apnbika NpUMEHUTE "ANNHHOE" HaXkaTue Ha NBOM CoeUHEHUU
B Cnucke COQAMHGHVWL

D OKpaH Bceraa BK/OYEH, KOraa noaKntoYeHne K aTomy 6p0Kepy aKTUBHO

Paspeluntb usMeHeHne MeTpuk. ECnu oTKNOYEHO, To fo6aBNeHNe, UBMEHEHWe
M yaaneHue CyuwecTByrolmux MeTPUK 6y.qu OTKJTOMEHO. 3TO CYXUT 3awmTon
OT HenpegHaMepeHHOro U3MeHeHus.

Uma
nag
Apnpec
soldier.cloudmqtt.com
MopTt
15404
BkntounTb WindposaHue coeanHeHus (SSL/TLS).
BHumaHue: ecnu ceptudmkat cepeepa camo-noanucaH (self-signed),
Heo6X0AUMO YCTAaHOBUTL €ro Ha Balle YCTPOUCTBO MU BKNOUYUTD ONUUIO
D HUXE, UHaYe coeuHeHune ByeT HeBO3MOXHO. Ecnu cepTudmkar cepeepa
BbINyLLEH N06bIM U3BECTHbIM LieHTpom CepTudmkauum (CA), To oH 6yaeT
paboTtaTb Kak ecTb, 63 NnpeaBapuTENbHON YCTAHOBKM Ha YCTPOWCTBO. Tak-xe
He 3abbiBaliTe, YTO AN 3aWNdpPoBaHHbIX U 06bIYHbIX coegnHeHuin MQTT

cepBepa UCNoNb3yrT pas/inyHble NopThbl.

D 9TOT 6poKep Mcnonb3yeT caMmo-nognucanHbii (self-signed) SSL/TLS
cepTuduKart. 1 LOBepAO ATOMY CepTUPUKATY Ha MO CTPax U PUCK.

Wmsa nonb3osartens
jdrvufdq
I’]aponb nonb3oBartensa
csesessensss
NaeHTudMKaTOp KNMeHTa (BO/MKeH 6biTb YHUKaNbHbIM)
mqttdash-a274108f

Pasmep nantok

O ManeHbkui

PucyHok 9 — BBo peKBU3NTOB MNOAKITHOYEHUS

2. KoHgbuzaypauus npurnoxeHus

Haxxumaem Ha 3Ha4yoK “+” B BepxXHeM NpaBoM yriy Aris Co34aHust HOBOW METPUKN.
[anee B cooTBeTCcTBMM C onucaHnem API. Co3gaem MeTpuKy C MOHUTOPUHIOM UMK
nybnukaumen Heobxoanmon Ham nHgopmauun. Npumepbl METPUK U UTOrOBas
KOHMrypauus npmeegeHa Ha pucyHkax 2-9.



MQTT Dash

9Ta MeTpuKa npegHasHa4eHa A1 NPOCTOro 0TO6paXeHus
[laHHbIX MPUHATOro NakeTa (HanpuMep, TeMnepaTypbl,
cTaTyca unv n6oro Apyroro NPOU3BONLHOrO TEKCTA).
[laHHble NPUHATOro NakeTa A0MKHbI 6bITb CTPOKOIA.

NUmsa

sysName-3

Tonuk (sub)

3/erd-4/131072/info/sysName

WU3Bneyb, ucnonbaysa JSON path (ecnv nonyyeHHble gaHHbie B hopmaTte JSON),

HanpuMep: S.level.value. JSON path JOKYMEHTaLMsA MO CCbiNKe HUXKeE:
https://github.com/jayway/JsonPath/blob/master/README.md

E] BknouMTb Ny6AnKaLmio

Mpedukc Moctduke

Pa3Mep rMaBHOro TeKcTa

O ManeHbkui
@ CpeaHun
O KpynHbii

LiBeT TekcTa

Lpyrve HacTpoKu

@) Qos(0)
O aos()
O aos)

MnuTKa MUraeT gns NpUBAEYEHUA BHUMAHUS, €CNU BblpaXkeHue (expression)
UCTUHHO (true).

BbipaxkeHue fomKHO 6bITb KOppekTHbIM JavaScript boolean BbipaxeHuem, kKoTopoe
BO3BpaLyaeT true unm false.

B Bbipa)keHWn Bbl MOXKeTe ucnonb3oBaTb KOHCTaHThI 'val' u 'secs’.

'val' copepXXuT npuHaToe coobuieHue (payload), NnM60 3Ha4YeHUe, U3BNEYEHHOE U3

PucyHok 10 — Npumep KoHurypaumm MeTpUKM TEKCT, oTobpaxatowen sysName
ycTpoucTtea umetorlero “Root topic” = 3"



MQTT Dash

9Ta MeTpuKa npefHasHayeHa 41s NpoCcToro 0TO6paXKeHUs
[laHHbIX NPUHATOrO NakeTa (Hanpumep, TeMnepaTypbi,
cTaTyca unu ir60oro Apyroro NpOU3BOALHOrO TEKCTA).
[laHHble NPUHATOrO NakeTa JO/MKHbI BbITb CTPOKOA.

Nmsa

uptime

Tonuk (sub)

3/erd-4/131072/info/uptime

N3Bneub, ucnonbaysa JSON path (ecnu nonyyeHHble AaHHble B popmaTe JSON),

Hanpumep: $.level.value. JSON path AOKYMeHTaLuA NO CCbINIKE HUXKeE:
gith ayway/Jsc th/blob; EADME.md

D BK/IIOYMTb Ny6IMKaumio

Mpeduke Moctduke

Paamep rnaBHOro Tekcra

O ManeHbkuit
@ CpegHun
O KpynHbin

LiBeT TekcTa

[pyrue HacTpouku

(® qos()
O aos()
O aos(

MnuTKa MUraeT ansa NpuBneYeHnst BHUMaHUA, eCNuy BbipaXxeHue (expression)
UCTUHHO (true).

BbipaxkeHne fomkHO 6bITb KOPpeKTHbIM JavaScript boolean BbipaxeHunem, kotopoe
Bo3BpaLyaer true unu false.

B BbipaxxeHuu Bbl MOXeTe MCNoNb3oBaTh KOHCTaHThI 'val' 1 'secs’.

'val' cogepxuT npuHaToe coobuyeHue (payload), (6o 3HaueHune, M3BnevYeHHoe U3
JSON, ecnu Bbi ucnonbsyete JSON path.

PucyHok 11 — lNpumep KOHUrypaumm METPUKK TEKCT, oTobBpaxatoLlen uptime
ycTponcTea umetowlero “Root topic” = ”3”



MQTT Dash

9Ta MeTpuKa nNpefHasHayeHa Ans NpocToro 0To6paXKeHus
[aHHbIX MPUHATOrO nakeTa (Hanpumep, TeMnepaTypbl,
cTaTyca unv n60oro Apyroro NPOM3BOSILHOMO TEKCTA).
[aHHble NPUHATOro nakeTa A0MKHbI 6bITb CTPOKOIA.

Nmsn

critical

Tonuk (sub)

3/erd-4/131072/alarm

Mn3eneyb, ucnonbays JSON path (ecnm nonyyeHHble faHHble B hopmaTte JSON),

Hanpumep: S.level.value. JSON path JoKkyMeHTaUUA MO CCbIIKe HUXKeE:
https://github.c y/JsonPath/blob/master/README.md

D BKIHOUUTH Ny6AMKaumio

Mpeduke Moctduke

Pa3mep rnaBHOro Tekcra

@ ManeHbkun
O CpegHun
O KpynHbliia

LiBeT TekcTa

[pyrue HacTpounku

(®) Qos(0)
O aos()
O os2

MnuTka MuraeT ans NpUBNeUYEHUs BHUMAHUSA, ECNK BblpaxeHue (expression)
MCTUHHO (true).

BbipakeHue JoMKHO 6biTb KOPPEKTHbIM JavaScript boolean BbipaxeHueMm, KOTopoe
BO3BpallaeT true unu false.

B Bbipa)keHuu Bbl MOXXeTe UCnonb3oBaTh KOHCTaHTbI 'val' n 'secs’.

'val' cogepXut npuHsaToe cooblyeHune (payload), nMbo 3HauyeHue, U3BNEYEHHOE U3
JSON, ecnu Bbl ucnonbayere JSON path.

PucyHok 12 — MNpumep KoHurypaumm METPUKN TEKCT, OTobpaxatoLen nocnegHee
KpuTu4eckoe onoseLleHne ¢ yCTponcTaa umetowlero “Root topic” = 3"



MQTT Dash
msa

temperature
Tonuk (sub)

erd-4/131072/sensor/SNR-Sensor/temp

[[] Brntountb ny6nukaumio

Munumym 0.0 Makeumym 100.0
Mpeduxc NocTpuke °C

Tounoets 0

MokasbiBaTb COAEpPXKUMOE NaKkeTa BMeCcTo
npoyeHToB

Liset nporpecca

PucyHok 13 — lNpumep KoHurypaumm MeTpmku nporpecc, otobpaxatoLlen
TemnepaTypy € gaTyunka ¢ HammeHoBaHneM SNR-Sensor




MQTT Dash

Nmna

Pene

Tonuk (sub)

erd-4/131072/D10/0/1/state

MNaeneyb, ucnonbsysa JSON path (ecnu nonyyeHHbie
AaHHble B popmaTte JSON), Hanpumep: S.level.value.

JSON path pokyMeHTauusa no cebinike HUXKe:

https://github.com/jay y/JsonPath/blob/master
/RE

BknounTb Ny6nvkaumio

Tonuk (pub) - ocTaBbTe NYCTbIM, €CNKN COBNaaaeT ¢
sub

HesamennurenbHoO 06HOBNATL BU3yanibHOE
npeacTaenexHue npu nyénukauum (He xaaTtb
BXOAALWMN NakeT Ans 06HOBEHUS MeTPUKN)

BKNIOYUTHL NPOMEXXYTOYHbIN CTaTyC
(nokasbiBaTb aHMMaLUIO NOBEPX METPUKN
nocne nyénukauun, noka He 6yaeT NpUHATO
Bxoasuiee coobuieHune). Umeet cMbICN, TONbKO
ecnu Tonukun Pub/Sub He coBnapator.
Copeprxumoe (payload) n ukoHkn. 4To6bl aTOT

nepexkn4aTtenb Ben c :)H Kak 06blYHaA KHOMKa

NPOCTO yCTaHOBUTE OANHAKOBbLIE MKOHKHW K1
oflMHaKoBble 3Ha4vYeHWA gna Bkn u Bb .
nepexkn4yatTenb t yOeT MeEHATb MKOHKY WU BCerga
6yaeT NocblNaTbCA OAHO U TOXKEe 3HaYeHue.

Bkn 1 Bbikn 0]

8 O
H B

Apyrue HacTpoiKkw
O Qqos(0)
@® Qos(1)
O Qos(2)

[C] Retained

ManTka MuraeTt Ana npueBnedYeHns BHUMaHUs, ecnn
BbipaeHue (expr oNn) UCTUHHO (true)
aXkeHue A0MKHO 6bITb KOPPEKTHBIM Jave ipt
N Bblpa)KeHnem, KoTopoe Boaspadllaer true

PucyHok 14 — Npumep KoHGUrypauum MeTpuku nepekxrodaTerb, NO3BOSSOLWEN
oToGpaxaTb N UBMEHATb COCTOSIHME perne YCTPoUCTBa



M EO0B3EE 1,35K6/c ¥ © .l I 4G

MQTT Dash =

3Ta MeTpuKa npegHasHayeHa ana otobpaxkeHusn/
M3MeHeHUA LUdPoBOro Nporpecca Unu AuanasoHa
UMppPOBbIX 3HaYeHWI (Hanpumep, ANs ynpasneHus
TEPMOCTATOM, OTOBPaXXEeHUs TeMnepaTypbl Uaun
APYrux uMdpoBbIX 3HaUeHui). [laHHble NPUHATOrO
nakeTa [OM¥HbI 6bITb CTPOKOIA.

Nms

DAC/12V

Tonuk (sub)
erd-4/131072/info/DAC12V

M3Bneub, ucnonbaya JSON path (ecnu nonyueHHble
AaHHble B popmaTe JSON), Hanpumep: $.level.value.
JSON path aokymeHTauus no

BkOYMTL Ny6nMKauuio

Tonuk (pub) - ocTaBbTe NycTLIM, ECNKM COBNAAaeT C
sub

erd-4/131072/management/DAC12V

HezamepnnurensHo 06HOBNATL BU3yanbHoe
npeAcTaBneHne Npu Nyénukauum (He xxaatb
BXOAALLMIA NaKeT AN 06HOBNEHUA METPUKM)

BKNIOYMTb NPOMEXYTOYHbIN CTaTyC
(nokasbiBaTb aHUMaLMIO NOBEPX METPUKU

nocne ny6nukauum, noka He 6yaeT NPUHATO
BxogsLlee coobueHue). IMeeT cMbich, TONbKO
ecnv Tonuku Pub/Sub He coBnagatorT.

TanmayT NpoOMeXyTOYHOro cTaTyca B CeKyHAaax
(ecnu nocne ny6nukauum He NPUHATO HYU OJHOTO
BXOASALLEro COO6LEHNUA B TEYEHWE 3TOrO BPEMEHMU,
NPOMEXYTOYHbIN CTaTyc 6yAeT CKpbIT)

0

Munumym 0.0 Makcumym 12.0

Mpeduke MocTduke B

ToyHoctb 2

MokasbiBaTb cOAEpXUMOe naketTa BMecTo
npoueHToB

LiBeT nporpecca

[pyrue HacTpomku

O Qos(0)
o Qo

PucyHok 15 — lNpumep KOHUrypaumm MeTpUKK AnanasoH, No3BonsoLwen otobpaxaTb
N N3MeHATb coctosiHme Bbixoga DAC/12V ycTponicTsa



second cloud

BENEE sysLocation

HA CTOJIE B

SNR-ERD-4-2 ODUCE

reload_count uptime

212 35 cek

DAC/12V

12.00 B

critical

SNR-ERD-4-2:
ALARM-2 FAIL

temperature humidity

29°C l

DAC/12V

PucyHok 16 — lMpumep ntoroBon KoHurypauum




second cloud

sysName sysLocation reload_count

X

uptime AIN DA 2V

85 cek 0.00 B 12.008B

critical temperature

SNR-ERD-4-2:
ALARM-2 FAIL

humidity

PucyHok 17 — Npumep ntoroBon KoHUrypaumm

3. UImniopm/3kcriopm KoHghuzypauyuu

[na akcnopTa KOHMUrypauumn KrmeHTbl AOSMKHbI OblTb NOAKNIOYEHbI K 0QHOMY Bpokepy.
Haxvmaem Ha 3Ha4yoK CO CTpernkamu, ykasbiBalOLWUMKM B pasHble CTOPOHbI B MpaBoOM
BepxHeM yrny. Ha ycTponcTBe, rge HyXHO MNONyyYuTb KOHUrypauuio Haxmmaem Ha
KHOMKy “nognucaTtbCs M XaaTb MeTpukn”. U nybnukyem KoHdurypaumio Ha Opyrom
YCTPOWCTBE C HYXXHOW KOHUrypaumnen, Haxxumasi KHornky “onybnmnkosatb MeTpukun”. [ns
COXpaHeHUs1 KOHMUrypaumm MeTpuk Ha Bpokepe 1 OTNpaBieHNsa KaXaoMy KITMEHTY Mpu
NOOKITHOYEHNN HYXXHO HaXKaTb KHOMKY “onybnukoBaTb MeTpuku(retained)”.

[aHHbIN OOKYMEHT nameHeH 13 doeBpans 2020 r. 21:22



