CkauyBaHHe H IPEIYCTAHOBKA NMPOIrPaMM.

CkauuBaeM (aiiisl o cepuike https://data.nag.ru/LoRaWAN/Academy/2022/

IIpaxkTukym 1.

Hacmpoiixa cepsepa cemu 10T Vega Server

Bepcus st Windows He Tpebyet ycraHoBKkH. HeoOXxoamMo pacnakoBaTh apXuB
Y 3aIlyCTUTh UCTIONHSAEMBIH (paiin, HO 1aBaiiTe BCE MO MOPSIKY.
1. PacnakoBsiBaem ckaueHHbIi apxuB «IOT Vega Server (win) v1.2.1»
2. YcranarnmuBaem o6ubnmorexu veredist x64 (2013) u veredist x86 (2013) u3
mupexktopun IOT Vega Server (win) v1.2.1\msve c++ 2013
3. YcranaBiuBaeM Win320penSSL-1_0_2n u3 nupexropun IOT Vega Server
(win) v1.2.1\Win320penSSL-1_0 _2n
4.Ha cereByl0 KapTy Ballero KOMIBIOTEpAa MPOMUCHIBAEM ip-agpec To
koTopomy Oyzer nocrynen IOT Vega Server:
192.168.1.1XX/24, rne XX HOMEp Ballero Mecra
[Inr03 192.168.1.2XX/24, rne XX HOMED Ballero Mecra
5. OtkpoeiBaem settings.conf ¢ momMomipi0 J1I00Or0 TEKCTOBOTO pPEHaKTOpa
(nanpumep, «bIIOKHOTY).
B cexmuu [host] mensiem ip-aapec Ha ajpec CETeBOM KapThl Balllero KOMIbIOTEpa:
192.168.1.1XX/24, rae XX HOMED BalIero MecTa.
6. 3amyckaeM HcrioyHsAeMbIN (aiin iot-vega-server. B pesynbrare y Bac Oyzaer

3amymeH oopaborunk UDP cepsepa, oTkpbIiTsl moptel 8001 1 8002.

B | C\Users\EKBWIN1T0NBK 1034\ Downloads\IOT Vega Server (win) v1.2.1\IOT Vega Server (win) v1.2.1\iot-vega-server.exe G O X

[OT Vega Server 1.2.1
: current file for log messages [./history 1.log]
0: Table queuetransmit is cleaned
: Table "bufMacDevParams" is cleared
0: DB-secure scaner started...

0: DB-secure scaner successfully finished

7. O xoppekTHO# pabote cepepa roBopsaT crpoku UDP socket has opened u
WebSocketServer has opened, a Takke OTCyTCTBHE KaKHX-JIHMOO COOOIIEHUH 00
OIMOKax.

3akpeiBaTh cepBep He HykHO. CepBep JODKEH padoTaTh KPYIJIOCYTOYHO JUIs
obOecrnieueHus pabOTHI CETH.

Hacmpoitixa bazosou cmanuuu.

1. Yto6sl y3Hatp IP-ampec 0Ga3oBoii craHummu Tpedyercs moakmtodenne bC
HarpsmMyto K komnerotepy no USB. Ycranosute PuTTy u Jpaiisep qiss COM-nopra.

2. 1. lMoaxmrounts 6a3oByto craniuio k POE-ananrtepy.



3. 2. Tlogxmounts POE-amantep k LAN pa3zsemy cereBoro o0opynoBaHUS U
MOJKIIIOUUTH B CETh JICKTPOMUTAHHUSL.

4. 3. [oaxnrounTth 6a30BYIO CTAHIUIO K KOMITbIOTEpY 1o USB.

5.4. B pucneryepe yctpoicTB B pasnene «IlopTe» yOeauThCs, YTO TOSIBHIICS
COM-nopT NOAKI0YEHHON 0a30BOM CTAHLIUU U 3alIOMHUTH €0 HOMEP.

6. 5. OtkpoiTe mporpammy PuTTY, BoiOpaTh crnoco0 moakitodenust Serial, u
BBecTU HOMep BupTyanbHoro COM-nopra 6a3oBoii cTaHiuu u ckopocts (115200) B
COOTBETCTBYIOIIUE TOJIS.

7. 6. Ilocne yero Haxats Open.

@ PuTTY Configuration |SS_|
Category:
[=- Session Basic options for your PUTTY session
Egging Specify the destination you want to connect to
[=J- Teminal Seril | vevia]
- Kwboad efial line pes
. Bell COom33 115200
- Features Connection type:
= Window T FRaw ) Telnet (7 Rlogin () S5H | @ Serial
ﬁppea@nce Load, save or delete a stored session
- Behaviour
.. Translatian SE!ved S_essiu::n_s
- Selection
- Colours Default Seftings Load
=] Connection cubie
- Data Save
i [ Save |
- Flogin
- 55H
- Seral Close window on exit:
(7 Mways () MNever @ Only on clean exit
About [ Cpen ] | Cancel

8. Ilocne nonkitoueHus: K 6a30BOM cTaHUUU MOSBUTCS OKHO TepMmuHana PuTTY,
I'Jle HY>KHO BBECTH JIOTUH U [1aPOJIb.
Jlorux u nmapoJsb 1o ymoauaHuro root 1 temppwd
9. B oOkHEe TepMHUHAIBHOW MPOTPaMMBI ClieAyeT BBeCTH KomaHny ifconfig u
nocmotpets [P-aapec GaszoBoi cranuuu. Ilocie storo moxxkHo ortkiaounTh USB

kabenb u 3akpbITh PUTTY, - Gosbliie oHA HE TOHATOOUTCSI.



10. ITo ymomuanuto 3amyck «BS-Dashboard» ocymectBisiercs HaxaTueMm

kHonku BT-1 Ha miate 6a30BOi CTaHIMK. ITO MOXKET OBITh U3MEHEHO B HACTPOIMKaX.

ITocne YACPKHUBAHUSA KHOIIKM B HAXATOM COCTOSIHUH bomee 6 CCKYHZA HAYHCTCA

3aIlyCK, KOTOprI\/JI MOXKCT MpOAOJDKATHCA OJHY-ABC MHHYTBI B 3aBUCHMOCTH OT

3arpy’K€HHOCTH yCTPOMCTBA.

5 — pa3vém 8P8C

6 — AONONHUTENbHbBIN
PasbeM 415 MUTaHWUS
(onuws)

7 — cnoT ang micro
SD-kapTbl 6

8 — pa3bem ons
NOAKNOUEHNS
AHTEHHBI

9 —rpynna
MHANKATOPOB

10 — cepBUCHbIE
nepekno4aTenm

11 — mini USB nopT ong noakntouyeHus K
KOMMbIOTEPY

12 — USB xocT gns nogknoveHums
BHELWHWUX YCTPOMCTR

10

13

— 14

13 — kHonka 3anycka Web-uHTepdeiica
BS-Dashboard (onuwms)

14 — kHoMKa Nepe3arpy3kn 6a30BOM
CTaHuUWK

11. OtkpoiiTe okHO Opay3epa u BBeaute [P-anpec 6a30B0il CTaHLIMU B aJIpECHYIO

ctpoky. Ecmu cepBep «BS-Dashboard» ycmemno 3amyineH, TOSBHTCS CTpaHHIIA



BXO/JIa B KJIMEHTCKOE MpUJIoXKeHne nutepdeiica. JIoruH u naposib o yMoa4aHUIO root
u temppwd.
12. Bo Bknanke «CeteBble HacTpoliku» MeHsieM [P-aapec 6a30Boi craHIuM
CraBuM «ranouky» Crarndeckuii [P
[P-agpec: 192.168.1.2XX, rae XX HOMEp Balllero Mecta
Macka: 255.255.255.0
[nro3: 192.168.1.1XX, rae XX Homep Bamero mecra

RU EN
ffs\\ bazoBad cTaHUWA —

\—] Gateway ID: 587A62fffe78280C

CraTudeckuit IP gﬁ

HacTpoiikn
NOAKMIOHEHWA K
cepeepy LoRaWAN

HacTtpoiku
4acTOTHOIO MaHa

IP appec: Macka Lmo3:
LoRa

[192 16815120 0| | 255.255.255.0 0| |192168.15.10 o

‘CoxpaHuUTL 3TH HACTPOAKK lMepezanpoCcHTE 3T HACTROHKKH

HacTpoiku GPS nna
loRa

Jlpyrue HacTporKu

loRa
Jlorv LoRa

Hactpoiikn 3G

06 ycTpoiicTee
# Hacrpoiwm

# [lerAcTens

Pexum skcrepta: [ |

13. Bo Bknanke «Hactpoiiku yactotrHoro miaHa LoRa» BbiOnpaeM 4acTOTHBIN

mwiad RU868

RU EN
f(a\\ bazoBas CTaHuUWA e

= Gateway ID: 587A62fffe/8280C

Hactpoikm HacTtpoitku yactoTHoro nnaHa LoRa
MOAKTICHEHWA K
[ Vega ] RUB6GB [ EUB68 ] [ KZ868 ]

cepeepy LoRaWAN

= Mepe3anpocuTs CNMCOK N eAyCTaHOBOK
Hactpoitm GPS ana i 5 ey

loRa

Ipyrue HacTpoiikn
loRa

Norm LoRa
Hactpoikwm 3G
CeTeBble HaCTPOMKK

06 ycTpoWcTee

# Hactpoikm

£ JleicTena

Pewnm skcnepta: ||




14. Bo Briagke «Hactpoiiku noakntodeHust k cepsepy LoRaWAN) yka3siBaem
JAHHBIE JJ151 TOJKIIOYEHUS K CEPBEPY.
Anpec cepBepa: 192.168.1.1XX/24, rne XX HOMEp Balllero Mecra
Bepxuuii mopt: 8001

Hwxuuii mopt: 8001

() | Ba3OBaHCTaHHMH
(=)  Gateway ID: 587A62ffre78280C Buiiith

Hactpoium
MOAKMIOHEHMA K

cepeepy LoRaWAN Anpec cepeepa: BepxHWiA nopT: HuskHumit nopt:

Hacrpoitkm broker.nekta.tech (i} 1700 i ] 1700 i ]
Y3aCTOTHOIO MAaHa

LoRa
MepesanpocKTe 3TH HACTPOIKM

Hactpoiaku GPS ana
loRa

Jlpyrue HacTpoikn
loRa

Jlorw LoRa

Hactpoitku 3G

Cetensle HACTPOIiKK

06 ycTpoicTee [}
# Hactpoku

& JleicTann

Pewum skcnepTa:

10T VUega Server 1.1.5

INFO: Table gueuetransmit is cleaned
INFO: Table “"bufMacDevParams'" is cleared
INFO: UdpServer state changed: 4

UDP socket has opened. IP[192.168.0.77:8001 1]

WehSocketServer haz opened. Port[BOD2]

INFO: New Plag_and_Play gateway [000060640544736F]1 has been registered
>> DODO6E640544736F | LATENCY 47 1<

B okHe cepBepa MOSBHUTCS 3alUCh O MOAKIIOYCHHOHN 6a30Bo# cranmuu. O0parure
BHMMaHUE Ha 3HaueHue oTkiMKa (mapamerp LATENCY), oH MOXeT BapbUpPOBATLCS B
3aBucuMoOCTH OT KaudectBa cBs3u oT 0 mo 100 mo cetu Ethernet u or 100 o 500 mo
cetd 3G B OpSAAKE HOPMBIL.

Yemanosxa 10T Vega Admin Tool

1. PacniakoBbiBaeM ckadeHHbIH apxuB «IOT Vega Admin Tool V1.1.6 ru».
2. Pasmectute manky Admin Tool B mupekropum Bamero caiita (IOT Vega

Server (win) v1.2.1\).



3.B mnanke Admin Tool otkpoiite mis penaktupoBaHus ¢aitn config.js u
ucnpasbTe angpec WebSocket Ha agpec Bamtero cereBoro cepsepa (192.168.1.1XX/24,
rae XX HOMep Ballero mecra). JTOT ajapec Oyaer sBisThes ajnpecoM WebSocket
COCAMHEHUS 110 YMOJIYAHUIO.

4. OTKpBITh NANKy C IPOTrpaMMoii, HailTh aiin config.js U OTKPHITH C MMOMOIIBIO
J1r000T0 TEKCTOBOT0 pefakropa. Huxke npuseneHo cofepkuMoe JaHHOTO (aiina:

const address ws = 'ws://127.0.0.1:8002'; 3mech cnenyer 3amatb [P-ampec u
HOMEp MOpTa B COOTBETCTBHH C YKa3aHHBIMHU B (haiiie HacTpoek cepsepa settings.conf,
HO B 3TOT pa3 Hy»HO ucrnosb3oBatb TCP-nopr.

const demo_user = false; naHHBINM MapaMeTp 3aJaeT HAJIWYME YYETHOH 3amucu
demo noznp3oBarens (mo ymonuanuto false - demo mosb3oBaTens OTCYTCTBYET)

const select_server = false; maHHBINA MapamMeTp JaeT BO3MOKHOCTh MOIKITFOYATHCS
K pa3HeIM cepBepam B mporpamme AdminTool. Ecnn y Bac Toimpko OfuH cepsep,
MOJKHO 3TOT HapameTp ocTaBHUTH false, a ecri ecTh KelaHHe MEPEeKITIYaThC MEKITY
cepBepaMu, TO HY’)KHO CMEHHTb Ha true.

//const stock address ws = ['ws://127.0.0.1:8002','ws://127.0.0.1:8001']; B 3T0#
CTPOKE TEPEUHCISIIOTCS a/peca CepBEPOB, MEXKIY KOTOPBIMH OYyAEeT BO3MOXHOCTb
IIEPEKIIIOYATHCs, 110 aHAJIOTUHU C IepBOM cTpokou [P-ampec m HOmep mopra Kakaoro
cepBepa JOJDKEH COOTBETCTBOBATH yKa3aHHBIM 3HaueHUs B (hailie HAaCTPOEK 3TOro
cepBepa, mopt TCP. Ilo ymomyaHuiO AaHHas CTpPOKAa 3aKOMMEHTHPOBAHA, JUIS
MCTIOJIb30BaHUsI HECKOJBKUX CEPBEPOB, HYXKHO yOparh IBOWHON cimdm "//" B Havaie
CTPOKH.

5. Ilociie u3MEHEHUs BCeX HACTPOEK COXPAHUTh U 3aKPbITh (paiii.

6. 3anyctuth Qaiin index.html ¢ nomomeko moboro 6paysepa. OTkpoercs web-
CTpaHHIIa C TAaHENbIO BBOJAA JIOTMHA M Maposs. IlepBeIM 1ermoM cieayer HaXKaTbh

KHOIIKY B BHJI€ IIIECTEPEHOK (€CJI1 OHA €CTh).

Authorization 10T Vega Server

- L3

[TosiBUTCS cTpOKaA C aapecoM U IMOPTOM cepBepa, YKa3aHHBIMU B (paiiyie HACTPOEeK

COIlﬁg.jS, a TAKXKXC 3HAYO0K IMNOAKIIOYCHHSA K CEPBEPY. 3e€HpI 3HAYOK O3HAyaeT



YCHIEIMHOC TIIOAKIIOYCHHUC. HepeKnqueHI/Ie MEXIY CEpBEpaMU OCYHIECTBIIACTCA

HBOﬁHBIM KJIMKOM 110 3TOMY 3HAYKY.

Authorization 10T Vega Server

. E3
B mons Login u Password HeoOXomumMo BBECTH JIOTHH U TMApOJib, YKa3aHHbBIC B
daiine settings.conf manHoro cepsepa. Haxxare kHomnky Sign in.

[Mpunoxenne IOT Vega AdminTool 3amymieno.

Bo Bknagke Gateways MOXXHO YBHIETh MOAKIIOUCHHYIO 0a30BYIO CTAHIIMIO.

Home  Devices Gateways Users Bt

E CONNECTED GATEWAYS

Mame ~ Gateway 1D Active Latency

L 5C Tect 000DESEE113A0DIE @ 33 o (+]

B xomonke Active oroOpaxkaercsi craTyc 0a30BOM CTaHIMH, 3€JEHAs Talo4Ka

03Ha4acT, 4To OasoBas CTaHI A nepe,uaéT JaHHbIE Ha CEPBEP.

Tlooknouenue okoneunlx YCMPOUCE.

1. Ycranosure [paiisep nnst USB stsw-stm32102.

2. 3anyctutre ucnoansembiii ¢aitn VCP_V1.4.0 Setup.exe mnosIBUTCA OKHO
YCTaHOBILIMKA: B 3TOM OKHE HYXHO HakaThb KHOINKY Next, 3atem Install, mocne uero
HayHETCA ycTaHoBKa. [lo OKOHYaHMM MOSBUTCA OKHO YCIEIIHOIO 3aBEpIICHUS
ycranoBku. [locne naxarust Finish npaiiBep rotoB x pabore, - MOXHO MOJIKIIOYATh
OKOHeuHble ycTporictsa o USB.

OxoHeuHble ycTpolicTBa Bera HacTpanBaroTCs C MOMOIIBIO Mporpammsl «Vega
LoRaWAN Configurator» npu nmoxakmodeHnn k kommbeiotepy no USB. Ilporpamma
«Vega LoRaWAN Configurator» He TpeOyeT yCTaHOBKH.

[Tpu 3anmycke ucnonHsgeMoro (haiiina NosBISETCS OKHO Pa0OTHI C IPOTPAMMON.

Jl1s noaKiIIoueHust K yCTpOUCTBY HE0OXOAMMO BBINOIHUTH CIEIYIOIIUE Laru:

1. [Moaxmounts USB-kabenb K yCTpOHCTBY.

2. 3amyctuth nporpammy «Vega LoRaWAN Configurator».



3. Haxarnp KHOIIKY «[ToaxmOYnuTHCS» B MEHIO CIICBA.
HporpaMMa ABTOMATHYCCKHN PAaCIIO3HACT THIL YCTPOﬁCTBa, n MCHIO B1,160pa
YCTpOﬁCTBa CTaHCT HCAKTHBHBIM.

Bc€, 4TO HY)KHO I MOJAKIIIOYEHMS YCTPOMCTBA K CETH HAaXOJIUTCS BO BKJIAIKE

«Mupopmanms».
hilvsbopnasn | LoRaHactpoiar Lorawan | 1]16era Maus-1 fiaupc: Russian ¥
[Azeraue Ana ASP Darsne gna OTAA
Device address: DOS70TF  Dewice ELI: ASIOITISTAITEELS
Applcation session key: SADD1T0035I0ITISINITATISEEETTESA  Applcation ELIT: 0D425553203120
Network sesson key: JIT4TI5ISIITISHAD0ITOOTAITSELS  Application key: TAITS0 15000000007A3750 15 1F50205F
Mimbopeaacsir ob yoTpoRcTBE Heoprauss o ceTi
Mogens yoTpoRcTEa: Bera M-BUS-1 CraTyc NpUCDeRAEHItR; He B ceT
Bpens yorponcTea (UTC): 0503 2018 04:15:15  Device address: 00000000
Bepar NO: VEGA M-BUS-10.11 FapaHTIHI CHe T NaKETon: 17

W OBETE NpoLMEKY (MM B RIAITEES K CETH

Hannble 1y ABP — nannble, He0O0X01uMBbI€ ISl pErUCTpaliui YyCTPONUCTBA B CETU
LoRaWAN B pexume aktuBanuu ABP (Activation By Personalization).
HNannbie 1151 OTAA — naHHble, HEOOXOIUMBIE U PETUCTPALIMU YCTPOUCTBA B

cett LORaWAN B pexxume akruanmu OTAA (Over The Air Activation).

Bo Bkiagke «Hactpoiiku LoRaWAN)» BoiOupaem uyactoTHbli Tuian RUS86S,
cnoco6 aktuBanuu OTAA, 3anpoc mnoaTBepkieHHs be3 MOATBEpX)ACHUS U

aBTOMAaTHYECKOE YIPABIECHHE CKOPOCTHIO BKII.

%) Bera LoRaWAN kondwrypatop 1.0.67 — [m] X

Beaa Tils Wncbopriams | LORE Hacrpaiikn LoRaWAN | 14 Smart uMo101 Saeik: | Russian =

A B C O T
S YacToTHLII nnax: RU868 = MBMEHUTE
Npocroit > Cnocof aKTMBaUWK B CETH: 0TAA

Mogene ycTpoiicTea

Bera Smart-UM0101 -

3anpawneaTs NoATEEMKAEHE: Ee3 noATeemKaeHis

ABTOMBTHUECKO® YNIPABAEHUE CKOPOCTLH): Bk
J MogKNKYMTECA

X OTRMOYNTECR

Bo Bknanke ¢ HaumeHoBaHueM jaatuuka (Hampumep «Smart UMO0101») nepuon
cOopa ¥ mepenayn JaHHBIX YCTaHABIMBAEM MHHUMAIIbHBIA, paBHBIA 5 MuHyTam. B
HACTpPOMKax IOPOTOBBIX 3HAYEHHUH CTaBUM Tanouky «OTOpaBisTh TpPEBOry IpHU
BBIXOJIC JAHHBIX 3a IOPOrW», YCTAHABIMBAEM IIOPOTOBBIC 3HAYECHHs IIapaMETPOB Ha
CBOE YCMOTpEHHE.

B neBoM HMXKHEM YTy OKHA BBIOMpPaeM MPUMEHUTh HACTPOMKH.



%) Bera LoRaWAN kongwurypatop 1.0.67

BEaa hl. Whchopmauma LéRa Hacrpoiikn LoRaWAN “'Smar‘t UMO101

A B C O N KT
Tekyllee COCTORHME

Pesum:

Npocroii - TewMnepatypa:
Mogenb ycTpoiicTea BnamHOCT:
Bera Smart-UM0101  ~ 3apsn Gatapen:

YroN OTKNOHEHHA OT BEPTHKANA:
J MogKNKUMTECA
YpOBEHL OCBELLEHHOCTH:

X OTknouMTECA VposeHs wyma:
YpoeeHs COZ:
MuTanue:

HacTpoiikn nepefaum NoOKasaHui

Meprog cBopa AaHHLX:
Mepros Nepeayn AaHHbX:
Yacosoii nosc:

Mepuog onpoca AaTuukoB (Npu nuTaHKuk oT GaTapeit):

HacTpoiiki NoporoBLIX 3HaueHMi

OTNpaBnATe TPEBOrY, NP BeIXO/e A3HHLIX 33 NOPOTH

HInKHMIT Nopor TeMnepaTypel:

BepxHui Nopar TeMnepaTypsl:

HiokHII NOpOr BNEXHOCTH:

BepxHuil NOpor BNaKHOCTA:

BepxHui NOPOr YPOBHA WyMa:
EQKCHOpT HacTpoek P POSIT ¥
HIDKHII NOpOT YPOBHA WyMa:
ﬁMMﬂopr HacTpoek o

BepxHuil NOPOr YPOBHS 0CBELLIEHHOCTH:
HIDKHMI NOPOT YPOBHA 0CBELLEHHOCTH:
BepxHuit nopor CO2:

QO noaywrs Hacrpoiikn .
HipgHmi nopor CO2:

¢ NpUMEHUTL HBCTPOFKK

— a X

Sawi: Russian

24 vaca X
24 vaca %
UTC+00:00 -
15 MuHYT >
85 12
0 -
110 12
40 -

10000

10

2000

1}

Haxxumaem KHOTKY 3amycka Ha jgaruuke. Bo Bxiagke «MHbopmamms» Byner

BHUACH IIPOLECCC ITOCBUIKKU COO6H_IGHI/I$I Ha 6330By10 CTaHL IO, TaM K€ B «HH(bOpMaI_II/ISI

O CCTHN» OTO6p3.31/ITCH CTaTyC MOAKIOYCHHUC BC k ceTn.

4 — cBeTOAWMOAHbIA MHAWMKATOP
5 — KHOMKa 3anycka
6 — KOHTaAKTHbIE KNEMMBI

7 — USB-nopTt



Jns  monkmroueHust ycTpoWctBa K cepBepy B mporpamme IOT  Vega

AdminTool HeoOxoauMO TIepeiTH Ha BKIaAKy Devices 1 HaKaTh KHOTIKY




[losiBuTCS OKHO IMOAKJIIOYCHUA HOBOT'O OKOHCYHOI'O

YCTpOWCTBA.

Device 5E-lt|r'lg5

Activation by personalisation (ABP) Orver-the -air activation [OTAA)
End-device address [devAddr Applicaton idenufier (AppELH)
Aplication session key |-f-.,r'.[--.-c{;-_.,.| Af plication I-.-'-'_.I |."\:.|_.I-(.-' ¥)

Network session key [MwikSHey)

Main settings Regional settings
End-device name Frequancy plan
RUBEE E
End-device identsher {DievEL) Mo Frequency Enabled
PIXED '._.i
End-device class
I | = PIXED ]
= PIXED 7l
End-device group
. : 410000 7
...... 1040 &
6430 [
7 E&4700000 &
: £450000 I

R¥2 Frequency. Hz

869100000

Expert sattings Close m

[lonsa, oOs3arenpHble Ui 3alOJIHEHUS IOJACBEYEHBl KPAacHBIM LIBETOM. Takke
peKoMeHAyeTCcs yKa3bplBaTh MMs JeBaiica, 4YTOObI MOXXHO OBLJIO OJHO3HAYHO
UACHTU(GUIMPOBATE €T0 MPU OOJIBIIOM KOJIMYECTBE MOAKIIOUEHHBIX YCTPOICTB.
Kiacc ycTpoiicTBa MOKHO TOCMOTPETh Ha caiiTe uiu B nporpamme «Vega LoRaWAN

Configurator» Bo BKJIaJIKe KOHKPETHOTO YCTPOMCTBA.

il bopracss LoRaHacrpoios LofaWan tteeramausa Fzeec: Russian
Tasyupme COCTDRRSE
TernepaTypa: o
Sapag Satapen: s

Knacc yoTpoicTea: Knacc &



[Tocne 3anmonHeHus Bcex MOJEH HaXKaTh KHOIKY Save. YCTpOWCTBO NMOSIBUTCA B

CIIMCKE YCTPOMCTB.

Home Devices Gateways Users  Exit
Device name DevELI Last connection - Group

ep KBapTupa - -4 Q
m KnapTipa e o Q
o Eraprapa - < Q
© Ksapmpa
B mporpamme «Vega LoRaWAN  Configurator»  HaxaTb  KHOIKY
«I[Ipucoenuuuthcss K ceTw». YOeauTbcd, UYTO NAKET IMpUIIe] Ha CepBep: B
cronbue Last connection mosiBuTCS MHPOPMAIUS ¢ AATOH W BPEMEHEM IIOCIICIHErO
MaKeTa.
Home Devices Gateways Users Comsole  Exit AR
o0 "'\ ( H‘} " RNt i
L . B ; Rncuvt:signal s;mgm ;:canan:l;s)su ; signal (:no\u ra;n (SNR) h N
QE=a .

Date Type Data DR Fent  Freq gatewayld macData Packet Status Port  RsSl  SNR

Yemanoska 10T Vega Puls

1. PacmakoBeiBaeM ckaueHHbli apxuB «IOT Vega Pulse V1.1.12_ru».

2. Pa3mectute nanky Pulse B nupexropuu Baiero caiita (IOT Vega Server (win)
v1.2.1\).

3. B mamnke Pulse otkpoiite mis penaktupoBanus ¢ain config.js B rodom
TEKCTOBOM peIaKTope M mcrmpaBbTe aapec WebSocket Ha agpec Bamero cereBoro
cepBepa:

const address ws = 'ws://192.168.1.1XX:8002'; rae XX HOMEp BaIlero Mecra. .

5. [Tocne n3MeHEeHUs BCEX HACTPOESK COXPAHMTD U 3aKPHITh (paii.

6. 3ammyctuth daiin index.html ¢ momomnisio r060TO Opaysepa.

ITpunoxenne IOT Vega AdminTool 3amymieno.



NorvH

Norax
Mapons

[Maponk

7. JlobaBuMm ycTporictBa mis otoOpaxeHus B Pulse. Bo Brimamke mpubopbl

BbIOepuTe “+”

loT Vega Pulse MNPWMBOPbI OTYETHI
MoMCK yCTpoWcTea E

ar Y
3amoJHsIeM T0JI ¢ Ha3BaHWEM M aJpecoM OOBEKTa, MOMEIICHHEM, Ha3BaHHEM
npubopa 1 OMUCAHUEM YCTPOUCTBA.

Haxxumaem [Iponomxuts

War 1/5

Hazeanwe OfbekTa Anpec Obbekta
[AaT4uK TEMNEPATYPhI EkatepuHdypr, Poccus

lNomeweHne ' . HazeaHwe npubopa
KyxHA [aTyvK TEMNEPATY PRI

CoCcToORHKE YCTPOWCTES
B skcnnyatauuu b
JnucaHwe yCTpoWCcTEa

OaTyuK TEMNEPATYPLI B KyXHe

NPOAOIDKHUTDL



lar %

BeiOupaem ycTpoiicTBO U3 criucKa

War 2/5 - Bufepure paamomoiem

Other

lar 3/5
Bribupaem mojens paauomoiema

Haxxumaem [Iponomxuts

War 3/5 - BufepuTte MOENt PAMOMOJIEMA i ]

cu-11
CH-12
CH-13 ®

TM-11

‘@

i

MC-0101
AS-0101
M5-0101

CB31

55-0101

CH-21
DNEKTPOCUETUME

GM-2

[IIar 5/5
Bo Bknaake OcHOBHBIE 3aMOIHsIEM TTOJISI C HA3BAHHEM OXPaHHOTO BXO/1a, JaTYhKa
xosuta | u garuuka xosuia 2. Beibupaewm 11er.

Haxxumaem [Iponomxurs



War 5/5 - HacTtpoiika nHtepdeica

OCHOBHBIE COBbITHA
Bepcua npolumesm Ha3panme oxpaHHOro BXof1a
cTapiue 1.0 A OxXpaHHbIA Bx0g
HazpaHue natumka xonna 1 Hazpanme natumMka xonna 2
Oatyur xonna 1 Jart4uk xonna 2
LpeT

COXPAHWUTDL

Bo BKJIaJKE CoOBITHS €CTh BO3MOXKHOCTH BKJIIOUNTh YBEAOMIIEHUA O TPEBOT'aX.

Haxumaem CoxpaHuthb

War 5/5 - HacTpoika uHtepdenca

OCHOBHBIE COBbITHA

O6wme

YEEenoMNATE O TREBOTaX
[ Ornpaeka HacTPanBaEMoro CooBLLEHMA

[J Ornpaeka coofuieHua NpeaycTaHoOBNEHHOO hopMaTa

Cnocobbl OTNPaBKK

[ sms [ Email

O Telegram U renocom

COXPAHHUTb



OTtoOpakeHue nHPOpPMAIIH 110 100aBICHHOMY AaTYUKY

NaTuMK TemMnepaTypel > KyxHAa > JlaTumk TemnepaTypsl, 323833355(388189

JAHHbIE HACTPOWMKU
3apsan 6atapen Temnepatypa OxpaHHbIN BXOA,
¥ & U
75% -100°C Aa
BekpbiTue kopriyca Jatumi xonna 1 Natuwk xonna 2
a i [ ] L ]

Her

Het

‘ yEE,D,OMJ’]EHVIE © TpeBOrax

BblknoveHo

H Mepuop ceHtabps 30, 2022 - okTa6ps 6, 2022 ~
MonyueHo Nokazaxuin
3admKkcUpoBaHO TpEBOT

Cperwan Temneparypa

[~

CobuiTia Temnepatypa Wetopus

(©

Taxske ecTh BO3MOXKHOCTh OTIIPABUTH JAHHBIC HAa TaTYUK

Jlatuuk TemnepaTypu > KyxHa > JlaT4uk TemnepaTypel, 323833355C388109

AAHHDBIE HACTPOWMKM

MNocneHWiA NakeT HACTPOSK HE HaWAeH o

Mepenaua naHHbIx

Mepron HAKOMNSHWA aHHKIX B COCTOAHWW NOKOA Mepuron nepenayx nakeTos

Mepuos HAKOMNEHWA AHHLIX B COCTOAHWA TREBOTH

ii | ‘

“ v

LoRaWAN

3anpallueaTe NOATEEPKIEHNE

O Bea nonreep:

WHpmemayansHeie

HacoBoi NOAC B MWHYTax

ABTOMATUMECKOE YTIPABNEHNE CKOPOCTHID

HikHuia nopor Temnepatyps

MNepenceTopos

BepxHuia nopor Temnepatypel

b |

OxpaHa

Pengam cpabarwieaHmna Jins OXxpaHHoro exona 1 B pexme Tpesoru

v O Crpasnat

OTNpapnTE 3aNPOC HACTPOEK OTNpaBHTh Ha YCTPORCTEO

OH 1pABMAITE



IIpakTHKYM 2.

Hooknwuenue bazosou cmanuuu k cepsepy Nekta.

Bo Bxnanke «Hactpoiiku nonkmrouenus k cepepy LoRaWAN» ykasbiBaeM
JTAaHHBIC JIS TIOJIKITF0UeHUs K o0maunomy cepepy Nekta.

Anpec cepsepa: broker.nekta.tech

Bepxnuii noprt: 1700

Hwoxnwnii nopt: 1700

) basoBag cTaHUMA RU EN
&

Gateway ID: 58 7A62fffe78280C

HacTpoiikm nogknicueHns k cepeepy LoRaWAN

Appec cepeepa: BepxHuia nopT: HuHmia nopT:
HacTpoiiiu ‘ broker.nekta tech (i) | i 1700 [} ‘ |1700 {i] i
YacTOTHOFO MAaHa
LoRa

CoxpaHWTh 3TH HACTPORKK [Mepe3anpocuTh 3TH HACTPORKK

Hactpoiikm GPS nns
loRa

Jpyrue HacTpoiikK
loRa

Tlorm LoRa
Hactpoitkm 3G
CeTeBble HACTPOWKK

06 ycTpoicTee

# Hacrpoikn

& JNleiicTenn

Peskum sxkcnepta: ||

1. 3axoauMm B cBoro kommanuio B Nekta.cloud.

It xaxmoro B Nekta.cloud 3aBegena kommanus. 3axoAWM Ha CTPaHUILY
https://nekta.cloud/
Jlorun: studentX.nag@bk.ru, rae X 3to Homep Batero mecta (ot 1 1o 15).
[Taponb: XStudentNAG, rae X 310 HOMep Baiero mecra (ot 1 10 15).

2. Jobasnenue 60a3oBoii cranuu B Nekta.cloud.

Bo Bxiaake «YctpolicTBay BbIOMpaeM QYHKIHIO «J[00aBUTh YCTPOWCTBO»

«Jl06aBUTH 6A30BYIO CTAHIUIOM.



NEIKTA BY Wsbpaunoe = Obuekt  LO Ycrpodctea  [] OT4étwi Cobuivs @ Monkzosatenn

CnpaBo4YHUKK

Ycrpolictea ° [lo6aBuTL HOBOE YCTPOCTBO e Tpynns o 3apaun onpoca m Kapra ¢

Mpu6opel yyeTa Aatunkun AoGaBuTs Ga30BYI0 CTaHLMIO B CTaHUMK

No6aBuUTb W03

Mouck Q,

[No6aBuTb Npuop y4eta

He HanpgeHo ycTponucTB

BBoaum nanHble noKIr0YeHUs 0a30BON CTAHLIMU:

[IpousBogurens-mapka: Bera

Monens: Bera BC-1.2

Tun noaxmrouenusi: LoRaWan spec. 1.0.3

HaszBanue*: Ctynent_X HAI', rie X Homep Balero mecra

ID*: ID 6a30Boii cTaHLMM Bbl MOXKETE HAaWTH Ha KOpoOke, 6o B WEB-

uHTepdeiice 6a30BOI CTAHITUH B JICBOM BEPXHEM YTITy

RU EN
=) bazoBas CTaHUWA —

) |Gateway ID: 587A62ifre78280C |
'

Apnpec cepeepa Bepa+uid nopt: Hinxnumia nopt:
HacTpoiiku ibroker.nekta.tech (i ] | ‘ 1700 i ] | ‘ 1700 (i} ‘
4YaCTOTHOrO NnaHa
CoxpaHnTh 3TM HACTPONKK MepezanpocnTe 3T HACTPONKKA

Haxxumaem kHonky «Co3aarb»



Oo6aeneHne 6a30BOM CTaHLMUN

PON3EOLMNTENL-MaPKa Bbl 3aBojgnTe:;
Bera
MNpouzeoguTens-mapka : Bera

Bera BC-1.2 il
Mogens : Bera BC-1.2

UN NOAKAOHEHIAR

LoRaWan spec. 1.0.3 N Tun nogkntoueHna : LoRaWan spec. 1.0.3

HazsaHwe : CryaeHT_X HAT

il

CryaeHT_X HAI

L |

1. JoGasinenne narunkoB B Nekta.cloud.

Bo Bkmagke «YcrpoiicTtBay BbIOMpaeM (QyHKUIMIO «/[00aBUTH yCTpOICTBO»
«Jlo6aBuTh IPUOOD yueTay.

Bce ycrpoiictBa, kpome I1-2, KoTOpbie MBI C BAMH CErOJIHS HCIOIb3YEeM, UMEIOT
BCTPOEHHBIN MojieM. Beibupaem ycTpoiicTBa ¢ MogemMoM, oTBeToM JIA.

BBoaum nanHble MOAKIIOUEHUs TprOopa yyeTa Uilu IaTYhKa:

IIpousBogurens-mapka: Bera

Mogaenb: Smart-UMO0101 wim TA-11 uau CU-11

Tun nonknmrouenusi: LoRaWan spec. 1.0.3

Yacosoii nosic: GMT +5

Beenure HazBanue®: Smart-UMO0101 wau TA-11 nan CHU-11

Tun aktuBanuu: OTAA

DevEUI: [lannyto uHbopManuio Bbl MOXKETE€ HAWTH Ha KOpoOKe OT JaT4MKa,
6o ckonupoBaTh u3 Vega LoRaWAN configurator (o HeM 4yTh HUXKeE).

AppKey: [annyro uHGOpPMALUIO BBl MOXKETE HAHTH Ha KOpPOOKE OT JaT4MKa,

6o ckommpoBaTh 3 Vega LoRaWAN configurator (o HeM 4yTh HUXKE).

Hama 6a3oBas cranuus He nmoakiatoueHa mo 3G, Beioupaem orser HET.
YacroTtuseii mian: RU868
TaiimayT akTUBHOCTU™: 5 MMHYT.

Bribupaem «Jlanee» u «Co3natby.



Q Boaa @} Fa=z ‘i' Tenno ﬂ INEKTRMUECTED (] BewecTen +ee [poues
YCTDOACTEC NOGKAHUEHD UEDES ECTDOEHHLIN rogsu?
Her @l Ja
Bera ¥ Emart-UMO101 ¥
LoRaWan spec. 1.0.3 bt GMT +5 o
Smiart-UMO101 [ ‘
Tun AKTUEaUMK
() agp (@) OTAn
Bazoean cTaHUMR nogenoueHsa no 3ET
@ Her O s
RUUEER o

TRPREIYT SKTIHOCTH *
[E MHHYT -

[ AoGzsurs yorpoicren B rpynny onpoca

B pesynbTare HacTpoikH BO BKiaake «YcTpoiicTBay «JlaTunkm» oToOpakaroTcs

B CCTHU
<
verpoiicrsa P — T rm—— (T Y —

Mpubopsl yueta AaTumkm Wmosbl basoBsble CTaHLMM
Mouck Q
D AxTMBEH D 4 Hassanwme Mogens — CepwiiHbIi Homep Craryc [fata\Bpems nocneaHein akTMBHOCTH 3apag Agpec RSSI/SNR Q
O - 28300 Smart-UM0101 (2) Smart-UM0101 @ 16.08.2022 07:30 u -84/9 —
81%
0O «@ 28296 Smart-UMO101 (1) Smart-UMO0101 @] 31.07.2022 04:42 u 53/11 =
80 %

3anuceii Ha cTpaHuue:

10



2. HacTpolika yBeIOMJICHHI O COOBITUAX

Bo Brnaake «CoObiTus» BhIOMpaeM «J[00aBUTh HOBOE COOBITHE)

NEIKTA BE WsbpanHoe = Obwextsl L0 Yorpoiicrsa [(] Oruérsi  [2] Coberun €@ Monssosatenn |B Cripasounuki o Q QOOO "HAT" v

CnucoK cobbITUi @ Aobasuti. Hosoe cobbine

Axtusen D4 Hassarme Tun cobeitin VYerpoticrea Mogens Tun Yeegomnenina KOHTaKTHbIE AaHHbie Nosopenie

3amoJiHseM 1o Bo BKiagke OOIIre CBeICHHUS:

Tun coosrtust: CoObITHE IO JAHHBIM

Hazpanue: /laém Ha3BaHHE COOBITHUS

Onucanue: MoXHO mUpe 0003HAYUTH YTO ITO 3a COOBITHE.

[Tons Hazparwe n Onucanvie 0yayT OTOOPaKEHBI B PACCHUIKE.
CospgaHue cobbiTUa

EAEHWA Ycnoeue cobbiTUs yeegomneHue

CoBbbITWe NO AaHHbIM

MoBbiWeHWe ypoBHa CO2

MoBbiWeHwWe ypoBHa CO2

3aroiHsIeM oISl BO BKJIAAKE Y CIIOBUE COOBITHS:

Bribepure Mozenb: Beibepute Moaens JaTyrka U3 PacKphIBAIOMIETOCS CUCKa. B
JAHHOM CITMCKE OyIyT MPUCYTCTBOBATH TOJIBKO T€ MOJENHU JaT4YUKOB, KOTOPBIE YKe
3aBeJIeHbI B Ballly KOMITAHHUIO.

Bri6epute yctpoiictBo: TyT Bbl MOKeTe BbIOpaTh KakK OJHO, TaK U HECKOJBKO
yCcTpoiicTB JaHHOW Mojenu. Torma coObitue Oyaer cpabaThiBaTh MO KAXKIOMY
YCTPOICTBY U3 CITUCKA.

Breibepute THn cooOmienuii: Ilpu BwIOOpe THma cooOmeHuit TpeBoru,
yBeIOMJICHUSI OYIyT NPUXOAUTH TOJBKO IIOCIE TOTO, KaK CHUCTEMa IOJIYYHUT OT
JaT4YMKa TPEBOXKHOE COOOILEHUE O BBIXOJE 3a MpEebl YCTAHOBICHHBIX 3HAYEHUM.
[Tpu BeIOOpe THMa 3HayeHHs AaTYMKa YBEJOMIICHUS OyIyT MPUXOIUTH IMOCIE TOTO,
KaK cucTeMa MOJyYyuT OT AaTYUKa COOOIIEHUE IO BPEMEHH.

Bxon: Beibupaem napameTp 1o KoTopoMy OyJI€T OTIPaBIATHCS YBEAOMIICHHUE



Ilanee BLI6I/IpaCM YCJIOBUE U 3HAYCHUC. 910 JaHHBIC II0 KOTOPbIM 6y,HeT
AHaJIM3UPOBATHCA npnmenmm“l INakKeT OT AaT4YHKa.
CospaHue cobeitua
Ofiuvie caeperms Yenosie cobbimus Yeegomnenve
Smart-uUmMo101 h [ Beibpars Bee ycTpoiicTea AanHOR Mogenw

Smart-UM0101 (1) Tpesoru

Bxon venosie 3nzuenne
YposeHb CO2 v - b [4@0

O Tpurrep

3aroHsAeM I0JIs BO BKJIAJAKE Y BEIOMIICHHUE!

BriOupaem perynsipHOCTb YBEJOMJICHUH.

Bribupaem tun ysenomnenuit E-mail. Ects Bapuantsl - CMC/E-mail/PUSH/Bo
BHewH00 UC.

Beemute E-mail. Anpec snexTponnoit noutsl: studentX.nag@bk.ru, rae X sto
HomMmep Bamiero mecta (ot 1 1o 15).

Bsennte Tekct cooOrienusa u HaxMmure Co3nathk COOLITHE.

CosfaHue cobbiTUa

Ofilme CBeaEHUA Yenoewe cobbiTig YBEAOMASHWE

[ai]

student1.nag@bk.ru

TekcT CooBLEHWA

[MoBblWweHWe yposHa CO2

Teneppb mocine Toro, Kak cpaboTaeT yBEIOMJIEHUE, Bbl CMOKETE IOCMOTPETH €0
Ha TTOYTOBOM SIITUKE:

Anpec snekTpoHHO nouTkl: studentX.nag@bk.ru, rae X 3170 HOMep Balero
Mmecta (ot 1 o 15). ITapons: XStudentNAG, rae X 3to HOMep Bamero mecta (ot 1

1o 15).



