HUAWEI

KommyTtaTtopbl cepumn CloudEngine S6730-H

lMonHoyHKUMOHanNbHbLIE MapLupyTusnpyowme kommytatopbl 10GE cepun CloudEngine
S6730-H — 370 huKCUpOBaHHbIE KOMMYTaTOPbl HOBOIO MOKONEHNSA OT KOMNaHun Huawel,
npegocTaesnsowme noptol HUCxoaswen ceasmn 10GE n noptel Bocxogswen cesasmn 100GE.

O630p npoaykTa

MonHodyHKuMoHanbHbie kommyTaTopbl 10GE cepun CloudEngine S6730-H — 310 hnkCMpOBaHHbIE KOMMYTaTOPbl HOBOIO
nokoneHns ot komnaHun Huawei, npepocraensiowme noptel HUCxoasLwen cesasu 10GE, a Takke nopTbl BOCXOASALLEN CBS3U
100GE.

KommyTtatopsl cepumn CloudEngine S6730-H obnagatoT BO3MOXHOCTAMY BCTPOEHHOTO KOHTponnepa goctyna (AC) n moryt
ynpaenate 1000 Toukamu goctyna. brnarogaps doyHkumm nonHor mobunbHocTyh (free mobility) komMyTaTopbl o6ecnevmsatoT
CTabunbHO KaYeCTBEHHbIV NMONb30BATENBLCKUIN OMbIT U CNOCOOHBLI peanusoBaTb BUPTyanusaumnio CETU C NMOMOLLbIO BUPTYanbHOM
pacwupsiemon nokaneHor cetn (VXLAN). KommyTtatopbl cepun CloudEngine S6730-H Takke npenocTaBnsioT BCTPOEHHbIE
AaTynkn 6e3onacHOCTW, NOAAEPXKUBAIOT OOHapyXeHe Nogo3puTensHoro Tpaduka u TexHonormio aHannsa ECA (Encrypted
Communication Analytics), a Takke MCNoOnNb3ylT PYHKLMIO «NPUMaHKU Ansi 3NoyMbILINEHHMKOBY (deception) B maclutabax cetu.
CloudEngine S6730-H ngeansHo noaxoauT ANs UCNOMb30BaHWSA B KAMMYCHbIX CETAX NPEANPUATUIA, ONepaTopoB CBsSI3W, BbICLLMX
y4ebHbIX 3aBeAeHNI U roCYAapCTBEHHbIX YYPEXOEHNN.

Moaenu 1 BHeLWWHMI B4 KOMMYTaToOpOB

romionomeame

® 48 x 10 Gig SFP+, 6 x 40/100 Gig QSFP28

® [1Ba nogknivaemblx Moayna NnUTaHuA; pesepBnpoBaHnUe NUTaHNA NO CXeme 1+1

CloudEngine S6730-H48X6C ® CkopocTtb nepegaymn: 490 MrH NakeToB B CEKYHAY
® KommyTauunoHHasa eMkocTb: 2,16 Tout/c n 2,4 Tout/c
NMPUMEYMAHUE

WHTepdencol 100GE QSFP28 nogaepxuBaroT aBToMaTMYeCKOe pacrno3HaBaHne
ontuyecknx mogynen 40GE n 100GE.

MopT BocxoasLLen cBsA3n No ymonvaHuto — 40GE, KOTOpbIA MOXET ObITb
MogepHuauposaH go 100GE nytem nuueH3vpoBaHus.

3HauveHue nepen Kocou YepTon (/) OTHOCUTCHA K KOMMYTaLMOHHOM CMOCOBHOCTH
YCTPOMCTBA, @ 3Ha4YeHne Nocre KOCon 4epThl (/) 03HaYaeT KOMMYTALMOHHYHO
CMOCOBHOCTb MUKPOCXEMBbI.

® 24 x10 Gig SFP+, 6 x 40/100 Gig QSFP28

® [1Ba noaknyaeMbiX MOAYSS NMTaHUA; pe3epBUPOBaHNE NUTAHUA Mo cxeme 1+1

® CkopocTb nepegaun: 490 MIH NakeToB B CEKyHOY

® KommyTaumoHHasi emkocTb: 1,68 Tout/c n 2,4 Téut/c
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NMPUMEYAHUE
UuTepdencel 100GE QSFP28 nogaepxuBatoT aBToMaTUYeCcKoe pacrno3HaBaHue
onTunyeckux moaynen 40GE n 100GE.
MopT Bocxoasien cBa3m no ymonyanuto — 40GE, koTopbii MOXET ObITbh
mogepHuauposaH Ao 100GE nytem nuueHsvpoBaHus.
3HaveHne nepes Kocou YepTon (/) OTHOCUTCHA K KOMMYTaLMOHHOM CMNOCOBHOCTH

YCTPOMCTBA, @ 3Ha4YeHne Nocre KOcon YepThl (/) 03HaYaeT KOMMYTaLNOHHYHO
CMoCOBHOCTb MUKPOCXEMBbI.

XapakTepucTuku un npemMmyLiecTsa npoaykKra

Pa3Hoobpa3Hble BO3MOXHOCTU KOHBEepreHuum

Bnarogaps nHTerpnposaHHon cyHKkumm WLAN AC, nossonstowlen cosepluate ynpaenenve 1000 Toukamm goctyna,
yAaeTcsa CHU3WTb 3aTpaThbl Ha NnprnobpeTteHne gononHutensHoro obopygosaHna WLAN AC. Takum obpasom, kKoMMyTaTopbl
cepun CloudEngine S6730-H moryT noMo4b knneHTam octaBaTbCH Ha NepefoBbIX NO3NLMAX B 3MOXY BbICOKOCKOPOCTHON
6ecnpoBoaHON CBA3N.

KommyTtaTtopsl cepumn CloudEngine S6730-H nogaepxueator SVF n dyHKUMOHNPYIOT Kak POANTENBCKUA KOMMYTaTOP.
Bnarogaps aTton TexHonorun BUpTyanu3saummn umanyeckas CeTb CO CTPYKTYPOM «KKOMMYTATOpbl Manoro sapa/koMmmyTaTopsbl
arperaumm + KOMMYTaToOpbl 4OCTYNa + TOYKM JOCTYNa» MOXeT ObITb BUPTyanusanpoBaHa B «CynepkoMmyTaTopy», 4YTo
3HaYMTENbHO YNPOLLaeT ynpaBneHne CeTbio.

CloudEngine S6730-H obecne4mBaeT oTnMYHbIE BO3MOXHOCTM KadecTBa obcnyxumeaHus (QoS) n nogaepxvsaet
anropuTMbl NNaHUPOBaHUSI o4epeaen 1 ynpasrieHusi neperpyskamu. Kpome Toro, Ans peanusaumum TOHHOTo NiiaHMpoBaHWs
MOTOKOB A@HHbIX MPUMEHSIIOTCA MHHOBALIMOHHBIE MEXaHW3Mbl OpraHu3aLuy o4epeaeit Ha OCHOBE NpuopuTeTa U
MHOrOYPOBHEBOIO MMaHNPOBaHWMs, YTO OTBeYaeT TpeboBaHWsAM K Ka4yecTBy OBCINYXUBaHUS Pa3NUYHbIX NOSb30BaTENBCKUX
TEPMUHAsIOB 1 CEPBUCOB.

Ob6ecneuyeHue b6ornee AeTanbLHOro ynpaBreHUs CeTbio

B oTnn4yme oT TpagnUMOHHOIO METOAa ynpaBneHus CeThbio, rae Ansg obHapyXeHNss MECTOMNONOXEHNST HEMCNPaBHOCTMH
ncnonb3yeTcs umutTupyembin Tpaduk, TexHonorus iPCA (Packet Conservation Algorithm for Internet) npenocraensier
HenpepbIBHbIN KOMMEKCHbI MOHUTOPUHI Ka4ecTBa CETU ANs KaXAoro CEpBUCHOrO noToka B noboe Bpems 6e3
[ONonHUTENbHbIX 3aTpart, ObICTPO M TOYHO onpeaenss npepbiBaHus cnyxb 1 HevcnpaeBHble NopThl. bnarogaps gaHHoOM
HOBEWLLEN TEXHONOrMN OBHapYXXeHUS HencnpaBHOCTEN yaaeTca npeobpa3oBaTb «3KCTEHCMBHOE yrpaBrieHne» B «TOYHOE
LerneHanpasneHHoe ynpaeneHne».

CloudEngine S6730-H nponsBoauT TOUHY NPOBEPKY NPOU3BOAUTENBHOCTU Ntoboro IP-kaHana n MoXeT nony4nTb
MHGOPMaLMIO O MPON3BOANTENBLHOCTH |IP-kaHanoB Bcer ceTu C MOMOLLBIO ABYXCTOPOHHENO MPOTOKONA aKTUBHbIX
nameperun (TWAMP), Tem cambiM yCTpaHsas He06xoaANMOCTb UCMONb30BaHMA CeuManbHOro 30HA4a Uy NPonpuMeTapHoro
npoTokona.

F'mMbkue meToabl opraHmsauum cetn Ethernet

KommyTatopsl cepumn CloudEngine S6730-H

B pononHeHuWe k TpaguUMOHHOMY NPOTOKONY CBA3YHOLLMX AepeBbeB (STP), ycKOpeHHOMY NPOTOKOIY CBA3YHOLLMX 4EPEBLEB
(RSTP) n npotokony MHOXeCTBEHHbIX cBa3yloLwnx aepesbeB (MSTP) kommyTaTtop CloudEngine S6730-H nogaepxvsaet
paspaboTaHHyto koMmnaHuei Huawei TexHonoruto SEP (Smart Ethernet Protocol), a Takke HoBenwwnid ctaHgapT ERPS
(3awuTHOE NepeknioyeHne Ansa konbua Ethernet). SEP aBnaeTca npoTokonom KonbLeBOn 3awuTbl, cneumduyHbiM Ans
ypoBHs kaHana Ethernet, n npyumeHsieTcs K pasnuyHbIM TOMOMOMMSIM KOSbLEBbLIX CETEN, TAKUM KaK OTKpbITasl KonbLieBast
TOMOMOrusl, 3aKpbiTas KOMNbLEBas TOMOMOMMSA 1 KackagHas KonbLueBasi TOnonorus. AToT NPOTOKON SABNSETCS HAAEXHbIM,
npocTbIM B 06CnyxuBaHuu 1 obecneunsaeT ObICTpoe nepekntoyeHne cepeucos B TeveHme 50 mc. ERPS onpepenet B ITU-
T G.8032. OH BbINONHSAET 3aLUUTHOE NEpeKodYeHne B TeHeHNe MUMIIMCEKYH Ha OCHOBE TPaANLMOHHBIX (OYHKLIMI
Ethernet MAC n mocToBOro coeguHeHus.

CloudEngine S6730-H nogaepxvBaeT nHtennektyanbHble cBa3n (Smart Link) n npoTokon pesepBrMpoBaHnsi BUPTYanbHOMO
mapuwpyTtusatopa (VRRP), koTopble peanusyloT pesepBHOE KONMMpOBaHME KaHanoB Bocxoasiuen ceasm. OamMH kommyTaTop
CloudEngine S6730-H moxeT nogkno4aTbCsl K HECKONbKUM KOMMYTaTopaMm arperauum Yepes pasHble KaHarbl, 4To
3HaAYUTENbLHO NOBbLILLAET HAAEXHOCTb YCTPOMCTB AOCTYNa.




MUHTennekTyanbHbIN cTek (iStack)

®  CloudEngine S6730-H nogaepxueaet yHkumto iStack, koTopas 06beanHSIET HECKONBbKO KOMMYTaTOPOB B JTOTMYECKUIA
KOMMyTaTop. KOMMyTaTopbI-y4acTHVKN B CTEKE BbICTYNalT B KA4€CTBE Pe3epBHbIX YCTPOWCTB Apyr ANS Apyra ANns
MOBBbILLIEHNS HAOEXHOCTM YCTPONCTBA M UCMONb3YIOT arpermpoBaHne KaHanoB Mexay YCTPOMCTBaMU ANs MOBbILLEHWS
HazexXHocTu kaHanoB. iStack obecneymBaeT BbiCOKylo MacluTabupyemocTtb ceTu. [MyTem gobaBneHuss KOMMyTaTopoB-
YYaCTHUKOB MOXHO YBENNYNTL KONMMYECTBO MOPTOB CTEKA, NPOMYCKHYH CMOCOBGHOCTb U MPOM3BOAUTENBLHOCTE 0O6PabOTKM.
iStack Takke ynpoluaeT HacTpoyiKy 1 ynpasrneHue ycTpornctesamu. [locne HacTpOWKM CTeka MOXHO BUPTYanu3npoBaTh
HECKOMbKO (hM3NYeCcKkUx KOMMYTaTOPOB B OOHO JTIOTMYECKOE YCTPOWCTBO. Bbl MoxeTe BoWTU B N0OON KOMMYTaTOp-y4acTHUK
B CTeke, YToObl yNpaBnsaTe BCEMU KOMMYTaTopamMm-y4acTHUKaMW.

O6nayHoe ynpaBreHue

® [Inatdopma obnayHoro ynpaeneHust Huawei no3BonsieT nonb3oBaTensM npou3BoAUTb HACTPOWMKY, MOHUTOPUHT 1
NpoBepKy KOMMYTaTOPOB B obnake, cokpallas pacxofbl Ha pasBepTbiBaHUe, SKCnyaTauuo n TexobenyxmeaHne obbekTa
N CHXas onepaumoHHble 3aTpaTtbl ceTn. KommyTaTtopsl Huawei nogaepxuveatot kak obnayHoe, Tak u nokansHoe
ynpasneHue. 1o Mmepe Heo6Xx0ANMMOCTU MOXHO OCYLLECTBIATL TMOKOE NepekniodeHne Mexay 3TUMN AByMSt peXxmmammn
ynpasneHus Ansa AOCTUXKEHUs NNaBHOW 3BOMOLMM NPU MakCcMmarnbHOM okynaemocTu nHsectuumii (ROI).

VXLAN

®  VXLAN wucnonb3ayetcsa ansa cosganusa UVF (Unified Virtual Fabric). Takum o6pasom, B o4HON hU3nyeckomn ceTn MOXeT ObiTb
pasBepHYTO HECKOIbKO CEPBUCHbBIX CETEN UMK ceTen apeHaaTopoB, MPUYeM CEPBUCHbIE CETU U CETM apeHaaTopos byayT
M30nmnpoBaHbl Apyr oT gpyra. B pesynstaTte ygaeTcsa co3gatb eAuHYHo CeTb ANS PeLUeHns pa3nuyHbIX 3a4ad. Takum
obpasom, obecneunsaeTcs BOSMOXHOCTb Nepeaadm AaHHbIX PasnnyHbIX CEPBUCOB MW KNMEHTOB, CHWXKAKOTCA 3aTpaThl Ha
NMOCTPOEHME CEeTU 1 NoBbILaeTca 3PPEKTUBHOCTb NCMOMNb30BaHNS CETEBLIX PECYPCOB.

®  KommyTatopbl cepun CloudEngine S6730-H nopaepxuBatoT dyHkumto VXLAN 1 NpefocTaBnsiioT peXxumel
LeHTPanu3oBaHHOTO 1 pacnpegerneHHoro passepTbiBaHus wnto3a VXLAN. DT KoMMyTaTopbl Takke NoaaepXunsarT
npotokon BGP EVPN ans guHamuyeckon yctaHoBku TyHHenen VXLAN n MoryT ObiTb HACTPOEHbI C MOMOLLBIO
NETCONF/YANG.

CUHXpOHM3aLMA YacoB

®  KommyTtatopbl cepum CloudEngine S6730-H nogaepxwmeatotr npoTtokon |IEEE 1588v2, koTopblii N03BONSET BbINOMHATb
BbICOKOTOYHYI0, SKOHOMUYHYIO CUHXPOHM3ALMIO BPEMEHU 1 YacoB, obecneynBasi BbICOKYIO HagexXHoCTb. brnarogaps
OaHHOM PyHKLUMKM MOTYT ObITb YAOBMNETBOPEHBI BLICOKNE TPeOOBaHUS KNMEHTOB B 06NacTn 3HEPreTuKM 1 TpaHcnopTa K
TOYHOCTW CMHXPOHU3aLMW BPEMEHM N YACOB.

OTKkpbITaa nporpammupyemas cuctema (OPS)

® OPS — 370 OTKpbITas NporpamMmmupyemasi cuctema, OCHOBaHHas Ha si3blke nporpammupoBanmst Python. UT-
aAMUWHMCTPATOPbI MOMyT 3anporpammMmnpoBaTh MYHKLUW SKCNyaTauum n TexobcnyXmBaHns KOMMyTaTopa C MOMOLLbIO
ckpunToB Python 1 66ICTpO peanu3oBaTb MHTENNEKTYarbHbIA NPOLECC NX BbINONTHEHUS.

B3anmopencTtBue B obnactu 6e3onacHoCT 60nbLUIUX AaHHbIX

®  KommyTatopbl CloudEngine S6730-H ncnone3aytotr NetStream ansi cbopa ceTeBbIX faHHbIX KaMmyCHOW CeTu U
nocneaytLlel nepefaYn 3Tux AaHHbIX B MHTENNEKTyanbHy cucteMy kubepbesonacHoctu (HiSec Insight). 9To nenaetcs
Ans obHapyxeHus yrpo3 6e30nacHOCTH ceTU, OTOBPaxeHUsi COCTOsIHMA 6e30nacHOCTH BO BCel CeTu 1 obecneveHunst
aBTOMaTMYEeCKOro UMn py4YHOro pearvpoBaHus Ha yrpo3sbl 6esonacHocTu. HiSec Insight otnpaenseT nonutukm
6e3onacHocTn Ha iMaster NCE, KoTopebIll 3aTeM nepedaeT nx KommyTaTopam, npoBoaswum obpaboTky cobbiTui
6e3onacHocTn. Bece ato nossonsieT o6ecnevntb 6€30nacHOCTb KamMMnyCHOMN CeTu.

®  CloudEngine S6730-H nogaepxueaet TexHonornto aHanuaa ECA (Encrypted Communication Analytics). Ha ocHose
Bbibopkn NetStream un Service Awareness (SA) koMMyTaTop M3BNeKaeT XxapakTePUCTUKN 3andPOBaHHBIX MOTOKOB C
MOMOLLIbIO BCTPOEHHBIX CPeAcTB 3oHaupoBaHus ECA, reHepupyeT meTagaHHble 1 nepegaet ux B Huawei HiSec Insight.
HiSec Insight ucnonesyet UM-anroputm ans obyyeHns mogenu Tpadmka n CpaBHEHUS XapaKTepPUCTUK N3BNEYEHHOTO
3awmcpoBaHHOro Tpaduka c Lernbio BbIIBNEHNS BpeAoHOCHOro Tpaduka. HiSec Insight otobpaxaeT pesynbraTthl
obHapyxeHus B rpacdmyeckom nHTepdence nonb3oatens (GUI), npegoctaBnseT pekoMeHgauum no yCTpaHeHno yrpos 1
aBTOMaTUYECKN N30NMNPYET yrpo3bl ¢ nomoLbio iMaster NCE gna obecneveHnss 6€30nacHOCTM KammnyCHOM CETW.

®  CloudEngine S6730-H noaaepxuBaeTt UCnonb3oBaHWe «NpUMaHKu Ans 3noymblLLneHHMKoBy (deception). ®yHKLMOHUPYS
Kak AaTymk obHapyXeHusl yrpos, Takux Kak ckaHupoBaHue |IP-agpecoB 1 NopToB B ceTu, AaHHas PyHKLMS no3sBonsieT
«NpuUBNeYb» NPeacTaBnsoLMiA yrpo3y TpadvK Ans fanbHenwen npoeepky. 3agaya honeypot — BbINOMHWTL YriybneHHoe

KommyTatopsl cepumn CloudEngine S6730-H




B3aVMOAENCTBME C MHULMATOPOM NOTEHLMANbLHO onacHoro Tpadwka, 3apmkcnpoBaTh pasnnyHble METOAbI aTak
MHULUMATOPa Ha YPOBHE MPUIOXEHUI U Nepeaatb XypHanbl 6esonacHoctu BHiSec Insight. HiSec Insight aHanuanpyet
XypHanbl 6e3onacHocTu. Ecnu cuctema onpegensert, 4To NOA03pUTENbHbIN Tpaduk npeacTtaenseT n3 cebs aTtaky,
reHepupyeTcs aBapuiHbIA CUrHan v NpeanaraiTcs pekoMeHgauum no pelueHuno npobnemsl. Nocne Toro, Kak
aAMUHWCTpaTOp NoaTBepXAaeT aBapunHbIi curHan, HiSec Insight otnpaensiet nonuTtuky Ha iMaster NCE, KoTopbIli 3aTeM
nepenaeT ee KOMMyTaTtopaM Ans 06paboTku cobbiTuin 6esonacHocTn, obecnevnBas 6€30MacHOCTb KaMMyCHOWM CETW.

MHTeHﬂeKTyaanble JKCnnyatTauua n TeXOGCHy)KVIBaHVIe

KommyTtatop CloudEngine S6730-H ncnonb3yeT TexHonoruio tenemetpun ans cbopa AaHHbIX YCTPOWCTB B pEXUME
peanbHOro BpeMeHU 1 oTnpaBku AaHHbix B Campuslinsight (komnoHeHT aHannsa kamnycHow cetn Huawei). Campusinsight
aHanM3npyeT ceTeBble AaHHbIE HA OCHOBE WHTEMMEKTYanbHOro anroputMa noucka HeMcnpaBHOCTEN, TOYHO OoToDpaxaeT
COCTOSIHVE CETU B PEXUME pearibHOro BpemeHu, aeKTMBHO pa3rpaHM4MBaET U CBOEBPEMEHHO OOHapyXuBaeT
HENCNpPaBHOCTW, a TaKxKe BbISBIMSAET ceTeBble NPObnembl, KOTOPbIE BAMAIOT Ha NONMb30BaTENbLCKUIA OMbIT, U PELLAET UX.

KommyTtatopbl cepumn CloudEngine S6730-H noaaepxvBaloT pasnuyHble MHTENNeKTyarnbHble OYHKLMM IKCnyaTauum 1
TexobCcnyXxunBaHua Ansa ayavo- 1 BUAEO-YCIyr, BKIOYas pacLUMPEHHbI MHAEKC AOCTaBKN CPEACTB MacCOBOW MHAOpMaLmum
(enhanced Media Delivery Index; eMDI). C nomowubto cyHKumMM eMDI KoMMyTaTop MOXET (DYHKLMOHUPOBATL KaK
KOHTPONUpyeMbIi y3en, Neproanm4eckn NPoBOANTL CTAaTUCTUYECKNE BbIYMCIIEHNA U OTNPAaBNAATb OTYEThI, codepX)alune
MHAMKAaTOpbI ayauo- 1 Buaeo-ycnyr, Ha nnatdopmy Campusinsight. Takum o6pasom, nnatdopma Campusinsight moxet
ObICTPO pasrpaHM4MTb OLLINOKK Ka4ecTBa ayamno- 1 BUAEO-yCyr Ha OCHOBE pe3ynsTaToB PaboThbl HECKONbKMX
KOHTPONUpYeMbIX Y310B.

MHTennekTyanbHoe o6HOBNEHUe

KommyTaTopbl nogaepxmBatoT PyHKLMIO MHTENMNEKTyanbHOro obHoBneHns. B 4acTHOCTHU, KOMMYTaTOPbl NONyYatoT NyTb
0BHOBMNEHNS BEPCUM U 3arpyxatoT camyto NOCNEAHION BEPCUo C OHNanH-nnatgopmel obHoBneHn Huawei (Huawei
Online Upgrade Platform, HOUP). Becb npouecc 06HOBMEHNs1 NOMHOCTbI0 aBTOMATU3MPOBAH; OOHOBMEHUE BbIMOMHAETCA
OOHMM LUEenyYKoM Mbiwn. Kpome Toro, nogaepxmBaeTcs npegsapuTenbHas 3arpy3ka Bepcum, YTo 3HaunTenbHO cokpallaeT
Bpems 06HOBMNEHNS 1 NnpepbiBaHns 06CcnyXnBaHus.

OYHKUMSA MHTENNEKTYarnbHOro 0GHOBEHUS 3HAYUTENbHO YNPOLLAeT BbINOSHEHME onepauuit No 0GHOBIEHMIO YCTPOCTBA U
NO3BOMSIET KNNEHTY OCYLLECTBNSATL He3aBUCMMOe OBHOBMEHME Bepcun. Bnarogapst aToMy 3HaUUTENBHO CHIXKAKOTCS
3aTparthl knvMeHTa Ha o6enyxusaHue. Kpome Toro, nonmTukn obHoeneHust Ha nnargopme HOUP ctangapTuaupytoT
onepauuy 0GHOBMNEHUS!, 3HAUYNTENBHO CHUXAasi pUCK cGoeB Mpu NpoBeaeHU 0BGHOBMNEHNS.

XapaKkTepuCTUKM NnpoAayKTa

dukcrpoBaHHble 48 x 10 Gig SFP+, 6 x 40/100 Gig QSFP28 24 x 10 Gig SFP+, 6 x 40/100 Gig QSFP28
nopTbl

Pasmepsl (LU x T x B) 442 x 420 x 43,6 MM 442 x 420 x 43,6 Mm

BbicoTa waccu 1U 1U

BxoagHoe HanpsikeHne [NnTaHne nepeMeHHOro Toka

® HomuHanbHOe HanpsbkeHne nepemeHHoro Toka: oT 100 go 240B; 50/60 Ny
® MakcumanbHoe HanpshkeHue nepemeHHoro Toka: ot 90 go 290B; 45-65 Ny
MuTaHne NoCTOAAHHOro ToKa

® HomuHanbHOe HanpshKeHne NOCTOSHHOrO Toka: oT -48 oo -60B

® MakcumanbHoe HanpshkeHne NOCTOAHHOrO Toka: oT -38,4 o -72B

BxoaHow Tok 600 BT nepemeHHoro toka: makc. 8A

1000 BT nocTtosiHHOro Toka: makc. 30A

MakcumanbHas 274 Bt 231 BT
notpebnsemas
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CloudEngine S6730-H48X6C CloudEngine S6730-H24X6C

MOLLUHOCTb

MwuHumanbHas
notpebnsemas
MOLLHOCTb

Pabovas
Temneparypa

Temnepatypa
XpaHeHusi

Pa6oyas BbicoTa Hag
YPOBHEM MOpSi

LlymoBble
XapaKTepuCTUKM
(3BykoBOE OaBreHune
npu HOpManbHON
Temneparype)

XapakTepucTuku
3aLWmTbl OT
nepeHanpsixeHns

Twvn nctoyHuka
nuTaHus

OTHocuTenbHas
BIaXXHOCTb

BeHTnnaTopesl

Pacceunsanune Ttenna

97 BT 97 Bt

® O10 a0 1800 m: oT -5°C pno 45°C

® Ot 1800 no 5000 m: paboyas TemnepaTtypa yMmeHbluaeTcs Ha 1°C ¢ yBenM4eHneM BbICOTbI Ha
Kaxable 220 M.

OT1-40°C no 70°C

5000 m

65 ab (A)

MHTepdenc nutaHmsa nepemeHHoro Toka:
anddepeHumanbHbI pexum: 6 kB; o6wmn pexum: £6 kB
WHTepdenc nutaHma NOCTOSAHHOrO ToKa:

onddepeHumanbHbIN pexnm: £2 kKB; obwmin pexnm: 4 kB

WcTouHMK nuTaHna nepemeHHoro Toka 600 BT

NcTouHnk nutaHnsa noctosiHHoro Toka 1000 Bt

OT1 5% no 95% (6e3 koHaeHcaumm)

4; nogkntoyaemble Moy BEHTUISTOPOB

PacceunBaHune Tenna ¢ NOMOLLbI0 BEHTUNSTOPOB; MHTENNEeKTyalbHaaA perynnpoBKa CKOPOCTU
BpalleHna BeHTUnaTopa

XapaKkTepucTUKM CepBUCOB

opaum oo

MAC

VLAN

KommyTtaTopsl cepum CloudEngine S6730-H

o 384 000 sanncenn MAC-agpecoB

CooTtBeTtcTBue ctaHaapTam IEEE 802.1d

MayueHne n ctapeHne MAC-agpecos

Cratuyeckue, agnHammyeckume 3anucu MAC-agpecoB 1 3anucu Tuna «4epHas gbipar

dunbTpaums naketoB Ha ocHoBe MAC-aapecoB UCTOYHUKA

4000 VLAN

loctesble 1 ronocosble VLAN

GVRP

MUX VLAN

HasHaueHnne VLAN Ha ocHoBe MAC-agpecoB, NpoTokonos, IP-noaceTten, NoAMTUK 1 NOpTOB

ConoctaeneHne VLAN




ARP

IP-mapLupyTtnsaumsa

CoBMEeCTUMOCTb

Cepsuc
GecnpoBoaHoON CBA3N

3awuTa oT netenb
Ethernet

MPLS

Xapakrepuctuku IPve

MHoroagpecHas
paccbinka (Multicast)

KommyTatopsl cepumn CloudEngine S6730-H

Cratuyeckun ARP-npoTokon

OvHamnyeckuin ARP-npoTokon

Cratnyeckue mapwpyThl, RIP v1/2, RIPng, OSPF, OSPFV3, IS-IS, IS-ISv6, BGP, BGP4+, ECMP,
nonuTMKa MapLupyTM3aumm

[o 256 000 3anucen FIBv4

[o 80 000 sanwucen FIBv6

MpoTtokon cBsidytowero aepesa Ha 6ase VLAN (VBST), pabotatowmii ¢ PVST, PVST+ n RPVST

MpoTokon cornacosaHns Tuna kaHana (LNP), aHanormyHein npotokony Dynamic Trunking Protocol
(DTP)

MpoTtokon ueHTpanu3dosaHHoro ynpasneHusa VLAN (VCMP), aHanormnyHbii npotokony VLAN Trunk
(VTP)

Ynpaenenwve goctynom k AP, ynpaeneHune gomeHom AP 1 ynpasneHve wabnoHamm KoHurypaumm
AP

YnpaBneHve pagMomMoaynsimu, yHUMUMpoBaHHas ctatndeckas KoHurypauusi  guHammyeckoe
LieHTpan1M3oBaHHOe yrnpaBreHue

Basoeble cepaucbl WLAN, QoS, 6e30nacHOCTb M ynpaBrieHre nosib3osaTensimm

CAPWAP, onpefeneHne MecTOMNONOXeHNUs Tera/TepMmmnHana u aHanua cnekrpa

Konbueas Tononorua RRPP 1 mynbtnaksemnnap RRPP

Tononorus gepesa Smart Link n mynbtuaksemnnsip Smart Link, o6ecneynBatoLme sawmTHoe
nepekntoYeHe Ha YpoBHE MUNTNCEKYH,

WHTennektyanoHas 3awwuta Ethernet (SEP)

ERPS (G.8032)

BFD ana OSPF, BFD ansa IS-IS, BFD ana VRRP n BFD gna PIM
STP (IEEE 802.1d), RSTP (IEEE 802.1w) u MSTP (IEEE 802.1s)

3awuta BPDU, 3awimTta KOpHEBbIX 0OLEKTOB 1 3aluMTa OT neTesb

MPLS L3VPN

MPLS L2VPN (VPWS/VPLS)
MPLS-TE

MPLS QoS

O6HapyxeHue cocenen (ND)

PMTU

IPv6 Ping, IPv6 Tracert n IPv6 Telnet

ACL Ha ocHoBe agpecoB IPv6 nctodHuka, HasHayeHus1, NOPTOB YPOBHS 4 UMn TUMNOB NPOTOKOMOB
MLD (Multicast Listener Discovery) snooping (MLDv1/v2)

Appeca IPv6, HacTpoeHHble s cy6-uHtepdgericor, VRRP6, DHCPv6 n L3VPN

IGMP v1/v2/v3 snooping u 6eicTpbiii Bbixog IGMP
MHoroagpecHas nepecsbinka B npegenax VLAN un mHoroagpecHas pennukauus mexay VLAN

BanaHcypoBka Harpysku MHoroagpecHon pacchbifikv Mexay noptaMmu-yyacTHUKamm
MarncTpanbHoro kaHana (trunk)

YnpaBnsiemas MHOroagpecHasi paccbinka

CraTtucTtuka Tpadmka MHOroagpecHOM paccbifikv Ha OCHOBE NOPTOB
IGMP v1/v2/v3, PIM-SM, PIM-DM u PIM-SSM

MSDP

MHoroagpecHas cetb VPN




QoS/ACL OrpaHunyeHne CKopoCTU MopTa BO BXOASILLEM M UCXOASALLEM HanpaBneHnsx
lMepeHanpaBneHve nakeToB
YnpasneHune Tpacmkom Ha OCHOBE NMOPTOB M ABYXCKOPOCTHOM TpexuseTHon CAR
Bocemb oyepenen Ha nopT
Anroputmbl DRR, SP u DRR+SP gns nnaHvpoBaHusa odepegen
WRED
MoeTopHasa mapkuposka noner 802.1p n DSCP nakeToB

®PunbTpaumns NakeToB Ha YPOBHSAX 2—4, punbTpauma HegencTBMTENbHbIX kagpos Ha ocHoBe MAC-
agpeca uctovHuka, MAC-agpeca HasHaueHus, IP-agpeca ncroyHuka, IP-agpeca HasHauyeHus,
HoMepa nopTa nctovHuka/HasHaveHma TCP/UDP, Tuna npotokona n ngeHtudukatopa VLAN

OrpaHuyeHne CKOPOCTM Ha OCHOBE oYepeamn U opMMpoBaHue Tpaduka Ha nopTax

ObecneyveHne Mepapxuyeckoe ynpaeneHue nonb3oBaTensaMm u 3awuta naponem
GesonacHocT 3awwTa ot atak DoS, ARP 1 ICMP
Mpuesaska IP-agpeca, MAC-agpeca, Homepa nopTa un ngeHtndukatopa VLAN
M3onsums nopTos, 6ezonacHocTb noptoB u nunkue MAC-agpeca
MpuHyanTenbHasa nepeagpecauns MAC (MFF)
3anucu MAC-agpecoB Tvna «4epHas gblpa»
OrpaHuyeHne konuyecTsa pacno3HaHHbix MAC-agpecos
AyTteHTudpmkaumnsa IEEE 802.1X 1 orpaHnyeHne konmyectsa nonb3oBaTenen Ha nopre
AyTteHtudpukauma AAA, RADIUS, HWTACACS
NAC
SSH V2.0
MpoTtokon 3awumieHHon nepegayn runeptekctos (HTTPS)
3awwmTta LN
YepHbin n 6enbin Cnnckn

TpaccrpoBKa MCTOYHMKA aTakn U Haka3aHue 3a aTaku C MOMOLLbIO nakeToB IPV6, Takux Kak nakeTbl
ND, DHCPv6 u MLD

IPSec ons wndpoBaHusi NakeToB ynpaBneHns
ECA

MpumaHka gns 3noymeiwneHHukoB (Deception)

HapexHocTb LACP
E-Trunk
Ethernet OAM (IEEE 802.3ah n IEEE 802.1ag)
ITU-Y.1731
DLDP
LLDP
BFD ana BGP, BFD ans IS-IS, BFD ana OSPF 1 BFD gnsa ctatMyeckmx MapLupyToB

VXLAN ®yHkumm VXLAN, wnio3el VXLAN L2 n L3, BGP EVPN
KoHdpurypaums VXLAN ¢ ncnonb3zosaHnem NETCONF/YANG

SVF ®YHKLUMOHUPOBaHNE B KAYECTBE POAUTENBLCKOrO y3na ANns BEPTUKanbHON BUpTyanusauum
KOMMYTaTOPOB 1 TOYEK JOCTYNa HUCXOASLLEN NTMHMUM CBA3M KakK OHOro YCTPOWCTBA yrpaBneHus
[IByxypOBHeBasi KNeHTCKasi apxMTekTypa

KommyTaTopbl ocTyna MoryT 6biTb CKOHGUIYypMpOBaHbl He3aBUcUMO. CepBUChHI, A1 KOTOPbIX He
noaaepKuBatoTCs WabnoHbl, MOryT GblTb HACTPOEHbI HA POAUTENBCKOM Y3rie.

B03MOXHOCTb MCMONb30BaHUS YCTpOﬁCTB CTOPOHHUX npomsso,u,menelh Mexay pognTenbCKum

KommyTatopsl cepumn CloudEngine S6730-H




oy omeame

y3nom SVF u knueHTamn

iPCA MapknpoBka NakeToB CEPBUCOB AJ1s NOMyYeHNst KoadduLMeHTa NnoTepy NakeTos 1 KONMYecTsa
NOTEPSIHHLIX MAKETOB B PEXUME pearibHoro BpEMeHU

MoacueT konu4yecTBa NoTepAHHbIX NaKeToB U KOSd)(bVILI,MeHTa noTepu NakeToB B CeTAX N

yCTponcTBax
Ynpasnexue 1 O6nayHoe ynpasreHue
obenyxusatie TecTupoBaHue BUPTYyansHoro kabens
SNMP v1/iv2c/v3
RMON

Cuctema ynpaeneHus cetblo (NMS) uepes VHTepHeT

Cu1CTeMHBIe XypHarbl U aBapuiiHbie CUrHarnbl pa3nuyHbIX CTENEHER CEPbE3HOCTU
GVRP

MUX VLAN

NetStream

TenemeTtpus

OpraHunsauusi ceTu U cueHapum NPUMeHeHus

Huawei CloudEngine S6730-H — 370 rubKkuin (bMKCMpoBaHHbIA KOMMYTAaTOp, OCHALLEHHBIV MOPTaMX HACXOASILLEN NIMHUN CBS3U
10GE v Bocxogswer nuHum ceasu 100GE. MopaepxumBaeTcs yrnybneHHas KOHBEPreHuUms MpoBOAHbIX U 6eCcnpoBOAHbIX ceTen 1
YHUpMUMPOBaHHOE yrpaBneHne ycTporcTBamu, nonb3oBatensmm n cepsucamn. Kommytartop CloudEngine S6730-H moxet
MCMonb30BaThCs B KAYECTBE OCHOBHOIO YCTPOWCTBA B KOPMOPATMBHOW CETU hunmana unvm B Marnon unm cpegHein KaMnycHom
CeTu, a Takke B Ka4ecTBe YCTPOWCTBa arperauum B kpynHomacLutabHowm kamnycHow cetu. OH nomoraeT co3faTthb yrnpaBnsemyto
1 BbICOKOHAZEXHYI0 KaMMyCHYIO CETb NPEeAnpuUsTUs ¢ MaclTabupyembiMm ycrnyramm.

KommyTtaTopsl cepum CloudEngine S6730-H
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UHdopmauusa ana 3akasa

B tabnuue Hwxe npuBegeHa nHgpopmaumsa ans 3akasa kommytatopoB cepum CloudEngine S6730-H.

CloudEngine S6730- S6730-H48X6C (48*10GE SFP+ ports, 6*40GE QSFP28 ports, optional license for upgrade to
H48X6C 6*100GE QSFP28, without power module)

CloudEngine S6730- S6730-H24X6C (24*10GE SFP+ ports, 6*40GE QSFP28 ports, optional license for upgrade to
H24X6C 6*100GE QSFP28, without power module)

CloudEngine S6730- S6730-H48X6C Bundle (48*10GE SFP+ ports, 6*40GE/100GE QSFP28 ports, with license,
H48X6C without power module)

CloudEngine S6730- S6730-H24X6C Bundle (24*10GE SFP+ ports, 6*40GE/100GE QSFP28 ports, with license,
H24X6C without power module)

L-100GEUPG-S67H CloudEngine S6730-H Series, 40GE to 100GE Electronic RTU License, Per Device
L-VXLAN-S67 S67 Series, VXLAN License, Per Device

L-1AP-S67 S67 Series, Wireless Access Controller AP Resource License-1AP

N1-S67H-M-Lic S67 Series Basic SW,Per Device

N1-S67H-M-SnS1Y S67 Series Basic SW,SnS,Per Device,1Year

KommyTtaTopsl cepum CloudEngine S6730-H




PAC-600S12-CB 600W AC power module

PDC1000S12-DB 1000W DC power module

OononHutenbHasa uHcgpopmauus

[nsa nonyyeHns 4ONONHUTENBHOM MHGOPMaLMK O KOMMYyTaTopax kamnycHon cetn Huawei nocetute https://e.huawei.com nnu
CBSXXMTECH C Hamu ynobHbIM Ans Bac cnocobom:

®  [opsvasn nNuMHUA rmobanbHol cnyx6bl nogaepxku: https://e.huawei.com/en/service-hotline

®  Beb6-caniT TexHudeckon nogaepxkn Huawei Enterprise: https://support.huawei.com/enterprise/

®  DneKkTpoHHasn noyTa cryx6bl NOAAEPXKKM KIMEHTOB: support_e@huawei.com

Copyright © Huawei Technologies Co., Ltd. 2020. Bce npaBa 3awuieHbl.

BocnpoussefeHue 1 nepegada 4aHHOrO AOKyMEHTa MIu Kako-nmbo ero yactu B mobom hopme 1 niobbiMm
cpeacTBamm 6e3 npeABapuTENbLHOrO MMCbMEHHOO pa3peLleHus komnaHun Huawei Technologies Co., Ltd.
3anpeLueHbl.

ToBapHble 3HaKW 1 pa3peLueHus

2 Huawe | npoyne ToBapHble 3Hakv Huawei SBNSAOTCS 3aperncTpMpoBaHHbIMM TOBapHbIMK 3Hakamu Huawei
Technologies Co., Ltd.

I'Ipoqme TOBapHble 3HaKN, HaMMeHOoBaHUA MSAeﬂMVI, ycnyr n KOMMNaHwuM, YNOMsHYyTbl€ B HACTosALWEM OOKYMEHTe,
npuHaanexart UCKM4YUTENbHO UX Bnagenbuam.

Mpumeuanue

MpuoGpeTaemoe 06opynoBaHWE, YCYrY U KOHCTPYKTUBHbIE 0COBEHHOCTM 0BYCnaBnnBalOTCs LOFOBOPOM,

3aKnoYeHHbIM Mexay komnaHueinn Huawei n knnentom. O6opyaoBaHue, yCryrm U KOHCTPYKTUBHbIE

0COBEHHOCTU, ONUCbIBAEMbIE B A@HHOM AOKYMEHTE, MOTYT He BXOAMUTb LIENIMKOM UMM YacTUYHO B 06beM

3aKynok unu obbem akcnnyaTauun. Ecnm nHoe He npegycmaTtpusaeTcsi LOroBOpoM, Bce hopMyIIMpoBKU,

CBe[leHVsi 1 peKOMeHAaLWK, CoaepXxallmnecs B JaHHOM AOKYMEHTe, NPEACTaBMsIoTCS C YCOBUEM «KaK eCTby,

ucknioyas rapaHTum, NOpyYUTENnbCTBA UMK Kakme-ninbo oBbsICHEHWS, SIBHbIE U NOAPa3yMeBaeMble. Appec: Kutaiickast HapoaHas
Pecny6nuka, 518129, LLSHbWK3Hb,
INyHraH, BaHbTsHb, MNpombineHHas
6asa Huawei

Huawei Technologies Co., Ltd.

JloKyMEHT COAEPXMWT TEKYLLYIO MH(POPMALIMIO Ha MOMEHT €ro U3faHusi, kotopasi MoxeT BbiTb n3MeHeHa 6e3
npeaBapuTenbHoro ysegomneHus. MNpu noarotoske AOKyMeHTa Gbiny NPUNOXeHb! BCe ycunusa ans
obecrneyeHns JOCTOBEPHOCTM UHCDOPMAaLIMK, HO BCE YTBEPXAEHWS, CBEAEHUSI N peKOMeHAaLMuW, NpuBoAVMbIE B
[aHHOM JOKYMEHTE, He SBMNSAITCHA ABHO BbIPXXEHHON UNW NoApa3ymMeBaeMol rapaHTuen. Be6-caint:e.huawei.com
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