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Abstract 

The Catalyst 4500E is the lead platform for Cisco's Campus Access with the latest Supervisor 7-E and 

its lighter cousin, the 7L-E. Take a close look at the ASIC and System Architecture, walk with the 

Unicast and Multicast packets as they traverse the system. Learn about Cisco UPOE technology and 

the eco-system that gets powered by it. Know more about Cisco Flexible NetFlow and Wireshark on 

IOS XE that enable application visibility from the access layer and help in capturing and viewing 

application packets on the switch itself. Pick up on how the 4500E hardware encrypts the traffic using 

Cisco MACSec. Gain insight into how Cisco Easy Virtual Network (EVN) on the 4500E helps you with 

Network Virtualization. Hear how the QoS capabilities on the 7-E and 7L-E help you prioritize and 

deliver voice, video and other critical traffic with minimum jitter and latency. Understand the High 

Availability features (SSO/NSF and ISSU) and other Hardware Redundancy components in the 4500E 

that help make the Access layer resilient than ever and lets you upgrade software with minimum 

downtime to traffic. 

This session will cover the latest Supervisor 7-E and its lighter cousin, the 7L-E. The 6-E and 6L-E 

share a similar architecture like the 7-E minus the NetFlow ASIC. The session is for network designers 

and senior network operation engineers who have or are considering deploying Cisco Catalyst 4500 

Series Switches in enterprise networks. At least a basic knowledge of routing protocols as well as 

traditional campus design is recommended. 
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Agenda 

ÁCatalyst 4500E overview 

ÁIOS XE and Wireshark Overview  

ÁSystem Architecture and packet walk 

ÁQuality of Service Overview 

ÁFlexible NetFlow 

ÁSecure via MACSec 

ÁACL/QoS TCAM 

ÁForwarding TCAM 

ÁHigh Availability 

ÁSummary 
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4507R+E 4510R+E 

2 Supervisors 2 Supervisor 

5 Line Cards 8 Line Cards 

240 Ports of 10/100/1000 384 Ports of 10/100/1000 

11 Rack Unit Height 14 Rack Unit Height 

Supervisor 6LE, 6E, 7E and 7LE Supervisor 6E, 7E 

Dual Power Supplies 

4503-E 4506-E 

1 Supervisor 1 Supervisor 

2 Line Cards 5 Line Cards 

96 Ports of 10/100/1000 240 Ports of 10/100/1000 

7 Rack Unit Height 10 Rack Unit Height 

Supervisor 6LE, 6E, 7E and 7LE 

Dual Power Supplies 

Catalyst 4500E Family 
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Per Slot Bandwidth in 10 and 7 Slot Chassis 

24G 
24G 
24G 
24G 

Supervisor 6-E 
Supervisor 6-E 

24G 
6G 
6G 
6G 

WS-C4510R-E 

24G 
24G 
24G 
24G 

Supervisor 7-E 
Supervisor 7-E 

24G 
24G 
24G 
24G 

WS-C4510R-E 

48G 
48G 
48G 
48G 

Supervisor 7-E 
Supervisor 7-E 

48G 
48G 
48G 
48G 

WS-C4510R+E 

24G 
24G 

24G 
24G 

Supervisor 6/6L-E 
Supervisor 6/6L-E 

24G 

WS-C4507R-E 

24G 
24G 

24G 
24G 

Supervisor 7-E/7L-E 
Supervisor 7-E/7L-E 

24G 

WS-C4507R-E 

48G 
48G 

48G 
48G 

Supervisor 7-E/7L-E 
Supervisor 7-E/7L-E 

48G 

WS-C4507R+E 7 
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Catalyst 4500E Supervisor 7-E 

4 Uplinks 
10GE with SFP+ 
1GE with SFP 

SD Memory Card 

USB ports* 

Console and Management 
Port 

Dual Core CPU 

2G DRAM 

*USB Type A is supported 
 USB Type B is not supported 

Hardware Elements 
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Catalyst 4500E Series Supervisors 

Optimized for Small/Medium Sized Campus Deployments  

Optimized for Large Enterprise Campus Deployments  

Supervisor Engine 7-E 

848Gbps Switching Capacity 

Scalability 

Å 2 x10G  or 4 x 1G Uplinks 

Å 240 10/100/10000 ports 

Å 3,6 and 7 slot chassis 

Å 60 10G LC Fiber ports 

Å 120 1G LC Fiber ports 

Å 64K Routes 

Å 64K ACL/QoS 

Scalability 

Å 4 x 10G Uplinks 

Å 384 10/100/1000 ports 

Å 3,6,7 and 10 slot chassis 

Å 96 10G LC Fiber ports 

Å 192 1G LC Fiber ports 

Å 256K Routes 

Å 128K ACL/QoS 

Platform Innovations 

Å 48G/slot 

Å Flexible NetFlow 

Å UPOE 

Å Hosted Applications 

Å VRF-Lite, EVN 

Å In Service Software Upgrade 

Å VSS* 

Å Cisco TrustSec (MACSec) 

Å Medianet 

Supervisor Engine 7L-E 

520Gbps Switching Capacity 
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Catalyst 4500E Supervisor Comparison 
P

e
rf

o
rm

a
n
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Supervisor 6L-E Supervisor 6-E Supervisor 7-E 

Bandwidth: 280 Gbps 

Uplinks: 2x10G/4x1G 

CPU: 1 GHz 

DRAM: 512 MB 

Max Routes: 57K 

Bandwidth: 320 Gbps 

Uplinks: 2x10G/4x1G 

CPU: 1.3 GHz 

DRAM: 512 MB 

Max Routes: 256 K 

Bandwidth: 848 Gbps 

Uplinks: 4x10G/4x1G 

CPU: Dual Core 1.5 GHz 

DRAM: 2 GB 

Max Routes: 256 K 

Supervisor 7L-E 

Bandwidth: 520 Gbps 

Uplinks: 2x10G/4x1G 

CPU: Dual Core 1.5 GHz 

DRAM: 2 GB 

Max Routes: 64 K 
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Cisco Catalyst 4500E ð10/100/1000 Line Cards  

 
WS-X4748-UPOE+E 
 

WS-X4648-RJ45V+E 
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                          24G (E-Series)                                                  48G (E-Series)               

ÁE-Series (24G/slot) 48p 10/100/1000 RJ45 

Á 30W/ port (IEEE802.3at standard PoEP) on upto 24 ports 

ÁRe-use existing chassis, power supplies 

ÁPoE policing and monitoring 

ÁEnergyWise 

Á Jumbo frame support 

WS-X4648-RJ45-E 
 
 

ÁE-Series (24G/slot) 48p 10/100/1000 RJ45 

ÁE-series Supervisors only 

Á Jumbo frame support 

ÁE-Series (48G/ slot) 48p 10/100/1000 RJ45 

Á 30W/ port (IEEE802.3at standard PoE-P) on 48 ports 

Á IEEE 802.1AE MACSec on all ports 

Á 60W on 24 ports, 1500W line card budget 

ÁEnergy Efficient Ethernet (EEE) 802.3az 

Á Jumbo frame support 

WS-X4748-RJ45V-E 
 

ÁE-Series (48G/ slot) 48p 10/100/1000 RJ45 

ÁEnergy Efficient Ethernet (EEE) 802.3az 

Á IEEE 802.1AE MACSec on all ports 

Á Jumbo Frame support 
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UPOE Power Negotiation 

 

 

UPOE power negotiation done 

 

 

Spare pair power on 

 

 

4-pair capability mutual identified 

 

 

 

 

Power is applied on Signal Pair 

PD  Plugged in 

Switch detects IEEE PD 

Power is Applied on signal pair 

L2 advertisment of 4-pair capability 

L2 advertisment of 4-pair capability 

PD is classified 

PSE allocates 30W+ power  

PD  request 30W+ power 

L2 request for spare pair power on 

PSE spare pair operational 

SiSi
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UPOE Splitter 

Base-T & UPOE 

Base-T & POE+ 

Aux 12V/4A 

(0W-30W) 

(55W-25W) 

Why Splitter? 

ÁMarket Enabler 

ÁPower current devices 

Á12V is prevalent Aux DC 

ÁPower passive end points 

* Port configured to bypass Layer-2 Negotiation 
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Cisco UPOE Ecosystem 

Announced October 2011 Announced July 2011 

VIDEO 
FINANCIAL 

TRADING 

VIRTUAL 

DESKTOP  

FINANCIAL 

TRADING 

DEP LED 

Lighting 
(Japan) 

BUILDING 

MANAGEMENT 
HOSPITALITY, 

RETAIL 

16 



© 2012 Cisco and/or its affiliates. All rights reserved. BRKARC-3445 Cisco Public © 2012 Cisco and/or its affiliates. All rights reserved. BRKARC Cisco Public 

Energy Efficient Ethernet (EEE) 

Typical Server Client Traffic Profile 

U
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n
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0 

100 

Time 
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Ethernet Port is powered on all the time 

What does EEE do? 

Application 

OS 

Controller 

MAC 

PHY 

Controller SW 

End Point 

OS 

Controller 

MAC 

PHY 

Controller SW 

Switch 

EEE 
Energy Efficient Ethernet 

Ethernet Port Power is optimized 

Wake time: ~16us 

No EEE EEE 

1.0 W 0.47W 

1 Gbps Port Power Consumption 
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Energy Efficient Ethernet 

4510_Sup7E# show interface gi  1/2 capabilities  

GigabitEthernet1 /2  

  Model:                 WS - X4748- UPOE+E 

  Type:                  10/100/1000 - TX 

  Speed:                 10,100,1000,auto  

  Duplex:                half,full,auto  

  Auto - MDIX:             yes  

  EEE:                   yes ( 100 - Tx and 1000 - T auto mode )  

 

..<SNIP>..  

 

4510_Sup7E#conf  t  

Enter configuration commands, one per line.  End with CNTL/Z.  

4510_Sup7E ( config )# int  gi  1/2  

4510_Sup7E ( config - if)# power efficient - ethernet  auto  

 

4510_Sup7E#show  platform software interface gi  1/2 status  

Switch Phyport  Gi1 /2 Software Status  

EEE: Operational  

Determine EEE 

Capability 

Configure EEE 

Verify EEE 
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Cisco Catalyst 4500E ðFiber 1G/10G Line Cards 

WS-X4712-SFP+E  
 

WS-X4624-SFP-E 

D
e

n
s
it
y 

D
e

n
si

ty 

 

Á24 ports 1:1 GE 

ÁSX, LX GE SFP optics 

 

Á12 ports 2.5: 1, 10GE 

ÁMix and match 10G/ 1GE with SFP+ 

ÁIEEE 802.1AE MacSec on all ports 

ÁGLC-T, LR, ER, SR, CX1 and LRM SFP+ Optics 

WS-X4606-X2-E  
 

 

Á6 ports, 2.5:1 10G 

ÁMix and match 10G/1GE with X2 (Twin-gig) 

ÁLR, ER, SR, LX4 and LRM X2 optics 

                GE Fiber                                                                                                           10G Fiber               

WS-X4612-SFP-E 

 

Á12 ports, 1:1 GE SFP 

ÁSX, LX GE SFP optics 
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Catalyst 4500E 4200 W Power Supply 

Voltage Inputs Redundancy Mode Max PoE (15W) 
Devices 

Max PoEP (30W) 
Devices 

Max UPOE (60W) 
Devices 

110 V Single Redundant 54 27 13 

Combined 98 50 25 

Dual Redundant 109 56 28 

Combined 198 102 51 

220 V Single Redundant 109 56 28 

Combined 198 102 51 

Dual Redundant 218 112 56 

Combined 384 204 90 

For Your 
Reference 
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Catalyst 4500E 6000 W Power Supply 

Voltage Inputs Redundancy Mode Max PoE (15W) 
Devices 

Max PoEP (30W) 
Devices 

Max UPOE (60W) 
Devices 

110 V Single Redundant 54 27 13 

Combined 98 50 25 

Dual Redundant 109 56 28 

Combined 198 102 50 

220 V Single Redundant 141 72 36 

Combined 257 132 65 

Dual Redundant 283 145 70 

Combined 384 262 120 

For Your 
Reference 
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Cisco Power Calculator 
http:// tools.cisco.com/cpc 
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Agenda 

ÁCatalyst 4500E overview 

ÁIOS XE and Wireshark Overview  

ÁSystem Architecture and packet walk 

ÁFlexible NetFlow 

ÁSecure via MACSec 

ÁACL/QoS TCAM 

ÁForwarding TCAM 

ÁHigh Availability 

ÁSummary 
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IOS-XE 

Å  Modern IOS to enable multi-core CPU 

Å Easy customer migration 

Å while maintaining IOS functionality and look and feel 

Å Allow hosted applications like Wireshark 

IOS 

Features 
Components 

Infra 

Mgmt 
Drivers 

Kernels 

IOS 15.1(1)SG IOS XE 3.3.0SG 

Hosted Apps 

 

IOSd 

Features 
Components 

Management Interface 

Module Drivers 

Kernel 

Common Infrastructure / HA 

IOS XE Architecture 
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API   

Operational Infrastructure 

Hosted 
Apps /  

Services 
IOSd 

C
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Connected 
Apps 

Linux Kernel 

C
o
m

m
o
n

 M
a
n

a
g

e
m

e
n
t 

Platform Specific Code 
Drivers, Dataplane 

ÁComplete separation of control and 
data plane  

ÁService Integration through solid API 
framework 

ÁVastly improved resiliency between 
applications and IOSd 

Learn more about IOS XE in BRKARC-2007 - IOS Strategy and Evolution 

IOS XE Architecture 
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Why Wireshark on the SUP7-E? 

Å SPAN/RSPAN 
Å Packet Forward capability 
Å No local display 
Å Need external PC/sniffer to store and decode 

ÅWireshark 
Å Freeware 
Å Supports wide variety of protocols 
Å Bundled with switch Operating System 
ÅOnboard Capture and decode tool 
ÅQuick Analysis 

 

{ƛǘǎ ƛƴ ōŜǘǿŜŜƴ άŘŜōǳƎ ip ǇŀŎƪŜǘέ ŀƴŘ 
SPAN/RSPAN 
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Wireshark Capabilities 

Å IOS XE on SUP7-E can host third-party apps 
 

ÅWireshark is a POSIX process in software 
 
Å Capture filters 

 
Å Display filters 

 
Å Store packets in PCAP file that user can manually 

TFTP/SSH to remote server. 
 

Å Support for up to 8 active capture points 
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How is it done? 
Local Display 

Store PCAP on 
Remote Server 

ÁOriginal packets are hardware-switched to destination 

ÁCopies of the interesting traffic are generated in hardware 

ÁProcessed by software at a rate-limited Packet per second, to protect CPU utilization 

ÁThe software interacts with the Wireshark module and writes the PCAP Files 
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Wireshark Configuration Examples 
ÁSimple Capture and Display 

Switch# monitor capture point mycapture  interface g1/1 filter ip  protocol tcp  src  

10.1.1.1 0.0.0.0 dest - port 80  

Switch# monitor capture point mycapture  start display brief  

ÁDelete the Capture point 

Switch# no monitor capture point mycapture  

ÁSimple Capture and Store 

Switch# monitor capture point mycapture  interface g1/1 filter ip  protocol tcp  src  

10.1.1.1 0.0.0.0 dest - port 80 associate file bootflash:mycapture.pcap  

Switch# monitor capture point mycapture  start  

Switch# monitor capture point mycapture  stop  

Switch# show monitor capture file bootflash:mycapture.pcap  

ÁDisplay packets from a .pcap file with a display filter 

Switch# show monitor capture file bootflash:mycapture.pcap  display - filter ñnet 

10.1.1.0 0.0.0.255 and port 80ò 
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Wireshark Buffer Capture 
ÁAllows to capture packets and store them in a buffer: 

monitor capture point mycap associate file location buffer  

ÁBuffers can be cleared: 

monitor capture point mycap clear  

ÁBuffers can be paused: 

monitor capture point mycap pause  

monitor capture point mycap continue  

ÁBuffer can be displayed: 

show monitor capture buffer mycap brief  

show monitor capture buffer mycap detailed  

show monitor capture buffer mycap dump 

ÁBuffer can be stored in a pcap file: 

monitor capture point mycap store location filename  
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Sample Packet Capture displays 

ÅDisplay packets in brief mode 

Switch# show monitor capture file bootflash:mycapture.pcap 

  1   0.000000   192.85.1.3 -> 192.85.1.4   UDP Source port: 1024  Destination port: 28960 

  2   0.000000   192.85.1.3 -> 192.85.1.4   UDP Source port: 1024  Destination port: 28960 

  3   0.000000   192.85.1.3 -> 192.85.1.4   UDP Source port: 1024  Destination port: 28960 

  4   0.000000   192.85.1.3 -> 192.85.1.4   UDP Source port: 1024  Destination port: 28960 

 

ÅDisplay packets in hexadecimal mode 

Switch# show monitor capture file bootflash:mycapture.pcap dump 

      0000  00 00 94 00 00 04 00 00 94 00 00 03 08 00 45 c0   ..............E. 

      0010  05 1e 0f 28 00 00 ff 11 24 35 c0 55 01 03 c0 55   ...(....$5.U...U 

      0020  01 04 04 00 71 20 05 0a db 21 00 00 00 00 00 00   ....q ...!...... 
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Sample Packet Capture Displays 
ÅDisplay packets in detailed mode 

Switch# show monitor capture file bootflash:mycapture.pcap detailed 
Frame 1: 1328 bytes on wire (10624 bits), 1328 bytes captured (10624 bits) 

    Arrival Time: Jan  1, 1970 00:00:00.000000000 Universal 

    Epoch Time: 0.000000000 seconds 

   <snipé.snip> 

    Frame Number: 1 

    Frame Length: 1328 bytes (10624 bits) 

    Capture Length: 1328 bytes (10624 bits) 

  <snipé.snip> 

    [Protocols in frame: eth:ip:udp:data] 

Ethernet II, Src: 00:00:94:00:00:03 (00:00:94:00:00:03), Dst: 00:00:94:00:00:04 (00:00:94:00:00:04) 

    Destination: 00:00:94:00:00:04 (00:00:94:00:00:04) 

        Address: 00:00:94:00:00:04 (00:00:94:00:00:04) 

        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

    Source: 00:00:94:00:00:03 (00:00:94:00:00:03) 

        Address: 00:00:94:00:00:03 (00:00:94:00:00:03) 

        .... ...0 .... .... .... .... = IG bit: Individual address (unicast) 

        .... ..0. .... .... .... .... = LG bit: Globally unique address (factory default) 

    Type: IP (0x0800) 

    Frame check sequence: 0x99c15111 [incorrect, should be 0x379d10df] 

Internet Protocol, Src: 192.85.1.3 (192.85.1.3), Dst: 192.85.1.4 (192.85.1.4) 

    

Just as it appears in the GUI 

with all fields collapsed 
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Sample Packet Capture Displays 
Internet Protocol, Src: 192.85.1.3 (192.85.1.3), Dst: 192.85.1.4 (192.85.1.4) 

    Version: 4 

    Header length: 20 bytes 

    Differentiated Services Field: 0xc0 (DSCP 0x30: Class Selector 6; ECN: 0x00) 

        1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30) 

        .... ..0. = ECN-Capable Transport (ECT): 0 

        .... ...0 = ECN-CE: 0 

    Total Length: 1310 

    Identification: 0x0f28 (3880) 

    Flags: 0x00 

        0... .... = Reserved bit: Not set 

        .0.. .... = Don't fragment: Not set 

        ..0. .... = More fragments: Not set 

    Fragment offset: 0 

    Time to live: 255 

    Protocol: UDP (17) 

    Header checksum: 0x2435 [correct] 

        [Good: True] 

        [Bad: False] 

    Source: 192.85.1.3 (192.85.1.3) 

    Destination: 192.85.1.4 (192.85.1.4) 

User Datagram Protocol, Src Port: 1024 (1024), Dst Port: 28960 (28960) 

    Source port: 1024 (1024) 

    Destination port: 28960 (28960) 

    Length: 1290 

    Checksum: 0xdb21 [validation disabled] 

<snipéé.snip> 

 
 
 

IP Protocol Stack Information 

Layer 4 Information 
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Centralized Architecture 

Line Card Line Card Line Card Line Card Line Card 

CPU / SDRAM 

Forwarding Engine 

Packet Processing Engine 

Catalyst 4500E Architecture  

ÁShared memory switch 
Passive Backplane 

ÁAll forwarding, queuing, security is 
implemented on the Supervisor 

ÁThe individual line cards are considered to 
be ótransparentô and contain ñstubò ASICs 
and the PHYs 

ÁUpgrade advantages 

ÁEach 47XX-Series line card has 48 Gbps 
full- duplex connections to the central 
forwarding engine 

ÁIOS XE that can leverage multi-core CPU, 
and ability to host applications separately 
outside IOS context 
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46xx and 47xx Line Card Backplane Speeds 

E-Series ChassisïBandwidth per Slot with 
46XX series line card: 

Á8 dedicated lanes to Supervisor 

ÁEach lane operates at 3Gbps 

Switch Backplane 

E-Series 46xx Line Card 
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Switch Backplane 

E-Series 47xx Line Card 
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Å E-Series ChassisςBandwidth per Slot with 
47xx series line cards 

Å 8 dedicated lanes to Supervisor 
Å Each lane runs at 6Gbps 
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RJ45 Ports  
1-6      7-12 

Switch Backplane 

Stub ASIC 
MACSec 

2x6G 

RJ45 Ports 
13-18  19-24 

RJ45 Ports 
37-42  43-48 

RJ45 Ports 
25-30  31-36 

Power 
Brick 

Management FPGA 

PoEP Module PoEP Module 

PoEP Sub-System 

Power 
Brick 

Power 
Brick 

2x6G 2x6G 2x6G 

Traffic Sub-System 

15.4W/30W/60W 

Stub ASIC 
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Supervisor 7-E ï Unicast Packet Walk 
1. A packet enters the PHY in the line module and travels across the backplane before reaching the 

supervisor 

2. The packet enters the Supervisor and the Packet Processor performs parsing of VLAN tag and 

header and stores the packet into Packet Memory 

3. The stripped header is used to construct a Packet Lookup Descriptor (PLD) and forwarded to the 

Forwarding Engine ASIC 

4. The packet goes through L2 lookup. Spanning tree state is checked. Packet MAC source and MAC 

destination together with receive vlan ID are looked up in the L2 Hash Table. L2 lookup also 

determines whether the packet is destined for router functionality. 

5. Input Classification is used to classify the packet via rules loaded into the Input Classification TCAM. 

ICC stores input ACL and QoS rules in TCAM4 

6. A NLD (Netflow Lookup Descriptor) is created by the Forwarding Engine and fed into the NetFlow 

ASIC. Here new flow is created or updated; also microflow policing is done here. 

7. NRD (Netflow Result Descriptor) is created by NetFlow ASIC and passed to the Forwarding Engine 

ASIC. Input Aggregate policing result from VFE and Ingress Microflow policing result from NetFlow 

ASIC are merged, and packet policed accordingly. 

8. Header is looked up in the FLC for L3 Lookup. FLC stores L3 (or L2 lookup) forwarding and unicast 

RPF check rules. Contains mainly IPv4 and IPv6 FIB entries. 
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Supervisor 7-E ï Unicast Packet Walk 

9. OCC stores output ACL and QoS rules in TCAM4 

10. Output policing is done at this stage. 

11. DBL Hashing Memory is algorithm for avoiding congestion in the ASIC.  

12. The transmit descriptor is enqueued in the queue memory 

13. Packet Transmit Descriptor (PTD) is sent to the Packet Processor. A NetFlow Update Descriptor (NUD) is 

sent by the Forwarding Engine to the NetFlow ASIC to update Transmit Statistics for that flow. 

14. Packet Processor transmits the packet across the backplane to the correct egress line card.  
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Supervisor 7-E ï Multicast Packet Walk 

1. Packet comes in as a Source packet. The payload is copied to packet memory, and the small header or 

Descriptor is stripped off. The L2 table will indicate that the DMAC is a multicast MAC.  

2. The packet will be processed pretty much like a unicast packet would.  

3. At some point, during the Forwarding Lookup, the destination Multicast Group address will be looked up. 

This will point to an Adjacency Entry in the FLC, which points to a RET Entry, in the Replication Table. 

4. The REM consults the RET Table, it stores the information as to how many copies of this Descriptor need to 

be created and what are the forwarding interfaces for each copy of the Descriptor. 

5. The REM creates the Header Copies and enqueues them in the Replication Request Queue.  

6. This Descriptor traverses through the Forwarding Engine like before, but none of the Ingress Processing 

including Forwarding Lookups are done. It proceeds straight to OCC for applying egress features on each of 

those OIFs. 

7. Once the features are applied and the packets are permitted out the OIF ï they are enqueued into the 

Queue Memory. 

8. The copies are then forwarded to their respective OIFs. 
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Agenda 

ÁCatalyst 4500E overview 

ÁIOS XE and Wireshark Overview 

ÁSystem Architecture and Packet walk 

ÁQuality of Service Overview 

ÁSecure via MACSec 

ÁACL/QoS TCAM 

ÁForwarding TCAM 

ÁHigh Availability 

ÁSummary 
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Catalyst 4500E QoS Overview 

ÅQoS is enabled by default. 

Å Implicit Trust on all ports by default ï Just like in traditional routers. 

ÅModular QoS CLI (MQC) compliant. 

ÅUser-Based Rate Limiting (UBRL) or Microflow policing support. 

ÅQueuing is 1P7Q1T with Dynamic Buffer Limiting (DBL). 

ÅConfigurable queue size per port measured in terms of Number of Queue Entries (Packets). 

ÅNo Ingress Queuing, only Egress Queuing supported. 

ÅAll Front Panel Ports Queues are located in Forwarding Engine. 
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Queue 1 Q Entry 1 

Queue 1 Q Entry 2 

Queue 1 Q Entry 3 

Queue 1 Q Entry 4 
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Queue Memory Packet Memory 32MB 
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Queue Memory 
Queue Entries Allocation 

CPU/DROP 
8K/8K Q Entries 

Active Supervisor 

Line Card 1 

Line Card 2 

Line Card 3 

Line Card 4 

Line Card 5 

Port 1 

Port 2 

Port 3 

Port x 

Queue 1 

Queue 2 

... 
Queue 8 

Port entries divided equally per queue 

  Linecards divide entries equally per port 

 Queue entry allocation for slots is divided by number of slots *   

   CPU/Drop/Recirculation queue entries allocated 

2 

1 

2 

3 

4 

1 

2 

3 

4 

Configurable 
allocation between 
queues 

Recirculation Pool 
24K Q Entries 

* For redundant chassis , sup slots are counted as 1 slot 

Reserve Pool 
100K Q Entries 

Available Pool 
860K Q Entries 
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Queue Structures and Size on different 

Supervisors 

Supervisor Engines  
Egress Queue and Drop 

Thresholds  
Total Buffer Size  

Total Queue Entries 

(Packets) per system 

Queue Entries 

(Packets) per Default 

Queue per Port* 

WS-X4516-10GE 1p3q1t 16MB 256K 
260 Per Queue for all 4 

queues. 

WS-X45-SUP6-E 1p7q1t 17.5MB 512 K 1368 

WS-X45-SUP7-E 1p7q1t 32MB 1 Million 3120 

* - configuration based on a 7-slot system with one 48-port Linecard 
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Classifying traffic 

ERP 

Web 

Email 

Backup 

iTunes, Youtube 

Webex = Multimedia Conferencing 

= Bulk Data 

= Transactional Data 

= Transactional Data 

= Bulk Data 

= P2P 

SCCP, SIP = Multimedia Signaling 

SCCP, SIP = Multimedia Signaling 

RTP, RTCP = Multimedia Traffic 

TCP Port 2000-2002,  
TCP/UDP Port 5060-5061 

TCP Port 1270 

TCP Port 16384, among various 

TCP Port 1521, among various 

TCP Port 80 

TCP Port 143, 110, 389  

TCP Port 3689, UDP Port 5353 

UDP Port 5004, 5005 among various 

Rx

Ingress 

Policing
Conditional 

Marking

Unconditional 

Marking

Ingress

Classiýcation
Egress 

QoS
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