Web Configuration



Table of Contents

Table of Contents

Chapter 1 Configuration Preparation...............cecieuiiiiiiiieieieeteeee ettt ettt ereeaeebe v ebe b 1
TAHTTP CONfIGUIALION. ...ttt ettt ene e eaeereeaeeaeeaeenes 1

1.1.1 Choosing the Prompt LANGUAGE. .........ccvevviiiiieieeieieetteteteee ettt 1

1.1.2 Configuring the HTTP POM.........ciiiieiiiitie ettt eve et sbe s 1

1.1.3 ENabling the HTTP SEIVICE........eciivietiticiiieieet ettt ettt ettt e reeve s ebesnas 1

1.1.4 Configuring the HTTP ACCESS MOTE.........cveiueeeeeeeeee et enea 1

1.1.5 Configuring the maximum number of VLAN entries displayed on a web page.............cccoveveveeueeneennne. 2

1.1.6 Configuring the Maximum Number of Multicast Entries Displayed on a Web Page...........c.ccocovevvenenee. 2

12 HTTPS CONIGUIALION. ....cvititiiitet ettt ettt ettt ete et beeve b e b e b e b esbessessessesseseenea 2

1.2.1 Configuring the HTTP ACCESS MOTE.........cueiueeeeeeeeeeee ettt 2

1.2.2 Configuring the HTTPS POI.........ceoieiieeeeeeeee ettt ettt enea 2

Chapter 2 ACCESSING thE OLT ......oouiiiieiiiiiieietieteet ettt ettt ettt e teebe et e et e e besb e b e b e b essessessessassesseseesseseensereas 4
2.1 Accessing the OLT through HTTP.........ouieeoeeeee et eae s 4

2.1.1 Initially ACCESSING the OLT......c.iciiiiiieiiiiet ettt ettt eb bbb s st essesseneeseenas 4

2.1.2 Upgrading to the Web-Supported VEISION. ..........coeieiiiiiieieieceee et 5

2.2 Accessing an OLT through SECUE LINKS..........oveeeeeeeeieeeeeeee ettt enea 5

2.3 Introduction Of WED INTEIACE. ......c.ecveeiieeicieiciecetee ettt et ettt s esesnese s 6
2.3.1TOP CONIOL BaT.......ccuiiuitietiiiieiet ettt ettt sttt et ssesb st et eteeteeseebeebeebe b ebessessessens 6

2.3 2 NAVIGAtION Bar.......coouiiiiiiiiiieiicicct ettt ettt ettt ettt s et ere et te et ereereebeerens 7

2.3.3 SyStem INFOMMALION..........oeieeeeeeee ettt eeneas 7

2.3.4 CONFIGUIALION ATBA........e ettt ettt ettt ettt et e e te et e ae et et es e s e e eneeneeneens 8

Chapter 3 BasiC CONfIGUIALION. ............cvietiiitiieieieteti ettt ettt ettt ettt ssesb e st essessesseseeseeseereeseesessessesessessans 9
B HOSINAME. ...ttt ettt ettt e st e st e st st et e e ae stk eebeeae et et e se s et e st eneeneeneene e 9

BL2 CIOCK MIGF ... ettt ettt ettt ettt ettt et e te et e ete et e eaeeteeasesteesbesbeeabeetsenteessenteeasebeenteereennears 10
Chapter 4 GPON INterface CONfig..........civuieiiiiiiiieieieeetee ettt se s e teeseere et essebeevesbesbessesss 11
4.1 GPON GIODAI CONIG......ceeeeeeeeeeeeeeeee ettt ettt ettt e et e e e e seeseeseeseeseeseeaeereaneas 1

4.2 ONU Bind Relationship CONfig..........c.evuiieieieieieiiciietietiete ettt ettt et eve v b v bbb ssennas 11

4.3 ONU DiISCOVET MOTE. ......cveuieviieiiieiiiteeieteet ettt ettt sttt tesaesessesesbesaebestesessesess et essesesesessesessasessesens 12
Chapter 5 ONU Config Profile...........oveiiieieieieeieeee ettt ettt ettt ettt eb bbb s ess s ssessesseneeneas 14
5.1 ONU T-CONt CONFIG....tiitieiiitietietiitiet ettt ettt ettt eve et bbb e b sbesbesseseessesseseereeseeseeseesessesens 14

5.2 ONU Rate Limit CONMIG......cveoeieeeeeeeee ettt ettt re e 15

5.3 ONU Virtual POrt CONfIG.......eeveeeeeee ettt ettt ettt ae e eteeaeereereereenean 16

5.4 T-Cont Virtual Port BiNd CONIG..........cveiiiiiirieiiciictit ettt ettt sb et ss et sseeseneeneereeae s 16

5.5 ONU VLAN CONFIG...tttiiieteiieteietiieiertete ettt sttt ettt ettt ettt stese s esesbese st eneeseneeseneesensesensesens 17

5.6 ONU Flow Mapping CONnfig.........ooueiuieeeeeeeeeeeeeeeeeeeeee ettt ettt eae e reeae e 18
Chapter 6 ONU INterface CONMg...........eirieirieirieieiecee ettt sttt ettt se e 19
6.1 T-Cont VIrtual POME BING.........coiviiiieieieieteieetee ettt sttt ettt ss s s neenns 19

8.2 FIOW MAPPING. ......eitieeieieeeecte ettt ettt ettt te e s e eteeabeeteeabeeteeateeaeenseereeseerseseennas 19

8.3 VLAN CONfIG...tinietinietiietetet ettt ettt ettt ettt e st e st s e st be st b eneeseneesenes 20

6.4 Virtual Port GEM PO BIN. ........oieuiieiiieiiiet ettt 20
Chapter 7 AQVaNCEA CONIG.......corieuirieirieiieieteiet ittt ettt ettt sttt sb e eb et e ebese e b e st e b e e ebe s ese s esessesensens 21



Table of Contents

7.1 POIE DESCHIPHON. ...ttt ettt ettt ettt ettt b et stesb e st eseeseeteeseebeebeebeebesse s e s essessesseseeseenens 22
T2 POTE CONMIG... ettt ettt et et et e et e et et e et et et et e e eneeseeaeereereeteeteeteeaeanea 22
T3 RAIE LIMIt. ..ottt ettt ettt et b et et ete b e se b eseebeseebeseeseseebessebessesenseseserens 23
T PO IVIITON ...ttt ettt ettt ettt e e be et e eteeateebeeateeasesbeessesbeessenbeesseseesseeseenseeseenseenis 24
7.5 VLAN CONfIG...itiiietiietiietieiet ettt ettt ettt b et ettt et et e st b es e b es e beneebeneeseneesenes 25
7.5 VLAN CONFIG. vttt ettt ettt sttt sttt ettt ettt et et et et esessesessenestenens 25
7.5.2 VLAN BatCh CONfIZ......cueoveeeeiee ettt ettt eaeane 27

7.5.3 Interface VLAN Attribute CONfig..........c.oovieeeeeeeeeeee et 27

T8 VLAN INTEITACE. ...ttt ettt ettt ettt s et s b e s e b e st b e st b eneeseneesennesn 28
7.7 LLDP CONIG... vttt ettt ettt ettt ettt b e st b st b et e s et et et e s e b es e b eseebeneeseneesensesenes 29
7.8 STP CONMIG....eeeeeeeeete ettt ettt et e et et e et et seeae e s e eteeteeteeaeete et et et e e ennenn e e eaeereereens 29
T80 STP SHAE...eieieteieteeteee ettt ettt ettt et ettt sa et sb et s b et b s e b e s b ne et et et neete s s s ne 29
7.8.2 STP PO CONMIG....vviteeiieiieieiietetete ettt ettt b et b et bene b e enensenen 30

7.9 StAtIC MAC CONTIG.....iviieiieieieietietteete ettt ettt ettt ettt et aeeteebeebe e b e ebebe b essessessessessesseseesseseeseerens 30
T A0 POIE SECUMIEY . ...cvvevteeetiettett ettt ettt ettt ettt ettt et te et e ebeebeeb e b e b e b e ssesbessessessesseseessesseneereesearens 31
TA0T TP BN, ettt ettt ettt s st se b ss s ess s et se s ese s ese s eseeseseesensesanes 31
7102 MAC BING.....eeeeeeeieteeteetetete ettt ettt sttt st s et e st et e st ste st et e e etensesenaesenaesens 32
7.10.3 Static MAC Filtration MOGE. ........cveviieiiieiieiee ettt 33
7.10.4 Static MAC FIlration ENtrY.........c.ooeieieeeeeeeeeeeee ettt 34
7.10.5 Dynamic MAC Filtration MOGE...........cveeeeeeeeeeeeeeeee ettt nens 35

T A1 SHOMM CONIOL. ...ttt ettt ettt a et et eteeteeteeae et et ese e eneeaeeneeneesseseereereas 35
7.11.1 Broadcast STOrM CONrOL..........cireirieieieieieceie ettt 36
7.11.2 Multicast StOrm CONIOL...........c.oriiuiieiiieiriei ettt eenen 37
7.11.3 Unknown Unicast Storm CONrol............ooueeueieeeeeeeeee et 38
TAZ2IP ACCESS LS.ttt ettt ettt ettt ettt e e reebeetbebeetsebeersenteeaseereenns 38
7121 IP ACCESS LiSt CONIG. .. eviiviriiititeiet ettt ettt ettt ettt ess et eteeaeereebe b 38
7.12.2 IP ACCESS List APPIICALION. .......cviivitiiieiiieeieiieit ettt ettt re et eneeveeae e 40
TABIMAC ACCESS LISttt ettt ettt e et et e et et e s et ene e e e e ene e e eseeneereeneas 41
7.13.1 MAC ACCESS LISt CONTIG. ....cueeeeeeeeeeeeeeee ettt ettt eaea 41
7.13.2 MAC Access List APPlICAtION. .........oviiiieiieeiiieiieee ettt ettt 42

T A4 POIE CRANNEL......ceiieeieee ettt sttt et et b e e se st ese b eneebeneee 43
TALA PO CRANNEL. ... .ottt et e e reeaeeaeereere s 43
7.14.2 Port Channel Group Loading BalanCe..............cooueoueiuioeieeceeeeeeeeeee e 44
TABRING PrOtECHON......cviiiiitietietict ettt ettt et ettt et sb e ssessessesseseeseeseeaeeseebeeaessessas 44
716 DDM CONMIG...ntetiietiietisieiirtetete ettt ettt sttt ettt st ae et at et et et e st et et et et ebe e ese e ebe e ese st enessenesenenes 45
TAT MTU CONIG..ttinieieieieietesete ettt ettt ettt ettt e b s ese s b e st st e st ebe st et e st ebene et et ebe e eseneesenens 46
ChaptEr 8 L3 CONMIG.....iivietieiiitietiet ettt ettt ettt ettt et et b et et sb e b e b e st essesseseessesseneereeseebeeseebebesae s essenne 47
8.1 SHALIC ROULB. ...ttt ettt ettt ettt b e st b et s et ne s enn 47
Chapter 9 ReMOE MONIMOF............ovi ettt ettt ettt e et eaeeseeseereeteereereeennes 49
0.1 SNMP MGE ettt ettt b ettt b st e st ben b et b en et et bt ne et neebeneebenene 49
9.1.1 SNMP COMMUNIEY MOF......cveereeeeeee ettt ettt et ettt ettt ee e ae e eseeseereereenas 49

912 SNMP HOSEMQF ...ttt ettt ettt ettt sb st s ssesseseeteeasereebeebesaeesessassessens 50

0.2 RMON ..ttt ettt b s et e st b e st b et s et e et b st b st b e st ket b et b et ne s nenens 50
9.2.1 RMON SHAEISHCS........eveviteiirieiieieieteiet ettt ettt ettt ettt se b s s et seneeseneesensenen 50
9.2.2 RMON HISIOY......eieeeeeeeeeeeeee ettt ettt et eete et et e s e e e s ensenne e enea 51

0. 2.3 RMON AJBIM....c.eitiieeiieiieteeteteet ettt ettt ettt eaetessesesseseeseseesassesessesessesesseseseseseseesesessessesessesenes 52



Table of Contents

9. 2.4 RMON EVENL......oouiiitiietisie ettt ettt et s b s b e st be st beneesenes 52
Chapter 10 SYSIEM MG ...ttt et ettt ettt et et et et e eae e e eseeseeteeteeteeteeteeteeseeaeeenann 54
10T USEI VN ..ttt ettt ettt ettt e st st e st ets e bt ete et e eseeb e b e b e sbe b essessessessessesseseessenseneeseers 54
1011 USEE MOr ..ttt ettt ettt et e teeta e teetb e beeas e beeabeeteenseereeteeasereennas 54
10.1.2 GIOUD MO ..ottt ettt eseeaeeseeteeteetees et eesesensenneneeneereereens 55
10.1.3 PASS-GIOUDP MOT ...ttt ettt ettt ae e eaeeseeaeeaeereeneeneas 56
10.1.4 AUtNEN-GIOUD MOF.....oviiiiiiieiiiectect ettt ettt ettt ettt beeb bbbt ss st st essesaeneeseeseese e 57
10.1.5 AULNOI-GIOUP MOF.....ooviivieiieiietietiete ettt ettt ettt ettt et b et sb b s b ess e st esbesseseeseessensesenas 57

10,2 LOG MGE ettt ettt ettt ettt et e et e te e b e e te et e be et e te et e eteeabeeat e beeaeeateereeeteenteareeneeas 58
10,3 DIAGNOSTIC. ...ttt ettt ettt ettt ettt e ete e teerb e te b e beerb e te et e ete et e reeareereenns 58
10,4 StAMUDP-CONTIG..... ettt ettt ettt ettt ettt et sb b e b ese st eseesseteeteebeebeebesbessessenes 59
10.4.1 Export the current Startup-CoNfig........cc.ovveieieieiiieieece ettt 59
10.4.2 Import Startup-CoNfig filE...........ceoueeeeeee e 60

10.5 108 SOMWAIE......cveuievieietiietiietitet ettt ettt ettt et ettt st e s ese b eseebesaesessesensesessesessesesesessesesanis 60
10.5.1BACKUP OS......oeeeeee ettt ettt ettt s et b e s s et e e sb st neeaene 60
10.5.2UPAALE HOS........ceeeeeeeee ettt ettt ettt be s 61

10.6 FACOrY SEHINGS. .. .ottt et ettt e e et et et et e e e e e eaeereereereere e 61
10.7 REDOOL. ...ttt ettt ettt sttt et et et et e et e st e st e st e st st e st eneen e neereeeeneee 62
T0.8 ADOUL. ...ttt ettt b et b et b ettt a b st b st b stk e b e st b et ne s nesene 62



WEB Configuration

Chapter 1 Configuration Preparation

1.1 HTTP Configuration

OLT configuration can be conducted not only through command lines and SNMP but also
through Web browser. The OLT supports the HTTP configuration, the abnormal packet
timeout configuration, and so on.

1.1.1  Choosing the Prompt Language

Up to now, the OLT supports two languages, that is, English and Chinese, and the two
languages can be switched over through the following command.

Command Purpose
ip http language {chinese | Sets the prompt language of Web
english} configuration to (Chinese|English).

1.1.2  Configuring the HTTP Port

Generally, the HTTP port is port 80 by default, and users can access an OLT by entering the
IP address directly; however, the OLT also supports users to change the service port and
after the service port is changed you have to use the IP address and the changed port to
access OLT. For example, if you set the IP address and the service port to 192.168.1.3 and
1234 respectively, the HTTP access address should be changed to http:// 192.168.1.3:1234.
You'd better not use other common protocols’ ports so that access collision should not
happen. Because the ports used by a lot of protocols are hard to remember, you'd better use
port IDs following port 1024.

Command Purpose

ip http port { portNumber } Sets the HTTP Port

1.1.3 Enabling the HTTP service

The OLT supports to control the HTTP access. Only when the HTTP service is enabled can
HTTP exchange happen between the OLT and PC and, when the HTTP service is disabled,
HTTP exchange stops.

Command Purpose

ip http server Enables the HTTP service

1.1.4  Configuring the HTTP Access Mode

You can access a switch through two access modes: HTTP access and HTTPS access,
and you can use the following command to set the access mode to HTTP.

Command Purpose
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ip http http-access enable Sets the HTTP Access Mode

1.1.5 Configuring the maximum number of VLAN entries displayed on a web
page

An OLT supports at most 4094 VLANs and in most cases Web only displays parts of VLANS,
that is, those VLANs users want to see. You can use the following command to set the
maximum number of VLANs. The default maximum number of VLANSs is 100.

Command Purpose
ip http  web max-vlan Sets the maximum number of VLAN
{ max-vian } entries displayed in a web page.

1.1.6  Configuring the Maximum Number of Multicast Entries Displayed on a
Web Page

An OLT supports at most 100 multicast entries. You can run the following command to set the
maximum number of multicast entries and Web then shows these multicast entries. The
default maximum number of multicast entries is 15.

Command Purpose
ip hitp web igmp-groups Sets the maximum number of multicast
{ igmp-groups } entries displayed in a web page.

1.2 HTTPS Configuration

In order to improve the security of communications, the OLT supports not only the HTTP
protocol but also the HTTPS protocol. HTTPS is a security-purposed HTTP channel and it is added
to the SSL layer under HTTP.

1.2.1  Configuring the HTTP Access Mode

You can run the following command to set the access mode to HTTPS.

Command Purpose

ip http ssl-access enable Sets the HTTPS access mode

1.2.2 Configuring the HTTPS Port

As the HTTP port, HTTPS has its default service port, port 443, and you also can run
the following command to change its service port. It is recommended to use those ports
following port 1024 so as to avoid collision with other protocols’ ports.

Parameters Purpose
ip http secure-port Sets the HTTPS port.
{portNumber}
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Chapter 2 Accessing the OLT

2.1 Accessing the OLT through HTTP

When accessing the OLT through Web, please make sure that the applied browser
complies with the following requirements:

® HTML of version 4.0
® HTTP of version 1.1
® JavaScriptTM of version 1.5

What's more, please ensure that the main program file, running on an OLT, supports
Web access and your computer has already connected the network in which the OLT is
located.

2.1.1  Initially Accessing the OLT

When the OLT is initially used, you can use the Web access without any extra settings:

1. Modify the IP address of the network adapter and subnet mask of your computer to
192.168.0.2 and 255.255.255.0 respectively.

2. Open the Web browser and enter 192.168.0.1 in the address bar. It is noted that
192.168.0.1 is the default management address of the OLT.

3. If the Internet Explorer browser is used, you can see the dialog box as below. Both
the original username and the password are “admin”, which is capital sensitive.

Connect 10 10.112.3.29

The server 10.112,3,29 at 3928C requires a usermame and
password.

\Warning; This server s requesting that your usermname and

pasaword be <ent in an insecure manner (basic authentication
without a secure connection),

User name:  §} v
Password:

[ ]remember my password

I QK I [ Cancel

4. After successful authentication, the systematic information about the OLT will appear
on the |IE browser.
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21.2

Upgrading to the Web-Supported Version

If your OLT is upgraded to the Web-supported version during its operation and the OLT
has already stored its configuration files, the Web visit cannot be directly applied on the
OLT. Perform the following steps one by one to enable the Web visit on the OLT:

1. Connect the console port of the OLT with the accessory cable, or telnet to the
management address of the OLT through the computer.

2. Enter the global configuration mode of the OLT through the command line, the
prompt of which is similar to “Switch_config#”.

3. If the management address of the OLT is not configured, please create the VLAN
interface and configure the IP address.

4. Enter the ip http server’ command in global configuration mode and start the Web
service.

5. Enter the username to set the user name and password of the OLT. For how to use
this command, refer to the “Security Configuration” section in the user manual.

After the above-mentioned steps are performed, you can enter the address of the
switch in the Web browser to access the OLT.

6. Enter write to store the current configuration to the configuration file.

2.2 Accessing an OLT through Secure Links

The data between the WEB browser and the OLT will not be encrypted if you access an
OLT through common HTTP. To encrypt these data, you can use the secure links, which
are based on the secure sockets layer, to access the OLT.

To do this, you should follow the following steps:

1. Connect the console port of the OLT with the accessory cable, or telnet to the
management address of the OLT through the computer.

2. Enter the global configuration mode of the OLT through the command line, the DOS
prompt of which is similar to “Switch_config#”.

3. If the management address of the OLT is not configured, please create the VLAN
interface and configure the IP address.

4. Enter the “ip http server’ command in global configuration mode and start the Web
service.

5. Enter the “username” to set the user name and password of the OLT for how to use
this command, refer to the “Security Configuration” section in the user manual.

6. Run “ip http ssl-access enable” to enable the secure link access of the OLT.
7. Run “no ip http http-access enable” to access the OLT through insecure links.
8. Enter “write” to store the current configuration to the configuration file.

9. Open the WEB browser on the PC that the OLT connects, enter https://192.168.0.1
on the address bar (192.168.0.1 stands for the management IP address of the OLT) IP
address of the OLT) and then press the Enter key. Then the OLT can be accessed
through the secure links.
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2.3 Introduction of Web Interface

The whole Web homepage consists of the top control bar, the navigation bar, the
configuration area and the bottom control bar.

Save All | English | & |

. System Information
Device Status

Device Info

Device Type
BIOS Version

Interface State

Interface Flow v -
Firmware Version

GPON Optical State

Mac Address Table

OMU Interface

Serial Mo,

MAC Addrass

State IP Address
ONU Optic Module Current Time
e Uptime
Optic Madule Info CPU Usage
Basic Config Memory Usage

GPON Interface

ONU Config

Profile
ONU Interface
Config

Advanced Config
L3 Config
Remote Monitor

System Mgr

2.3.1 Top Control Bar

Save All

English
Chinese

Logout

GP3600-16
0.1z

10.3.0C
003-12000102
ODED.OFBE.SB1D
192.163.1.101
1970-1-1 2:52:0
0d-2h-52m-15
8%

46%

Save All | English | © % | Logout

Write the current settings to the configuration file of the device. It is
equivalent to the execution of the “write” command.

The configuration that is made through Web will not be promptly written to
the configuration file after validation. On the left navigation bar, click “Save
All”, the unsaved configuration will be lost after rebooting.

The interface will turn into the English version.
The interface will turn into the Chinese version.
Exit from the current login state.

After you click "logout”, you have to enter the username and the
password again if you want to continue the Web function.

After you configure the device, the result of the previous step will appear on the left side
of the top control bar. If error occurs, please check your configuration and retry it later.
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2.3.2 Navigation Bar

Device Status
Device Info
Interface State
Interface Flow
GPOM Optical State
Mac Address Table

OMU Interface
State

OMU Optic Module
Infio

Optic Module Info

Basic Config

GPON Interface
Config

OMU Config
Profile

OMNU Interface
Config

Advanced Config
L3 Config
Remote Monitor

System Mgr

The contents shown . The contents are shown in a form of list and are classified
according to types. By default, the list is located at “Runtime Info”. If a certain item need
be configured, please click the group name and then the subitem. For example, to
browse the flux of the current port, you have to click “Interface State" and then
“Interface Flow”.

Note:

The limited user can only browse the state of the device and cannot modify the
configuration of the device. If you log on to the Web with limited user’s permissions,
only “Interface State” will appear.

2.3.3 System Information

System Information

Device Type GP3600-16
BIOS Wersion 0.1.2

Firmware Version 10.3.0C

Serial Mo. 003-18000102
MAC address OOEO.OFBE.SB1D
IP Address 192.168.1.101
Current Time 1970-1-1 0:7:55
Uptime 0d-0h-7m-565
CPU Usage 7%

Memory Usage 45%:

The configuration display area shows the state and configuration of the device. The
contents of this area can be modified by the clicking of the items .
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2.3.4 Configuration Area

The configuration area is to show the content that is selected in the navigation area.
The configuration area always contains one or more buttons, and their functions are
listed in the following table:

Refresh Refresh the content shown in the current configuration area.

Apply Apply the modified configuration to the device.

The application of the configuration does not mean that the configuration
is saved in the configuration file. To save the configuration, you have to click
“Save All” on the top control bar.

Reset Means discarding the modification of the sheet. The content of the sheet
will be reset.

New Creates a list item. For example, you can create a VLAN item or a new
user.

Delete Deletes an item in the list.

Back Go back to the previous-level configuration page.
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Chapter 3 Basic Configuration

Device Status
Basic Config
Hostname
Clock Magr

GPOM Interface
Config

OMNU Config
Profile

OMNU Interface
Config

Advanced Config
L3 Config
Remote Monitor

System Mgr
Figure 3-1: Basic Config

3.1 Hostname

On the left navigation bar, click “Basic Config” -> “Hostname”, and the Hostname
Configuration page appears.

Hostname Configuration

Configure the hostname.

Hostname* |5wwtch |

[ Apply ] [ Reset ]

#Configure the hostname of the switch.

Figure 3-2: Hostname Configuration

The hostname will be displayed in the login dialog box.

The default name of the device is “Switch”. You can enter the new hostname in the text
box shown in figure 3 and then click “Apply”.
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3.2 Clock Mgr

On the left navigation bar, click “Basic Config” -> “Clock Mgr”, and the following page
appears.

Time Setting

System Time

0700101002410 ][ Refresh |

Select Time-Zone | {GMT)Greenwich Mean Time,Dublin,London,Lisbon |

@ Set Time Manually
Set Time Year Maonth Day Hour M\nute(s) Second

) Metwark Time Synchronization
MTP Server One

MTP Server Two
NTP Server Three

Synchronization Interval 1 Minuteis)

Apply

Figure 3-3 Time Setting

To refresh the clock of the displayed device, click “Reset”.

In the “Select Time-Zone” dropdown box select the time zone where the device is
located. When you select “Set Time Manually”, you can set the time of the device
manually. When you select “Network Time Synchronization”, you can designate 3 SNTP
servers for the device and set the interval of time synchronization.

-10 -
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Chapter 4 GPON Interface Config

Device Status

Basic Config

GPOM Interface
Config

GPOM Global Config

oML Bind
Felationship Config

oMU Discover Mode

OMNU Config
Profile

ONU Interface
Config

Advanced Config
L3 Config
Remote Monitor

System Mgr

Figure 4-1: GPON Interface Configuration

4.1 GPON Global Config

On the left navigation bar, click “GPON Interface Config” -> “GPON Global Config”, and
the following interface appears.

OMNU Authentication Methad | Disable -|

I Apply ] [ Reset ]

Figure 4-2: Device Name Configuration

On this page, you can configure ONU authentication method to serial number, password and
authentication. You can broadcast GEM Port and the value ranges from 385 to 4094. Click “Apply”
and the operation will take effect on the OLT. Click “Reset” to return to the default setting.

4.2 ONU Bind Relationship Config

On the left navigation bar, click “GPON Interface Config” -> “ONU Bind Relationship
Config” and the following page appears.

11 -
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Interface ONU Bind Relationship Config

MNo.1 Page/Total 1 Page  First Prew Mext Last Go Mo, I:I Page Search: l:l Current 16 Item/Total 16 Item
Interface Detail
gponofl Detail
gponof2 Detail
gponof3 Detail
gpond/4 Detail
gpon0fs Detail
gpon0fe Detail
gpon0f? Detail
gpon0fe Detail
gpon0f9 Detail
gpon0f10 Detail
gpon0f1l Detail
gpon0f12 Detail
gpon0f13 Detail
gpon0f14 Detail
gpon0f1s Detail
gpon0f16 Detail

Figure 4-3: Interface ONU Bind Relationship Configuration

Click “Detail” to show the concrete ONU binding relationship of the concrete interface. Select an
ONU and click “Delete” to remove the binding or click “Go Back” to return to the default setting.
Click “New” on the top left of the interface to create a new “Interface ONU Bind Relationship Config”
and the corresponding interface will pop up:

Interface ONU Bind Relationship List gpon0y/1

New
Mo.0 Page/Total 0 Page  First Prev MNert Last Go Mo, I:l Page Search: l:l Current O Item/Total O Item
Serial Nurnber Password ONU ID Operate
[ select AlljSelect None [ soBack | | Delete

Figure 4-4: Interface ONU Bind Relationship List GPON 0/1

You can “Reset” the binding relationship and fill in the password and ONU ID. Click
“Apply” to apply the configuration; click “Reset” to reset the information; click “Go Back”
after you complete the configuration.

Interface ONU Bind Relationship Config gponD/1

[ Apply ] [ Reset ] [ Go Back ]

Figure4-5: Interface ONU Bind Relationship Config GPONO0/1

4.3 ONU Discover Mode

On the left navigation bar, click “GPON Interface Config” -> “ONU Discover Mode”, and
the following page appears.
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Interface Discover Mode
gpond/1 AUtD -
gpondf2 ’_x—‘«utu—v|
gpon0f3 AUto -
gpon0f4 ’_Auto—v|
gponi/s ) -
gponofs ’_Auto—v|
gpond/7 AUED -
gpond/8 ’_Auto—v|
gponi/g Auto -
gpon0/10 ’_Auto—'|
gpon0df11 ’W‘
gpondf12 ’W‘
gpon0f13 ’v‘
gpon0f14 I AUto -
gpon0/15 AUtD -
gpondf16 ’m

Apply | [ Reset |

Figure 4-6: ONU Discover Mode Interface Config

You can designate the discover mode for each PON port: Auto or Disable. Click “Apply”
to save the configuration.
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Chapter 5 ONU Config Profile

Device Status

Basic Config

GPOM Interface
Config

OMNU Config
Profile

QMU T-Cont Config

oMU Rate Limit
Config

oMU Wirkual Port
Config

T-Cont Wirtual Port
Bind Config

oMU LA Config

QMU Flow Mapping
Config

OMU Interface
Config

Advanced Config
L2 Config
Remote Monitor

System Magr

Figure 5-1: ONU Configuration Profile

5.1 ONU T-Cont Config

On the left navigation bar, click “ONU Config Profile” -> “ONU T-Cont Config”, and the
following page appears.

ONU T-Cont Profile List

New

Mo.1 Page/Total 1 Page  First Prev Mext Last Go Mo. I:I Page Search: l:l

Current 2 ItemTotal 2 Ttem
Profile Name Tcont Type Peak Bandwidthi(kbps) Comrmitted Bandwidth(kbps) Assured Bandwidthikbps) Operate
7] tocont-default 3 1024000 512 Edit
[[] tocont-default 3 1024000 512 Edit
[7] Select allfSelect None
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Figure 5-2 ONU T-Cont Profile List

On ONU T-Cont Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile. The default profile cannot be deleted.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Profile Name or select Tcont type (1-5), peak bandwidth, committed bandwidth and

assured bandwidth (one or multiple). After completing the configuration, click “Apply” to
save the configuration.

ONU T-Cont Profile Config
Profile Mame teont-default
Teont Type 3 -
Peak Bandwidth{kbps) 1024000
Committed Bandwidth(kbps)

Assured Bandwidthikbps)

|

[ Apply ] [ Reset ] | GoBack

Figure 5-3: ONU T-Cont Profile Config

5.2 ONU Rate Limit Config

On the left navigation bar, click “ONU Config Profile” -> “ONU Rate Limit Config”, and
the following page appears.

ONU T-Cont Profile List

New
Mo.1 Page/Total 1 Page  First Prev Mewxt Last Go Mo, l:l Page Search: l:l Current 1 Item,/Total 1 Item
Profile ID Profile Name Peak Bandwidth(kbps) Committed Bandwidth{kbps) Operate
|} 1 ratelimit-default 1244160 1244160 Edit
[7] Select All/Select None

Figure 5-4: ONU T-Cont Profile List

On ONU T-Cont Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile. The default profile cannot be deleted.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Profile Name or set Peak Bandwidth and Committed Bandwidth. After the configuration
is finished, click “Apply” to save the configuration.

ONU T-Cont Profile Config

Profile Name ratelimit-default

Peak Bandwidth(kbps)
Committed Bandwidthikbps)

[ Apply ] [ Reset ] I 5o Back

Figure 5-5: ONU T-Cont Profile Config
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5.3 ONU Virtual Port Config

On the left navigation bar, click “ONU Config Profile” -> “ONU Rate Virtual Port Config”,
and the following page appears.

ONU Virtual Port Profile List

New

MNo.1 Page/Total 1 Page First Prev Mext Last Go Ko I:I Page Search:|:|

Current 2 Item Total 2 Ttem
Profile Name Downstream Encryption Upstream Queue Upstream Rate Limit Profile Downstream Queue Qperate
[ wirtual-port-default disahle 2 ratelimit-default 2 Edit
[ virtual-port-default disable 2 ratelimit-default 2 Edit
[ select AllfSelect None

Figure 5-6: ONU Virtual Port Profile List

On ONU Virtual Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile. The default profile cannot be deleted.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Profile Name, Downstream Encryption, Upstream Queue, Upstream Rate Limit Profile

and Downstream Queue. After the configuration is finished, click “Apply” to save the
configuration.

ONU ¥irtual Port Profile Config

Profile Name virtual-port-default
Downstream Encryption ’disah\e7v|
Upstream Queue (l—El)
Upstream Rate Limit Profile
Downstream Queus (1—8)

Apply ] [ Reset | [  coBack

Figure 5-7: ONU Virtual Port Profile Config

5.4 T-Cont Virtual Port Bind Config

On the left navigation bar, click “ONU Config Profile”

-> “T-Cont Virtual Port Bind
Config”, and the following page appears.

T-Cont Virtual Port Bind Profile tvbind-default

New

MNo.1 PagefTotal 1 Page  First Prev Mext Last Go MNo. l:l Page Search:|:|

Current 1 Itern/Total 1 Item
wirtual Port ID virtual Port Profile T-Cont ID T-Cont Profile Operate
] 1 virtual-port-default 1 teont-default Edit
[ Select AlljSelect None GoBack | | Delete

Figure 5-8: ONU T-Cont Virtual Port Bind Profile tvbind-default

On ONU Virtual Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile. The default profile cannot be deleted.
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Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Virtual Port ID, Virtual Port Profile, T-Cont ID and T-Cont Profile. After the configuration
is finished, click “Apply” to save the configuration.

T-Cont Virtual Port Bind Profile tvbind-default

Wirtual Port ID

‘irtual Port Profile virtualport-default
T-Cont Profile front-default

[ Apply ] [ Reset ] [ Go Back ]

Il

Figure 5-9: ONU T-Cont Virtual Port Bind Profile tvbind-default

5.5 ONU VLAN Config

On the left navigation bar, click “ONU Config Profile” -> “ONU VLAN Config”, and the
following page appears.

ONU VYLAN Profile List

MNew
No.0 Page/Total 0 Page  First Prev Mext Last Go No. l:l Page Search: l:l Current 0 Item/Total 0 Item
Profile Name WLAN Mode Port PVID WLAN Trunk allowed IPOE WLAK PPPOE WLAM ARP WLAN Operate
7] Select All/Select None

Figure 5-10: ONU VLAN Profile List

On ONU VLAN Profile List, select a to-be-deleted item, click “Delete” to delete the
corresponding ONU profile.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Profile Name, VLAN Mode, Port PVID, VLAN Trunk Allowed, IPoE VLAN, PPPoE VLAN
and ARP VLAN.

After the configuration is finished, click “Apply” to save the configuration.

OMNU ¥YLAN Profile Config

Profile Name l:l

YLAN Made [ -
WLAN Trunk allowed l:l
woewan [ ]
PPPOE WLAN 1
T I E—

Apply | [ Reset | [ GoBack

Figure 11: ONU VLAN Profile Config

-17 -



WEB Configuration

5.6 ONU Flow Mapping Config

On the left navigation bar, click “ONU Config Profile” -> “ONU Flow Mapping
Configuration”, and the following page appears.

OMNU Flove Mapping Profile List

New
Mo.1 Page/Total 1 Page  First Prev Mext Last Go MNo. I:I Page Search: l:l Current 1 Item/Total 1 Item
Profile ID Profile Mame Qperate
& 1 flow-mapping-default Edit
7] Select All/Select Mone

Figure 12: ONU Flow Mapping Profile List

On ONU Flow Mapping Profile List, select a to-be-deleted item, click “Delete” to delete
the corresponding ONU profile. The default profile cannot be deleted.

Click “New” or “Edit” to edit the profile on the following page. On the page, you can edit
Entry ID, UNI Port Bitmap, VLAN ID, Class of Service and Virtual Port.

After the configuration is finished, click “Apply” to save the configuration.

ONU Flow Mapping Profile flow-mapping-default

wao [ ]
Class of Service l:l
virtual Port

[ Apply ] [ Reset l I 5o Back ]

Figure 13: ONU Flow Mapping Profile flow-mapping-default
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Chapter 6 ONU Interface Config

Device Status

Basic Config

GPOMN Interface
Config

OMU Config
Profile

oMU Interface
Config

T-Cont Wirtual Port
Bind

Flaw Mapping
YLAN Config

Virtual Port GEM
Part Bind

Advanced Config
L3 Config
Remote Monitor

System Magr

Figure 6-1: ONU Interface Configuration

6.1 T-Cont Virtual Port Bind

On the left navigation bar, click “ONU Interface Config” -> “T-Cont Virtual Port Bind”,
and the following page appears.

T-Cont Yirtual Port Bind Interface Config

Interface T-Cont Yirtual Port Bind Profile

Apply | [ Reset

Figure 6-2: T-Cont Virtual Port Bind

On the page of T-Cont Virtual Port Bind Interface Config, click “Apply” to save the
setting or click “Reset” to return to the default setting.

6.2 Flow Mapping

On the left navigation bar, click “ONU Interface Config” -> “Flow Mapping”, and the
following page appears.
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Flows Mapping Interface Config

Interface Flow Mapping Profile

[ Apply | [ Reset |

Figure 6-3: Flow Mapping Interface Configuration

On the page of Flow Mapping Interface Config, click “Apply” to save the setting or click
“Reset” to return to the default setting.

6.3 VLAN Config

On the left navigation bar, click “ONU Interface Config” -> “VLAN Config”, and the
following page appears.

YLAN Interface Config

Mo.0 Page/Total 0 Page  First Prev Mext Last Go MNo, I:I Page Search: l:l Current O Item/Total O Item

Interface Detail

Figure 4: VLAN Interface Configuration

6.4 Virtual Port GEM Port Bind

On the left navigation bar, click “ONU Interface Config” -> “Virtual Port GEM Port Bind”,
and the following page appears.

Virtual Port GEM Port Bind Config

Mo.0 Page/Total 0 Page  First Prev Mext Last Go Mo, I:I Page Search: l:l Current 0 Item/Total 0 Tkem

Interface Cetail

Figure 5: Virtual Port GEM Port Bind Config
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Chapter 7 Advanced Config

E—

Device Status

Basic Config

GPOMN Interface
Config

OMNU Config
Profile

OMU Interface
Config

Advanced Config
Port Description
Port Canfig
Rate Limit
Port Mirror
VLAN Config
WLAN Interface
LLDP Config
STP Config
Static MAC Config
Port Securty
Storm Control
IP Access List
MAC Access List
Port Channel
Ring Protection
DOM Config
MTU Canfig

L3 Config
Remote Monitor

System Magr

Figure7-1: Advanced Configuration

-21-



WEB Configuration

7.1 Port Description

On the left navigation bar, click “Advanced Config” -> “Port Description” and the
following page appears.

Filters Port Type: |all - Slot Num: |al = MNameis): I:l Help

Interface Port Description

adf1
g0/2
a0/3
ad/4
@l/s
al/e
al/7
ao/s
tgo/1
tg0/2
t0/3
ta0/4

gpon0fL

gpon0f2

gpon0f3

gpon0f4

gpond/s

gpon0d/6

gpon0f7

gpon0/s

gpondf9

gpon0f10

gpon0f11

Figure 7-2: Port Description Configuration

On the above page, you can fill in the port description information with at most 120
characters. It does not support configuration of VLAN interface description information
at present.

7.2 Port Config

On the left navigation bar, click “Advanced Config” -> “Port Config” and the following
page appears.
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Port configure

Filters Port Type: IAII—v‘ Slot Num: ’W Name(s): I:l Help

Interface Status Speed Duplex Flows Control Medium

0/1 Up - [Teao | [Canto | off | [Cate [F]
anf2 Up | [Ceuto ) [Cauto ~] off | [Tewta [F]
a0/3 [ Down | [aum ~| [ aum -] off [ae 5]
a0/4 ["Down =] [Teuto | [Tauto ~| off  +| [Teoto 5]
an/s ["Down -] [Teao | R~ of « [aoto [5]
a0/s [TDown | [Teuto ) [Ful ~] off | [Cae 7]
a0/7 ["Down | [Taum ~| Rl ~] off - [Tame ]
a0/8 [ Down | [ a0~ [TRal -] off | [Tewte [F]
ta0f1 Up | [106  ~] [Rl -] off [ae [
tgo/2 Up -] 106 ~| [Fur +] off | [Teoto 5]
ta0/3 Up - [T ~] R~ off « [Catn [5]
tg0/4 Up ~| [106  ~| [Ful ~] off | [Cae 7]
gpona/1 ["Down | \ ] \ =] [of 5] [Tawe ]
gpon0/2 [ Down | \ | \ | [ o =] [ae 5]
gpon0/3 [ Down | \ =) \ | [0 =] [ata [5]
gpon0/4 ["Down =] \ =] \ ‘ [Tof ] [Teoto 5]
gpona/s [TDown | \ =) \ | [0 5] [Cate [5]
gpona/s [TDown | \ =] \ ‘ [of =] [Cae 7]
opona/7 [oown | [ =] [ | [off ] [(ace 7]
gpon0/a [ Down | \ | \ | [ o =] [ae 5]
gpona/a [ Down -] \ =) \ | [ o =] [eon 5]
gpon0/i0 ["Down =] \ =] \ ‘ [Tof ] [Teoto 5]
gpona/i1 [TDown | \ =] \ | [[of 5] [Cae [7]
gpona/iz [TDown | \ =] \ ‘ [of =] [Cae 7]
opon0/13 ["Down | [ =] [ | [of =] [[ae 7]

Figure 7-3: Port Configure

On the above page, you can modify the status, speed, duplex and flow control of the
interface.

Note:
If the interface rate or the duplex mode is modified, the interface link status may
be switched, affecting the network communication.

7.3 Rate Limit

On the left navigation bar, click “Advanced Config” -> “Rate Limit” and the following
page appears.
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Port Rate Limits
Filters Port Type: |all - Slot Num: [All MName(s): l:l Help

Port Receive Status Receive Speed Unit Receive Speed Send Status Send Speed Unit  Send Speed

g0f1 [ Disable | [64kbns [7] (1-16384) [ Disable ~| [E4kbps [7] (1-16384)
go/2 [ Disable | [akbps | (1-16384) [ Disable ~| [64kbps [] (1-16384)
q0/3 [ Disable ~| [64kbps [ {1-16384) [ Disable | [e4kbps [-] (1-16384)
a0/4 [ Disable ~| [e4kbps [ (1-16384) [ Disable | [e4kbps [-] (1-16384)
a0/s [ Disable ~] [64kbas [-] (1-16384) [ Disable ~| [64kbps [-] (1-16384)
a0/6 [ Disable +] [64kbos (1-16384) [ Disable =] [e4kbps [-] (1-16384)
007 [ Disable | [64kbns (1-16384) [ Disable +] [E4kbps | (1-16384)
go/e [ Disable | [E4kbps | (1-16384) [ Disable ~| [B4kbps [-] (1-16384)
tan/1 [ Disable | [64kbns [7] (1-163840) [ Disable ~| [B4kbps [] (1-163840)
tgo/2 [ Disable | [akbps | (1-163840) [ Disable ~| [64kbps [] (1-163840)
tq0/3 [ Disable ~| [64kbps [ {1-163840) [ Disable | [s4kbps [7] (1-163840)

|

[ |
| |
[ |
| |
[ |
| |
| |
| |
[ |
] |

ta0/4 [ Disable ~| [Bakbps [-] (1-163940) [ Disable ~| [e4kbps [-] (1-163840)

| {1-19440) [ Disable ~| [64kbps [ (1-38880)
[ |
| |
| |
| |
[ |
| |
[ |
| |
[ |
| |

gpon0fl | D_isable -] |64kbps [=]

gpondjz [ Disable | [64kbos (1-19440) [ Disable =] [e4kbps [-] (1-38880)
gpondy3 [ Disable - | [64kbns (1-19440) [ Disable +] [E4kbps | (1-38880)
gpondf4 [ Disable - | [E4kbps | {1-19440) [ Disable ~| [B4kbps [-] {1-38880)
gpondys [ Disable - | [64kbns [7] (1-19440) [ Disable ~| [B4kbps [] (1-38880)
gponofs | Disable -] [akbps | (1-19440) [ Disable ~| [64kbps [] (1-3g880)
gpon0y7 | Disable +| [64kbps [ {1-19440) [ Disable | [e4kbps [-] (1-38880)
gpon0/3 | Disable ~| [B4kbps [ {1-19440) [ Disable | [e4kbps [-] (1-38880)
gpond/@ [ Disable ~| [64kbas [-] (1-19440) [ Disable ~| [64kbps [-] (1-38880)
gpond/10 [ Disable | [64kbos (1-19440) [ Disable =] [e4kbps [-] (1-38880)
gpon0/11 |_D.sab|e -/ [64kbps (1-19440) [ Disable ~| [B4kbps | (1-38880)

Figure 4: Port Rate Limits

On the above page, you can modify the Receive Status, Receive Speed, Send Status
and Send Speed. The rate limit is invalid for PON ports.

7.4 Port Mirror

On the left navigation bar, click “Advanced Config” -> “Port Mirror” and the following
page appears.

Port Mirror Config

Mirror Port ’m
Filters Part Type: /AH—v| Slot Num: ’rv\ MName(s): I:I Help
Mirrored Port Mirror Mode
|gos1 I
1g0f2 EE
1g0/3 [re [F
|gos4+ |
Jg0/s EE
1g0/6 [rx [F]
|gof7 I
1g0fs ElE
[tanf1 [re [F
|ta0/2 I
[]ta0/3 EE
|tan/4 [rx [F

Apply ] [ Reset

Figure 5: Port Mirror Config
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On the right dropdown box of the “Port Mirror Config”, select a Mirrored Port as the
destination port.

Click the check box to select the source port of port mirror.

RX RX means that the received packet will be mirrored to the destination port.
TX TX means that the forwarded packet will be mirrored to the destination port.
RX & TX The received port and the forwarded packet will be mirrored simultaneously.

7.5 VLAN Config
7.5.1  VLAN Config

On the left navigation bar, click “Advanced Config” -> “VLAN Config” -> “VLAN Config”
and the following page appears.

VLAN Config

New

MNo.1 PagefTotal 1 Page First Prev MNext Last Go No. l:l Page Search: I:l Current 1 Item,Total 1 Item
WLAM 1D YLAN Mame Operate
E 1 Default Edit
7] select All/Select None

Figure 6: VLAN Config

On the above page, the VLAN items are listed out in ascending sequence.

Click “Pre” below “New” to check the VLAN items before the current page; click “Next”
to check the VLAN items after the current page. Or you can find out an item by input its
VLAN ID or its VLAN Name in the box beside “Search”.

Note:

On the page of “VLAN Config” at most 100 entries can be displayed. If changing the
number of displayed entries, enter the global configuration mode by Console port or
Telnet to OLT, and run command “ip http web max-vlan”.

Tick an item and click “Delete” to delete it.

Click “New” on the top left of the interface, and the following page appears. On this

page, you can add a new VLAN. If creating a new VLAN, fill in the VLAN ID. The VLAN
name can be empty.

-25-



WEB Configuration

VLAN Batch Config Interface VLAN Attribute Config

Revising VLAN Config

VLAN ID |
VLAN Name |

Interface Default VLAN Mode Untag or not Allow or not
90/1 17 J<1-4094> [Trunk v | [Yes v |
90/2 1 |<1-4004> [Trunk v | [no v | [ves v |
90/3 1 <1-4094> [Trunk *| Mo v [yes v |
90/4 1 |<1-4094> [Trunk * | [No v [yes v |
90/5 1 <1-4094> [Trunk *| Mo v [yes v |
90/6 1 |<1-4094> [Trunk * | (Mo v [yes v |
90/7 1 <1-4094> [Trunk * | [No ] [ves v |
90/8 1 [«1-4004> [Trunk v | Mo v [Yes v |
tg0/1 1 <1-4094> [Trunk * | [No | [es v |
tg0/2 1 [«1-4004> [Trunk v | [No v [ves v |
tg0/3 1 <1-4094> [Trunk * | Mo v | [es v |
tg0/4 1 [«1-4004> [Trunk v | Mo v [Yes v |

gpon0/1 1 <1-4094> [Access v | [No 7] [Yes v |
gpon0/2 1 |«1-4004> [Access ¥ | [No ] [ves v]
gpon0/3 1 <1-4094> [Access v | [No 7] [ves 7|
gpon0/4 1 |«1-4094> [Access v | [No 7] [Yes v ]
apon0/s 1 <1-4094> [Access v | [Na 7| [ves 7|
gpon0/6 1 |«1-4094> [Access v | [No 7] [Yes v ]
apon0/7 1 <1-4094> [Access v | [No 7] [ves 7|
apon0/8 1 |«1-4094> [Access ¥ | Mo v [ves v
gpeno/a 1 <1-4094> [ Access ¥ | [No v] [ves v ]
gpon0/10 1 |«1-4004> | Access ¥ | o v ] [ves v ]
gpon0/11 1 <1-4094> [ Access ¥ | [No ] [ves v ]
gpon0/12 1 |«1-4004> | Access ¥ | [No v [ves v ]
gpon0/13 1 <1-4094> [ Access ¥ | [No ] [ves v ]
gpon0/14 [1 |<1-4004> [Access v | [No ] [ves v |

Or you can click “Edit” on the right of the interface of “VLAN Config”, and the following
page appears. On this page, you can modify the attribute of a VLAN.

Revising YLAN Config

w0
VLAN Name

Interface Default YLAN Mode Untag or not Allow or not
a1 [k ] [es ~1 [ves +]
an/z TrL_m_k - ’Yes—v‘ "r’es—v|
a0 [Frark_=] s <] [ves <]
a0/ [Trurk =] [ves ~| [ves =]
a6 [k ] o [ves +|
9o/7 [Trunk | [ves -] [res ~|
s [Frark_+] [Ves <] [Ves =]
tgo/1 [Trumk+] [Ves «| [res ]
tao/2 Trunk = ’Yes—v‘ ,‘r’es—v|
tg0/4 [Trunk | [ves -] [res ~|
gpondfl lm‘ ves [+ Yas \___|
gponid/2 ’m‘ ’m
gpan0/3 lm‘ fas r—
gpond/4 lm‘ m
gponl/S lm‘ Yes ‘,_i
gpond/g lAcceT‘ ’m
gponid/7 ’m‘ ’m
gpond /8 lm‘ m
gpondfg lm‘ ’m
gpon0/10 1 Jer4n94s [Access +| [res 7]
— — —
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Figure 7-7: Revising VLAN Configuration

7.5.2 VLAN Batch Config

On the left navigation bar, click “Advanced Config” -> “VLAN Config” -> “VLAN Batch Config” and
the following page appears.

VLAN Config Interface VLAN Atiribute Config

Batch VLAN Configuration

VLAN Configured 1
VLAN Add | |
VLAN Delete | |

| Apply | ‘ Reset ‘

4VLAN ID(1-4094), such as (1,3,5,7) Or (1,3-5,7) Or (1-7) Or (1 3,5 7-9)

#YLAN Operate: First add; Second delete.

On the page, you can batch add or delete VLANSs.

7.5.3 Interface VLAN Attribute Config
On the left navigation bar, click “Advanced Config” -> “VLAN Config” -> “Interface VLAN Attribute
Config” and the following page appears.

VLAN Config VLAN Batch Config

Interface VLAN Attribute List

Mo.1 Page/Total 1 Page First Prev Next Last Go No. ‘:| Page Search:| ‘ Current 28 Item/Total 28 Item
Interface PVID Mode YLAN-allowed Range VLAN-untagged Range Operate
go/1 1 dot1g-tunnel-uplink 1-4094 none Edit
g0/2 1 dot1g-tunnel-uplink 1-4094 none Edit
g0/3 1 dot1g-tunnel-uplink 1-4094 none | Edit
a0/4 1 dotig-tunnel-uplink 1-4094 none | Edit
go/s 1 dotig-tunnel-uplink 1-4094 none Edit
go/6 1 deotig-tunnel-uplink 1-4094 none Edit
a0/7 1 dot1lg-tunnel-uplink 1-4094 none Edit
go/8 1 dotlg-tunnel-uplink 1-4094 none Edit
tg0d/1 1 dotlg-tunnel-uplink 1-4094 none Edit
tg0d/2 1 dotig-tunnel-uplink 1-4094 none Edit
tg0/3 1 dotig-tunnel-uplink 1-4094 none Edit
tgd/4 1 dotilg-tunnel-uplink 1-4094 none Edit
gpon0f1 1 access 1-4094 3L Edit
gpon0/2 3 access 1-4094 1 Edit
agpon0/3 i, access 1-4094 1 Edit
gpon0/4 1 access 1-4094 1 Edit
gpon0/s al access 1-4094 1 Edit
gpon0/6 1 access 1-4094 1 Edit
gpon0/7 1 access 1-4094 i Edit
gpon0/s 1 access 1-4094 £ Edit
gpon0/e 1 access 1-4094 1 Edit
gpond/10 1 access 1-4094 1 Edit
gpon0/11 1 access 1-4094 1 Edit
gpon0/12 1 access 1-4094 1 Edit
gpon0/13 1 access 1-4094 it Edit
gpon0/14 1 access 1-4094 1 Edit
gpon0/15 1 access 1-4094 1 Edit
gpon0/16 1 access 1-4094 1 Edit

#VLAN-asllowed and VLAN-untagged: {1-4094), such as (1,3,5,7) Or (1,3-5,7) Or (1-7) Or (1 3,5 7-9)

On this page, you can see “Interface VLAN Attribute List”.
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Click “Edit” on the right of an item, and you can modify the port's PVID, Mode,
VLAN-allowed Range, VLAN-untagged Range, VLAN-allowed Config and
VLAN-untagged Config.

Configuring the Atiribute of the Interface VLAN

Interface 00/1

PVID 1 Taaoe)
Mode |dot1g-tunnel-uplink 7 |
VLAN-allowed Range 1-4094

VLAN-untagged Range none

VLAN-allowed Config

1-4094
VLAN-allowed Range

Add the VLAN-allowed range

Remove the VLAN-allowed range

|

VLAN-uniagged Config

VLAN-untagged Range

Add the VLAN-untagged range

Remove the VLAN-untagged range

| Apply | | Reset | | Go Back |

#VLAN-allowed and VLAN-untagged: (1-4094), such as (1,3,5,7) Or (1,3-5,7) Or (1-7) Or (1 3,5 7-9)
#Allowed-VLAN and Untagged-VLAN: First execute the 'Add’ action and then the 'Remove’ action

#Do not press the 'Enter” key.

On this page, you can configure the attribute of the interface VLAN, such as Mode (Trunk or
Access), VLAN allowed range and VLAN-untagged range.

Note:
In case the interface in Trunk mode works as the egress, only the default VLAN will be untagged by
default.

7.6  VLAN Interface

On the left navigation bar, click “Advanced Config” -> “VLAN Config” and the following
page appears.

YLAN Interface Config

New
Mo.1 Page/Total 1 Page  First Prev Next Last Go Mo, l:l Page Search: l:l Current 1 Item/Total 1 Item
Mame of the VLAN Interface IP Attribute 1P Address Operate
= 1 Manual Config 192.168.1.101/16; Edit

Select AllfSelect None

Figure 7-9: VLAN Interface Config
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Click “New” to add a new VLAN interface configuration. Click “Delete” to delete the VLAN
interface. Click “Edit” to edit the VLAN interface configuration.

Click “New” to modify the VLAN Interface Name; click “Reset” to change the information
of “VLAN Interface Config”. The VLAN interface name cannot be modified.

YLAN Interface Config

IP attribute

WLAM Interface Name™* l:l
IP Attribute* Manual Config -

Primary IP Address

Secondary 1P Address 1

Secondary 1P Address 2

[ Apply ] [ Reset ] [ Go Back ]

Figure 7-10: VLAN Interface Configuration Page

Note:
Before configuring VLAN interface auxiliary IP, the master IP must be configured first.

7.7 LLDP Config

On the left navigation bar, click “Advanced Config” -> “LLDP Config” and the following
page appears.

Basic Config of LLDP Protocol

Protocol State Close the LLDP protocaol
HoldTime Settings {0-65535)s
Reinit Settings {2-5)s
Setting the packet transmission cycle {5-65534)s

[ Apply I [ Reset I

Figure 7-11: Basic Config of LLDP Protocol

Enter LLDP global configuration by default. On the page, you can configure Protocol
State, HoldTime Settings, Reint Settings and Setting the packet transmission cycle.

7.8 STP Config
7.8.1 STP State

On the left navigation bar, click “Advanced Config” -> “STP Config” and the following
page appears. It includes three parts: Root STP Config, Local STP Config, and STP
Port’s State.
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Root STP Config

Spanning Tree Priority 4096

MAC Address 00EC.OFBE.7025

Hella Time 2

Max Age 20

Forward Delay 15

Protocol Type IRSTP—v|

Spanning Tree Priority ’m‘

MAC Address O0EC.OFBE.S81D

Hello Time (1-10)s

Max Age (6-40)5

Forward Delay (4-30)s

BPDU Terminal ’m‘

MNo.1 PagefTotal 1 Page  First Prew Next Last Go MNo. l:l Page Search: I:l Current 1 Item/Total 1 Item
Interface Role State Cost Priarity.Port ID Type

gof1 Root F'WD 200000 128.1 P2p

Figure 7-12: STP Global Attribute Configuration

Among the above three parts, Root STP Config and STP Port’s State are read only.

In local STP configuration, select the Protocol Type in the dropdown box on the right. It
supported mode includes SSTP, RSTP and disable STP.

The priority and time parameter be configured vary with the mode.

Note:
Changing STP mode may cause network interruption.

7.8.2 STP Port Config

Click “STP Port’s State” to enter the corresponding configuration interface.

There is irrelevant between the port state configuration and global STP mode. For
instance, if the port state is configured to “disable” and then changes to STP mode, the
port will not work.

The path cost of the port is 0 by default, which means the path cost will be calculated
according to the port rate. If the path cost needs to be changes, enter a value beyond 0.

7.9 Static MAC Config

On the left navigation bar, click “Advanced Config” -> “Static MAC Config” and the
following page appears.

Static MAC Address List Info

New
MNo.0 Page/Total 0 Page  First Prev Mewxt Last Go Mo, l:l Page Search: l:l Current 0 Itermn/Total O Item
Index Static MAC Address WLAN 1D Port COperate
[ Select all/Select None

Figure 7-13: Static MAC Address List Info
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On the page, you can check the static MAC address configuration information. Click
“Delete” to delete an item. Click “New” and “Edit” to configure static MAC address.

Static MAC Address Config

Static MAC Address 1

Configured Port List
g0/l

an/e |

Apply Reset [ Go Back

#0Only one port can be configured for a unicast MAC address, while multiple MAC addresses can be configured for a multicast MAC address

@ MAC format XX KKK X

Figure 7-14: Static MAC Address Config

On the above page, you can configure MAC address, VLAN ID and available port list. Click “Apply” to

save the setting.

7.10 Port Security

7.10.1 IPBind

On the left navigation bar, click “Advanced Config” -> “Port Security” and the following
page appears.
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IP Port Binding

Mo.l PagefTotal 1 Page  First Prev Next Last Go Mo, l:l Page Search: l:l Current 28 Item/Total 28 Item
Interface Detail
anf1 Detail
gn/2 Detail
an/3 Detail
an/4 Detail
an/s Detail
anfe Detail
aif7? Detail
an/s Detail
tg0o/1 Datail
toos2 Detail
tgo/a Detail
tgo/4 Detail
gpon0/1 Detail
gpon0/2 Detail
gpon0/3 Detail
gpond/4 Detail
gpon0y/s Detail
gpon0/a Detail
gpaonl/7 Detail
gpon0/s Detail
gpond/9 Detail
ngnDhD Detail
gpondf11 Detail
gpon0f12 Detail
gpondfiz Detail
gpon0/14 Detail
gpondf1s Detail
gpond/ig Detail

Figure 15: IP Port Binding

Click “Detail” to bind the source IP address for each physical port, which limits the port
available IP address.

1P-Bind Rule Info

New
Mo.0 PagefTotal 0 Page  First Prew MNest Last  Go MNo. l:l Page Search: l:l Current 0 Item/Tatal 0 Ttem
Serial number Address Operate
[7] Select AllfSelect Nane Delete || soBack

Figure 16: IP-Bind Rule Info

7.10.2 MAC Bind

On the left navigation bar, click “Advanced Config” -> “Port Security” and the following
page appears. Click MAC Binding on the page, and the following page pops up:
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Mo.1 Page/Total 1 Page  First Prev Mext Last Go No. l:l Page Search: |:| Current 28 Ttem/Total 28 Ttem

Interface Name Detail
anf1 Detail
gof2 | Detail
an/3 Detail
a0/4 Detail
an/s Detail
[=1u}=) Detail
aos7 | Detail
[elufic] Detail
tgo/1 Detail
tgoy/2 Detail
tgo/3 Detail
tgo/4 Detail
gpon0fl Detail
gpon0f2 Detail
gpon0f3 | Detail
gpon0f4 Detail
gpon0fs Detail
gpon0f6 Detail
gpon0f7 Detail
gpon0df8 Datail
gpon0f9 Detail
gpon0/10 Datail
gpondf11 I Detail
gpon0/f12 Detail
gpondf13 Detail
gpono/14 | Detail
gpondf1s Detail
gpon0/16 Detail

Figure 7-17: Binding MAC Port

Click “Detail” to bind source MAC address for each physical port, so that set limitation
on the available MAC address of the port.

MAC-Bind Rule Info

MNew
Mo.0 PagefTotal 0 Page  First Prev Mext Last Go Mo. l:l Page Search: l:l Current O Item/Total 0 Item
Serial number Address Operate
7] Select &ll/Select Hone [ Delete || GoBack |

Figure 7-18 MAC Bind Rule Info

7.10.3  Static MAC Filtration Mode

On the left navigation bar, click “Advanced Config” -> “Port Security” -> “Static MAC
Filter Mode” and the following page appears.
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Configure Static MAC Filter Mode

Filters Part Type: ’AII—v| Slot Murm: ’AH—-‘ MNarmeis): l:l Help
Interface Name Port Mode Static MAC Filtration Mode
go/1 Trunk W
g0/2 Trunk W
g0/3 Trunk W
o0/4 Trunk W
go/s Trunk W
g0/6 Trunk W
qo/7 Trunk W
g0/8 Trunk W
tgn/1 Trunk W
tgo/2 Trunk W
tgn/3 Trunk W
tao/4 Trunk W
Apply I [ Reset

Figure 7-19 Configure Static MAC Filter Mode

On the above page, you can configure static MAC filter mode. By default, the static
MAC filter mode is not enabled. The static MAC filter mode cannot be configured on the
port in the trunk mode.

7.10.4  Static MAC Filtration Entry

On the left navigation bar, click “Advanced Config” -> “Port Security” -> “Static MAC
Filter Item” and the following page appears.

Configuring Static MAC Filtration

MNo.1 PagefTotal 1 Page  First Prey Mext Last Go Mo, |:| Page GSearch: l:l Current 12 Item/Total 12 Item
Interface Mame Detail
g/l Detail
go/2 Detail
goy3 Detail
gn/4 Detail
go/fs Detail
go/e Detail
glf7? Detail
go/8 Detail
tg0f1 Detail
tg0s2 Detail
tg0/3 Detail
to0f4 Detail

#Click 'Modify' to view the detailed configuration.

#The filtration mode can be configured on the "Static MAC Filtration Mode’ page.

Figure 7-20 Configuring Static MAC Filtration

Click “Detail” to bind the source IP address for each physical port. Enable or disable
MAC address of the port according to the static MAC filter mode.
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Static MAC Filtration Rule Info

New
Mo.0 Page/Total 0 Page  First Prev Mext Last Go Mo. l:l Page Search: l:l Current 0 Item/Total 0 Item
Serial number Filtration Mode MAC Address Operate
[ select sllfSelect Nane Delete || GoBack

Figure 7-21: Static MAC Filtration Rule Info

7.10.5 Dynamic MAC Filtration Mode

On the left navigation bar, click “Advanced Config” -> “Port Security” -> “Dynamic MAC
Filter Mode” and the following page appears.

Configuring the Dynamic MAC Filtration Mode

Filters

Interface Name

Port Type: |Al -

Dynamic MAC Filtration Mode

Slot Num: [A&l

Max MAC Address

o1 [ Disable  +| (1-4095)
Qo/2 [ Disable  +| {1-4005)
00/2 [ Disable  ~| {1-4095)
a0/4 [ Disable -] (1-4095)
Q0/s [ Disable  ~| [1-4005)
a0/6 [ Disable ~| {1-4095)
any7 [ Disable  +| (1-4095)
Qo/8 [ Disable -] {1-4005)
tg0/1 [ Disable ~| (1-4095)
tan/z [Dizable  ~| {1-4095)
tgo/a [ Disable  +| (1-4095)
tgo/4 [ Disable -] {1-4005)
[ Apply ] [ Reset ]

#Max MAC Address: Means the threshold of the MAC addresses that can be learned dynamically, whose default value is 1,

Figure 7-22: Configuring the Dynamic MAC Filtration Mode

On the page, you can configure the Dynamic MAC Filtration Mode and Max MAC
Address. By default, MAC filtration mode is disabled and the max address number is 1.

7.11 Storm Control

On the left navigation bar, click “Advanced Config” -> “Storm Control” and the following
page appears. On the page, you can configure “Broadcast Storm Control”, “Multicast
Storm Control” and “Unknown Unicast Storm Control”.
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7111 Broadcast Storm Control

Broadcast-storm control configuration
Filters Port Type: | All - Slot Murm: [All - mame(s): l:l Help

Interface Status Threshold
a0/1 Disable  ~| [ Ja-in4esrsyees

g0/2 Disable  ~ [ Ja-ap4ssrmiees
00/3 Disable  ~| [ Ju-ip4es7siees
Q074 Disablz v | [ Juiip4ss7syees

g0/s [ Disable | [ Juin4esrsyees
g0/6 ["Disable | [ Ju-in4esrs)ees
90/7 [ Disable ~| [ Ju-io4esrsyees
a0/a [ Disable | [ la-io4ssrsiees
ta0/1 [ Disable | [ Ja-n4esrsyees

tgof2 Disable  ~ [ Ja-ap4ssrmiees
ta0/3 Disable  ~| [ Ju-ip4es7siees

ta0/f4 [ Disable | [ Juiip4es7siees
gponi/1 ["Disable | [ Juipass7syees
gpong/2 ["Disable | [ Ju-in4esrsiees
gpona/3 [ Disable ~| [ Ju-io4esrsyees
opono/4 [ Disable | [ lu-io4esrsiees
gpon0/s [ Disable | [ Ja-n4esrsyees

gpon0/s Disable  ~ [ Ja-ap4ssrsiees
gpon0/7 Disable  ~| [ Ju-ip4es7siees

gpono/s Disable | [ Juiip4es7siees
gponi/g Disablz v | [ Juipass7syees
gpono/10 Disable  ~ [ Ju-in4esrsiees

gpono/11 Disablz v | [ Ju-io4esrsyees

—

Figure 7-23: Broadcast Strom Control Configuration

“Enable” or “Disable” the broadcast storm control in the dropdown box below “Status”.
Input the threshold of the port dealing processing the broadcast packet in the column
“Threshold”. Each port shows its legal range of the threshold.
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7.11.2  Multicast Storm Control

Multicast-storm control configuration

Filters Port Type: |4l -| Slat Mum: | all - | MName(s): l:l Help

Interface Status Threshold

o0/1 [ Disable | [ |a-io4ssTsiees
oo/f2 [ Disable | [ |aioessrsiees
EIE] [ Disable | [ laaoessrsiees
00/4 [ Disable | [ |a-io4ssTsiees
o0/s [ Disable | [ |a-io4ssTsiees
oo/s [ Disable | [ |aioessrsiees
oo/7 [ Disable | [ laaoessrsiees
oo/s [ Disable | [ |a-io4ssTsiees
g0/l [ Disable | [ |a-io4ssTsiees
tgo/2 [ Disable | [ |aio4ssTsiees
ta0/3 [ Disable | [ laioessrsiees
tan/4 [ Disable | [ |a-io4ssrsiees
gponof1 [ Disable | [ laio4ssTsiees
gpono/2 [ Disable | [ |aio4ssTsiees
gpono/3 [ Disable | [ laioessrsiees
gpono/4 [ Disable | [ |a-io4ssrsiees
gpono/s [ Disable | [ laio4ssTsiees
gpono/6 [ Disable | [ |aio4ssTsiees
gpono/7 [ Disable | [ laioessrsiees
gpono/s [ Disable | [ |a-io4ssrsiees
gpono/o [ Disable | [ laio4ssTsiees
gpono/10 Disable | [ |aio4ssTsiees
gponn/1l [ Disable +| [ ]t-104es7s)PRS

Figure 7-24: Multicast-storm Control Configuration

“Enable” or “Disable” the multicast storm control in the dropdown box below “Status”.
Input the threshold of the port processing the broadcast packet in the column
“Threshold”. Each port shows its legal range of the threshold.
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7.11.3  Unknown Unicast Storm Control

Unknown unicast storm contrel configure

Filters Part Type: IAII—v| Slot Nurn: lm Marne(s): l:l Help

Interface Status Threshold

o0/t [ Disable +| [ |tiio4esysiees
02 [ Disable  +| [ ltiio4esrsiees
go/z [ Disable ~| [ eitoaesrsiees
o0+ [ Disable  +| [ )eito4esysiees
90/5 [ Disable  +| [ ltito4esysiees
90/ [ Disable  +| [ ua-wsesis)ees
a0y7 [ Disable ~| [ r-wsesrs)ees
a0/8 [ Disable  +| [ u-wosesrs)ees
tgos1 [ Disable  +| [ r-insesrs)ees
tan/2 [ Disable  +| [ Jresrsiees
ton/3 [ Disable - [ |uiv4esrsiees
ta0/4 [ Disable +| [ |tiio4esrsipes
gpano/i [ Disable +| [ |tiio4esysiees
gpanojz [ Disable  +| [ ltiio4esysiees
gpond/3 [ Disable ~| [ eitoaesrsiees
gpond/4 [ Disable  +| [ )eito4esysiees
gponys [ Disable  +| [ u-wsesrs)ees
gpono/s [ Disable  +| [ ta-1osesvs)ees
gnaniy7 [ Disstle  +| |:| (1-1048575) PPS
gponoya [ Disable  +| [ r-woseesrs)ees
gponoya [Disable +| [ Jransesrs)ees
gnono/10 [ Disable [ |tip4es7siees
gpondy11 [ Disable -] [ Ja-ieesTs)ees

Figure 7-25 Unknown Unicast Storm Control Configuration

“Enable” or “Disable” the unknown unicast storm control in the dropdown box below
“Status”. Input the threshold of the port processing the broadcast packet in the column
“Threshold”. Each port shows its legal range of the threshold.

7.12 |IP Access List

7.121  IP Access List Config

On the left navigation bar, click “Advanced Config” -> “IP Access List” -> “IP Access List
Config” and the following page appears.

IP ACL Config

Mew

Mo.0 Page/Total O Page  First Prew Next Last Go Wo. I:l Page Search: l:l Current 0 Item/Total O Item
Name of the IP ACL Attribute of the IP ACL Operate

[ Select AllfSelect None

Figure 7-26 IP ACL Config
Click “New” on the top left of the interface to add an IP ACL List. Click “Delete” to delete
the selected IP ACL List.

If you click “New” on the top left of the interface, the following page will appear:
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Creating the IP ACL

attribute standard -

Apply I I Reset I [ Go Back

Figure 7-27: Creating the IP ACL

(1) NewsStandard IP ACL Regulation

If you select “standard” in the right dropdown box of the Attribute, the following page will pop up:

NewStandard IP ACL Regulation

NewIP Access Control ListTItem

Authority !W]
Src IP Type |inl'7'|
Src IP*
Src IP Mask

Src IP Range™ ,‘ |

Log O

‘ Apply ‘ ‘ Reset | | Go Back |

On the above page, you can add a NewStandard ACL Regulation. Click “Reset” to
change the regulation.

(2) NewsStandard IP ACL Regulation

If you select “extended” in the right dropdown box of the Attribute, the following page
will pop up:
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NewExtended IP ACL Regulation

MewlP Access Control ListTESTItem
Authority | permit v|
Mask Type [ Mask v

}

Protocol Number*®
Src IP Type lany  *|
Src1p* ]

Src IP Mask™ :

Src Interface Vian*® ﬁ‘

Src IP Range™

\
Src Port |
Src Port Range \ - |
Dst IP Type lany v
Dst 1P Mask™ I
Dst Interface Vlan® :

Dst IP Range*® \

]
|
Dst Port \ || |
Dst Port Range \ -] |
Time-Range |
Tos
Precedence

Do not fragment

\

Fragmented Packet [
Offset [ M|

\

\

Length of the IP Packet v || l

Time-to-live Value

Log (]

Location

Apply ‘ | Reset ‘ | Go Back

7.12.2 IP Access List Application

On the left navigation bar, click “Advanced Config”-> “IP Access List” -> “IP Access List
Application” -> “IP Access List Application”, and the following page appears.
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IP Access List Config

a

1P ACL Application

Filters Port Type: [All v Slot Num: [All v Name(s): | 7| Help

Port Egress ACL Ingress ACL

go/1
g0/2
g0/3
90/4
ao/s
go/e
90/7
ao0/8
tg0/1
tg0/2
tg0/3
tg0/4
gpon0f1
gpon0/2
gpon0/3
gpon0/4
gpon0/5
apon0/6
gpon0/7
gpon0/8
gpon0/9
gpon0/10
gpon0/11
gpon0/12
gpon0/13
gpon0/14
gpon0/15

|
L
[
|
|
T
|
|
L
T
|
L
|
L
i
L
|
|
[
|
L
T
|
|
L
i
L
|
L
[
|
|
T
|
|
L
T
|
L
|
L
i
L
|
|
[
|
L
T
|
1
gpon0/16 |

Figure 7-28: IP ACL Application

7.13 MAC Access List

7.13.1  MAC Access List Config

On the left navigation bar, click “Advanced Config” -> “MAC Access List” -> “MAC
Access List Config”, and the following page appears.

MAC ACL Config

New
Mo.0 PagefTotal D Page  First Prev Mext Last Go Mo, l:l Page Search: l:l Current 0 Item/Total 0 Item
Mame of the MAC Access Control List Operate
] Select allfSelect None

Figure 7-29: MAC ACL Config

Click “New” On the above page and the following page appears. You can add a new MAC
access control list on the following page.

You can also tick an item on the page of “MAC ACL Config” and click “Delete” to delete
the ACL.
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Creating MAC ACL

[ Apply ] [ Reset ] [ 50 Back ]

Figure 30: Creating MAC ACL

New MAC ACL Regulation

Select an ACL On the page of “MAC ACL Config, click “Edit” and then click “New” on the pop-up
interface. The following page pops up thereafter. On the page, you can configure the “New MAC
ACL Regulation”.

New MAC ACL Regulation

NewMAC ACLT1Item

Authority |m\t7ﬂ
Src MAC Type™ |ﬁ]
Src MAC Mask™ O ]
Dst MAC Type™ [any 7]
Dst MAC Mask™ |

| Apply | | Reset ‘ | Go Back ‘

#MAC: the valid mac address can be one of the following formats: XXXXOOOOOOOK, XXOOXOCCIO0L, XXX XXX, and XX-XX-XX-XX-XX-XX, among which X is a Hex number

7.13.2 MAC Access List Application

On the left navigation bar, click “Advanced Config” -> “MAC Access List” -> “MAC
Access Application”, and the following page appears.
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MAC ACL Application

Filters Port Type: lAH—v‘ Slot Num: ’AH—v| MName(s): l:l Help

Port Egress ACL Ingress ACL
a0/1 L 1 L
a0/2 [ ] ]
90/3 L | L |
904 L 1 ]
205 L | L |
au/s L ] L ]
a0/7 L 1 [ 1
s I L ]
o 1 ]
o2 ] ]
e=0r3 I ]
oo 1 ]
aponcn I ]
apanoy2 1 ]
aponoya 1 ]
apancss I L ]
apono/s 1 ]
apontss I L ]
aponoy7 I ]
aponoe 1 ]
aponcyo I ]

e | | |

Figure 7-31: MAC ACL Application

7.14 Port Channel

7.14 1 Port Channel

On the left navigation bar, click “Advanced Config” -> “Port Channel” and the following
page appears.

Port Aggregation Config

New
MNo.0 Page/Total 0 Page First Prev Mext Last Go No. I:l Page Search: l:l Current 0 Item/Total O Item
Aggregation Group Mode Configure port members “alid port members Speed State Operate
] Select &ll/Select Mone

Figure 32: Port Aggregation Config

Click “New” on the page and the following page pops up. On the following page, you can
configure at most 8 aggregation groups. Each group can configure at most 8 aggregation ports.
Select the mode of the aggregation port in the dropdown box behind Mode.

Tick an item on the page of “Port Aggregation Config” and Click “Delete” to delete the
aggregation group.
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Port Aggregation Config

Aggregation Group Pl -~

Mode Mo Settng [+
Configured port List Available Port List
[ Apply ] [ Reset ]

#Mote: Each aggregation port can be configured to have at most 8 physical port.

Figure 7-33: Port Aggregation Config
When creating a new aggregation group, it is optional; when modifying the aggregation group, it
is not optional.

When the aggregation port exists the member port, you can select the aggregation mode: Static,
LACP Active and LACP Passive.

You can delete and add the aggregation member port by “>>" and “<<”.
7.14.2  Port Channel Group Loading Balance

Some devices support load balance based on the aggregation group and some not, but
can be configured in the global configuration mode.
GP3616 supports load balance mode based on the aggregation group.

On the left navigation bar, click “Advanced Config” -> “Port Channel” -> “Port Channel
Group Loading Balance” and the following page appears.

Configuring Load Balance of Port Aggregation Group

Port Channel Loading Balance Mode

Apply ] [ Reset

Figure 7-34: Configuring Load Balance of Port Aggregation Group
You can configure different aggregation mode for different aggregation groups.

7.15 Ring Protection

On the left navigation bar, click “Advanced Config” -> “Ring Protection” -> “EAPS
Config” and the following page appears.
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EAPS Ring Config

New

Mo.0 Page/Total 0 Page  First Prav Mext Last Go No. I:l Page Search: l:l Current 0 Item/Total O Item
Ring ID Node Type Ring Description Control WLAN Status HelloFail Preforward  Primary Port/Forwarding/Link Status =~ Secondary Port/Forwarding/Link Status  Operate

[ Select al/Select Nane Delete | [ Refresh |

Figure 35: EAPS Ring Config

Select an item and click “Delete” to delete it or click “Refresh” to refresh it. Click “New”
on the top left of the interface, and the following page pops up. On the following page,
you can configure Node Type, Ring Description, Control VLAN, Hello Time, Fail Time,
Preforward Time, Primary Port and Secondary Port.

In “Ring Description”, you cannot enter the “Enter” key.

EAPS Config

Ring ID D -
Mode Type Master Node -
Ring Description | ‘
Preforward Time {3-30)s
Primnary Port ___N__one -
Secondary Port Mone =
Apply ] [ Reset ] [ Go Back

Figure 7-36: EAPS Config

7.16 DDM Config

On the left navigation bar, click “Advanced Config” -> “DDM Config” and the following
page appears.

DD Dizable -

[ Apply [ Reset ]

Figure 7-37: MTU Config

You can enable or disable DDM On the page.
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7.17 MTU Config

On the left navigation bar, click “Advanced Config” -> “MTU Config” and the following
page appears.

(1505219
[ Apply ] [ Reset ]

Figure 7-38: MTU Config

You can set the size of MTU within a designated range.
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Chapter 8 L3 Config

Device Status

Basic Config

GPOMN Interface
Config

oMU Config
Profile

oMU Interface
Config

Advanced Config
L3 Config

Static Route

Remote Monitor

System Magr

Figure 8-1: L3 Config

8.1 Static Route

On the left navigation bar, click “Advanced Config” -> “Static Route” and the following
page appears.

Static Routing Protocol Config
New

MNo.0 Page/Total 0 Page  First Prev MNext Last Go Mo. |:| Page Search: I:l
Default Dest IP Dest P Interface WLAN
Route Segment Mask Interface

[] Select all/Select None

Gateway's IP Forwarding Routing
Address Address

Current 0 Item/Total O [tem
Type

Specify the route Operate
description

Distance

Routing
metric

Tag

#Global: The next-hop address is in the global routing table,

Figure 8-2: Static Routing Protocol Config

Click “New” to add a static route entry, as shown in the following interface.
Tick an item and click “Edit” to modify the static routing entry.

Tick an item and click “Delete” to delete the static routing entry.
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Static Route Config

Caonfigure the static routing protocol

Default Route =

Dest IP Segment 1
Dest IP Mask ]
Interface Type ’m
Interface ¥an l:l
Gateway's IP Address l:l
Forwarding Routing address l:l
Distance metric l:l
Routing Tag l:l
Specify Route Description l:l

Apply ] [ Reset ] [ Go Back

Figure 8-3: Static Route Config
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Chapter 9 Remote Monitor

Device Status

Basic Config

GPON Interface
Config

OMU Config
Profile

OMNU Interface
Config

Advanced Config
L3 Config
Remote Monitor

SHMP Mar
RMOMN Config

System Mgr

Figure 9-1: Remote Monitor

9.1 SNMP Mgr
9.1.1  SNMP Community Mgr

On the left navigation bar, click “Remote Monitor” -> “SNMP Mgr” -> “SNMP Community
Mgr” and the following page appears.

SNMP Community Management

New

MNo.0 Page/Total 0 Page  First Prev Next Last Go No. I:l Page Search: l:l Current O Item/Total O Item
SHMP Community Name SHMP Community Encryption SNMP Community Attribute Operate
[ Select all/Select None

Figure 9-2: SNMP Community Management

You can learn SNMP Community information on the above page. You can also click
“New” to create a new SNMP Community.

Tick an item and click “Delete” On the page of “SNMP Community Management” to
delete the item.
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SNMP Community Management

SHMP Community Name l:llnput less than 20 characters
SHMP Community Attribute Read only |

Apply I [ 50 Back I

Figure 9-3: SNMP Community Management

On the above page, you can enter the name of SNMP Community Management. You
can select “SNMP Community Attribute”: Read Only and Read Write.

9.1.2 SNMP Host Mgr

On the left navigation bar, click “Remote Monitor” -> “SNMP Mgr” -> “SNMP Host Mgr”
and the following page appears.

SMNMP Host Management

New
MNo.0 Page/Total 0 Page  First Prev Mext Last Go Mo, l:l Page Search: l:l Current O Item,Total O Item
SHMP Host IR SMMP Community String SMNMP Message Type SMMP Community YVersion Operate
[7] Select all/Select None

Figure 9-4: SNMP Host Management

Through the interface of SNMP Host Management, you can learn the relevant
configuration information of SNMP Host.

On the page, you can create, modify and delete SNMP Host information.

SNMP Host Management

SNMP Host 1P [ |
SMNMP Community | |
SMNMP Message Type Traps ~| * Informs is not supported in version v1
SNMP Community Version vl -
Apply ] [ Go Back ]

Figure 9-5: SNMP Host Management

On the page of “SNMP Host Management”, you can configure “SNMP Host IP”, “SNMP
Community”, SNMP Message Type and SNMP Community Version. SNMP Message
Type includes Traps and Informs. For v1 (SNMP Community Version) does not support
Informs type.

9.2 RMON

9.2.1 RMON Statistics

On the left navigation bar, click “Remote Monitor” -> “RMON Config” -> “RMON
Statistics” and the following page appears.
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RMON Statistics

New
MNo.0 Page/Total 0 Page  First Prev Mest Last Go Mo, l:l Page Search: l:l current 0 ItemyTotal O Ikem
Index Interface Ownar Operate
[ select all/Select None

Figure 9-6: RMON Statistics

On the above page, you can create, edit or delete a RMON information. Click “New” on
the top left of the interface or tick an item and click “Edit” in the end of the item line, the
following page appears. Here you can designate the Index and Interface.

Interface Statistics Config

Interface [=[af5} -
N E—

Apply ] [ Go Back ]

Figure 9-7: Interface Statistics Config

9.2.2 RMON History

RMON History

New
Mo.0 Page /Total 0 Page  First Prev MNext Last Go MNo. |:| Page Search: l:l Current 0 Item/Total 0 Itern
[ Index [ Sampling Mumber I Sampling Interval [ Interface I Owher Operate
[ Select allfSelect Hone

Figure 9-8: RMON History

On the above page, you can create, edit or delete RMON information. Click “New” on
the top left of the interface, or tick an item and click “Edit” in the end of the item line,
then the following page appears. Here you can configure Index, Sampling Number,
Sampling interval, and Owner.

Interface History config

Interface g0/l -
mis | Jaesss)

Sampling Mumber (1-65535)
Sampling Interval (1-3600)
Qwner Enter less than 31 characters®
Apply ] [ Go Back ]

Figure 9-9: Interface History Config
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9.2.3 RMON Alarm

RMON Alarm

New
No.0 Page/Total 0 Page  First Prev Mext Last Go Mo, l:l Page Search: I:I Current 0 IternfTotal O Item
Index 0ID Interface Sampling Interval Alarm type Rising Threshold Rising Event Index Falling Threshold Falling Event Index  Owner  Operate
[7] Select All/Select None

Figure 9-10: RMON Alarm

On the above page, you can create, edit or delete RMON information. Click “New” on
the top left of the interface, or tick an item and click “Edit” in the end of the item line,
then the following page appears. Here you can configure Interface, Alarm Type,

Sampling Interval, Rising Threshold, Rising Event Index, Failing Threshold, Failing
Event Index and Owner.

RMON Alarm config
R R [P

MIB Made IfinOctets |
Q1D 2

Interface g0f1 -

Alarm type absolute -|

Sampling Interval [ liiziavasssan
Rising Threshald [ ](-2147493848 - 2147483647)
Rising Event Index l:l (1-65535)
Falling Threshald [ e147483548 - 2147403647)
Falling Event Index l:l(l—éSSES)
Owner l:l Enter less than 31 characters®

Apply ] [ Go Back ]

Figure 9-11: RMON Alarm Config

9.24 RMON Event

RMOMN Event

New
Mo.0 Page/Total 0 Page  First Prev Mewxt Last Go No. l:l Page Search: l:l Current 0 Item/Total O Item
Index Enahle log Community Description Owner Operate
[T Select all/Select Mone

Figure 9-12: RMON Event

On the above page, you can create, edit or delete RMON information. Click “New” on
the top left of the interface, or tick an item and click “Edit” in the end of the item line,
then the following page appears. Here you can configure Index, Owner, Description,
Enable log, Enable trap, and Community.
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RMOM Event Config

Index [ Jessas
Description l:l
Enable log
Enable trap
I

comrunity

Apply ] [ Go Back ]

Figure 9-13: RMON Event Config
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Chapter 10 System Mgr

Dewice Status

Basic Config

GPON Interface
Config

oMU Config
Profile

oMU Interface
Config

Advanced Config
L3 Config
Remote Monitor
System Magr
User Mgr

Log Magr
Diagnostic
Startup-config
I05 Software
Factory Settings
Reboot

Ahout

Figure 10-1 System Management

10.1  User Mgr
10.1.1  User Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “User Mgr” and the following page
appears.

User Management

New
Mo.1 PagefTotal 1 Page  First Prev Next Last Go Mo, I:l Page Search: l:l Current 1 [termn/Total 1 Item
User name User permission Pass-Group Authen-Group author-Group User Status Operate
| admin System administrator Normal Edit
[[] Select allfselact None

Figure10-2: User Management
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Click “New” on the top left of the above interface to create a new user.

Tick an item and click “Edit” at the end of the item line, and then you can modify the
user authority and log-in password on the pop-up interface.

Note:
1. Please ensure that there is one user with the permission of “system administrator”,
so that the device can be managed through Web.

2. The user with “limited authority” can only check device status, but not modify the
configuration.

Creating New User

Click “New” on the above page of “User Management” and the following page appears:

User Management

10.1.2

User name

Password

Pass-Group

Authen-Group

| |

| |

Caonfirming passward | |
| |

| |

|

Luthor-Group |

Apply ] [ Reset ] [ 530 Back ]

Figure10-3: Creating New User

In the “User name” text box, enter a name, which contains letters, numbers and
symbols except “?”, “\”, “&”, “#” and the "Space" symbol.

In the “Password” textbox enter a login password, and in the “Confirming password”
textbox enter this login password again.

Group Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “User Group Mgr” and
the following page appears.

User Group Mar.

New
Mo.0 Page/Total 0 Page  First Prew Mext Last Go Mo, |:| Page Search: I:| Current O Item/Total O Item
Serial Mumber Group Mame Pass-Group Rule Authen-Group Rule Author-Group Rule Operate Detail
[7] Select all/Select None

Figure 10-4: User Group Management

Click “New” on the top left of the interface to create a new user group.

Click “Delete” to delete the user group.
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User Group Config

User Group Name*

Authen-Group Name

\ |

Pass-Group Mame ‘ |
\ |

|

Author-Group Name ‘

Apply ] [ Reset ] [ Go Back ]

Figure 10-5: User Group Config

The user group name cannot be created before. The Pass-Group Name, Authen-Group Name and
Author-Group Name must be created before, otherwise, the new created user group cannot be
succeeded. Set Pass-Group Name, Authen-Group Name, and Author-Group Name on the relevant
tab pages.

10.1.3  Pass-Group Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “Pass- Group Mgr” and
the following page appears.

Pass-Group Magr.

MNew
Mo.0 Page/Total 0 Page  First Prev Mext Last Go No. l:l Page Search: l:l Current 0 Item/Total 0 Item
Serial Number Pass-Group Mame Same as the username Min Length  Walidity = Wumber  Lower-letter Upper-etter Special-character Operate
7] select All/Select None

Figure 10-6: Password Group Management

Click “New” to create a new Pass-Group Name.
Click “Delete” to delete the selected Pass-Group Name.

Pass-Group Mame®* | |

Same as Username Can =

Contain Mumber ’W‘

Contain Lower-letter ’W‘

Contain Upper-letter ’F‘

Contain Special-character ’W‘
Min Length [ | (1127
Validity DdDthDs

Apply | [ Reset | [ GoBack |

Figure 10-7 Pass Group Configuration

Set some password rules including whether the password can be the same with the user name,
whether the password must contain numbers, lowercase, uppercase, special characters, the
minimum length and the period of validity.

When the rule is created and applied to the user management, the user password will show invalid
if the set password is not complied with the password rule, vice versa.



WEB Configuration

10.1.4  Authen-Group Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “Authen-Group Mgr” and
the following page appears.

Author-Group Mar.

New
MNo.0 Page/Total 0 Page  First Prev Next Last Go Mo. l:l Page Search: l:l Current 0 Item,/Total O Item
Serial Mumber Authen-Group Mame Max try times Duration for all tries QOperate
[[] select allfSelect Mone

Figure 10-8: Authorization Group Management

Click “New” to create a new authen-group name.

Click “Delete” to delete the authen-group name.

Authen-Group Config

Authen-Group Mame* | ‘

Max try times | ‘ (1-9)

Duration for all tries El d EI h EI m El s
]

Apply ] [ Reset [ ocoBack |

Figure 10-9: Authentication Group Configuration

On the above page, the Max try times and Duration for all tries must be configured
simultaneously. Otherwise, the configuration cannot take effect.

10.1.5  Author-Group Mgr

On the left navigation bar, click “System Mgr” -> “User Mgr” -> “Author-Group Mgr” and
the following page appears.

Author-Group Mgr.

New
MNo.0 Page/Total 0 Page  First Prev Mext Last Go Mo, l:l Page Search: l:l Current 0 Item,/Total O Itemn
Serial Number Author-Group Name Precedence Operate
[7] select all/Select None

Figure 10-10: Authorization Group Management

Click “New” to create a new author-group name.

Click “Delete” to delete the author-group name.

Author-Group Config

Author-Group Mame®* ‘ |

Precedence System administratar -

[ Apply ] [ Reset ] [ Go Back ]

Figure 10-11: Authorization Group Configuration
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The authorization rule determines your permission of the administrator or the limited user. If
you are the administrator, you have the administrator right. If you are the limited user, you can only
but check the web.

10.2 Log Mgr

On the left navigation bar, click “System Mgr’ -> “Log Mgr” -> “Log Mgr” and the
following page appears.

Log Management

System logs will be sent to the server when it is enabled

Enable the log server =

Address of the log server

Level of system logs (G-informational) [<]

Enable the log buffer =

Size of the log buffer (Bytes)
Level of cache logs (7-debugging) :|

#Enabe log server: Enables/Disables the output of the device's logs to the log server (If the logs of the device are disabled, no information will be displayed on the log
page).

$2ddress of the system log server: Enter the address of the log server. The logs will be exported to the designated log server. You can browse the log information on the
log server,

#Grade of the system log information: The output of the system log can be divided into different grades. You can export the logs with designated range. The bigger the
walue of the log’s range is, the more detailed the log is.

#$Enable log buffer: after the log buffer is enabled, you can set the information about the log buffer,

#5Size of the system log cache: Sets the size of the log cache zone on the device,

#Grade of the log cache information: Sets the grades of the logs in the cache of the device. The bigger the value of the log’s grade is, the more detailed the log is.

Figure 10-12: Log Management

If “Enable the log server” is selected, the device will transmit the log information to the
designated server. In this case, you need enter the address of the server in the
“Address of the log server” textbox and select the log's level in the “Level of the cache
logs” dropdown box. “7-debugging” is the lowest level for log information.

If “‘Enable the log buffer” is selected, the device will record the log information into the
memory. Log in the device by the Console port or Telnet, and run the command “show
log” to check the log the device recorded. The log information in the memory will be lost
after rebooting the device. Input the Size of the log buffer and select the Level of cache

logs.

10.3 Diagnostic

On the left navigation bar, click “System Mgr” -> “Diagnostic” and the following page
appears.
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Ping is a typical network tool, which is used to identify the states of some network functions, The states of network functions are the basis of regular netwark
diagnhosis. Ping is used to check whether the peer is reachable. If Ping transmits a packet to the host and receives a response from the peer, the peer is reachable.

PING test--=

Destination address®

Source IP address (An option which can be null)

Size of the PING packet (36-20000) (An option which can be null)
PING

#The ping program can test whether a destination can be reached, or it can test the packet loss to reach a destination.
#Destination address: Enter the to-be-tested destination address.
#Source IP: Source 1P,

#Packet's size: Designate the size of a packet when the packet is used to ping a destination. It is optional and cannot be configured.
Figure 10-13: Ping

Ping is used to test whether the OLT connects other devices.

If a Ping test need be conducted, please enter an IP address in the “Destination
address” textbox, such as the IP address of your PC, and then click the “PING” button.
If the switch connects your entered address, the device can promptly return a test result
to you; if not, the device will take a little more time to return the test result.

“Source IP address” is used to set the source IP address which is carried in the Ping
packet.

10.4 Startup-config

10.4.1  Export the current startup-config

On the left navigation bar, click “System Mgr” -> “Starpup-config” and the following
page appears.

Export the current startup-config

Export the current startup-config

Figure 10-14; Export the current startup-config

The current configuration file can be exported, saved in the disk of PC or in the mobile
storage device as the backup file.

To export the configuration file, please click the “Export” button and then select the
“Save” option in the pop-up download dialog box.

The default name of the configuration file is “startup-config”, but you are suggested to
set it to an easily memorable name.
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10.4.2 Import startup-config file

Import startup-config file

Import startup-config file bk

Reboot is required after importing startup-config!

Figure 10-15: Import Startup-Config File

You can import the configuration files from PC to the device and replace the
configuration file that is currently being used. For example, by importing the backup
configuration files, you can resume the device to its configuration of a previous
moment.

Note:

1. Please make sure that the imported configuration file has the legal format for the
configuration file with illegal format cannot lead to the normal startup of the device.

2. If error occurs during the process of importation, please try it later again, or click
the “Save All” button to make the device re-establish the configuration file with the
current configuration, avoiding the incomplete file and the abnormality of the device.
3. After the configuration file is imported, if you want to use the imported
configuration file immediately, do not click “Save All”, but reboot the device directly.

10.5 |1OS Software
10.5.1  Backup I0S

On the left navigation bar, click “System Mgr” -> “IOS Software” and the following page
appears.

Backup 10S

Current software version: flash:/switch.bin, 10.3.0C Build 37516, 2016-9-1 9:50:41 by SYS

File name on the server |flash: fswitch bin
Backup I0OS

Figure 10-16: Backup 10S

The current running software version is displayed in the page. If you need to backup the
system, please click “backup system software”, then select “save” in the pop-up file
download dialog box and save the system profile to your computer disk, transferable
data device or other positions in the network.

Note:

Default name of the system profile is “Switch.bin”. You are suggested to change the
default name to a name that easy to identify.
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10.5.2 Update I0S

Note:

1. Please ensure your update system profile match with the device type. Otherwise,
the system cannot operate normally.

2. The system profile update may need 1 to 2 minutes. After clicking and confirming
the “update” button, the profile will be upload to the device. Please be patient.

3. Please do not restart or interrupt the device if errors occur in the update process,
or the device cannot start up. Please try update again later.

4. Please save the configuration and restart the device after updating, so that the
new system can operate.

Update 105

Reboot is required after the update of 10S software!

[7] Reboot the device automatically after update

File name on the server [flash:/switch.bin
Update 105 | | (B

Figure 10-17: Update 10S

The update software is usually used for solving the existing problems or improving
certain functions. You don’t need to update the system software regularly, if your device
operates normally.

If your system needs to be update, please enter the full path of the new system profile
into the text box right of “update system software” or click “browse” button to select new
system profiles and click “update”.

10.6 Factory Settings
On the left navigation bar, click “System Mgr’ -> “Factory Setting” and the following

page appears.

Restore the original settings

Restore the original settings
Reboot is required

Figure 10-10: Restore to the original settings

Note:

1. If you click the “Resume” button, the current configuration will be replaced by the
original configuration, which will take effect after rebooting.
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2. Before rebooting the device still works under the current configuration, and if you
click “Save All” at the moment, the current configuration will replace the original
configuration. The original configuration, therefore, cannot take effect after rebooting.
3. After the rebooting is done and the original configuration takes effect, the Web
access of the device will be automatically started. The address of Vlan 1 is
192.168.0.1/255.255.255.0, and the username and password are both “admin”.

To resume the original configuration, click “Resume” and then reboot the device.

10.7 Reboot

On the left navigation bar, click “System Mgr” -> “Reboot” and the following page
appears.

Rebooting

Reboot

Figure 10-19: Rebooting

If the device need be rebooted, please first make sure that the modified configuration of
the device has already been saved, and then click the “Reboot” button.

10.8 About

On the left navigation bar, click “System Mgr” -> “ About” and the following page
appears.

@ 2010-2011 Shanghai Baud Data Communication CO., LTD

Homepage: woww . bdoom.com.ch

Telephone: 021-50800666

Figure 10-12: About
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