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Chapter 1  IP-Attack Prevention Configuration Commands 
1.1   IP-Attack Prevention Configuration Commands 
1.1.1    ip verify icmp ping-flood

Syntax

To restrict ping packet reception, use the above command.
Parameter 

	Parameter
	Description

	<1 - 50000>
	The number of packets with the same source address allowed to be received per second, exceeding this threshold is considered as an attack. 


Default 
Default is 300 ping packets per second per source address.

Command mode 
Global configuration mode
Example 
switch_config#ip verify icmp ping-flood 500

switch_config#ip verify icmp ping-flood

Related command 
ip verify icmp ping-sweep
1.1.2    ip verify icmp ping-sweep

Syntax

To restrict ping scanning, use the above command.
Parameter 

	Parameter
	Description

	<1 - 60>
	Anti-attack detection cycle. During this period, the destination address of the ping packet that is more than one scan unit is considered an attack.


Note: One scan unit means that the hash value of the number of changes in address or port exceeds an internal rating. 
Default 
The default detection period is 3 seconds.
Command mode 
Global configuration mode
Example 
switch_config#ip verify icmp ping-sweep 2

switch_config#ip verify icmp ping-sweep

Related command 
ip verify icmp ping-flood
1.1.3    ip verify tcp syn-flood

Syntax

To restrict tcp syn packet reception, use the above command.
Parameter 

	Parameter
	Description

	<1 - 50000>
	The number of packets with the same source address allowed to be received per second, exceeding this threshold is considered as an attack.


Default 
Default is 300 tcp syn packets per second per source address. 
Command mode 
Global configuration mode
Example 
switch_config#ip verify tcp syn-flood 100

switch_config#ip verify tcp syn-flood 

Related command 
ip verify tcp syn-sweep

ip verify tcp fin-scan

ip verify tcp rst-flood
1.1.4    ip verify tcp syn-sweep

Syntax

To restrict tcp syn port scanning, use the above command.
Parameter 

	Parameter
	Description

	<1 - 60>
	Anti-attack detection cycle. During this period, the destination port of the tcp syn packet that is more than one scan unit is considered an attack.


Default 
The default detection period is 3 seconds.
Command mode 
Global configuration mode
Example 
switch_config#ip verify tcp syn-sweep 10

switch_config#ip verify tcp syn-sweep 

Related command 
ip verify tcp syn-flood

ip verify tcp fin-scan

ip verify tcp rst-flood
1.1.5    ip verify tcp fin-scan

Syntax

To restrict tcp stealth fin scanning, use the above command.
Parameter 

	Parameter
	Description

	<1 - 60>
	Anti-attack detection cycle. During this period, the destination port of the tcp fin packet that is more than one scan unit is considered an attack.


Default 
The default detection period is 3 seconds.
Command mode 
Global configuration mode
Example 
switch_config#ip verify tcp fin-scan 10

switch_config#ip verify tcp fin-scan 

Related command 
ip verify tcp syn-flood

ip verify tcp syn-sweep

ip verify tcp rst-flood
1.1.6    ip verify tcp rst-flood

Syntax

To restrict tcp rst packet reception, use the above command.
Parameter 

	Parameter
	Description

	<1 - 50000>
	The number of packets with the same source address allowed to be received per second, exceeding this threshold is considered as an attack.


Default 
Default is 300 tcp rst packets per second per source address.
Command mode 
Global configuration mode
Example 
switch_config#ip verify tcp rst-flood 200

switch_config#ip verify tcp rst-flood 

Related command 
ip verify tcp syn-flood

ip verify tcp syn-sweep

ip verify tcp fin-scan
1.1.7    ip verify udp udp-flood

Syntax

To restrict UDP packet reception, use the above command.
Parameter 

	Parameter
	Description

	<1 - 50000>
	The number of packets with the same source address allowed to be received per second, exceeding this threshold is considered as an attack.


Default 
Default is 300 udp packets per second per source address.

Command mode 
Global configuration mode
Example 
switch_config#ip verify udp udp-flood 200

switch_config#ip verify udp udp-flood 

Related command 
ip verify udp udp-sweep
1.1.8    ip verify udp udp-sweep

Syntax

To restrict udp scanning, use the above command.
Parameter 

	Parameter
	Description

	<1 - 60>
	Anti-attack detection cycle. During this period, the destination port of the tcp fin packet that is more than one scan unit is considered as an attack.


Default 
The default detection period is 3 seconds.
Command mode 
Global configuration mode
Example 
switch_config#ip verify udp udp-sweep 10

switch_config#ip verify udp udp-sweep

Related command 
ip verify udp udp-flood
1.1.9    ip verify attack Xmas-Tree

Syntax

To filter Xmas-Tree scan attacks, use the above command.
Parameter 

	Parameter
	Description

	<1 - 60>
	Anti-attack detection cycle. During this period, tcp fin packets are found with urg and push flags, and the destination port is more than one scan unit is considered as an attack.


Default 
The default detection period is 3 seconds.
Command mode 
Global configuration mode
Example 
switch_config#ip verify attack Xmas-Tree 10

switch_config#ip verify attack Xmas-Tree

Related command 
ip verify attack Null-scan

ip verify attack Land

ip verify attack Smurf

ip verify attack WinNuke

ip verify attack Ping-of-Death

ip verify attack TearDrop 

ip verify attack Fraggle
1.1.10    ip verify attack Null-scan

Syntax

To filter Null scan attack, use the above command.
Parameter 

	Parameter
	Description

	<1 - 60>
	Anti-attack detection cycle. During this period, tcp packets carry an empty flag, and the destination port is more than one scan unit is considered as an attack.


Default 
The default detection period is 3 seconds.
Command mode 
Global configuration mode
Example 
switch_config#ip verify attack Null-scan 10

switch_config#ip verify attack Null-scan

Related command 
ip verify attack Xmas-Tree

ip verify attack Land

ip verify attack Smurf

ip verify attack WinNuke

ip verify attack Ping-of-Death

ip verify attack TearDrop 

ip verify attack Fraggle
1.1.11    ip verify attack Land

Syntax

To filter Land attacks, use the above command.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify attack Land

Related command 
ip verify attack Xmas-Tree

ip verify attack Null-scan

ip verify attack Smurf

ip verify attack WinNuke

ip verify attack Ping-of-Death

ip verify attack TearDrop 

ip verify attack Fraggle
1.1.12    ip verify attack Smurf

Syntax

To filter Smurf attacks, use the above command.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify attack Smurf

Related command 
ip verify attack Xmas-Tree

ip verify attack Null-scan

ip verify attack Land

ip verify attack WinNuke

ip verify attack Ping-of-Death

ip verify attack TearDrop 

ip verify attack Fraggle
1.1.13    ip verify attack WinNuke

Syntax

To filter WinNuke attacks, use the above command.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify attack WinNuke

Related command 
ip verify attack Xmas-Tree

ip verify attack Null-scan

ip verify attack Land

ip verify attack Smurf

ip verify attack Ping-of-Death

ip verify attack TearDrop 

ip verify attack Fraggle
1.1.14    ip verify attack TearDrop

Syntax

To filter TearDrop attacks, use the above command.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify attack TearDrop

Related command 
ip verify attack Xmas-Tree

ip verify attack Null-scan

ip verify attack Land

ip verify attack Smurf

ip verify attack WinNuke

ip verify attack Ping-of-Death 

ip verify attack Fraggle
1.1.15    ip verify attack Fraggle

Syntax

To filter Fraggle attacks, use the above command.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify attack Fraggle

Related command 
ip verify attack Xmas-Tree

ip verify attack Null-scan

ip verify attack Land

ip verify attack Smurf

ip verify attack WinNuke

ip verify attack Ping-of-Death 

ip verify attack TearDrop
1.1.16    ip verify all

Syntax

To filter all attacks, use the above command.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify all

switch_config#no ip verify all

Related command 
ip verify icmp ping-flood

ip verify icmp ping-sweep

ip verify tcp syn-flood

ip verify tcp syn-sweep

ip verify tcp fin-scan

ip verify tcp rst-flood

ip verify udp udp-flood

ip verify udp udp-sweep

ip verify attack Xmas-Tree

ip verify attack Null-scan

ip verify attack Land

ip verify attack Smurf

ip verify attack WinNuke

ip verify attack TearDrop 

ip verify attack Fraggle
1.1.17    ip verify filter

Syntax

To filter packets, use the above command. After an attack has occurred, discard the packet that caused the attack for a duration of 3 minutes.
Parameter 

	Parameter
	Description

	<30 - 43200>
	Stands for the time (in seconds) to block the attack source after detecting an attack. Up to 12 hours.


Default 
Default blocking time is 180 seconds. 
Command mode 
Global configuration mode
Example 
switch_config#ip verify filter 600

switch_config#no ip verify filter

Related command 
None
1.1.18    ip verify enable

Syntax

To enable/disable attack protection, use the above command.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify enable

switch_config#no ip verify enable

Related command 
None
1.1.19    ip verify log-enable

Syntax

To enable the attack protection log, use the above command. After an attack has occurred, the relevant system log is output.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify log-enable

switch_config#no ip verify log-enable

Related command 
ip verify enable
1.1.20    show ip table 

Syntax

To display current IP data flow table, use the above command.
Parameter 

None 

Command mode 
Non-user mode 

Example 

#show ip table

No.   Src-address     Dst-address     Timer   

0     90.0.0.3        90.0.0.33       80      

1     90.0.0.33       224.0.0.1       71      

2     90.0.0.33       224.0.0.13      57      
1.1.21    show ip table src

Syntax

To display the current IP source address index table, use the above command.
Parameter
None
Command mode
Non-user mode 

Example 

#show ip table src

No.   Src-address     Flows Flags     

0     90.0.0.3        1     0x200     

1     90.0.0.33       2     0

Flows: indicates the index of the data flow to which the IP source address belongs.

Flags: records the attack type of the IP source address.
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1.2   IP Direct Network Segment Scanning Attack Protection Configuration Commands
1.2.1    ip verify ip-sweep detect unknown-host

Syntax

Enable/disable the anti-attack function for IP scanning of unidentified hosts on the directly connected network. When a certain number of incomplete arps are hit under a certain vlan, it is considered to have received an IP directly connected network segment scanning attack. The measures of rate-limit and rate-limit-attacker cannot be enabled at the same time.
Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config#ip verify ip-sweep detect unknown-host
Related command 
ip verify ip-sweep action
1.2.2    ip verify ip-sweep action rate-limit 

Syntax

To limit the speed of all ip packets, use the above command. Optional parameter includes limit of the window time and the number of packets.
Parameter 

	Parameter
	Description

	<1 - 5>
	Limit the time window size of IP packets (seconds).

	<1 - 5000>
	Number of IP packets allowed to be received in the time window.


Precautions
1. When the window time is reached, the number of passing IP packets will be specified again. The current limit is only limited to the packets sent to the CPU, and the IP packets that the hardware has learned to cache cannot be restricted.
2. ip verify ip-sweep action rate-limit cannot be configured when ip verify action rate-limit-attacker is configured
Default 
Disabled by default.

When configuring this function without the optional parameter, the default window time is 1 second, and the default received IP packets are 200.

Command mode 
Global configuration mode
Example 
switch_config# ip verify ip-sweep action rate-limit 2 500

Related command 
ip verify ip-sweep action rate-limit-attacker
1.2.3    ip verify ip-sweep action rate-limit-attacker

Syntax

To enable rate limit of all ip packets that are detected as attackers, use the above command. Optional parameter includes limit of the window time and the number of packets.
This command will override the effect of the ip verify ip-sweep action rate-limit command.
Parameter 

	Parameter
	Description

	<1 - 5>
	Limit the time window size of IP packets (seconds)

	<1 - 5000>
	Number of IP packets allowed to be received in the time window


Default 
Disabled by default.

When configuring the command without the optional Parameter, if the time window and number of packets are configured with the ip verify action rate-limit command, the default window time and the number of packets will inherit this value. If not configured, the default window time is 1 second, and the default received IP packets are 200.

Command mode 
Global configuration mode
Example 
switch_config# ip verify ip-sweep action rate-limit-attacker 2 1000

Related command 
ip verify ip-sweep action rate-limit
1.2.4    ip verify ip-sweep action no-cache

Syntax

To prohibit the creation of caches for unidentified hosts on directly connected networks, and delete the software cache that continuously flows to unidentified hosts, use the above command.

Parameter 

None
Default 
Disabled
Command mode 
Global configuration mode
Example 
switch_config# ip verify ip-sweep action no-cache
Note
Currently only prohibited:

1. The destination outlet is an incomplete arp stream.
2. When the number of incomplete arps reaches the upper limit, it is forbidden to create a cache for a stream without corresponding arp.

When the number of incomplete arps is not yet full and there is no corresponding stream generated by arp, you are allowed to create a cache. 
1.2.5    show ip verify config 

Syntax

To display the current configuration of IP directly connected network segment scanning anti-attack detection, use the above command.

Parameter 

None 

Command mode 
Non-user mode 

Example 

switch_config# show ip verify config               

IP-sweep unknown-host              : Enabled

IP-sweep action logging            : Enabled

IP-sweep action no-cache           : Disabled

IP-sweep action rate-limit         : Enabled

IP-sweep action rate-limit-attacker: Disabled

Rate-limit time-window in unit of second   : 1

Number of packets allowed every time-window: 200

IP-sweep filter time                       : 180 

Note: The switch interface is aligned, the word display is not neat
1.2.6    show ip verify status

Syntax

To shows whether the IP-direct network segment scanning anti-attack detection is enabled, whether it has received an attack, and details of the attacker, use the above command.

Parameter
None
Command mode
Non-user mode 

Example 

switch_config# show ip verify status

Detection for Unknown-host(connected network sweep) attack configured

Unknown-host(connected network sweep) attack detected

Number of Unknown-host(connected network sweep) attackers: 1

 Attacker 100.1.1.10, count 32, VLAN 100, port g2/1
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