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the sole remedy Nortel Networks will at its discretion provide a suitable fix, patch, or workaround for the problem
that may be included in a future Software release. Nortel Networks further warrants to Licensee that the media on
which the Software is provided will be free from defects in materials and workmanship under normal use for a
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used in conjunction with another vendor’s product, resulting in the defect; or (iii) damaged by improper
environment, abuse, misuse, accident, or negligence. THE FOREGOING WARRANTIES AND LIMITATIONS

ARE EXCLUSIVE REMEDIES AND ARE IN LIEU OF ALL OTHER WARRANTIES EXPRESS OR IMPLIED,
INCLUDING WITHOUT LIMITATION ANY WARRANTY OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. Licensee is responsible for the security of its own data and information and for
maintaining adequate procedures apart from the Software to reconstruct lost or altered files, data, or programs.
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4. Limitation of liability. IN NO EVENT WILL NORTEL NETWORKSOR ITSLICENSORSBE LIABLE FOR
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intended examination of the Software and may procure support and assistance from Nortel Networks.
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the Nortel Networks copyright; those restrictions relating to use and disclosure of Nortel Networks’ confidential
information shall continue in effect. Licensee may terminate this license at any time. The license will automatically
terminate if Licensee fails to comply with any of the terms and conditions of the license. Upon termination for any
reason, Licensee will immediately destroy or return to Nortel Networks the Software, user manuals, and all copies.
Nortel Networks is not liable to Licensee for damages in any form solely by reason of the termination of this
license.

8. Export and re-export. Licensee agrees not to export, directly or indirectly, the Software or related technical data

or information without first obtaining any required export licenses or other governmental approvals. Without

limiting the foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees that it will not, without
first obtaining all export licenses and approvals required by the U.S. Government: (i) export, re-export, transfer, or
divert any such Software or technical data, or any direct product thereof, to any country to which such exports or
re-exports are restricted or embargoed under United States export control laws and regulations, or to any national or
resident of such restricted or embargoed countries; or (ii) provide the Software or related technical data or
information to any military end user or for any military end use, including the design, development, or production

of any chemical, nuclear, or biological weapons.

9. General. If any provision of this Agreement is held to be invalid or unenforceable by a court of competent
jurisdiction, the remainder of the provisions of this Agreement shall remain in full force and effect. This Agreement
will be governed by the laws of the state of California.

Should you have any questions concerning this Agreement, contact Nortel Networks, 4401 Great America
Parkway, P.O. Box 58185, Santa Clara, California 95054-8185.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS AGREEMENT, UNDERSTANDS IT,
AND AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT
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AND LICENSEE, WHICH SUPERSEDES ALL PRIOR ORAL AND WRITTEN AGREEMENTS AND
COMMUNICATIONS BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS
AGREEMENT. NO DIFFERENT OR ADDITIONAL TERMS WILL BE ENFORCEABLE AGAINST NORTEL
NETWORKS UNLESS NORTEL NETWORKS GIVES ITS EXPRESS WRITTEN CONSENT, INCLUDING AN
EXPRESS WAIVER OF THE TERMS OF THIS AGREEMENT.

210245-C



Contents
Preface . ... e 19
Before you begin . ... ... 19
TeXt CONVENLIONS . .. e e 19
Related publications . . . .. ... e 20
Howto gethelp ... e e e 21
Chapter 1
Device Manager basics . .......... . 23
Starting Device Manager . ... ..o e 24
Setting the Device Manager properties . .. ... 25
OpPENING @ dBVICE . ..\ e 27
Device Manager WindOW . . ... ... .t e e 28
MENU Dar ... 29
Toolbar . .. 30
DEVICE VIBW .. .ttt 31
Selecting a SWItCh . .. . ... 33
Selectingthe chassis . ......... ... i 33
Selecting the MDA . . ... 33
SeleCting POMS . . . oot 33
Conventions of the switch graphic . ... ... ... .. . . . 34
ShOMCUL MENUS . . .o e e e e e e 35
Command buttons . .. ... . e 37
Accessing dialog boxes and objects .. ........ . .. 38
Basic CONventions . ... . 38
Editing Objects . .. .. o e 39

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



6 Contents

Graphing . ... e e 39
Single object StatistiCs . . . .. ..o 40
Multiple object Statistics . .. ... ... e 42
Creating a graph . .. ..o e 43

Device Managertrap log .. ... e 46

Telneting to @a SWItCh . . . .. ..o 48

Online Help ... o 48

Chapter 2

Configuring and graphing aswitch ............. ... . ... ... . ...... 49

Viewing individual switches inastack ............... ... . . . . ... 49

Viewing switch IP information . ......... .. . . . . 50
Globalstab .. ... . 51
Addresses tab .. ... 51
ARP taD . o 52

Editing the chassis configuration ............ .. . . . .. . 53
SystemM Al . . . 54
Base UnitInfotab . ....... ... . . 56
Stack Infotab . ... 57
Agenttab . ... 59
SNMP tabh .. 61
Trap Receiverstab . ... . .. . 62

Editing network traps . . . . ..o 63
PowerSupply tab . .. ... 64
Fantab ... 66

FileSystem dialog boX . .. ... e 67

Graphing chassis statistiCS . . . . ... .. i 69
SNMP tab ... 71
Pt . 72
ICMP Intab . ... 75
ICMP Outtab . ... 77

210245-C



7

Contents

Chapter 3
Configuring and graphing ports. . ... 79
Configuring asingle port . ... 79
Port dialog box tabs fora single port . .. ........ ... . 80
Interface tab fora single port . . ... ... . . 81
VLAN tab fora single port . ......... .. 83
STGtabforasingle port ... ... e 84
EAPOL tab forasingle port . .. ... 86
Configuring multiple ports . ... e 89
Port dialog box tabs for multiple ports . . . ....... ... . . .. 89
Interface tab for multiple ports . ... ... .. . . . 920
VLAN tab for multiple ports . . ... . 92
EAPOL tab for multiple ports .. ... .. e 94
Graphing port statistics . . . . ... e 96
GraphPort dialog box tabs for multiple ports . ........... ... .. .. ... .. ..... 96
Interface tab for graphing ports .. ... . 97
Ethernet Errors tab for graphingports . .......... ... ... .. . .. 99
Bridge tab for graphing ports . . ... ... . .. 103
Rmon tab for graphing ports . ........ .. . 104
EAPOL Stats tab for graphing ports .. ............ .. . . . . 107
EAPOL Diag tab for graphing ports . ............ . e 109

Chapter 4
Working with MultiLink Trunk ports. ......... ... ... ... 113
MultiLink Trunking (MLT) features . ............. e 113
Setting UP MLTS . ..o 114
Adding ports to a MultiLink Trunk .. ... e 115
MultiLink Trunk statiStics . . ... ... o e 116
MultiLink Trunk Ethernet errors statistics . .. ......... ... . . .. 118

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



8 Contents

Chapter 5
Creating and managing VLANS . ... ... 121
BayStack switch VLANS . . ... e 121
Creating VLANS . . ..o 122
VLAN Information . ....... ... 122
Creating a port-based VLAN . . .. ... 123
Creating a protocol-based VLAN . . ... ... e i 125
Accepting tagged and untagged frames ... ....... ... . 126
SNOOP tab . ... 128

Chapter 6
Troubleshooting with Device Manager ........................... 131
Topology tab . . ..o 131
Topology Tabletab . .. ... . 132

Chapter 7
Monitoring switch performance . ........... ... ... ... ... . . . ... ... 135
Working with RMON information .. ......... . . ... . .. 135
Rmon Ethernet statisticstab ........ ... ... .. . . . 135
VIeWINg NISTOrY . . .. 136
RmonControl dialog box . ... .. e 136
Creating a history . ... .. 138
Disabling history . ....... . 139
Viewing a detailed history . ... .. 140
Rmon Ether Statstab . ... . 143
Gathering Ethernet statistics ... ....... ... i 144
Disabling Ethernet statistics gathering . .......... ... ... ... . ... ... 145
USINg alarms . ... .o e 145
How RMON alarms work . . ... ..o e 146
Creating alarms . ... ... 147
Alarm Manager dialog box . ... .. .. 148
Example alarm . . . ... 150
Alarms tab . ... 152
Deletingan alarm . ... .. ... . 154

210245-C



9

Contents
Working With eVeNnts . . . ... .. 154
Eventstab . ... .. 155
Creating an alarm event .. ........ ..t 156
Deleting eVents . . ... . 158
Logtab ..o e 158
HP OpeNnVIBW . . .o 159
Logonlyeventbug .......... .. e 161
Chapter 8
Setting uUp bridging . .. ..o 163
Basetabh .. ... 163
Spanning Treetab . ... ... e 164
Transparenttab .. ....... .. 167
Forwardingtab . .. ... 168
Spanning tree group (STG) ... oo 171
Configurationtab . ... ... .. e 171
Status tab . .. 173
Ports tab . ... 175
Chapter 9
Setting Up ATM . . .. 179
At LEC . . 179
POrtS tab . . 180
Status tab ... .. 181
Basictab . ... 184
LecStatistics dialog boX . . . . ... 186
TIMerstab . ... 188
Otherstab ........ . e 190
Server VCCS tah ..o 192
MacAddresstab . . ... . . 194
ARP tab . . o 195
AN MDA L 197
POt S tab . . 197
Servertab ... e 198

Reference for the BayStack 350/410/450 Management Software Operations Version 5.

0



10 Contents

Chapter 10
Configuring security parameters . ... .. 201
Generaltab .. ... .. 201
SecurityListtab . .. ... 204
Security, Insert SecurityListdialogbox .......... ... .. .. . . o oL 205
AuthConfigtab . ... ... . 206
Security, Insert AuthConfig dialogbox . .......... .. ... ... ... .. .. ... ... 207
AuthStatus tab . ... . 209
AuthViolationtab ... ... . .. 211

Appendix A
Reference documents . ...t 213

Appendix B

RMON alarm variables. .. ... ... . . . 215
Bridge alarm variables ... ... . 215
Interface alarm variables . ........ .. . . . 216
Ethernet errors alarm variables ... ....... .. .. . . 217
Rmon alarm variables ... ... ... 219
IPalarm variables ... ... .. . . 220
SNMP alarm variables . . ....... .. 222
INAEX . .o 225

210245-C



11

Figures
Figure 1  Initial Device Manager window . . ............. e, 24
Figure 2  Propertiesdialogbox ......... .. .. . . . . . . 25
Figure 3  Open Device dialog box .. ....... ... .. . i 27
Figure 4  Device Manager main Window . ........ ...t 28
Figure 5  DeVICE VIEW . . ..ottt e e 32
Figure 6 Legend .. ... 35
Figure 7 Unitshortcutmenu .. ... .. .. 35
Figure 8  Portshortcutmenu . ......... ... . . . e 36
Figure 9 MDA ShortCut menu .. ......... .. e 37
Figure 10 Single port statisticstabs . ............... . i, 40
Figure 11  Multiple-port statisticstabs .. ............ . .. . 42
Figure 12  Line graph . ... e 43
Figure 13  Areachart ... ... . . 44
Figure 14 Bargraph . ........ .. e 45
Figure 15 Piegraph ... ... 46
Figure 16 Trap Logdialogbox ........ .. .. . . i, 47
Figure 17 Unitdialog box . ...... ... . 50
Figure 18 Globalstab . ....... ... .. . . . 51
Figure 19 Addressestab . ....... ... .. 52
Figure 20 ARPtab . ... . . . 53
Figure 21 Systemtab ... ... .. . 54
Figure 22 Base UnitInfotab ......... ... ... .. . . . . . . . 56
Figure 23 Stack Infotab ........ ... . . . . . . 58
Figure 24 Agenttab . ........ ... 60
Figure 25 SNMP tab for agent software addresses . ........................ 61
Figure 26 Trap Receiverstab ....... ... .. . e, 63
Figure 27 Chassis, Insert Trap Receive dialogbox . ........................ 63
Figure 28 PowerSupplytab . ... ... . 65
Figure 29 Fantab ... ... .. 66

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



12 Figures

Figure 30
Figure 31
Figure 32
Figure 33
Figure 34
Figure 35
Figure 36
Figure 37
Figure 38
Figure 39
Figure 40
Figure 41
Figure 42
Figure 43
Figure 44
Figure 45
Figure 46
Figure 47
Figure 48
Figure 49
Figure 50
Figure 51
Figure 52
Figure 53
Figure 54
Figure 55
Figure 56
Figure 57
Figure 58
Figure 59
Figure 60
Figure 61
Figure 62
Figure 63
Figure 64

FileSystem dialog box . ......... ... 68
SNMP tab for chassis statistics . ............. .. .. . . . . 70
Ptab . 73
ICMP INtab ... . 76
ICMP OUttab . ... 7
Interface tab fora single port ......... ... .. . .. 80
VLAN tab forasingle port ............. . .. i 83
STGtabforasingle port ........ ... . . . .. 85
EAPOL tab forasingle port ......... ... ... . ... 87
Interface tab for multiple ports .. ....... ... . 20
VLAN tab for multiple ports . . . ... ... . 93
EAPOL tab for multiple ports .. ........ ... . . . 94
Interface tab for graphing ports  .......... ... .. ... . . 98
Ethernet Errors tab for graphing ports . ......... .. ... ... .. ... 100
Bridge tab for graphing ports ........... ... . ... . . . . 103
Rmon tab for graphing ports . . . ... .. 105
EAPOL Stats tab for graphingports ................ .. .. ........ 108
EAPOL Diag tab for graphing ports . ............. . ... 110
MLT dialog boX . ..o 114
PortMembers dialogbox . . ... .. ... 115
Statistics, MLT dialogbox . . ....... ... .. . 116
Ethernet Errors tab for MLT .. ... ... . . . 118
Basictab . ... 122
VLAN, Insert Basic dialog box for port-based VLANs . . ... .......... 124
VLAN, Insert Basic dialog box for protocol-based VLANs ........... 125
Snooptab ... 128
Topology tab . ... 131
Topology Tabletab . ...... ... . ... . . 132
RmonControl dialog box .. ... ... ... 137
RmonControl, Insert History dialog box ......................... 139
RmonHistory Port number dialogbox .. ....... ... ... .. ... .. .. 140
Ether Statstab .......... .. . . . 143
RmonControl, Insert Ether Stats dialog box ..................... 144
etherStatsDataSource dialog box . .. ........ ... ... .. ... .. ... 145
How alarmsfire . ... ... . . 146

210245-C



Figures 13

Figure 65 Alarm example — threshold lessthan 260 . ...................... 147
Figure 66 Alarm Manager dialogbox .......... ... ... . . . . . . . ... 149
Figure 67 Alarmvariables list . ... ... .. . 151
Figure 68 Alarmstab . .......... ... . 152
Figure 69 Eventstab .. ... ... 155
Figure 70 RmonAlarms, Insert Events dialogbox ......................... 157
Figure 71 Logtab .. ... 159
Figure 72 Basetab .......... .. 164
Figure 73 Spanning Treetab . ........ .. 165
Figure 74 Transparenttab ........... . . .. . . . 168
Figure 75 Forwardingtab . ........ .. 169
Figure 76 Configurationtab . ........... . . . . . . . . . 171
Figure 77 Statustab ......... .. . 173
Figure 78 Portstab ... . 176
Figure 79 Portstab . ... ... 180
Figure 80 Statustab ......... ... . . ... 182
Figure 81 Basictab ........ .. 184
Figure 82 lecStatistics dialogbox . ... ... . . . 187
Figure 83 Timerstab ... ... . 189
Figure 84 Otherstab ... ... . . . 191
Figure 85 Server VCCstab .. ... 192
Figure 86 MacAddresstab ....... ... ... 194
Figure 87 ARPtab . ... ... 196
Figure 88 AtmMDA dialogbox ...... ... ... . . . . 198
Figure 89 Servertab . ... ... .. 199
Figure 90 Generaltab ... ... . . 202
Figure 91 SecurityListtab .. ... .. 204
Figure 92  Security, Insert SecurityListdialogbox . .......... ... .. ....... ... 205
Figure 93 AuthConfigtab ....... .. ... . . . 206
Figure 94  Security, Insert AuthConfig dialog box . ................... ... ... 208
Figure 95 AuthStatustab . ........ ... . 209
Figure 96 AuthViolationtab ... ... ... ... . . 211

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



14 Figures

210245-C



15

Tables
Table 1 Properties dialog box items . ....... ... . . ... 26
Table 2 Open Device dialog boxitems ................ ... .. . . 27
Table 3 Menu bar commands . ........ ... 29
Table 4 Toolbar buttons . .. ... 30
Table 5 MDA and port COIOrS . . ... ..ot 34
Table 6 Unit shortcut menu commands . .......... ... 36
Table 7 Port shortcutmenucommands . .................. ... .. i, 36
Table 8 MDA shortcut menu commands . ........... i 37
Table 9 Device Manager command buttons ................ ... ... . .. ... 37
Table 10 Basic CONVENLIONS . . . . .ot e 38
Table 11  Types of StatistiCs . ... ... o 41
Table 12  Unitdialog box fields ............ ... .. . . . . .. 50
Table 13  Globalstabfields .......... ... . . . . . . . . i 51
Table 14  Addressestabfields .. ... ... .. . 52
Table 15 ARPtabfields . ... ... . 53
Table 16 ~ Systemtabfields .......... ... .. . . . . . . . . 55
Table 17 Base UnitiInfotabfields ............ ... ... .. . . . ... . . . . .. .. 57
Table 18  Stack Infotabfields ........ .. ... . . . . . . 58
Table 19  Agenttabfields . ..... ... ... . 60
Table20 SNMPtabfields ......... . . 62
Table 21  Trap Receiverstabitems . ......... . ... . . . .. 63
Table 22  PowerSupply tabfields ........... ... ... . . . 65
Table 23 Fantabfields .......... ... . . . . . 67
Table 24  FileSystem dialog boxitems .. .......... ... ... . . . .. 68
Table 25 SNMPtabfields ....... ... ... . . 71
Table26 IPtabfields .. ... ... . 73
Table 27 ICMP Intabfields . ......... ... . . . . e 76
Table 28 ICMP Outtabfields .......... ... . . . .. 78
Table 29 Interface tab items forasingleport ........ .. .. . ... ... ... .. .. ... 81

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



16 Tables

Table 30
Table 31
Table 32
Table 33
Table 34
Table 35
Table 36
Table 37
Table 38
Table 39
Table 40
Table 41
Table 42
Table 43
Table 44
Table 45
Table 46
Table 47
Table 48
Table 49
Table 50
Table 51
Table 52
Table 53
Table 54
Table 55
Table 56
Table 57
Table 58
Table 59
Table 60
Table 61
Table 62
Table 63
Table 64

VLAN tabitems forasingleport .......... . ... ... .. .. . . ... 84
STG tabitemsforasingleport . ....... ... ... i 85
EAPOL tabitemsforasingleport .......... .. ... ... ... ....... 87
Interface tab fields for multiple ports ... ....... . ... ... . . ... 91
VLAN tab items for multipleports .......... ... ... .. . . . 93
EAPOL tab items forasingleport ........ .. ... .. ... ... . . ... 95
Interface tab fields for graphingports . ............... ... ... ...... 98
Ethernet Errors tab fields for graphing ports . . . . .................. 101
Bridge tab fields for graphingports . . ........... .. ... ... ... .... 104
Rmon tab fields for graphing ports . ......... .. ... ... .. . . .. ... 106
EAPOL Stats tab fields for graphing ports . ...................... 108
EAPOL Diag tab fields for graphingports . . ... ....... ... ... ...... 110
MLT dialog box fields . ........ ... . .. 114
Interface tab fields . ......... . . 117
Ethernet Errors tab for MLT fields . .. .......... ... ... ... ... ..... 119
Basictabfields ....... ... . 122
Snooptabfields ....... ... ... . . . 129
Topology tabitems . ... ... . .. . . 132
Topology Tabletab fields ............ ... ... ... ... . .. . ... .... 133
Historytabfields ......... ... . . 138
RMONHistory Port numbertabfields ........................... 141
Ether Statstab fields . .......... . ... . . 144
Alarm Manager dialog box items (L of2) ......... ... .. ... .. .... 149
Alarm Manager dialog box items (20f2) ......... ... .. .. ... .. .. 150
Alarmstabfields . ......... .. . . . 152
Eventstab fields ...... ... .. . . . 156
RmonAlarms, Insert Events dialog boxitems . .................... 157
Logtabfields ...... ... ... 159
Basetabfields ........ ... .. . . . 164
Spanning Treetabfields .. ........ ... .. . . 165
Transparenttabitems . . ... .. . 168
Forwardingtabfields ........ ... ... . . . . 170
Configurationtabitems . .. ... .. 171
Statustabfields . ........ . . ... 173
Portstabfields ........ .. ... . . 176

210245-C



Tables 17

Table 65 Portstabfields ......... ... ... . . e 181
Table 66  Statustabfields .............. .. . . . . . . . 182
Table 67 Basictabfields ............ ... . e 185
Table 68 lecStatistics dialog box fields . .......... .. ... ... ... ... ... 187
Table 69 Timerstabfields ........ ... ... . . 189
Table 70 Otherstabfields .. ...... ... ... ... . . . .. 191
Table 71 Server VCCstabfields ........... ... .. .. . .. 193
Table 72  MacAddresstabfields ............ ... ... . . . . . . . .. 195
Table 73 ARPtabfields . .......... . 196
Table 74  Portstabfields ........ ... . . . . . . . 198
Table 75  Servertabfields ........ ... .. . . 199
Table 76  Generaltabitems . ........... .. .. . . . . 202
Table 77  SecurityListtabfields ............. .. ... .. . . . . 204
Table 78  Security, Insert AuthConfig dialog box items ..................... 205
Table 79  AuthConfigtabfields ............ . ... .. . . . . . . . . 206
Table 80  Security, Insert AuthConfig dialog box items ..................... 208
Table 81  AuthStatustabfields . ........... .. .. . ... . . . i 210
Table 82  AuthViolationtabfields .............. ... ... ... . . . . . . ... 212
Table 83  Bridge alarm variables . ........... .. ... . . . . 215
Table 84 Interface alarmvariables . ........... ... ... .. ... .. ... 216
Table 85  Ethernet errors alarm variables .............. .. ... .. ... ..... 217
Table 86 Rmonalarmvariables . . ............ ... ... ... . ... ... 219
Table 87 IPalarmvariables . ......... ... . . . . e 220
Table 88 SNMP alarmvariables ... ......... .. ... . . . . . i 222

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



18 Tables

210245-C



19

Preface

Welcome to the Nortel Networks™ Device Manager software, a set of graphical
network management applications you can use to configure and manage the
BayStack™ 350/410/450 switches.

This guide provides information about using the features and capabilities of the
Device Manager graphical user interface (GUI) to perform network management
operations for the BayStack switches.

Before you begin

This guide isintended for network administrators with the following background:

« Basic knowledge of networks and Ethernet bridging
e Familiarity with networking concepts and terminology
« Basic knowledge of network topologies

Text conventions

This guide uses the following text conventions:

screen text indicates text you enter and system output, for
example, prompts and system messages.

Example:

Rmon is currently disabled. Do you want
to enable it now?

separator ( >) Shows menu paths.

Example: Protocols > IP identifies the IP option on the
Protocols menu.
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Related publications

Refer to the following for information to help you develop your documentation:

e Using the BaySack 350 Series 10/100 Autosense Switch
(part number: 309979-D)

e Using the BaySack 410-24T 10BASE-T Switch (part number: 309985-D)
e Using the BaySack 450 10/100/1000 Series Switch (part number: 309978-D)

These documents provide information about BayStack family of switches
including installation instructions and configuration settings.

You can print selected technical manuals and release notes free, directly from the
Internet. Go to theupport.baynetworks.com/library/tputh#RL. Find the product

for which you need documentation. Then locate the specific category and model
or version for your hardware or software product. Use Adobe Acrobat Reader to
open the manuals and release notes, search for the sections you need, and print
them on most standard printers. Go to Adobe Systems aintheadobe.com

URL to download a free copy of Acrobat Reader.

You can purchase selected documentation sets, CDs, and technical publications
through the Internet at theww1.fatbrain.com/documentation/nortelRL.
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How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

EMEA (33) (4) 92-966-968

North America (800) 2LANWAN or (800) 252-6926
Asia Pacific (61) (2) 9927-8800

China (800) 810-5000

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call is routed to atechnical support
person who specializes in supporting that product or service. To locate an ERC for

your product or service, go to the www12.nortelnetworks.com/ URL and click
ERC at the bottom of the page.
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Chapter 1
Device Manager basics

The Device Manager application manages network devices using the ssmple
network management protocol (SNMP). Device Manager is a graphical user
interface (GUI) between your BayStack switch and the other devicesthat make up
your network. Device Manager alows you to remotely manage a single device
and makes retrieval of configuration information for a device a point-and-click
operation.

Device Manager displays areal-time physical view of the front panel of adevice.
From the front panel view, you can view fault, configuration, and performance
information for the device, amodule, or asingle port.

This chapter describes the basic features of the Device Manager when used with
BayStack switches.

Note: In this document, BayStack 350, BayStack 410, and BayStack

450 switches are collectively known as the “BayStack switch.” For
installation information about a specific BayStack switch, refer to the
respective switch user’s manual.

Note: Device Manager 5.0 supports BayStack 350, BayStack 410, and
=»| BayStack 450 switch software version 3.1.
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Starting Device Manager

To start Device Manager:

- Do one of the following, depending upon your operating system
environment:

¢ |n a Microsof® Windows® environment, from the Windows Start menu,
choose Programs > Nortel Frame Switch Management Software > Device

Manager.
« In a UNIX environment, verify that the Device Manager installation
directory/usr/Inms/dmis in your search path; then type:

drme
The initial Device Manager window ope(iagure 1)

Figure 1 Initial Device Manager window

*; Device Manager =] E3

Device Help

S B2 ==l

NERTEL
NETWORKS'

r'

Networks

Note: On startup, Device Manager performs a DNS lookup for the
=»| machine which it is running. If the DNS lookup is slow or fails, the
initial Device Manager window may take up to 30 seconds to open.

210245-C



Chapter 1 Device Manager basics 25

Setting the Device Manager properties

Device Manager communicates with a Device Manager switch using SNMP. The
Device Manager Properties dialog box allows you to configure important
communication parameters such as the polling interval, time out, and retry count.
You can set these parameters before you open a device to manage. You can also
access the Properties dialog box at any other time while Device Manager is
running.

To open the Properties dialog box:

- Fromtheinitial Device Manager window, choose Device > Properties.

The Properties dialog box (Figure 2) opens.

Figure 2 Properties dialog box

Device Manager 5.0.0.b26 - Properties |
—Paolling
Status Interval: IEEI Secs

(If Traps, Status Interval: IEEI SBCE)
Hotswap Detect every: [1 intervals

v Enahle

~ShMP
Fetry Count: 1 0.4
Timeout: |5 3.30 secs

[ Trace

[v Register for Traps

Max Traps in Log: IEIIIIII 1.10000
Trap Fort: I1EE

[ Canfirm row deletion

2k Close | Help |
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Table 1 describes the Properties dialog box items.

Table 1 Properties dialog box items

Area Item Description
Polling Status Interval Intervals at which status information is gathered
(default is 20 seconds). For a full stack, set this to
60 seconds.
(If IP traps, Status | Intervals at which status information is gathered
Interval secs) (default is 60 seconds) if a trap is detected.
Hotswap Detect | Intervals at which Device Manager polls for
every module information. The default is 60 seconds.
Enable Enables or disables periodic polling of the device
for updated status. If this is disabled (not
checked), the chassis status is updated only
when you click the Refresh button.
SNMP Retry Count Number of times Device Manager sends the

Timeout

Trace

Register for Traps

Max Traps in Log

Trap Port

Confirm row
deletion

same polling request if a response is not returned
to Device Manager.

Length of each retry of each polling waiting
period. When you access the device through a
slow link, you may want to increase the time out
interval and then decrease the Retry count value.

Enables or disables SNMP tracing. When
selected (checked), SNMP PDU trace messages
are displayed in the Device > Log dialog box.

Configures whether Device Manager should
automatically register to receive traps when
Device Manager is launched against a switch.

Number of traps that may exist in the trap log.
Default is 500.

Configures the UDP port that the Device
Manager listens on to receive SNMP traps.

If this is checked, Device Manager displays a
confirmation dialog box before deleting a row.
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Opening a device

“Opening” a device displays the device view, a picture of the device. To open the
device view, you must enter community strings that determine the access level
granted to the device.

To display the device view:

-» Do one of the following:

e Choose Device > Open.
e Click the folder icon in the Device Manager.
e Press[Ctrl]+O.

The Open Device dialog box opefsgure 3)

Figure 3 Open Device dialog box
Device Manager 5.0.0.b26 - Open Device |
Device Name: [192.32.163.51|

Read Community: |******

Write Cormmunity: ==+

Cpen Fing... | Zlose |

Table 2describes the Open Device dialog box items.

Table 2 Open Device dialog box items

Item Description

Device Name Enter either an IP address or a DNS name for the device.

Read Community | SNMP read community string for the device. Default is publ i ¢
(displayed as ******)_ The entry is case-sensitive.

Write Community SNMP write community string for the device. Defaultis pri vat e
(displayed as *******¥) The entry is case-sensitive.
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To open and identify adevice:

Type the DNS name or |P address of the device in the Device Name field.

2 Typethe proper community strings in the Read Community and Write
Community fields.

3 Click Open.

Note: To gain read-write-all accessto adevicein Device Manager, enter
=*| the Read-Write-All community string for both the Read Community and
Write Community strings.

Device Manager window

The Device Manager Window has four parts as shown in Figure 4.

Figure 4 Device Manager main window

*= Device Manager 4.0.0.b29 - 10.10.40.235

Menu bar

Device Edit Graph VLAN Rmon  Actions  Help

[®]] &

Toolbar

NEIRTEL
MNETYWORKS o

3 10

weevNe veey

15 16 17 13

Dewvice wiew

20 21 22

Tevwwy vevvy

NC'RTEL Comm Fort
HETYWORKS

Status bar — I
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Note: If you need information about integrating Device Manager with
=*| HP OpenView (compiling MIBs), refer to “HP OpenView” on page 159

Menu bar
The menu bar contains commands for operating Device Manager.

The commands are described in Table 3.

Table 3 Menu bar commands

Command |Description

Device Opens a device, where you can view and edit parameters for managing
the chassis and system.

Edit Displays and allows you to edit parameters for the selected MDA, 1/O
module, and selected port, as well as set FileSystem, Bridge, Security and
Diagnostic parameters.

Graph Displays Device Manager statistics in graph mode.

VLAN Displays and configures VLANSs, Snooping, MLTs, and STGs parameters.

Rmon Configures alarms and view events monitoring network devices, as well as
control the means and mode of event notification.

Actions Opens a Telnet session.

Help Views online Help topics for Device Manager.
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Toolbar

Below the menu bar is atoolbar. The toolbar provides quick access to commonly
used Device Manager commands as described in Table 4.

Table 4 Toolbar buttons

Toolbar
button Command Description

Open Device Opens a device. You can also use Device > Open.

Refresh Display | Refreshes the graphical representation of the switch.

Trap Log Opens the trap log.

Help Opens Help.! You can also use Help.

Edit Component | Makes changes to a port, MDA, or chassis. You can also
use Edit > port.

Graph Graphs statistics. You can also use:
Component Graph > Port

Graph > Chassis

E]

Telnet Opens a Telnet session.

Alarm Manager | Sets Rmon alarms. You can also use Rmon > Alarm
Manager.

be) | L]

1 If online Help does not open, refer to “Online Help” on page 48.
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Device view

The device view, agraphical representation of the switch, is displayed below the
toolbar. From this graphic, you can determine the operating status of the ports and
MDASs in your configuration. You also use the device view to perform
management tasks on specific objects.

The types of abjects contained in the device view are:

< A standalone switch (called a unit in the menus and dialog boxes)
» A switch stack (called a chassis in the menus and dialog boxes)

A media dependent adapter (MDA) (called a unit in the menus and dialog
boxes)

« Aport

Figure 5illustrates a stack of BayStack switches.
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Figure 5 Device view

MEIRTEL
NETWORKS

HERTEL
HETYORKS

N -‘:RTEL Comm Part - 2
© HETYWORKS BayS

MOA card object Chassis object Fort object

Although the BayStack 450 switch is physically installed asthe base switch in this
stack, Device Manager displays the switch in the top position.
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Selecting a switch

To select asingle switch or unit, click on the edge of the device and the edge of
the switch isoutlined in yellow.

Selecting the chassis

A chassisisastack of switches. To select achassis, click on the edge of the
graphical representation of the chassis. The edge of the chassisisoutlined in
yellow in the device view. To select the chassis in a stack, choose Edit > Chassis.

Selecting the MDA

The MDA is an independent module located at the bottom left of a switch. You
can select the media dependent adapter (MDA) by clicking inside the graphical
representation of the MDA. The edge of the MDA isoutlined in the device view.

Selecting ports

To select aport, click on the graphical representation of the port. The edge of the
port isoutlined in yellow on the graphical representation of the switch.

To select multiple ports:

- Do one of the following:

* For a block of multiple ports, drag and select the port group.

« For multiple ports anywhere on the chassis, click on a port, then
[Ctrl]+click on successive ports anywhere on the chassis.

Selected ports are outlined in yellow.
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Conventions of the switch graphic

The conventions of the graphical representation of the switch are different from
the actual switch. This section explains these conventions and how information is
visually displayed in different colors on the MDA and/or port.

Table 5 describes the colors in the graphic of the portsin the MDA and in the
chassis.

Table 5 MDA and port colors

Color Description

Green (Up) Module/port is operating.

Red (Down) Module/port is present, but is not operating.
Orange (No Link) Port has no link.

Light blue (StandBy) Port is on standby.

Dark blue (Testing) Port is being tested.

Gray (Unmanageable) Port has been disabled manually or unmanageable.

Refer to the Legend in the Help menu for a quick reference of these conventions.

To view the Legend in Help:

=3 From the Device Manager main menu, choose Help > Legend (Figure 6).
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Figure 6 Legend

Manager 5.0.0.b26 - 192.32 163.51
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Shortcut menus

Each object (unit, port, and MDA) has a shortcut menu that opens when you
right-click a selected object or group of objects. These shortcut menus are shown
respectively in Figure 7, Figure 8, and Figure 9 on page 37. The shortcut menus
provide afaster path for editing objects and applying changes,; however, you can
access the same options using the menu bar or the toolbar.

Figure 7 Unit shortcut menu

*= Device Manager 3.0.1b23 - 10.10.40.235
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The unit shortcut menu commands are described in Table 6.

Table 6 Unit shortcut menu commands

Command Description

Unit Indicates that you have selected the chassis.
Edit Edits chassis parameters.

Graph Graphs chassis statistics (base switch only).

The port shortcut menu is shown in Figure 8.

Figure 8 Port shortcut menu

= Device Manager 5.0.0.b26 - 192.32.163.51
Device Edit Graph YLAM Rmon  Actions  Help

=8 ®| @ o] @]

HC'RTEL Comm Port
HETYORKS .

NERTEL Somm e Enahble

HETWORKS .
Disahble

The port shortcut menu commands are described in Table 7.

Table 7 Port shortcut menu commands

Command Description

Port Indicates that you have selected a specific port.
Edit Edits port parameters.

Graph Graphs port statistics.

Enable Administratively brings a port up.

Disable Administratively shuts down a port.
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The MDA shortcut menu (Figure 9) provides away to quickly view the MDA
parameters.

Figure 9 MDA shortcut menu

*= Device Manager 5.0.0.b26 - 192.32.163.51

Device Edit Graph WLAM Rmon  Actions Help
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The MDA shortcut menu commands are described in Table 8.

Table 8 MDA shortcut menu commands

Command Description
MDA x.X Indicates that you have selected an MDA.
Edit Edits MDA parameters.

Command buttons

Table 9 describes command buttons that may appear in various Device Manager
windows, tabs and dialog boxes.

Table 9 Device Manager command buttons

Button Description

Apply Applies the changes entered in the field in a window, tab or dialog box.
Changes are displayed as bold (UNIX) or underlined (PC) text or numbers.

Insert Inserts or creates a new group, such as a Spanning Tree group.

Delete Deletes a setting for a port, MDA, or IP address from a parameter.
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Table 9 Device Manager command buttons (continued)

Button

Description

Refresh

Refreshes the information. Every time you click Refresh, new information
is polled from the switch and displayed.

Close

Closes the tab or dialog box and disregards changes made to the field.

Help

Displays context-sensitive Help. Typically, when this button is clicked, a
shortcut menu opens with the Stop, Export, and Replicate commands.

Export

Exports information to a file specified by the user. This file can then be
imported into a text editor or spreadsheet for further analysis.

Accessing dialog

boxes and objects

This section describes some general conventions that apply to accessing dialog
boxes and objects in the Device Manager.

Basic conventions

Some basic conventions govern how you use the Device Manager. Table 10
contains information about those conventions.

Table 10 Basic conventions

Usage for

Description

Columns

Columns are resized automatically to fit the information contained in
them. To resize the columns manually, click and hold the resize tabs
between columns and move the column divider left or right.

Editable fields

Editable fields are displayed in “white.”

Read-only fields | Read-only fields are displayed in “gray.”

Ports

Select a port in one of two ways:

¢ When you create an alarm in Rmon, click the down arrow to display
a list of ports.

< Enter the port location as an expression. For example, 1/2 is
equivalent to port 2 on Unit 1).

Values

Values for IP addresses, MAC addresses, and time includes:

¢ Enter an IP address in decimal format; <xxx>.<XXX>.<XXX>.<XXX>
« Enter a MAC address in hexadecimal format: xx-xx-xx

« Time is based on the delta from the computer system clock.
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Editing objects

Depending on the object selected, you can edit objects and values in the Device
Manager in several ways. To edit an object, do one of the following:

e Choose an object on the graphical representation, and then click the Edit
component on the toolbar button. The Edit window opens for that object.

« In adialog box, click Edit button.

* From a chassis, MDA, or port shortcut menu, choose Edit. The Edit dialog
box opens for that object.

When you change values in a field, you can see fields that have been changed but
not applied. Changed fields have the following characteristics:

* |n a Windows environment, the value is underlined
« In a UNIX environment, the value is displayedivid.

Note: To make permanent changes in the configuration, click Apply.
Changes are not applied to Device Manager until you click Apply.

Note: After you apply changes to fields, many windows contain a
=»| Refresh button. Click Refresh to display new information in the window.

Graphing

To make performance monitoring fast and easy, Device Manager tracks and
graphs a wide range of statistics for the Device Manager objects. Statistics are
maintained for the chassis and each port. For information about the statistics
tracked for the chassis and ports, reféQoaphing chassis statistics” on page 69
and“Single object statistics” on page 40

The remainder of this section describes the general procedure for graphing
objects, the graph screens, and the types of graphs available.
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You can graph a port in the Device Manager window. To open the Graph dialog
box:

1 Select the port you want to graph.

2 Do one of the following:

e From the main menu, choose Graph > Port.
e From the shortcut menu, choose Graph.
e On the toolbar, click Graph.

Single object statistics

When you graph a single object, the statistics for a single port are displayed
(Figure 10)

Figure 10 Single port statistics tabs

= 192.32.163.51 - graphPort 241

interface | Ethernet Errors | Bridge | Rmon | EAPOL Stats | EAPOL Diag|

AbszoluteValue | Cumulative | Averagelsec | Minimumizsec | Maximumizec | Lastvalise
InCictets a9 450,991 912 g912 912 g912 g
CutDctets a8102713 2491 281 2481 281 2t
InUcastPkis 3,808 1 1 1 1
CutlcastPkis 3,542 1 1 1 1
InHLUcastPkis 420,414 2 2 2 2
CuthllcastPkis 92 884 ] 1] ] 1]
InDiscards ] ] 1] ] 1]
CutDiscards ] ] 1] ] 1]
InErrors ] ] 1] ] 1]
QutErrors ] ] 1] ] 1]
InlnknownProtos ] ] 1] ] 1]

Statistics are organized into groups. Select from the tabs in the Graph Port
window for the group of statistics you want to view.
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The statistics are updated based on the poll interval that you can set at the bottom
of the window. Click the down arrow at the side of the Poll Interval field to select
adifferent polling interval.

As many as six statistics can be associated with a given counter. A counter isthe
type of information collected.

Table 11 describes the types of statistics collected for a given counter.

Table 11 Types of statistics

Statistic Description

AbsoluteValue | Total count since the last time counters were reset. A system reboot
resets all counters.

Cumulative Total count since the statistics tab was first opened. The elapsed time for
the cumulative counter is displayed at the bottom of the graph window.

Average Cumulative count divided by the cumulative elapsed time.

Minimum Minimum average for the counter for a given polling interval over the

cumulative elapsed time.

Maximum Maximum average for the counter for a given polling interval over the
cumulative elapsed time.

LastValue Average for the counter over the last polling interval.

You can export the on-screen statistics to a tab-separated file format and import
the file into other applications.
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Multiple object statistics

When you graph multiple objects, statistics for several ports are displayed
(Figure 11).

Figure 11 Multiple-port statistics tabs
B.51 - graphPort
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T

statistic choices

Not all statistics available for asingle object are available when you graph
multiple objects. The layout is similar to a single object graph except that the
statistics choices are at the bottom of the screen.

The buttons for bar, pie, and line graphs are located at the bottom of the graphic.
The Save button is located next to the graph buttons.
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Creating a graph

Device Manager can graph asingle cell or multiple cells, inarow or column on a
tab. To create a graph:

1 Select the cells that you want to graph.
2 Click the button at the bottom of the window for the type of graph you want.

Device Manager supports line graphs, area charts, bar charts, and pie charts;
respectively. Figure 12, Figure 13 on page 44, and Figure 14 on page 45, and
Figure 15 on page 46 illustrate the different graph styles.

Figure 12 Line graph
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Figure 13 Area chart
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Figure 14 Bar graph
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Figure 15 Pie graph
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Device Manager trap log

You can configure a BayStack switch to send out SNMP traps. When Device
Manager isrunning, any traps received are recorded in the Trap Log.

To view thetrap log:
-» Do one of the following:

From the Device Manager main menu, choose Device > Trap Log.
On the toolbar, click Trap.

The Trap Log dialog box opens displaying the trap(Figure 16)
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Figure 16 Trap Log dialog box

Mode Time Type + | Description
10.10.40.236 20000051 9-10:19:26  |risinaAlarm.0 alarmindex.1=1 | alarmyariable. 1=iflndctets. 3 | als
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alarmWalue, l=152315%200
alarnBisingThreshold. 1=300

By default, the Device Manager assumes that traps are sent in SNMP V1 format.

Management stations operating with Device Manager are automatically added to
trap receivers. If you want to edit trap receivers, refer to the “Trap Receivers tab”
on page 62
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Telneting to a switch

You can Telnet to the BayStack switch or stack you are configuring.

To Telnet to a switch:

=3 From the Device Manager main menu, choose Actions > Telnet.

A Telnet window to the switch opens.

Online Help

Online Help in Device Manager is context-sensitive. You use a Web browser to
display online Help. The Web browser should launch automatically when you
click on the question mark button. If the Help topic you are accessing is not
displayed in your browser, exit the existing browser session and click the Help
button again.
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Chapter 2
Configuring and graphing a switch

Device Manager alows you to configure and graph a stack of BayStack switches.
You can also view the IP and the MAC addresses of a switch.

Thefirst three sections of this chapter describe how you can use Device Manager

to configure your BayStack switch. The last section describes how to use Device
Manager to graph switch statistics.

Viewing individual switches in a stack

You can view information about each individual switch, unit or card within a
stack.

To view information for a specific switch, unit or card:

1 Point and click the switch, unit or card to select.
2 From the shortcut menu, choose Edit > Unit.

The Unit dialog box opens (Figure 17).
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Figure 17 Unit dialog box
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Table 12 describes the Unit dialog box fields.

Table 12 Unit dialog box fields

Field

Description

Type

The type of component or subcomponent. The values are defined
under s5ChasComTypeVal in the Registration MIB.

Description

A description of the component/sub-component. If not available, the
value is a zero length string.

Ver

The version number of the component/sub-component. If not
available, the value is a zero length string.

SerialNumber

The serial number of the component/sub-component. If not available,
the value is a zero length string.

Viewing switch IP information

You can view the switch IP information using the IP dialog box.

To open the IP dialog box:

-» From the Device Manager main menu, choose Edit > IP.

The IP dialog box opens (Figure 18 on page 51) with the Globals tab

displayed.
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Globals tab

To open the Global s tab:

-» From the Device Manager main menu, choose Edit > IP.

The IP dialog box opens (Figure 18) with the Globals tab displayed.

Figure 18 Globals tab

#5192.32.163.51 - IP E3

Globals | Addresses' ARF"

DefaultTTL: 64
ReasmTimeout: 4

Clnsel Help...l

Table 13 describes the Globals tab fields.

Table 13 Globals tab fields

Field Description

DefaultTTL Default value inserted into the Time-To-Live field of the IP header of
datagrams originated at this entity, whenever a TTL value is not
supplied by the transport layer protocol. Default value is 64.

ReasmTimeout Maximum number of seconds that received fragments are held while
they are awaiting reassembly at this entity. Default value is 5.

Addresses tab
The Addresses tab shows the | P address information for the device.
To open the Addresses tab:

1 From the Device Manager main menu, choose Edit > IP.
The IP dialog box opens (Figure 18) with the Globals tab displayed.

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



52 Chapter 2 Configuring and graphing a switch

2 Click the Addresses tab.
The Addresses tab opens (Figure 19).

Figure 19 Addresses tab

#5192.32.163.51 - IP

Globals Addresses | ,u,ﬁp|

Addr

Methask

Brastaddr

FeasmiaxSize

192.32.163.51

255.255.255.0

1

1512

1 rowis)

| @l @l Clnsel Help...l

Table 14 describes the Addresses tab fields.

Table 14 Addresses tab fields

Field

Description

Addr

IP address of a device.

NetMask

Subnet mask address.

BcastAddr

IP broadcast address used.

ReasmMaxSize

Size of the largest IP datagram that this entity can reassemble from
incoming IP fragmented datagrams received on this interface.

ARP tab

The ARP (Address Resolution Protocol) tab shows the MAC addresses and the
associated | P addresses for the switch.

To open the ARP tab:

1 From the Device Manager main menu, choose Edit > IP.
The IP dialog box opens (Figure 18) with the Globals tab displayed.
2 Click the ARP tab.
The ARP tab opens (Figure 20).
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Figure 20 ARP tab

#5192.32.163.51 - IP
Glnhala| Addresses ARP

Interface MacAddress IpAddress Type
2110020 16:96: 9286|192 .32.163.1 |dynamic

| @l @l Clnsel Help...l

1 rowis)

Table 15 describes the ARP tab fields.

Table 15 ARP tab fields

Field Description

Interface Port number of the device.

MacAddress Unique hardware address of the device.

IpAddress IP address of the device used to represent a point of attachment in
a TCP/IP internetwork.

Type Type of mapping.

Editing the chassis configuration

You can edit a chassis configuration from the Chassis dialog box. To open this
dialog box:

To open the Chassis dialog box:

1 Sdect the chassis.

2 From the shortcut menu, choose Edit > Chassis.
The Chassis dialog box opens (Figure 21 on page 54) with the System tab
displayed.

The following sections provide a description of the tabsin the Edit > Chassis
dialog box and details about each field on the tab.
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System tab

Use the System tab to specify, among other things, tracking information for a
device and device descriptions.

To open the System tab:

1 Sdectthechassis.
2 From the shortcut menu, choose Edit > Chassis.
The Chassis dialog box opens (Figure 21) with the System tab displayed.

Figure 21 System tab

5 192.32.163.51 - Chassis
System | Base Unitlnfn' 5tack|nfn| Agent' 5NMF‘| Trap Receiers inerSupply' Fan|

sysDescr, BayStack 450-24T HW RevD FW1 48 SWoivd 0.0.23 15WM:2
syslpTime: 4 days, 3h:34m:49s
sysContact: |

sysName:l

sysLocation: |

v AuthenticationTraps

ReBoot: |[* running © reboot

MHextBootamtProtocal: ipCnly
CurrenttgmtProtacal: ipQnky
BootMode: local
ImagelLoadmode: net
Currentlmageversion: v4.0.0.23
LocalStoragelmaneyersion: v4.0.0.23

Note: The chassis keepstrack of the elapsed time and calculates the time
=»| and date using the system clock of the Device Manager unit as reference.
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Table 16 describes the System tab items.

Table 16 System tab fields

Field Description

sysDescr Assigned system name.

sysUpTime Time since the system was last booted.

sysContact Contact information (in this case, an e-mail address) for the
system administrator.

sysName Name of the device.

sysLocation Physical location of this device.

AuthenticationTraps If selected (checked), SNMP traps are sent to trap receivers
for all SNMP access authentication. If not selected (not
checked), traps are not received.

Reboot Reboot the switch or the stack

NextBootMgmtProtocol Transport protocol(s) to use after the next boot of the agent.

CurrentMgmtProtocol Current transport protocol(s) that the agent supports.

BootMode Source from which to load the initial protocol configuration
information to boot the switch the next time, local (from the
switch), or net (over the network), or none.

ImageLoadMode Source from which to load the agent image at the next boot.

CurrentimageVersion

Version number of the agent image that is currently used on
the switch.

LocalStoragelmageVersion

Version number of the agent image that is stored in flash
memory on the switch.

NextBootDefaultGateway

IP address of the default gateway for the agent to use after
the next time the switch is booted.

CurrentDefaultGateway

IP address of the default gateway that is currently in use.

NextBootLoadProtocol Transport protocol to be used by the agent to load the
configuration information and the image at the next boot.
LastLoadProtocol Transport protocol last used to load the image and
configuration information on the switch.
SystemAuthControl The administrative state of the EAP.
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Base Unit Info tab

The Base Unit Info tab contains information about the unit. The Base Unit Info
tab a so includes read-only information on the operating status of the hardware,
the admin state, and the location of the base unit.

To open the Base Unit Info tab:

1 Sdect the chassis.
2 From the shortcut menu, choose Edit > Chassis.

The Chassis dialog box opens (Figure 21 on page 54) with the System tab
displayed.

3 Click the Base Unit Info tab.
The Base Unit Info tab opens (Figure 22).

Figure 22 Base Unit Info tab

£% 192.32.163.51 - Chassis

Systern  Base Unit Info | Btacklnfn' Agent' SNMP| Trap Receivers inerSupply' Fan'

Type: GET
Descr: 24 10M00BaseTx plus 1 MDA slot and 1 Cascade Slot
“Wer BayStack 450-24T HWRevD
SerMum: 00-60-fd-bb-0c-82
LstChng: Oh:0m:23s

AdminState:

CperState: normal

Location: |
RelFos: 1

Annlvl Refreshl Clnsel Help.._l
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Table 17 describes the Base Unit Info tab items.

Table 17 Base Unit Info tab fields

Fields Description

Type Switch type.

Descr Description of the switch hardware, including number of ports and
transmission speed.

Ver Switch hardware version number.

SerNum Switch serial number.

LstChng Value of sysUpTime (system up time) at the time the interface entered its
current operational state. If the current state was entered prior to the last
reinitialization of the local network management system, the value is zero.

AdminState | Administrative state of the switch. Select either enabl e orr eset .
Note: In a stack configuration, Reset only resets the base unit.

OperState Operational state of the switch.

Location Physical location of the switch.

RelPos The position of the base unit relative to the other components in a stack.
Components in the unit group are numbered in the ascending order with
the uppermost component being numbered one. The value of this object
should never be greated than the value of s5ChasGrpMaxEnts. If not
available, a value of zero is returned.

Note: This object is only implemented in agents that support virtual
chassis.

Stack Info tab

The Stack Info tab provides information about the operating status of the stacked
switches. Thistab is enabled for a stack of BayStack switches only.

To open the Stack Info tab:

1 Sdect the chassis.

2 From the shortcut menu, choose Edit > Chassis.

The Chassis dialog box opens (Figure 21 on page 54) with the System tab
displayed.

3 Click the Stack Info tab.
The Stack Info tab opens (Figure 23).
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Figure 23 Stack Info tab

£% 192.32.163.51 - Chassis

System| Base UnitInfo  Stack Info | Agent' SNMPl Trap Receivers' ineraupplﬂ Fan'

I Descr Location | LetChng | AdminState | Operst
1124 10M 00BaseTH plus 1 MDA slot and 1 Cascade Slot Oh:0m:23s|enable normal
224101 00BaseTH plus 1 MDA slot and 1 Cascade Slot Oh:0m:4¥senable normal
324 10M00BaseTH plus 1 MDA slot and 1 Cascade Slot Oh:0m:48s enable normal
4124 101 00BaseTH plus 1 MDA slot and 1 Cascade Slot Oh:0m:48s enable normal

Appl'g.fl Refreshl | ﬁl El @l Clnsel He

Table 18 describes the Stack Info tab fields.

Table 18 Stack Info tab fields

Field

Description

Descr

Description of the component or subcomponent. If not available, the
value is a zero length string.

Location

Geographic location of a component in a system modeled as a chassis,
but possibly physically implemented with geographically separate
devices connected together to exchange management information.
Chassis modeled in this manner are sometimes referred to as virtual
chassis. An example value is: “4th flr wiring closet in blg A.”

Notes: 1. This object is applicable only to components that can be found
in either the Board or Unit groups. If the information is unavailable, for
example, the chassis is not modeling a virtual chassis or component is
not in Board or Unit group, the value is a zero length string.

2. If this object is applicable and is not assigned a value through a
SNMP SET PDU when the row is created, the value will default to the
value of the object s5ChasComSerNum.

LstChng

Value of sysUpTime when it was detected that the component/
sub-component was added to the chassis. If this has not occurred since
the cold/warm start of the agent, then the value is zero.

AdminState

The state of the component or subcomponent. The values that are
read-only are:

« enable — unit in the stack is in operation state
¢ reset — resets that unit in the stack
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Table 18 Stack Info tab fields (continued)

Field

Description

OperState

Current operational state of the component. The possible values are:
e other — some other state

¢ notAvail — state not available

¢ removed — component removed

¢ disabled — operation disabled

¢ normal — normal operation

e resetlnProg — reset in progress

e testing — doing a self test

e warning — operating at warning level

« nonFatalErr — operating at error level

« fatalErr — error stopped operation

The allowable values are determined by the component type.

Ver

Hardware type and software version number.

SerNum

Serial number of the component or subcomponent. If not available, the
value is a zero length string.

Agent tab

The Agent tab provides read-only information about the addresses that the agent
software uses to identify the switch.

To open the Agent tab:

1 Sdect the chassis.

2 From the shortcut menu, choose Edit > Chassis.

The Chassis dialog box opens (Figure 21 on page 54) with the System tab

displayed.

3 Click the Agent tab.
The Agent tab opens (Figure 24).
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Figure 24 Agent tab

*% 192.32.163.51 - Chassis

5ystem| Base Unitlnfn' Stack Infio AQEﬂtl SNMF'l Trap Receivers' Puweraupplﬂ Fan|

1 rowis)

MextBootipAddr | MextBootiHetMask| LoadServerAddr | ImageFileMame | ValidFlag | BootRouteraddr
192 32163241 |0.0.0.0 192321635 hda0_400.ima-23E|valid 0.0.0.0 0r
.ﬂ-.F'FI'I'!."l Refreshl | | ﬁl El = Clnsel Help...l

Table 19 describes the Agent tab fields.

Table 19 Agent tab fields

Field

Description

NextBootlpAddr

IP address of the BootP server to be used the next time the switch
is booted.

NextBootNetMask

Subnet mask to be used the next time the switch is booted.

LoadServerAddr

IP address of the load server for the configuration file and/or the
image file. The value is 0. 0. 0. O if it is not used.

ImageFileName

Name of the images associated with the interface. Some agents in
may support a value that contains multiple file names instead of a
single file name.

Multiple names are specified as a list of filenames separated by
semicolons. The value is a zero length string when not used.

ValidFlag Indicates if the configuration and/or image file(s) were downloaded
from this interface and if the file names have not been changed.

BootRouterAddr IP address of the boot router for the configuration file and/or the
image file.

MacAddr MAC address of the switch.

210245-C



Chapter 2 Configuring and graphing a switch 61

SNMP tab

The SNMP tab provides read-only information about the addresses that the agent
software uses to identify the switch.

To open the SNMP tab:

1 Sdect the chassis.
2 From the shortcut menu, choose Edit > Chassis.

The Chassis dialog box opens (Figure 21 on page 54) with the System tab
displayed.

3 Click the SNMP tab.
The SNMP tab opens (Figure 25).

Figure 25 SNMP tab for agent software addresses

£% 192.32.163.51 - Chassis

Trap Receivers inerSupply' Fan'

Lastlnauthenticated|pAddress: 0.0.0.0
LastlUnauthenticatedCommunityString:

TrpRcyvriaxEnt: 4
TrpRewrCurEnt: O
TrpRcowrtlext: 1

Refreshl Clnsel Help...l
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Table 20 describes the SNMP tab fields.

Table 20 SNMP tab fields

Field Description
LastUnauthenticatedipAddress Last IP address that was not authenticated by the
device.

LastUnauthenticatedCommunityString | Last community string that was not authenticated
by the device.

TrpRcvrMaxEnt Maximum number of trap receiver entries.
TrpRcvrCurEnt Current number of trap receiver entries.
TrpRcvrNext Next trap receiver entry to be created.

Trap Receivers tab

The Trap Receiverstab lists the devices that will receive SNMP traps from a
Device Manager switch. When Device Manager opens adevice, it automatically
adds the device on which Device Manager is running to the Trap Receivers list.

To open the Trap Receivers tab:

1 Sdectthechassis.
2 From the shortcut menu, choose Edit > Chassis.

The Chassis dialog box opens (Figure 21 on page 54) with the System tab
displayed.

3 Click the Trap Receiverstab.
The Trap Receivers tab opens (Figure 26).
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63

Figure 26 Trap Receivers tab

#5192.32.163.51 - Chassis

Systemn | Base Unit nfo | Stack Info | Agent | ShmP |

inerSupply' Fan|

Ind}{| Netﬂxddr| Cummunih,r|

[ romis)

Applyl Hefreshl Insert...l Deletel | | ﬁl [Ql C’jl Clnsel Help...l

Table 21 describes the Trap Receiverstab items.

Table 21 Trap Receivers tab items

Item Description

Indx Index of the row in the tab.

NetAddr Address (or DNS hostname) for the trap receiver.

Community Community string used for trap messages to this trap receiver.

Editing network traps

To edit the network traps table:

1 Inthe Trap Receiverstab (Figure 26 on page 63), click Insert.

The Chassis, Insert Trap Receive dialog box opens (Figure 27).

Figure 27 Chassis, Insert Trap Receive dialog box

#% 192.32.163.51 - Chassis. Inzert Trap Recei...

Indx=: |1

Metaddr: [192.168.1.11 ‘

Community: |put:u|i|:

Insert Clnsel Help...l
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2 Addthe Index, NetAddr, and the Community information.

Note: Refer to Table 21 for description of the Chassis, Insert Trap
=»| Receiversdialog box items

3 Click Insert.

PowerSupply tab

The PowerSupply tab provides read-only information about the operating status of
the switch power supplies.

To open the PowerSupply tab:

1 Sdectthechassis.
2 From the shortcut menu, choose Edit > Chassis.

The Chassis dialog box opens (Figure 21 on page 54) with the System tab
displayed.

3 Click the PowerSupply tab.
The PowerSupply tab opens (Figure 28).
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Figure 28 PowerSupply tab

#5192.32.163.51 - Chassis

normal
removed

Chassis 1 Primary PowerSupply:
Chassis 1 Redundant PowerSupply:

normal
removed

Chassis 2 Primary PowerSupply:
Chassis 2 Redundant PowerSupply:

normal
removed

Chassis 3 Primary PowerSupply:
Chassis 3 Redundant PowerSupply:

normal
removed

Chassis 4 Primary PowerSupply:
Chassis 4 Redundant PowerSupplhy:

Refreshl Clnsel Help...l

Table 22 describes the PowerSupply tab fields.

Table 22 PowerSupply tab fields

Field

Description

Chassis # Primary/Redundant
PowerSupply

Operational state of the BayStack. Possible values
include:

« other: Some other state.

¢ notAvail: State not available.

« removed: Component was removed.

¢ disabled: Operation disabled.

* normal: State is in normal operation.

« resetlnProg: There is a reset in progress.

« testing: System is doing a self test.

e warning: System is operating at a warning level.
« nonFatalErr; System is operating at error level.
« fatalErr: A fatal error stopped operation.

« notConfig: A module needs to be configured. The
allowable values are determined by the component

type.
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Fan tab

The Fan tab provides read-only information about the operating status of the
switch fans.

To open the Fan tab:

1 Sdect the chassis.
2 From the shortcut menu, choose Edit > Chassis.

The Chassis dialog box opens (Figure 21 on page 54) with the System tab
displayed.

3 Click the Fan tab.
The Fan tab opens (Figure 29).

Figure 29 Fan tab

% 192.32.163.51 - Chassis

Chassiz 1 Fan 1: normal
Chassis 1 Fan 2: normal
Chassis 1 Fan 3: normal
Chassiz 1 Fan 4: remoaved

Chassizs 2 Fan 1: normal
Chassis 2 Fan 2: normal
Chassiz 2 Fan 3: normal
Chassis 2 Fan 4: removed

Chassis 3 Fan 1: normal
Chassis 3 Fan 2: normal
Chassizs 3 Fan 3: normal
Chassis 3 Fan 4: removed

Chassis 4 Fan 1: normal

mhaccic 4 Fan 7 nnrmal
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Table 23 describes the Fan tab fields.

Table 23 Fan tab fields

Field Description

Chassis # Fan # The current operational state of the fan. Values include:
« other: Some other state.

» notAvail: This state is not available.

e removed: Fan was removed.

» disabled: Fan is disabled.

e normal: Fan is operating in normal operation.
« resetlnProg: A reset of the fan is in progress.
» testing: Fan is doing a self test.

e warning: Fan is operating at a warning level.
« nonFatalErr; Fan is operating at error level.

« fatalErr: An error stopped the fan operation

« notConfig: Fan needs to be configured. The allowable values
are determined by the component type.

FileSystem dialog box

You can view information and upload or download the configuration and image
files from the FileSystem dialog box.

To open the FileSystem dialog box:

=3 From the Device Manager main menu, choose Edit > File System.

The FileSystem dialog box opens (Figure 30).
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Figure 30 FileSystem dialog box

#% 192.32.163.51 - FileSystem

File |

LoadSererAddr: |1 92321634

CaonfigFileMame: |

ImageFileMame: |h45D_4EIEI.img-23E

Action:

& other O dnldCanfig © dnldimg € upldConfic

Status: other

Al Refreshl Clnsel Help...l

Table 24 describes the FileSystem dialog box items.

Table 24 FileSystem dialog box items

Item

Description

LoadServerAddr

IP address of the load server for the configuration file and/or the
image file. If not used, then the value is 0. 0. 0. O.

ConfigFileName

Name of the configuration file currently associated with the
interface. When not used, the value is a zero length string.

ImageFileName

Name of the image file(s) currently associated with the interface.
When the object is not used, the value is a zero length string.
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Table 24 FileSystem dialog box items (continued)

Item

Description

Action

This is used to download or upload a config file or an image file.
In read operation, if there is no action taken since the boot up, it
will return with a value of other. Otherwise, it will return the latest
action. Actions include:

« other — if no action taken since the boot up

« dnldConfig — download a config file to a device.

« dnldimg — download an image to a device.

» upldConfig — upload a config file to a server from a device.
Config file contain the current MIB object values of the unit.

e upldimg — upload an image from a device to a server.

Status

This is used to get the status of the latest action as shown by
s5AgInfoFileAction. The values that can be read are:

« other — if no action taken since the boot up.
* inProgress — the operation is in progress.

e success — the operation succeeds.

» fail — the operation failed.

Graphing chassis statistics

To graph chassis statistics:

1 Sdect the chassis.

2 Do one of the following:

From Device Manager main menu, choose Graph > Chassis.
From the shortcut menu, choose Graph.
On the toolbar, click Graph.

The Chassis dialog box opeftsgure 31)with the SNMP tab displayed.
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Figure 31 SNMP tab for chassis statistics

#% 192.32.163.51 - graphChassis

siMP | 1P | 1cwP in | 1cwP out]

AhsoluteMalue | Cumulative | Averagelsec | Minimumfsec | Maximumisec | Las
InP ks 7,785 21 0382 0352 2
CutPkis 7,784 21 0382 0352 2
InTotalRegvars 219022 GO0 10.8909 10463 34
InTotalSetvars 34 1] ] 1] ]
InGetRequests A 588 21 0.3az 0.352 2
InGethlexts 1,174 1] ] 1] ]
InSetRequests 12 1] ] 1] ]
InGetHesponses 1] 1] ] 1] ]
QutTraps 1] 1] ] 1] ]
CutTooBigs 1] 1] ] 1] ]
outMoSuchMames 3 1] ] 1] ]
DutBadyalues 1] 1] ] 1] ]
QutGenErrs 1] 1] ] 1] ]
InBadversions 1] 1] ] 1] ]
InBadCommunityMames 1] 1] ] 1] ]
InBadCommunitylses 1] 1] ] 1] ]
InASHParseErrs 1] 1] ] 1] ]
InTooBigs 1] 1] ] 1] ]
InMoSuchiames 1] 1] ] 1] ]
InBadvalues 1] 1] ] 1] ]
InReadonlys 1] 1] ] 1] ]
InGenErrs 1] 1] ] 1] ]

The following sections describe the Chassis dialog box tabs with descriptions of
the statistics on each tab. Six columns provide the statistics for the counters that
are listed on the tab.
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SNMP tab

The SNMP tab lists chassis statistics.

To open the SNMP tab:

1 Sdect the chassis.

2 Do one of the following:

e From Device Manager main menu, choose Graph > Chassis.
e From the shortcut menu, choose Graph.
e On the toolbar, click Graph.

The Chassis dialog box operiddure 31 on page J@vith the SNMP tab

displayed.

Table 25describes the SNMP tab fields.

Table 25 SNMP tab fields

Field Description

InPkts Number of messages delivered to the SNMP from the
transport service.

OutPkts Number of SNMP messages passed from the SNMP
protocol to the transport service.

InTotalReqVars Number of MIB objects retrieved successfully by the SNMP
protocol as the result of receiving valid SNMP Get-Request
and Get-Next PDUs.

InTotalSetVars Number of MIB objects altered successfully by the SNMP
protocol as the result of receiving valid SNMP Set-Request
PDUs.

InGetRequests Number of SNMP Get-Request PDUs that have been
accepted and processed by the SNMP protocol.

InGetNexts Number of SNMP Get-Next PDUs accepted and processed
by the SNMP protocol.

InSetRequests Number of SNMP Set-Request PDUs accepted and
processed by the SNMP protocol.

InGetResponses Number of SNMP Get-Response PDUs accepted and
processed by the SNMP protocol.

OutTraps Number of SNMP Trap PDUs generated by the SNMP
protocol.

OutTooBigs Number of SNMP PDUs generated by the SNMP protocol for
which the value of the error-status field is TooBig.
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Table 25 SNMP tab fields (continued)

Field Description

OutNoSuchNames Number of SNMP PDUs generated by the SNMP protocol for
which the value of the error-status field is NoSuchName.

OutBadValues Number of SNMP PDUs generated by the SNMP protocol for
which the value of the error-status field is BadValue.

OutGenErrs Number of SNMP PDUs generated by the SNMP protocol for

which the value of the error-status field is GenErr.

InBadVersions

Number of SNMP messages delivered to the SNMP protocol
for an unsupported SNMP version.

InBadCommunityNames

Number of SNMP messages delivered to the SNMP protocol
that used an unknown SNMP community name.

InBadCommunityUses

Number of SNMP messages delivered to the SNMP protocol
that represented an SNMP operation not allowed by the
SNMP community named in the message.

INASNParseErrs

Number of ASN.1 or BER errors encountered by the SNMP
protocol when decoding received SNMP messages.

InTooBigs

Number of SNMP PDUs delivered to the SNMP protocol for
which the value of the error-status field is TooBig.

InNoSuchNames

Number of SNMP PDUs delivered to the SNMP protocol for
which the value of the error-status field is NoSuchName.

InBadValues

Number of SNMP PDUs delivered to the SNMP protocol for
which the value of the error-status field is BadValue.

InReadOnlys

Number of SNMP PDUs delivered to the SNMP protocol for
which the value of the error-status field is ReadOnly. Itis a
protocol error to generate an SNMP PDU containing the
value “readOnly” in the error-status field. This object is
provided to detect incorrect implementations of the SNMP.

InGenErrs

Number of SNMP PDUs delivered to the SNMP protocol for
which the value of the error-status field is GenErr.

IP tab

The IP tab shows IP information for the chassis.

To open the IP tab:

1 Sdect the chassis.

2 Do one of the following:

« From Device Manager main menu, choose Graph > Chassis.
e From the shortcut menu (right-click), choose Graph.
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Figure 32

e On the toolbar, click Graph.
The Chassis dialog box operiddure 31 on page JQvith the SNMP tab

displayed.

Click the IP tab.

The IP tab open@-igure 32)

IP tab

#%192.32.163.51 - graphChassis

snP 1P | 1o in | 1cmP out

Table 26describes the IP tab fields.

AbszoluteValue | Cumulative | Averagelsec | Minimumise: | Maximumisec | Lastvalise
InReceives T, 956 11 0.344 0.1 1 [
InHdrErrors ] ] 1] ] 1]
InAddrErrors ] ] 1] ] 1]
ForwDatagrams ] ] I} ] I}
InlUnknownProtos ] ] 1] ] 1]
InDizcards ] ] 1] ] 1]
InDelivers 7.7ag 11 0344 0.1 1 L
QutRequests 3,006 11 0344 0.286 04a L
QutDizcards ] ] 1] ] 1]
QutroRoutes 3 ] 1] ] 1]
FragOks ] ] I} ] I}
FragFails ] ] I} ] I}
FrapCreates ] ] I} ] I}
RPaacrmPanrds n n ] n ]

Table 26 IP tab fields

Field Description

InReceives Number of input datagrams received from interfaces, including
those received in error.

InHdrErrors Number of input datagrams discarded due to errors in their
IP headers, including bad checksums, version number mismatch,
other format errors, time-to-live exceeded, errors discovered in
processing their IP options.
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Table 26 IP tab fields (continued)

Field

Description

InAddrErrors

Number of input datagrams discarded because the IP address in
the IP header destination field was not a valid address. This count
includes invalid addresses (for example, 0.0.0.0) and addresses of
unsupported Classes (for example, Class E). For addresses that
are not IP Gateways and therefore do not forward datagrams, this
counter includes datagrams discarded because the destination
address was not a local address.

ForwDatagrams

Number of input datagrams for which this entity was not their final
IP destination, as a result of which an attempt was made to find a
route to forward them to that final destination. For addresses that
do not act as IP Gateways, this counter will include only those
packets that were Source-Routed by way of this address and had
successful Source-Route option processing.

InUnknownProtos

Number of locally addressed datagrams received successfully but
discarded because of an unknown or unsupported protocol.

InDiscards

Number of input IP datagrams for which no problems were
encountered to prevent their continued processing but that were
discarded (for example, for lack of buffer space). Note that this
counter does not include any datagrams discarded while awaiting
reassembly.

InDelivers

Number of input datagrams successfully delivered to
IP user-protocols (including ICMP).

OutRequests

Number of IP datagrams that local IP user-protocols (including
ICMP) supplied to IP in requests for transmission. Note that this
counter does not include any datagrams counted in
ipForwDatagrams.

OutDiscards

Number of output IP datagrams for which no problem was
encountered to prevent their transmission to their destination, but
that were discarded (for example, for lack of buffer space). Note
that this counter would include datagrams counted in
ipForwDatagrams if any such packets met this (discretionary)
discard criterion.

OutNoRoutes

Number of IP datagrams discarded because no route could be
found to transmit them to their destination. Note that this counter
includes any packets counted in ipForwDatagrams that meet this
no-route criterion. Note that this includes any datagrams a host
cannot route because all of its default gateways are down.

FragOKs

Number of IP datagrams that have been successfully fragmented
at this entity.
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Table 26 IP tab fields (continued)

Field Description

FragFails Number of IP datagrams that have been discarded because they
needed to be fragmented at this entity but could not be, for
example, because their Don’t Fragment flag was set.

FragCreates Number of IP datagram fragments that have been generated as a
result of fragmentation at this entity.

ReasmReqds Number of IP fragments received that needed to be reassembled
at this entity.

ReasmOKs Number of IP datagrams successfully reassembled.

ReasmpFails Number of failures detected by the IP reassembly algorithm
(for whatever reason: timed out, errors, etc.). Note that this is not
necessarily a count of discarded IP fragments because some
algorithms (notably the algorithm in RFC 815) can lose track of the
number of fragments by combining them as they are received.

ICMP In tab

The ICMP In tab shows ICMP In information for the chassis.

To open the ICMP In tab:

1
2

Select the chassis.

Do one of the following:

* From Device Manager main menu, choose Graph > Chassis.
e From the shortcut menu, choose Graph.
e On the toolbar, click Graph.

The Chassis dialog box operiddure 31 on page J@vith the SNMP tab

displayed.

Click the ICMP In tab.
The ICMP In tab open@-igure 33)

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



76 Chapter 2 Configuring and graphing a switch

Figure 33 ICMP In tab

#%192.32.163.51 - graphChassis

s | 1P 1GMP In | icmP out

AbsoluteValue

Cumulative | Averagelisec | Minimumifsec | Maximumise: | LastYalise:

Srcuenchs 1] 1] ] 1] ]
Redirects 1] 1] ] 1] ]
Echos 1] 1] ] 1] ]
EchoReps 1] 1] ] 1] ]
Timestamps 1] 1] ] 1] ]
TimestampReps 1] 1] ] 1] ]
Addritasks 1] 1] ] 1] ]
AddrmaskReps 1] 1] ] 1] ]
FarmProbs 1] 1] ] 1] ]
Destlnreachs 4 1] ] 1] ]
TimeExcds 1] 1] ] 1] ]

El | ITl Ql El @l Clnael Help...l Fall Interyal: |1IIIs 'I Oh:0m:1s

Table 27 describes the ICMP In tab fields.

Table 27 ICMP In tab fields

Fields Description

SrcQuenchs Number of ICMP Source Quench messages received.
Redirects Number of ICMP Redirect messages received.

Echos Number of ICMP Echo (request) messages received.
EchoReps Number of ICMP Echo Reply messages received.
Timestamps Number of ICMP Timestamp (request) messages received.
TimestampReps Number of ICMP Timestamp Reply messages received.
AddrMasks Number of ICMP Address Mask Request messages received.
AddrMaskReps Number of ICMP Address Mask Reply messages received.
ParmProbs Number of ICMP Parameter Problem messages received.
DestUnreachs Number of ICMP Destination Unreachable messages received.
TimeExcds Number of ICMP Time Exceeded messages received.
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ICMP Out tab

The ICMP Out tab shows ICM P Out information for the chassis.

To open the ICMP Out tab:

1
2

Select the chassis.
Do one of the following:

e From Device Manager main menu, choose Graph > Chassis.
e From the shortcut menu, choose Graph.
e On the toolbar, click Graph.

The Chassis dialog box operiddure 31 on page J@vith the SNMP tab
displayed.

Click the ICMP Out tab.
The ICMP Out tab oper(§igure 34)

Figure 34 ICMP Out tab

#5192.32.163.51 - graphChaszis

shmP | 1P| ICMP In 1CMP Out |

AhsoluteMalue | Cumulative | Averagelsec | Minimumrzec | Maximumizec | LastWalised
Srcuenchs 1] 1] ] 1] ]
Redirects 1] 1] ] 1] ]
Echos 1] 1] 1] 1] 1]
EchoReps 1] 1] 1] 1] 1]
Timestamps 1] 1] 1] 1] 1]
TimestampReps 1] 1] 1] 1] 1]
Addriasks 1] 1] 1] 1] 1]
AddridaskReps 1] 1] 1] 1] 1]
ParmProbs 1] 1] 1] 1] 1]
DestUnreachs 4] 1] 1] 1] 1]
TimeExcds 1] 1] 1] 1] 1]
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Table 28 describes the ICMP Out tab fields.

Table 28 ICMP Out tab fields

Fields Description

SrcQuenchs Number of ICMP Source Quench messages received.
Redirects Number of ICMP Redirect messages received.

Echos Number of ICMP Echo (request) messages received.
EchoReps Number of ICMP Echo Reply messages received.
Timestamps Number of ICMP Timestamp (request) messages received.
TimestampReps Number of ICMP Timestamp Reply messages received.
AddrMasks Number of ICMP Address Mask Request messages received.
AddrMaskReps Number of ICMP Address Mask Reply messages received.
ParmProbs Number of ICMP Parameter Problem messages received.
DestUnreachs Number of ICMP Destination Unreachable messages received.
TimeExcds Number of ICMP Time Exceeded messages received.
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Chapter 3
Configuring and graphing ports

Device Manager allows you to configure and graph the ports on a BayStack
switch and the ports on an MDA installed in the switch. You can configure
multiple ports or a single port.

Note: The windows displayed when you configure a single port differ
=*»| from the ones displayed when configuring multiple ports. However, the
options are similar.

This chapter describes how you use Device Manager to configure and graph ports
on a BayStack switch.

Configuring a single port

After selecting the single port that you want to view or edit, there are four waysto
open the configuration dialog box for a port.

To view or edit asingle port:

1 Select the port you want to edit.
2 Do one of thefollowing:

e Double-click on the selected port.

* From the shortcut menu, choose Edit.

e From the Device Manager main menu, choose Edit > Port.
* On the toolbar, click Edit.

The Port dialog box for a single port op€Rigyure 35)with the Interface tab
displayed.
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Figure 35 Interface tab for a single port

* 192.32.163.51 - Port 2/1
interface | vLan | 576 | EAPOL |

Index: 33
Descr: Baystack - module 2, port 1
Type: ethernetCsmacd
htu: 1514
PhysAddress: 00:60:fd:bb:0c: 82

AdminStatus: | up © down

DperStatus: up
LastChange: 4 days, 3h:34m:3as
Speed: 200000000

v autorlegaotiate

AdminDuplex: | half & full

OperDuplex: full

AdminSpeed: | none ¢ mbps10 & mbpsiod O fmbpsmljlié

QperSpeed: 100 mbps
mltld: 0

Al Refreshl Clusel Help...l

Port dialog box tabs for a single port

The Port dialog box tabs for asingle port contains three tabs:

« ‘“Interface tab for a single por{hext)

*  “VLAN tab for a single port” on page 83

e “STG tab for a single port” on page 84

« “EAPOL tab for a single port” on page 86
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The following sections provide a description of the tabs in the Port dialog box,
and details about each field on the tab.

Interface tab for a single port

The Interface tab shows the configuration and status of a single port.
To view the Interface tab:

1 Select the port you want to edit.
2 Do one of the following:

« Double-click on the selected port.

¢ From the shortcut menu, choose Edit.

« From the Device Manager main menu, choose Edit > Port.
e On the toolbar, click Edit button.

The Port dialog box for a single port opeRigy(re 35 on page §ith the
Interface tab displayed.

Table 29describes the Interface tab items for a single port.

Table 29 Interface tab items for a single port

Item Description

Index A unique value assigned to each interface. The value ranges between
1 and 255.

Descr Type of switch followed by Unit (module) #, port #.

Type Media type for this interface.

Mtu Size of the largest packet, in octets, that can be sent or received on the
interface.

PhysAddress MAC address assigned to a particular interface.

AdminStatus Current administrative state of the interface, which can be one of the
following:

. up

e down

When a managed system is initialized, all interfaces start with
AdminStatus in the down state. AdminStatus changes to the up state

(or remains in the down state) as a result of either management action
or the configuration information available to the managed system.
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Table 29 Interface tab items for a single port (continued)

Item

Description

OperStatus

Current operational state of the interface, which can be one of the
following:

L[] up

e down

e testing

If AdminStatus is up, then OperStatus should be up if the interface is
ready to transmit and receive network traffic. If AdminStatus is down,
then OperStatus should be down. It should remain in the down state if

and only if there is a fault that prevents it from going to the up state.
The testing state indicates that no operational packets can be passed.

LastChange

Value of the time the interface entered its current operational state. If
the current state was entered prior to the last reinitialization of the local
network management subsystem, the value is zero.

Speed

The estimate bandwidth of the interface in bits per second (bps). For
interfaces that do not vary in bandwidth or have no way to estimate the
bandwidth, this object should contain the nominal bandwidth. If the
bandwidth of the interface is greater than the maximum value reported
by the object, then the object displays its maximum value
(4,294,967,295). For a sub-layer that has no concept of bandwidth, the
object should be zero.

AutoNegotiate

Indicates whether the port is enabled (checked) for autonegotiation or
not.

AdminDuplex

The current administrative duplex mode of the port (half or full).

OperDuplex

Indicate current duplex value of the port.

AdminSpeed

Set the speed of a port: none, mbps10, and mbps100 (or mbps 1000)

OperSpeed

The current operating speed of the port.

Mitid

The MultiLink Trunk to which the port is assigned (if any).

Note: 10BASE-T/100BASE-TX ports may not autonegotiate correctly
=»| with older 10BASE-T/100BASE-TX equipment. In some cases, the older

devices can be upgraded with new firmware or driver revisions. If an
upgrade does not allow autonegotiation to correctly identify the link
speed and duplex settings, you can manually configure the settings for the
link in question. Check the Nortel Networks Web site (http://
support.baynetworks.com/software) for the latest compatibility
information.
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VLAN tab for a single port

The VLAN tab shows the VLAN membership for asingle port.
To view the VLAN tab:

1 Select the port you want to edit.
2 Do one of the following:

« Double-click on the selected port.

¢ From the shortcut menu, choose Edit.

e From the Device Manager main menu, choose Edit > Port.
* On the toolbar, click Edit.

The Port dialog box for a single port opeRigy(re 35 on page §vith the
Interface tab displayed.

3 Click the VLAN tab.
The VLAN tab opengFigure 36)

Figure 36 VLAN tab for a single port

#5192.32.163.51 - Port 21 E3

interface VLAM | 576 | EAPOL |

Type: | access O trunk

Yianlds: 1

[ DizcardTaggedFrames

[T DiscardUntaggedFrames

Defaultlanid: |1 1..4094

Applyl Refreshl Clnsel Help...l
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Table 30 describes the VLAN tab items for a single port

Table 30 VLAN tab items for a single port

Item

Description

Type

Indicates the type of VLAN port (Trunk or Access port). If
the port is a trunk port, the port is probably a member of
more than one VLAN. If the port is an access port, the port
can only be a member of more than one VLAN if there is
no membership conflict.

Vlanlds

The VLAN IDs of which this port is a member.

DiscardTaggedFrames

This field only applies to access ports. It acts as a flag
used to determine how to process tagged frames received
on this port. When the flag is set, the frames are discarded
by the forwarding process. When the flag is reset, the
frames are processed normally.

DiscardUntaggedFrames

This field only applies to trunk ports. It acts as a flag used
to determine how to process untagged frames received on
this port. When the flag is set, the frames are discarded by
the forwarding process. When the flag is reset, the frames
are assigned to the VLAN specified by
rcVianPortDefaultVianid.

DefaultVLANId

The VLAN ID assigned to untagged frames received on a
trunk port.

STG tab for a single port

The STG tab shows the STG information for asingle port.

To view the STG tab:

1 Select the port you want to edit.

2 Do one of the following:

« Double-click on the selected port.

e From the shortcut menu (right-click), choose Edit.

* From the Device Manager main menu, choose Edit > Port.
* On the toolbar, click Edit.

The Port dialog box for a single port opeRgj(re 35 on page 8§Q@vith the
Interface tab displayed.
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3 Click the STG tab.
The STG tab opens (Figure 37).

Figure 37 STG tab for a single port

#5192.32.163.51 - Port 21

interface | vLan TG | EapoL |

Stold | Priority State EnableStp

FastStart | PathCost DesignatedR oot Designated Cost

1 128 [fonwarding |true false 10/80:00:00:e0:7h:95:c1:07 30
.ﬂ-.F'FI'I'!."l Refreshl |__|:|| | %l El @l Clos
1 romis)

Table 31 describes the STG tab items for a single port.

Table 31 STG tab items for a single port

Item Description

Stgld STG identifier assigned to this port.

Priority Value of the priority field contained in the first octet of the port ID.
The other octet is given by the value of the “rcStgPort.”

State The current state of the port as defined by application of the
“Spanning Tree Protocol.” These are the instructions the port
takes on a frame when it is received. If the bridge detects a port is
malfunctioning, it will list it as “broken(6).” For ports that are
disabled, the value is “disabled(1).”

EnableStp Enables (True) or disables (False) spanning tree of the port.

FastStart When this is enabled (True), spanning tree of the port resolves in
4 seconds.

PathCost Contribution of the port to the pathcost of paths towards the

spanning tree root, including the current port. 802.1D-1990
specifications recommends that the default of this parameter be
in inverse proportion to the speed of the attached LAN.

DesignatedRoot

The unique “Bridge Identifier.” This is recorded as Root in the
configuration bridge PDUs transmitted by the Designated Bridge
for the segment to that the port is attached.

DesignatedCost

Path cost of the Designated Port of the segment connected to the
port. The value is compared to the Root Path Cost field in
received bridge PDUs.
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Table 31 STG tab items for a single port (continued)

Item Description

DesignatedBridge Bridge Identifier of the bridge that this port considers to be the
Designated Bridge for this port's segment.

DesignatedPort Port Identifier of the port on the Designated Bridge for this port’s
segment.

ForwardTransitions Number of times this port has transitioned from the learning state
to the forwarding state.

EAPOL tab for a single port

The EAPOL -based security feature uses the Extensible Authentication Protocol
(EAP), as described in the IEEE Draft P802.1X, to allow you to set up network
access control on internal LANS.

To view the EAPOL tab:

1 Select the port you want to edit.
2 Do one of the following:

« Double-click on the selected port.

e From the shortcut menu (right-click), choose Edit.

e From the Device Manager main menu, choose Edit > Port.
* On the toolbar, click Edit.

The Port dialog box for a single port opeR&j(re 35 on page §Qvith the
Interface tab displayed.

3 Click the EAPOL tab.
The EAPOL tab open@-igure 38)
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Figure 38 EAPOL tab for a single port

#5192.32.163.51 - Port 21

Interface | vLan| 5TG EAPOL

—EAF security
PortFrotocolfersion:
FortCapahilities:

FaeState:
BackendAuthState:

AdminCantralledDirections:

QperControlledDirections:
AuthControlledFortStatus:

AuthControlledPontC antral:

clietPeriod:

—Authenticatar configuratian

1
dot1xFaePortAuthCapable

[~ PorReauthenticate

forcesuth
initialize

' hath ©in

haoth
authorized

" farcellnauthorized ¢ auto & forcesuthaorized

|50

Table 32 describes the EAPOL tab items for asingle port.

Table 32 EAPOL tab items for a single port

Item

Description

PortProtocolVersion

The EAP Protocol version that is running on this port.

PortCapabilities

The PAE functionality that is implemented on this port.
Always returns dotlxPaePortAuthCapable(0).

Portlnitialize Setting this attribute to True causes this port's EAPOL
state to be initialized.

PortReauthenticate Setting this attribute to True causes the reauthentication of
the client.

PaeState The current authenticator PAE state machine stat value.

BackendAuthState The current state of the Backend Authentication state

machine.

AdminControlledDirections

The current value of the administrative controlled
directions parameter for the port.
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Table 32 EAPOL tab items for a single port (continued)

Item

Description

OperControlledDirections

The current value of the operational controlled directions
parameter for the port.

AuthControlledPortStatus

The current value of the controlled port status parameter
for the port.

AuthControlledPortControl

The current value of the controlled port control parameter
for the port.

QuietPeriod The current value of the time interval between
authentication failure and the start of a new authentication.

TxPeriod Time to wait for response from supplicant for EAP
requests/ldentity packets.

SuppTimeout Time to wait for response from supplicant for all EAP
packets except EAP Request/Identity.

ServerTimeout Time to wait for a response from the RADIUS server

MaxReq Number of times to retry sending packets to the
supplicant.

ReAuthPeriod Time interval between successive re-authentications.

ReAuthEnabled Whether to re-authenticate or not. Setting this object to
Enabled causes reauthentication of existing supplicant at
the time interval specified in the Re-authentication Period
field.

KeyTxEnabled The value of the KeyTranmissionEnabled constant

currently in use by the Authenticator PAE state machine.
This always returns false as key transmission is irrelevant.

LastEapolFrameVersion

The protocol version number carried in the most recently
received EAPOL frame.

LastEapolFrameSource

The source MAC address carried in the most recently
received EAPOL frame.
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Configuring multiple ports

After selecting the portsthat you want to view or edit, there are three waysto open
the configuration window for multiple ports. The configuration dialog box for
multiple ports has two tabs.

To view or edit multiple ports:

1 Select the portsthat you want to edit.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.

2 Do one of the following:

* From the shortcut menu, choose Edit.
« From the Device Manager main menu, choose Edit > Port.
* On the toolbar, click Edit.

The Port dialog box for multiple ports opens with the Interface tab displayed.

Port dialog box tabs for multiple ports
The Port dialog box for multiple ports contains three tabs:

» “Interface tab for multiple ports{next)
*  “VLAN tab for multiple ports” on page 92
“EAPOL tab for multiple ports” on page 94

The following sections provide a description of the tabs in the Port dialog box for
multiple ports, and details about each field on the tabs.
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Figure 39

Interface tab for multiple ports

The Interface tab shows the basic configuration and status of the selected ports.

To view or edit the Interface tab for multiple ports:

1 Select the ports that you want to edit.

[Ctrl]+left-click the ports that you want to configure. A yellow outline

appears around the selected ports.

2 Do one of thefollowing:

e From the shortcut menu, choose Edit.
e From the Device Manager main menu, choose Edit > Port.
¢ On the toolbar, click Edit.

The Port dialog box for a multiple pdiigure 39)opens with the Interface

tab displayed.

Interface tab for multiple ports

5 192.32.163.51 - Port

Interface | vian | EaPOL|

Index| Fort Descr Type Mtu | PhysAddress | AdminStatus | Operst
33 21 | BayStack - module 2, port 1 |ethernetCsmacd | 151 4|00:60:fd:bh:0c: 82 (up up

34 212|BayStack - module 2, port 2 | ethermetCemacd 1514|0060 fd:bb:0c:82 (up d o
4

Al Refreshl Clnsel H

210245-C



Chapter 3 Configuring and graphing ports 91

Table 33 describes the Interface tab fields for multiple ports.

Table 33 Interface tab fields for multiple ports

Field Description

Index A unique value assigned to each interface. The value ranges between
1 and 255.

Descr Type of switch followed by Unit (module) #, port #.

Type Media type for this interface.

Mtu Size of the largest packet, in octets, that can be sent or received on the
interface.

PhysAddress MAC address assigned to a particular interface.

AdminStatus

Current administrative state of the interface, which can be one of the
following:

. up

¢« down

When a managed system is initialized, all interfaces start with
AdminStatus in the down state. AdminStatus changes to the up state

(or remains in the down state) as a result of either management action
or the configuration information available to the managed system.

OperStatus

Current operational state of the interface, which can be one of the
following:

3 up

e down

e testing

If AdminStatus is up, then OperStatus should be up if the interface is
ready to transmit and receive network traffic. If AdminStatus is down,
then OperStatus should be down. It should remain in the down state if

and only if there is a fault that prevents it from going to the up state.
The testing state indicates that no operational packets can be passed.

LastChange

Value of the time the interface entered its current operational state. If
the current state was entered prior to the last reinitialization of the local
network management subsystem, the value is zero.

Speed

The estimate bandwidth of the interface in bits per second (bps). For
interfaces that do not vary in bandwidth or have no way to estimate the
bandwidth, this object should contain the nominal bandwidth. If the
bandwidth of the interface is greater than the maximum value reported
by the object, then the object displays its maximum value
(4,294,967,295). For a sub-layer that has no concept of bandwidth, the
object should be zero.

AutoNegotiate

Indicates whether the port is enabled (checked) for autonegotiation or
not.

AdminDuplex

The current administrative duplex mode of the port (half or full).
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Table 33 Interface tab fields for multiple ports (continued)

Field Description

OperDuplex Indicate current duplex value of the port.

AdminSpeed Set the speed of a port: none, mbps10, and mbps100, and mbps 1000

OperSpeed The current operating speed of the port.

Mitid The MultiLink Trunk to which the port is assigned (if any).

VLAN tab for multiple ports

The VLAN tab shows the VLAN membership for the selected ports.
To view or edit the Interface tab for multiple ports:

1 Select the ports that you want to edit.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.

2 Do one of the following:

e From the shortcut menu, choose Edit.
e From the Device Manager main menu, choose Edit > Port.
* On the toolbar, click Edit.

The Port dialog box for a multiple pofigure 39 on page 9®pens with the
Interface tab displayed.

3 Click the VLAN tab.
The VLAN tab opengFigure 40)
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Figure 40 VLAN tab for multiple ports

#:192.32.163.51 - Port
interface YLAM | EAPOL |

Index| Type [%Wanlds|DiscardTagoedFrames | DiscardUntagoedFrames | Defaultvlanid
33 access (1 false false 1
34 access (1 false false 1

Applyl F{efreshl Clnael Help...l

Table 34 describes the VLAN tab fields for multiple ports.

Table 34 VLAN tab items for multiple ports

Field Description

Type Indicates the type of VLAN port (Trunk or Access port). If the
port is a trunk port, the port is probably a member of more
than one VLAN. If the port is an access port, the port can
only be a member of more than one VLAN if there is no
membership conflict.

Vlanids The VLAN IDs of which this port is a member.

DiscardTaggedFrames

This field only applies to access ports. It acts as a flag used
to determine how to process tagged frames received on this
port. When the flag is set, the frames are discarded by the
forwarding process. When the flag is reset, the frames are
processed normally.

DiscardUntaggedFrames

This field only applies to trunk ports. It acts as a flag used to
determine how to process untagged frames received on this
port. When the flag is set, the frames are discarded by the
forwarding process. When the flag is reset, the frames are
assigned to the VLAN specified by rcVlanPortDefaultVianid.

DefaultVLANId

The VLAN ID assigned to untagged frames received on a
trunk port.
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EAPOL tab for multiple ports

The EAPOL -based security feature uses the Extensible Authentication Protocol
(EAP), as described in the |IEEE Draft P802.1X, to allow you to set up network
access control oninternal LANS.

To view the EAPOL tab:

1 Select the portsthat you want to edit.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.

2 Do one of the following:

¢ From the shortcut menu, choose Edit.
e From the Device Manager main menu, choose Edit > Port.
e On the toolbar, click Edit.

The Port dialog box for a single port opekig(re 35 on page §Qvith
the Interface tab displayed.

3 Click the EAPOL tab.
The EAPOL tab open@-igure 41)

Figure 41 EAPOL tab for multiple ports

#5192.32.163.51 - Port

interface | wLAN EAPOL |

Index| FortProtocoltersion FortCapahilities Faortlnitialize | PotReauthenticate | PaeState | B
33 1 dot1xFaePotAuthCapable false false forcefuth |in
a4 1 dot1xFaePotAuthCapable false false initialize |in
Kl |

Applyl Refreshl Clnsel F
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Table 35 describes the EAPOL tab items for a single port.

Table 35 EAPOL tab items for a single port

Item

Description

PortProtocolVersion

The EAP Protocol version that is running on this port.

PortCapabilities

The PAE functionality that is implemented on this port.
Always returns dotlxPaePortAuthCapable(0).

Portlnitialize Setting this attribute to True initializes this port's EAPOL
state.

PortReauthenticate Setting this attribute to True reauthenticates the client.

PaeState The current authenticator PAE state machine stat value.

BackendAuthState The current state of the Backend Authentication state

machine.

AdminControlledDirections

The current value of the administrative controlled
directions parameter for the port.

OperControlledDirections

The current value of the operational controlled directions
parameter for the port.

AuthControlledPortStatus

The current value of the controlled port status parameter
for the port.

AuthControlledPortControl

The current value of the controlled port control parameter
for the port.

QuietPeriod The current value of the time interval between
authentication failure and the start of a new authentication.

TxPeriod Time to wait for response from supplicant for EAP
requests/ldentity packets.

SuppTimeout Time to wait for response from supplicant for all EAP
packets except EAP Request/Identity.

ServerTimeout Time to wait for a response from the RADIUS server

MaxReq Number of times to retry sending packets to the
supplicant.

ReAuthPeriod Time interval between successive re-authentications.

ReAuthEnabled Whether to re-authenticate or not. Setting this object to
Enabled reauthenticates the existing supplicant at the time
interval specified in the Re-authentication Period field.

KeyTxEnabled The value of the KeyTranmissionEnabled constant

currently in use by the Authenticator PAE state machine.
This always returns false as key transmission is irrelevant.
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Table 35 EAPOL tab items for a single port (continued)

Item

Description

LastEapolFrameVersion

The protocol version number carried in the most recently
received EAPOL frame.

LastEapolFrameSource

The source MAC address carried in the most recently
received EAPOL frame.

Graphing port statistics

You can graph statistics for either asingle port or multiple ports from the
graphPort dialog box. The windows displayed are identical for either single or

multiple port configuration.

To open the graphPort dialog box for graphing:

1 Select the port or ports you want to graph.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.

2 Do one of the following:

e From the Device Manager main menu, choose Graph > Port.
e From the shortcut menu, choose Graph.
e On the toolbar, click Graph.

The graphPort dialog box for a single pdtigure 35 on page §@r for
multiple ports opens with the Interface tab displayed.

GraphPort dialog box tabs for multiple ports

The graphPort dialog box contains four tabs:

« ‘“Interface tab for multiple ports(hext)

« “Ethernet Errors tab for graphing ports” on page 99
« “Bridge tab for graphing ports” on page 103

« “Rmon tab for graphing ports” on page 104
 “EAPOL Stats tab for graphing ports” on page 107
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« “EAPOL Diag tab for graphing ports” on page 109

The following sections provide a description of the tabs in the Port dialog box for
multiple ports, and details about each field on the tabs.

Interface tab for graphing ports

The Interface tab shows interface parameters for graphing a port or ports.
To open the Interface tab for graphing:

1 Select the port or ports you want to graph.

[CtrI]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.

2 Do one of the following:

e From the Device Manager main menu, choose Graph > Port.
e From the shortcut menu, choose Graph.
e On the toolbar, click Graph.

The graphPort dialog box for a single p@tigure 42)or for multiple ports
opens with the Interface tab displayed.
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Figure 42

Interface tab for graphing ports

5 192.32.163.51 - graphPort 24

Interface | Ethemet Errors | Bridge | Rmon | EAPOL Stats | EAPOL Diag |
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CutlcastPkis 3,542 1 1 1 1
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Table 36 describes the Interface tab fields for graphing ports.

Table 36 Interface tab fields for graphing ports

Fields Description

InOctets Number of octets received on the interface, including framing
characters.

OutOctets Number of octets transmitted out of the interface, including framing
characters.

InUcastPkts Number of packets delivered by this sub-layer to a higher sub-layer
that were not addressed to a multicast or broadcast address at this
sub-layer.

OutUcastPkts Number of packets that higher-level protocols requested be
transmitted that were not addressed to a multicast address at this
sub-layer. This number includes those packets discarded or unsent.

InNNUcastPkts Number of packets delivered by this sub-layer to a higher sub-layer,

which were addressed to a broadcast address at this sub-layer.
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Table 36 Interface tab fields for graphing ports (continued)

Fields

Description

OutNUcastPkts

Number of packets that higher-level protocols requested be
transmitted, and were addressed to a multicast or broadcast address
at this sub-layer, including those that were discarded or not sent.

InDiscards

Number of inbound packets that were chosen to be discarded even
though no errors had been detected to prevent their being
deliverable to a higher-layer protocol. One possible reason for
discarding such a packet could be to free up buffer space.

OutDiscards

Number of outbound packets which were chosen to be discarded
even though no errors had been detected to prevent their being
transmitted. One possible reason for discarding such a packet could
be to free up buffer space.

InErrors

For packet-oriented interfaces: Number of inbound packets that
contained errors preventing them from being deliverable to a
higher-layer protocol. For character-oriented interfaces, the number
of inbound transmission units that contained errors preventing them
from being deliverable to a higher-layer protocol.

OutErrors

For packet-oriented interfaces, the number of outbound packets that
could not be transmitted because of errors. For character- oriented or
fixed-length interfaces, the number of outbound transmission units
that could not be transmitted because of errors.

Ethernet Errors tab for graphing ports

The Ethernet Errors tab shows Ethernet errors for graphing a port or ports.

To open the Ethernet Errorstab for graphing:

1 Select the port or ports you want to graph.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.

2 Do one of the following:

* From the Device Manager main menu, choose Graph > Port.
* From the shortcut menu, choose Graph.
* On the toolbar, click Graph.

The graphPort dialog box for a single pdtigure 35 on page §@r for
multiple ports opens with the Interface tab displayed.
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3 Click the Ethernet Errors tab.
The Ethernet Errors tab opens (Figure 43).

Figure 43 Ethernet Errors tab for graphing ports
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Table 37 describes the Ethernet Errorstab fields for graphing ports.

Table 37 Ethernet Errors tab fields for graphing ports

Field

Description

AlignmentErrors

A count of frames received on a particular interface that
are not an integral number of octets in length and do not
pass the FCS check. The count represented by an
instance of this object is incremented when the
alignmentError status is returned by the MAC service to
the LLC (or other MAC user). Received frames for which
multiple error conditions occur are, according to the
conventions of IEEE 802.3 Layer Management, counted
exclusively according to the error status presented to the
LLC.

FCSErrors

A count of frames received on a particular interface that
are an integral number of octets in length but do not pass
the FCS check. The count represented by an instance of
this object is incremented when the frameCheckError
status is returned by the MAC service to the LLC (or other
MAC user). Received frames for which multiple error
conditions occur are, according to the conventions of
IEEE 802.3 Layer Management, counted exclusively
according to the error status presented to the LLC.

InternalMacTransmitErrors

A count of frames for which transmission on a patrticular
interface fails due to an internal MAC sublayer transmit
error. A frame is only counted by an instance of this object
if it is not counted by the corresponding instance of either
the LateCollisions object, the ExcessiveCollisions object,
or the CarrierSenseErrors object.

InternalMacReceiveErrors

A count of frames for which reception on a particular
interface fails due to an internal MAC sublayer receive
error. A frame is only counted by an instance of this object
if it is not counted by the corresponding instance of either
the FrameTooLongs object, the AlignmentErrors object,
or the FCSErrors object.

The precise meaning of the count represented by an
instance of this object is implementation specific. In
particular, an instance of this object may represent a
count of receive errors on a particular interface that are
not otherwise counted.

CarrierSenseErrors

Number of times that the carrier sense condition was lost
or never asserted when attempting to transmit a frame on
a particular interface. The count represented by an
instance of this object is incremented at most once per
transmission attempt, even if the carrier sense condition
fluctuates during a transmission attempt.
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Table 37 Ethernet Errors tab fields for graphing ports (continued)

Field

Description

FrameToolongs

A count of frames received on a particular interface that
exceed the maximum permitted frame size. The count
represented by an instance of this object is incremented
when the frameToolLong status is returned by the MAC
service to the LLC (or other MAC user). Received frames
for which multiple error conditions occur are, according to
the conventions of IEEE 802.3 Layer Management,
counted exclusively according to the error status
presented to the LLC.

SQETestErrors

A count of times that the SQE TEST ERROR message is
generated by the PLS sublayer for a particular interface.
The SQE TEST ERROR message is defined in

section 7.2.2.2.4 of ANSI/IEEE 802.3-1985 and its
generation is described in section 7.2.4.6 of the same
document.

DeferredTransmissions

A count of frames for which the first transmission attempt
on a particular interface is delayed because the medium
is busy. The count represented by an instance of this
object does not include frames involved in collisions.

SingleCollisionFrames

A count of successfully transmitted frames on a particular
interface for which transmission is inhibited by exactly
one collision. A frame that is counted by an instance of
this object is also counted by the corresponding instance
of either the ifOutUcastPkts, ifOutMulticastPkts, or
ifOutBroadcastPkts, and is not counted by the
corresponding instance of the MultipleCollisionFrames
object.

MultipleCollisionFrames

A count of successfully transmitted frames on a particular
interface for which transmission is inhibited by more than
one collision. A frame that is counted by an instance of
this object is also counted by the corresponding instance
of either the ifOutUcastPkts, ifOutMulticastPkts, or
ifOutBroadcastPkts, and is not counted by the
corresponding instance of the SingleCollisionFrames
object.

LateCollisions

Number of times that a collision is detected on a
particular interface later than 512 bit-times into the
transmission of a packet. Five hundred and twelve
bit-times corresponds to 51.2 microseconds on a 10 Mb/s
system. A (late) collision included in a count represented
by an instance of this object is also considered as a
(generic) collision for purposes of other collision-related
statistics.

ExcessiveCollisions

A count of frames for which transmission on a particular
interface fails due to excessive collisions.
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Bridge tab for graphing ports

The Bridge tab shows bridge information for graphing a port or ports.

To open the Bridge tab for graphing:

1 Select the port or ports you want to graph.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.

2 Do one of thefollowing:

e On the toolbar, click Graph.

From the Device Manager main menu, choose Graph > Port.
From the shortcut menu, choose Graph.

The graphPort dialog box for a single pdtigure 35 on page §@r for
multiple ports opens with the Interface tab displayed.

3 Click the Bridgetab.
The Bridge tab for graphing ports opdr#gure 44)

Figure 44 Bridge tab for graphing ports
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Table 38 describes the Bridge tab fields for graphing ports.

Table 38 Bridge tab fields for graphing ports

Fields

Description

DelayExceededDiscards

Number of frames discarded by the port due to excessive
transit delays through the bridge. It is incremented by both
transparent and source route bridges.

MtuExceededDiscards

Number of frames discarded by the port due to an excessive
size. It is incremented by both transparent and source route
bridges.

InFrames

Number of frames that have been received by this port from
its segment.

Note: A frame received on the interface corresponding to this
port is only counted by this object if it is for a protocol being
processed by the local bridging function, including bridge
management frames.

OutFrames

Number of frames that have been transmitted by the port to
its segment.

Note: A frame transmitted on the interface corresponding to
the port is only counted by this object if it is for a protocol
being processed by the local bridging function, including
bridge management frames.

InDiscards

Count of valid frames received which were discarded (that is,
filtered) by the forwarding process.

Rmon tab for graphing ports

The Rmon tab shows Ethernet statistics for graphing a port or ports.

To open the Rmon tab for graphing:

1 Select the port or ports you want to graph.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.
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2 Do one of the following:

« From the Device Manager main menu, choose Graph > Port.
e From the shortcut menu, choose Graph.
* On the toolbar, click Graph.

The graphPort dialog box for a single pdrigure 35 on page §@r for
multiple ports opens with the Interface tab displayed.

Click the Rmortab.

The Rmon tab for graphing ports opéRriure 45)

Figure 45 Rmon tab for graphing ports
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Table 39 describes the Rmon tab fields for graphing ports.

Table 39 Rmon tab fields for graphing ports

Field Description

Octets Number of octets of data (including those in bad packets) received on
the network (excluding framing bits but including FCS octets). You
can use this object as a reasonable estimate of Ethernet utilization.
For greater precision, sample the etherStatsPkts and
etherStatsOctets objects before and after a common interval.

Pkts Number of packets (including bad packets, broadcast packets, and
multicast packets) received.

BroadcastPkts Number of good packets received that were directed to the broadcast
address. Note that this does not include multicast packets.

MulticastPkts Number of good packets received that were directed to a multicast

address. Note that this number does not include packets directed to
the broadcast address.

CRCAlignErrors

Number of packets received that had a length (excluding framing
bits, but including FCS octets) of between 64 and 1518 octets,
inclusive, but had either a bad Frame Check Sequence (FCS) with
an integral number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error).

UndersizePkts

Number of packets received that were less than 64 octets long
(excluding framing bits but including FCS octets) and were otherwise
well formed.

OversizePkts

Number of packets received that were longer than 1518 octets
(excluding framing bits but including FCS octets) and were otherwise
well formed.

Fragments

Number of packets received that were less than 64 octets in length
(excluding framing bits but including FCS octets) and had either a
bad Frame Check Sequence (FCS) with an integral number of octets
(FCS Error) or a bad FCS with a non-integral number of octets
(Alignment Error). It is entirely normal for etherStatsFragments to
increment because it counts both runts (which are normal
occurrences due to collisions) and noise hits.

Collisions

Best estimate of the number of collisions on this Ethernet segment.

Jabbers

Number of packets received that were longer than 1518 octets
(excluding framing bits, but including FCS octets), and had either a
bad Frame Check Sequence (FCS) with an integral number of octets
(FCS Error) or a bad FCS with a non-integral number of octets
(Alignment Error). Jabber is defined as the condition where any
packet exceeds 20 ms. The allowed range to detect jabber is
between 20 ms and 150 ms.
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Table 39

Rmon tab fields for graphing ports (continued)

Field

Description

1..64

Number of packets (including bad packets) received that were less
than or equal to 64 octets in length (excluding framing bits but
including FCS octets).

65..127

Number of packets (including bad packets) received that were
greater than 65 octets in length inclusive (excluding framing bits but
including FCS octets).

128..255

Number of packets (including bad packets) received that were
greater than 128 octets in length inclusive (excluding framing bits but
including FCS octets).

256..511

Number of packets (including bad packets) received that were
greater than 256 octets in length inclusive (excluding framing bits but
including FCSoctets).

512..1023

Number of packets (including bad) received that were greater than
512 octets in length inclusive (excluding framing bits but including
FCS octets).

1024..1518

Number of packets (including bad) received that were greater than
1024 octets in length inclusive (excluding framing bits but including
FCS octets).

EAPOL Stats tab for graphing ports

EAP alows the exchange of authentication information between any end station
or server connected to the switch and an authentication server (such asaRADIUS

server).

The EAPOL Stats tab shows EAPOL dtatistics for graphing ports.

To open the EAPOL Stats tab for graphing:

1 Select the port or ports you want to graph.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.
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2 Do one of the following:

« From the Device Manager main menu, choose Graph > Port.
e From the shortcut menu, choose Graph.

* On the toolbar, click Graph.

The graphPort dialog box for a single pdfigure 35 on page §@r for
multiple ports opens with the Interface tab displayed.

3 Click the EAPOL Stats tab.
The EAPOL Stats tab for graphing ports op@figure 46)

Figure 46 EAPOL Stats tab for graphing ports

% 192.32.163.51 - graphPort 241

Interracel EthernetErrnrs' EIrin:Ige' Rrnon

| EAPOL Diag |

AhsoluteValue | Cumulative | Averagerfsec | Minimumises | Maximumises
EapolFramesRx 1 ] 1] ] 1]
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Table 40describes the EAPOL Stats tab fields for graphing ports.
Table 40 EAPOL Stats tab fields for graphing ports
Field Description
EapolFramesRx The number of valid EAPOL frames of any type that have been
received by this authenticator.
EapolFramesTx The number of EAPOL frame types of any type that have been
transmitted by this authenticator.
EapolStartFramesRx The number of EAPOL start frames that have been received by this
authenticator.
EapolLogoffFramesRx The number of EAPOL Logoff frames that have been received by this
authenticator.
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Table 40 EAPOL Stats tab fields for graphing ports (continued)

Field Description
EapolRespldFramesRx The number of EAPOL Resp/ld frames that have been received by this
authenticator.

EapolRespFramesRx

The number of valid EAP Response frames (Other than Resp/Id
frames) that have been received by this authenticator.

EapolReqldFramesTx The number of EAPOL Req/Id frames that have been transmitted by

this authenticator.

EapolRegFramesTx

The number of EAP Req/ld frames (Other than Rqg/ld frames) that have
been transmitted by this authenticator.

InvalidEapolFramesRx The number of EAPOL frames that have been received by this

authenticator in which the frame type is not recognized.

EapLengthErrorFramesRx The number of EAPOL frames that have been received by this

authenticator in which the packet body length field is not valid.

EAPOL Diag tab for graphing ports

The EAPOL Diag tab shows EAPOL diagnostic information for graphing ports.
To open the EAPOL Diag tab for graphing:

1 Select the port or ports you want to graph.

[Ctrl]+left-click the ports that you want to configure. A yellow outline
appears around the selected ports.

Do one of the following:

e From the Device Manager main menu, choose Graph > Port.
e From the shortcut menu, choose Graph.
e On the toolbar, click Graph.

The graphPort dialog box for a single pdtigure 35 on page §@r for
multiple ports opens with the Interface tab displayed.

Click the EAPOL Diag tab.
The EAPOL Diag tab for graphing ports opéRgure 47)
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Figure 47 EAPOL Diag tab for graphing ports
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Table 41 describes the EAPOL Diag tab fields for graphing ports.

Table 41 EAPOL Diag tab fields for graphing ports

Field

Description

EntersConnecting

Counts the number of times that the Authenticator PAE
state machine transitions to the Connecting state from any
other state.

EapLogoffsWhileConnecting

Counts the number of times that the Authenticator PAE
state machine transitions from Connected to Disconnected
as a result of receiving an EAPOL-Logoff message.

EntersAuthenticating

Counts the number of times that the Authenticator PAE
state machine transitions from Connecting to
Authenticating as a result of receiving an EAP-Response/
Identity message being received from the supplicant.

AuthSuccessWhileAuthenticating

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticating to
Authenticated as a result of the Backend authentication
state machine indicating successful authentication of the
supplicant.

AuthTimeoutsWhile Authenticating

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticating to Aborting
as a result of the Backend authentication state machine
indicating authentication timeout.
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Table 41 EAPOL Diag tab fields for graphing ports (continued)

Field

Description

AuthFailWhileAuthenticating

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticating to Held as a
result of the Backend authentication state machine
indicating authentication failure.

AuthReauthsWhileAuthenticating

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticating to Aborting
as a result of a reauthentication request.

AuthEapStartsWhileAuthenticating

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticating to Aborting
as a result of an EAPOL-Start message being received
from the supplicant.

AuthEapLogoffWhileAuthenticating

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticating to Aborting
as a result of an EAPOL-Logoff message being received
from the supplicant.

AuthReauthsWhileAuthenticated

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticated to
Connecting as a result of a reauthentication request.

AuthEapStartsWhileAuthenticated

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticated to
Connecting as a result of an EAPOL-Start message being
received from the supplicant.

AuthEapLogoffWhileAuthenticated

Counts the number of times that the Authenticator PAE
state machine transitions from Authenticated to
Disconnected as a result of an EAPOL-Logoff message
being received from the supplicant.

BackendResponses

Counts the number of times that the Backend
Authentication state machine sends an Initial-Access
request packet to the Authentication server.

BackendAccessChallenges

Counts the number of times that the Backend
Authentication state machine receives an Initial-Access
challenge packet from the Authentication server.

BackendOtherRequestsToSupplicant

Counts the number of times that the Backend
Authentication state machine sends an EAP request
packet (other than an Identity, Notification, failure, or
success message) to the supplicant.

BackendNonNakResponsesFromSupplicant

Counts the number of times that the Backend
Authentication state machine receives a response from
the supplicant to an initial EAP request and the response
is something other than EAP-NAK.
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Table 41 EAPOL Diag tab fields for graphing ports (continued)

Field

Description

BackendAuthSuccesses

Counts the number of times that the Backend
Authentication state machine receives an EAP-success
message from the Authentication server.

BackendAuthFails

Counts the number of times that the Backend
Authentication state machine receives an EAP-failure
message from the Authentication server.
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Chapter 4

Working with MultiLink Trunk ports

A MultiLink Trunk (MLT) is a point-to-point connection that aggregates multiple
ports so that they logically act as a single port with the aggregated bandwidth.
Grouping multiple portsinto alogical link allows you to achieve higher aggregate
throughput on a switch-to-switch or switch-to-server application. MultiLink
Trunking provides media and module redundancy.

MultiLink Trunking (MLT) features

For the BayStack switches, MultiLink Trunking hasthe following general features
and requirements:

A unit can have up to 6 MultiLink Trunks (MLTSs).
Up to four ports can belong to a MultiLink Trunk.
Ports in a MultiLink Trunk can be on different units in the stack.

MultiLink Trunking is supported on 10BASE-T, 100BASE-TX,
100BASE-FX, and Gigabit Ethernet ports.

MultiLink Trunking is compatible with the Spanning Tree Protocol.
IEEE 802.1Q tagging is supported on a MultiLink Trunk.

For bridge traffic, the algorithm that distributes traffic across a MultiLink
Trunk is based on the source and destination MAC addresses.
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Setting up MLTs

To set up MultiLink Trunks:

=» From the Device Manager menu bar, choose VLAN > MLT.

The MLT dialog box opens (Figure 48).

Figure 48 MLT dialog box
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Table 42 describes the active MLT dialog box fields.

Table 42 MLT dialog box fields

Field Description

ID Number of the MLT (assigned consecutively).
Name Name given to the MultiLink Trunk.

PortType Access or trunk port.

PortMembers | Ports assigned to the MLT.

Vlanids The VLANIDs of which this port trunk is a member.

Enable Select True if the MLT is enabled or False is MLT is disabled.
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Adding ports to a MultiLink Trunk

To add portsto an existing MultiLink Trunk:

1

From the Device Manager menu bar, choose VLAN > MLT.
The MLT dialog box opens (Figure 48 on page 114).
Double-click in the PortMembers field.

The PortMembers dialog box opens (Figure 49).

Figure 49 PortMembers dialog box
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3
4
5

Click the port numbers you want to add.
Click OK.
From the Enable column, select True to enable your selection.

Note: Thefirst enabled distributed MLT causesthe stack to reset. Please

=>| refer to the BayStack 450 manual for more details on MLT rules.
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MultiLink Trunk statistics

To view MultiLink Trunk interface statistics:

1 From the Device Manager menu bar, choose VLAN > MLT.

The MLT dialog box opens (Figure 48 on page 114).

Select an MLT row and then click Graph.
The Statistics, MLT dialog box (Figure 50) opens with the Interface tab

displayed.

Figure 50 Statistics, MLT dialog box
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Table 43 describes in the Interface tab fields.

Table 43 Interface tab fields

Field Description

InMulticastPkt Number of packets delivered to this MLT that were addressed to a
multicast address at this sub-layer. For a MAC layer protocol, this
number includes both Group and Functional addresses.

OutMulticastPkts Number of packets that higher-level protocols requested be
transmitted, and that were addressed to a multicast address at this
MLT, including those that were discarded or not sent. For a MAC
layer protocol, this number includes both Group and Functional
addresses.

InBroadcastPkts Number of packets delivered to this MLT that were addressed to a
broadcast address at this sub-layer.

OutBroadcastPkts Number of packets that higher-level protocols requested be
transmitted, and that were addressed to a broadcast address at
this MLT, including those that were discarded or not sent.

HCInOctets Number of octets received on the MLT interface, including framing
characters.

HCOutOctets Number of octets transmitted out of the MLT interface, including

framing characters.

HClInUcastPkts

Number of packets delivered by this MLT to higher level protocols
that were not addressed to a multicast or broadcast address at this
sub-layer.

HCOutUcastPkts

Number of packets that higher-level protocols requested be
transmitted that were not addressed to a multicast address at this
MLT.This total number includes those packets discarded or unsent.

HCInMulticastPkt

Number of packets delivered to this MLT that were addressed to a
multicast address at this sub-layer. For a MAC layer protocol, this
number includes both Group and Functional addresses.

HCOutMulticast

Number of packets that higher-level protocols requested be
transmitted, and that were addressed to a multicast address at this
MLT, including those that were discarded or not sent. For a MAC
layer protocol, this number includes both Group and Functional
addresses.

HClInBroadcastPkt

Number of packets delivered to this MLT that were addressed to a
broadcast address at this sub-layer.

HCOutBroadcast

Number of packets that higher-level protocols requested be
transmitted, and that were addressed to a broadcast address at
this MLT, including those that were discarded or not sent.
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MultiLink Trunk Ethernet errors statistics

To view MultiLink Trunk Ethernet error statistics:

1 From the Device Manager menu bar, choose VLAN > MLT.

The MLT dialog box opens (Figure 48 on page 114).

Select an MLT (arow) by clicking inside afield of an appropriate MLT.
3 Click Graph.

The Statistics, MLT dialog box opens (Figure 50 on page 116) with the
Interface tab displayed.

4 Click the Ethernet Errors tab.
The Ethernet Errors tab opens (Figure 51).

Figure 51 Ethernet Errors tab for MLT
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Table 44 describes the Ethernet Errorstab for MLT fields.

Table 44 Ethernet Errors tab for MLT fields

Field Description

AlignmentErrors A count of frames received on a particular MLT that are not
an integral number of octets in length and do not pass

the FCS check. The count represented by an instance of this
object is incremented when the alignmentError status is
returned by the MAC service to the LLC (or other MAC user).
Received frames for which multiple error conditions occur
are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error
status presented to the LLC.

FCSErrors A count of frames received on an MLT that are an integral
number of octets in length but do not pass the FCS check.
The count represented by an instance of this object is
incremented when the frameCheckError status is returned by
the MAC service to the LLC (or other MAC user). Received
frames for which multiple error conditions occur are,
according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error
status presented to the LLC.

IMacTransmitError A count of frames for which transmission on a particular MLT
fails due to an internal MAC sublayer transmit error. A frame
is only counted by an instance of this object if it is not
counted by the corresponding instance of either the
LateCollisions object, the ExcessiveCollisions object, or the
CarrierSenseErrors object.

IMacReceiveError A count of frames for which reception on a particular MLT
fails due to an internal MAC sublayer receive error. A frame
is only counted by an instance of this object if it is not
counted by the corresponding instance of either the
FrameToolLongs object, the AlignmentErrors object, or the
FCSErrors object.

The precise meaning of the count represented by an
instance of this object is implementation specific. In
particular, an instance of this object may represent a count of
receive errors on a particular interface that are not otherwise
counted.

CarrierSenseError The number of times that the carrier sense condition was lost
or never asserted when attempting to transmit a frame on a
particular MLT. The count represented by an instance of this
object is incremented at most once per transmission attempt,
even if the carrier sense condition fluctuates during a
transmission attempt.
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Table 44 Ethernet Errors tab for MLT fields (continued)

Field

Description

FrameToolLong

A count of frames received on a particular MLT that exceed
the maximum permitted frame size. The count represented
by an instance of this object is incremented when the
frameTooLong status is returned by the MAC service to the
LLC (or other MAC user). Received frames for which multiple
error conditions occur are, according to the conventions of
IEEE 802.3 Layer Management, counted exclusively
according to the error status presented to the LLC.

SQETestError

A count of times that the SQE TEST ERROR message is
generated by the PLS sublayer for a particular MLT.

The SQE TEST ERROR message is defined in section
7.2.2.2.4 of ANSI/IEEE 802.3-1985 and its generation is
described in section 7.2.4.6 of the same document.

DeferredTransmiss

A count of frames for which the first transmission attempt on
a particular MLT is delayed because the medium is busy. The
count represented by an instance of this object does not
include frames involved in collisions.

SingleCollFrames

A count of successfully transmitted frames on a particular
MLT for which transmission is inhibited by exactly one
collision. A frame that is counted by an instance of this object
is also counted by the corresponding instance of either the
ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts,
and is not counted by the corresponding instance of the
MultipleCollisionFrames object.

MultipleCollFrames

A count of successfully transmitted frames on a particular
MLT for which transmission is inhibited by more than one
collision. A frame that is counted by an instance of this object
is also counted by the corresponding instance of either the
ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts,
and is not counted by the corresponding instance of the
SingleCollisionFrames object.

LateCollisions

The number of times that a collision is detected on a
particular MLT later than 512 bit-times into the transmission
of a packet. Five hundred and twelve bit-times corresponds
to 51.2 microseconds on a 10 Mb/s system. A (late) collision
included in a count represented by an instance of this object
is also considered as a (generic) collision for purposes of
other collision-related statistics.

ExcessiveColls

A count of frames for which transmission on a particular MLT
fails due to excessive collisions.
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Chapter 5
Creating and managing VLANS

This chapter describes using Device Manager to manage VLANSs on a BayStack
switch. The chapter covers creating, editing, and deleting VLANS. It includes the
following sections:

» “BayStack switch VLANS (next)
e “Creating VLANS' (page 122
e “Snoop tab (page 128

BayStack switch VLANs

A VLAN is a collection of ports on one or more switches that define a broadcast
domain. BayStack support two types of VLANS:

* Port-based VLAN
* Protocol-based VLAN

For further information about VLANSs on specific models, refdd$ing the
BayStack 350 10/100/1000 Switch (part number 30997%), Using the BaySack
410-24T 10BASE-T Switch (part number 30998%), andUsing the BaySack 450
10/100/1000 Series Switch (part number 309978).

When you create VLANSs using Device Manager, observe the following rules:

¢ VLANs must have unique VLAN IDs (VIDs) and names.

» An access port can belong to multiple protocol-based VLANs with a unique
protocol in each VLAN. Access port can only belong to one of the
protocol-based VLANS with the same protocol. However, a tagged trunk can
belong to multiple-based VLANs with the same protocol.

e A port (access or tagged trunk) can belong to multiple port-based VLANS.
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« A port (access or tagged trunk) can belong to agraprotocol-based
VLAN.

e 410 and gigabyte MDA ports must be tagged trunks for a protocol-based
VLAN.

Creating VLANS

Device Manager enables you to create a port-based or protocol-based VLAN.

VLAN Information

To open the VLAN dialog box:

- From the Device Manager menu bar, choose VLAN > VLANSs.

The VLAN dialog box opens with the Basic tab displafféidure 52)

Figure 52 Basic tab
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Table 45describes the Basic tab fields.

Table 45 Basic tab fields

Field Description
Name Name of the VLAN.
Color An administratively-assigned color code for the VLAN. The value of

this object is used by the VLAN Manager GUI tool to select a color
when it draws this VLAN on the screen.
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Table 45 Basic tab fields (continued)

Field Description

Type Indicates the type of VLAN: byPort or byProtocolld.
Stgld Spanning tree group ID to which the VLAN belongs.
PortMembers Ports that are members of the VLAN.

ActiveMember Set of ports that are currently active in the VLAN. Active ports include
all static ports and any dynamic ports where the VLAN policy was met.

Protocolld Protocol for protocol-based VLANSs. This value is taken from the
Assigned Numbers RFC. For port-based VLANS, none is the
displayed value.

UserDefinedPid | When rcVlanProtocolld is set to usrDefined(15) in a protocol-based
VLAN, this field represents the 16-bit user defined protocol identifier.

Creating a port-based VLAN

To create a port-based VLAN:

1 IntheBasictab (Figure 52 on page 122), click Insert.

The VLAN, Insert Basic dialog box for creating VLANSs opens (Figure 53).
This dialog box opens with the Type field set to byPort.
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Figure 53 VLAN, Insert Basic dialog box for port-based VLANs
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2 Typethe(VLAN) ID.

Thevalue can befrom 1 to 4094, aslong asit isnot already in use (the default
VLAN hasaVID=1).

3 Typethe VLAN name (optional).
If no nameis entered, a default nameis created.
In the Typefield, click byPort (if not already selected).
Specify the port membership by clicking the PortM embers text box.

Click Insert.
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Creating a protocol-based VLAN

To create a protocol-based VLAN:

1 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens (Figure 52 on page 122) with the Basic tab

displayed.
2 Click Insert.

The VLAN, Insert Basic dialog box opens (Figure 53 on page 124).

3 Changethe Typefield to byProtocolID.

The dialog box changes to display additional fields you need to set up

protocol-based VLANS (Figure 54).

Figure 54 VLAN, Insert Basic dialog box for protocol-based VLANs
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5 Typethe VLAN name (optional).

If no name is entered, the protocol name becomes the default VLAN name.
6 Inthe Typefield, click byProtocolID (if not already selected).
7 Click Insert.

Note: To assign BayStack 410 switches and gigabit MDA ports to a
nd protocol-based VLAN, tag the port and select the port and choose Edit
Port > VLAN.

Accepting tagged and untagged frames

In the switches, you can configure whether or not tagged frames are sent or
received to the port level. Refer to “VLAN tab for a single port” on page 8@r
VLAN tab field descriptions. Tagging is set as true or false for the port and
applied to all VLANSs on that port. You can select whether or not to discard:

» Tagged frames received on a port where tagging is disabled
* Untagged frames received on a port where tagging is enabled

The default is not to discard the frames. You can also designate the port-based
VLAN to which these frames are assigned by setting the tagged port’s default
VID (the default is 1).

A Passport switch port with tagging enabled is a port from which all frames sent
are tagged. A tagged port can be configured to discard untagged frames or to
associate them with a VLAN set by the PVID. In the latter case, when an untagged
frame is received on a tagged port, it is sent to the user-specified PVID.
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A port with tagging disabled is a port that does not send tagged frames. If atagged
frameisforwarded out a port with tagging set to false, the switch removes the tag
from the frame before sending it out the port. When a port with tagging set to false
receives aframe, it can be configured to discard tagged frames or to associate
them with the VLAN specified in the tag.

Note: To optimize performance, on untagged portsin configurationswhere
nd you do not expect to see tagged frames, you should set
DiscardTaggedFrames to true. However, on untagged ports for
interconnecting switches, it is probably better to set DiscardTaggedFrames
to false. That way, if you should convert an interswitch port from an
untagged port to atagged port, you will not lose connectivity.

To set aport to discard tagged frames it receives:

1 Inthe Device Manager main window graphical representation, select a port.
2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 35 on
page 80).

3 Click the VLAN tab.
The VLAN tab (Figure 36 on page 83) opens.

4 Check the DiscardTaggedFrames and the DiscardUntaggedFrames check
boxes.

5 Click Apply.
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Snoop tab

You can use the Snoop tab in the VLAN menu option to enable or disable the

IGMP snooping on a BayStack switch.

To open the port-based VLAN:

1 From the Device Manager menu bar, choose VLAN > VLANS.

The VLAN dialog box opens with the Basic tab displayed (Figure 52 on
page 122).

2 Click the Snoop tab.
The Snoop tab opens (Figure 55).

Figure 55 Snoop tab
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Table 46 describes the Snoop tab fields.

Table 46 Snoop tab fields

Field Description
Name Name of the VLAN.
Enable Sets whether IGMP snooping is enabled or disabled.

ReportProxyEnable Sets whether IGMP report proxy is enabled or disabled.

Rebustness Allows tuning for the expected packet loss on a subnet. If a
subnet is expected to be bad, the Robustness variable can be
increased. IGMP is robust to packet losses.

Queryinterval Intervals (in seconds) between IGMP host and query packets
transmitted on an interface.

MRouterPorts A set of ports in the VLAN that provide connectivity to an IP
multicast router.

ActiveQuerier This is the IP address of a multicast querier router.

QuerierPort The port that the multicast querier router was heard.

MRouterExpiration The multicast querier router aging that will be timed out.

Note: Enable and ReportProxyEnable apply to ALL Vlans. Enabling (or
=»| disabling) for any active Vlan will enable (or disable) for all active Vlans.
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Chapter 6
Troubleshooting with Device Manager

This chapter describes the diagnostic information available in Device Manager on
the following tabs:

« Topology tab(next)
e Topology Table taljpage 132

Topology tab

To view topology information:

=» From the Device Manager menu bar, select Edit > Diagnostics.

The Diagnostics dialog box opens with the Topology tab displayed
(Figure 56)

Figure 56 Topology tab
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Topology Table tab

Table 47 describes the Topology tab items.

Table 47 Topology tab items

Item Description

IpAddr IP address of the device.

Status Sets whether Nortel Networks topology is topOn or topOff for the
device. The default value is On.

NmmLstChg This is the value of sysUpTime the last time an entry in the
network management MIB (NMM) topology table was added,
deleted, or modified. If the table has not changed since the last
cold or warm start of the agent, then the value is zero.

NmmMaxNum Maximum number of entries in the NMM topology table.

NmmCurNum Current number of entries in the NMM topology table.

To view more topology information:

1 From the Device Manager menu bar, choose Edit > Diagnostics.

The Diagnostics dialog box opens with the Topology tab displayed (Figure 56
on page 131).

2 Click the Topology Table tab.

The Topology Table tab opens (Figure 57).

Figure 57 Topology Table tab
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Table 48 describes the Topology Table tab fields.

Table 48 Topology Table tab fields

Field Description
Slot Slot number in the chassis in which the topology message was received.
Port Port on which the topology message was received.
IpAddr IP address of the sender of the topology message.
Segld Segment identifier of the segment from which the remote agent sent the
topology message. This value is extracted from the message.
MacAddr MAC address of the sender of the topology message.
ChassisType | Chassis type of the device that sent the topology message.
BkpIType Backplane type of the device that sent the topology message.
LocalSeg Indicates if the sender of the topology message is on the same Ethernet
segment as the reporting agent.
CurState Current state of the sender of the topology message. The choices are:
« topChanged — Topology information has recently changed.
* heartbeat — Topology information is unchanged.
« new — The sending agent is in a new state.
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Chapter 7
Monitoring switch performance

The Remote Network Monitoring (RMON) MIB is an interface between the
RMON agent on a BayStack switch and an RMON management application, such
as the Device Manager. It defines objects that are suitable for the management of
any type of network, but some groups are especially suitable for Ethernet
networks. The RMON agent continuously collects statistics and proactively
monitors switch performance. You can view this data using the Device Manager.

RMON has three major functions:

e Creating and displaying alarms for user-defined events
e Gathering cumulative statistics for Ethernet interfaces
e Tracking a history of statistics for Ethernet interfaces

Working with RMON information

You can view RMON information by looking at the Graph information associated
with the port or chassis, or by using the Rmon menu option on the menu bar.

Rmon Ethernet statistics tab

Device Manager gathers Ethernet statistics that you can have graphed in a variety
of formats, or you can save the statistics to a file and export them to a presentation
or graphing application. To view RMON Ethernet statistics using the Graph
information:

1 Select a port.
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2 Onthetoolbar, click Graph.

The Port dialog box opens with the Interface tab displayed (Figure 35 on
page 80).
3 Click the Rmon tab.

The Rmon tab opens (Figure 45 on page 105).

For descriptions of the Rmon tab fields, refer to Table 39 on page 106. For
descriptions of the statistics columns, refer to Table 11 on page 41.

Viewing history

Ethernet History records periodic statistical samples from a network. A sampleis

called a history and is gathered in time intervals referred to as “buckets.” Histories
establish a time-dependent method for gathering RMON statistics on a port. The
value of these history records reflects what will be created if you use JDM to
create new history control records. Control records and buckets are stored on the
unit with the port they are monitoring. The default values for history are:

* Buckets are gathered for each port at 30-second and at 30-minute intervals.

* Number of buckets gathered is 6, 3 for each 30 second, and 3 for each 30
minute interval.

The BayStack 450 limits the number of history control records per unit to 85 and
the number of actual stored buckets per unit to 255.

Both the time interval and the number of buckets is configurable. However, when
the last bucket is reached, bucket 1 is dumped and “recycled” to hold a new
bucket of statistics. Then bucket 2 is dumped, and so forth.

RmonControl dialog box

You can use RMON to collect statistics at intervals. For example, if you want
RMON statistics to be gathered over the weekend, you will want enough buckets
to cover two days. To do this, set the history to gather one bucket each hour, thus
covering a 48-hour period. After you set history characteristics, you cannot
modify them; you must delete the history and create another one.
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To open the RmonControl dialog box:

=3 From the Device Manager main menu, choose Rmon > Control.

The RmonControl dialog box opens with the History tab displayed

(Figure 58).

Figure 58 RmonControl dialog box
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Table 49 describes the History tab fields.

Table 49 History tab fields

Field

Description

Port

Any Ethernet interface on the device.

BucketsRequested

Requested number of discrete time intervals over which data is to be
saved in the part of the media-specific table associated with this
entry.

BucketsGranted

Number of discrete sampling intervals over which data is saved in
the part of the media-specific table associated with this entry. There
are instances when the actual number of buckets associated with
this entry is less than the value of this object. In this case, at the end
of each sampling interval, a new bucket is added to the
media-specific table.

Interval

Interval in seconds over which the data is sampled for each bucket in
the part of the media-specific table associated with this entry. You
can set this interval to any number of seconds between 1 and 3600
(1 hour). Because the counters in a bucket may overflow at their
maximum value with no indication, note the possibility of overflow in
any of the associated counters. It is important to consider the
minimum time in which any counter could overflow on a particular
media type and set the historyControlinterval object to a value less
than this interval. This is typically most important for the 'octets’
counter in any media-specific table. For example, on an Ethernet
network, the etherHistoryOctets counter could overflow in about
one hour at the Ethernet’s maximum utilization.

Owner

The network management system that created this entry.

Creating a history

To create a history for a port and set the bucket interval:

1 From the Device Manager main menu, choose Rmon > Contral.

The RmonControl dialog box openswith the History tab displayed (Figure 58

on page 137).
2 Click Insert.

The RmonControl, Insert History dialog box opens (Figure 59).
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Figure 59 RmonControl, Insert History dialog box

#5192.32.1632.51 - BmonControl, |...

Index: [57]  1.65535
Fort: I—J
BucketsRequested: [0 1.65535
Interval: [1300 1.3600

Chiener: |jt3ruce-1

Insert Clnsel Help...l

Refer to Table 49 on page 138 for a description of the RmonControl, Insert
History dialog box fields.

Select the port from the port list or type the port number.

Set the number of buckets in the BucketsRequested field.

The default is 50.
5 Settheinterval.

The default is 1800 seconds.
6 Typethe owner, the network management system that created this entry.
7 Click Insert.

Disabling history
To disable RMON history on a port:

1 From the Device Manager main menu, choose Rmon > Contral.

The RmonControl dialog box openswith the History tab displayed (Figure 58
on page 137).

Highlight the row that contains the port ID you want to delete.
3 Click Delete.
The entry isremoved from the table.
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Viewing a detailed history

To view adetailed history of aparticular port in the history table:

1 From the Device Manager main menu, choose Rmon > Control.

The RmonControl dialog box openswith the History tab displayed (Figure 58

on page 137).

2 Click on aport in the history table to highlight that port.

3 Click Graph.

The RmonHistory Port number dialog box opens (Figure 60).

Figure 60 RmonHistory Port number dialog box
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Table 50 describes the RMONHistory Port number tab fields.

Table 50 RMONHistory Port number tab fields

Field

Description

etherHistorylndex

The history of which this entry is a part. The history
identified by a particular value of this index is the same
history as identified by the same value of
historyControlindex.

etherHistorySamplelndex

An index that uniquely identifies the particular sample this
entry represents among all samples associated with the
same historyControlEntry. This index starts at 1 and
increases by one as each new sample is taken.

etherHistorylntervalStart

The value of sysUpTime at the start of the interval over
which this sample was measured. If the probe keeps
track of the time of day, it should start the first sample of
the history at a time such that when the next hour of the
day begins, a sample is started at that instant.

Note: Following this rule may require the probe to delay
collecting the first sample of the history, as each sample
must be of the same interval. The sample which is
currently being collected is not accessible in this table
until the end of its interval.

etherHistoryDropEvents

The total number of events in which packets were
dropped by the probe due to lack of resources during this
sampling interval. Note that this number is not necessarily
the number of packets dropped, it is just the number of
times this condition has been detected.

etherHistoryOctets

The total number of octets of data (including those in bad
packets) received on the network (excluding framing bits
but including FCS octets).

etherHistoryPkts

The number of packets (including bad packets) received
during this sampling interval.

etherHistoryBroadcastPkts

The number of good packets received during this
sampling interval that were directed to the broadcast
address.

etherHistoryMulticastPkts

The number of good packets received during this
sampling interval that were directed to a multicast
address. Note that this number does not include packets
addressed to the broadcast address.
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Table 50 RMONHistory Port number tab fields (continued)

Field

Description

etherHistoryCRCAlignErrors

The number of packets received during this sampling
interval that had a length (excluding framing bits but
including FCS octets) between 64 and 1518 octets,
inclusive, but had either a bad Frame Check Sequence
(FCS) with an integral number of octets (FCS Error) or a
bad FCS with a non-integral number of octets (Alignment
Error).

etherHistoryUndersizePkts

The number of packets received during this sampling that
were less than 64 octets long (excluding framing bits but
including FCS octets) and were otherwise well formed.

etherHistoryOversizePkts

The number of packets received during this sampling that
were longer than 1518 octets (excluding framing bits but
including FCS octets) but were otherwise well formed.

etherHistoryFragments

The total number of packets received during this sampling
interval that were less than 64 octets in length (excluding
graming bits but including FCS octets) and had either a
bad Frame Check Sequence (FCS) with an integral
number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error).

etherHistoryJabbers

The number of packets received during this sampling
interval that were longer than 1518 octets (excluding
framing bits but including FCS octets), and had either a
bad Frame Check Sequence (FCS) with an integral
number of octets (FCS Error) or a bad FCS with a
non-integral number of octets (Alignment Error).

The allowed range to detect jabber is between 20 ms and
150 ms.

etherHistoryCollisions

The best estimate of the total number of collisions on this
Ethernet segment during this sampling interval.

The value returned depends on the location of the RMON
probe.

Note: an RMON probe inside a repeater should ideally
report collisions between the repeater and one or more
other hosts as well as receiver collisions observed on any
coax segments to which the repeater is connected.

etherHistoryUtilization

The best estimate of the mean physical layer network
utilization on this interface during this sampling interval, in
hundredths of a percent.

210245-C




Chapter 7 Monitoring switch performance 143

Rmon Ether Stats tab

To use RMON to gather Ethernet statistics:

1 From the Device Manager main menu, choose Rmon > Control.

The RmonControl dialog box openswith the History tab displayed (Figure 58
on page 137).

2 Click the Ether Statstab.
The Ether Stat tab opens (Figure 61).

Figure 61 Ether Stats tab
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Table 51 describes the Ether Stats tab fields.

Table 51 Ether Stats tab fields

Field

Description

Port

Any Ethernet interface on the device.

Owner

The network management system that created this entry.

Gathering Ethernet statistics

To gather Ethernet statistics:

1 From the Device Manager main menu, choose Rmon > Contral.

The RmonControl dialog box openswith the History tab displayed (Figure 58
on page 137).

2 Click the Ether Stats tab.
The Ether Stat tab opens (Figure 61 on page 143).
3 Click Insert.
The RmonControl, Insert EtherStats dialog box opens (Figure 62).

Figure 62

#.192.32.163.51 - Rm... B3

Index: IEEI 1.65534
Port: I J

RmonControl, Insert Ether Stats dialog box

Crivner: |jbruc:e-1

Insert

Clnsel Help...l

4  Enter the port number you want or select the port from the list menu

Device Manager assigns the index.
5 Click Insert.

The etherStatsDataSource dialog box opens with the port identified.
(Figure 63).
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Figure 63 etherStatsDataSource dialog box

#10.10.40.235 - EmonControl, Insert EL__.
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6 Click Ok.

Disabling Ethernet statistics gathering

To disable Ethernet Statistics that you have set:

1 From the Device Manager main menu, choose Rmon > Control.

The RmonControl dialog box openswith the History tab displayed (Figure 58
on page 137).

2 Click the Ether Statstab.
The Ether Stat tab opens (Figure 61 on page 143).
Highlight the row that contains the port ID you want to delete.
Click Delete.

Using alarms

Alarms are useful when you need to know when the values of a variable go out of
range. You can define an RMON aarm for any MIB variable that resolves to an
integer value. You cannot use string variables, such as system description, as
alarm variables. All alarms share the following characteristics:

e An upper and lower threshold value is defined.
« A corresponding rising and falling event occurs.
e An alarm interval or polling period is reached.
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When alarms are activated, you can view the activity in alog or atrap log, or you
can create a script to notify you by beeping a console, sending e-mail, or calling a

pager.

How RMON alarms work

The alarm variableis polled and the result is compared against upper and lower
limit values you select when you create the alarm. If either limit is reached or
crossed during the polling period, then the alarm fires and generates an event that
you can view in the event log or the trap log.

The alarm’s upper limit is called thising value, and its lower limit is called the
falling value. RMON periodically samples the data based upon the alarm interval.
During thefirst interval that the data passes above the rising value, the alarm fires
as a rising event. During the first interval that the data drops below the falling
value, the alarm fires as a falling ev@rigure 64)

Figure 64 How alarms fire

Rising value /\A
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Falling value

@ Alarm fires
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It is important to note that the alarm fires during the first interval that the sample
goes out of range. No additional events are generated for that threshold until the
opposite threshold is crossed. Therefore, it is important to carefully define the
rising and falling threshold values for alarms to work as expected. Otherwise,
incorrect thresholds will cause an alarm to fire at every alarm interval.

A general guideline is to define one of the threshold values to an expected,
baseline value, then define the opposite threshold as the out-of-bounds limit.
Because of sample averaging, the value may be equal to 1 of the baseline units.
For example, assume an alarm is defined on octets going out of a port as the
variable. The intent of the alarm is to provide notification to the system
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administrator when excessive traffic occurs on that port. If spanning treeis
enabled, then 64 octets are transmitted out of the port every 2 seconds, which is
equivalent to baseline traffic of 320 octets every 10 seconds. This alarm should
provide the notification the system administrator needs if the lower limit of octets
going out is defined at 320 and the upper limit is defined at 400 (or at any value
greater than 320 + 64 = 384).

The first time outbound traffic other than spanning tree Bridge Protocol Data
Units (BPDUs) occurs, the rising alarm fires. When outbound traffic other than
spanning tree ceases, the falling alarm fires. This process provides the system
administrator with time intervals of any non baseline outbound traffic.

If the alarm is defined with afalling threshold less than 260 (assuming the alarm
polling interval is 10 seconds), for example 250, then the rising alarm can fire
only once (Figure 65). For therising alarm to fire a second time, the falling alarm
(the opposite threshold) must fire. Unless the port becomes inactive or spanning
treeisdisabled (which would cause the value for outbound octets to drop to zero),
the falling alarm cannot fire because the baseline traffic is aways greater than the
value of the falling threshold. By definition, the failure of the falling alarm to fire
prevents the rising alarm from firing a second time.

Figure 65 Alarm example — threshold less than 260

Rising threshold = 3267 360

Baseline traffic = 260

O_

O
O
O
O

Falling threshold = 250

7822EA

Creating alarms

When you create an alarm, you select a variable from the variable list and a port,
or other switch component, to which it is connected. Some variables require port
IDs, card IDs, or other indices (for example, spanning tree group IDs). You then
select arising and afalling threshold value. The rising and falling values are
compared against the actual value of the variable that you choose. If the variable
falls outside of therising or falling value range, an alarm istriggered and an event
islogged or trapped.
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When you create an alarm, you also select a sample type, which can be either
absolute or delta. Absolute alarms are defined on the cumulative value of the
alarm variable. An example of an alarm defined with absolute value is card
operating status. Because this value is hot cumulative, but instead represents
states, such as card up (value 1) and card down (value 2), you set it for absolute
value. Therefore, an alarm could be created with arising value of 2 and afalling
value of 1 to alert a user to whether the card is up or down.

Most alarm variablesrelated to Ethernet traffic are set to delta value. Deltaalarms
are defined based on the difference in the value of the alarm variable between the
start of the polling period and the end of the polling period. Deltaaarms are
sampled twice per polling period. For each sample, the last two values are added
together and compared to the threshold values. This processincreases precision
and allows for the detection of threshold crossings that span the sampling
boundary. If you track the current values of a given delta-valued alarm and add
them together, therefore, the result istwice the actual value. (Thisresult isnot an
error in the software.)

Alarm Manager dialog box

To view the RMON statistics and history for the port for which you have created
an alarm:

1 Onthemain menu of the Device Manager, select a port on the stack where
you created an alarm.
2 Onthetoolbar, click Alarm Manager.

The Alarm Manager dialog box opens (Figure 66) and displays the statistics
for the chosen port.
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Figure 66 Alarm Manager dialog box
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Table 52 describes the Alarm Manager dialog box items.

Table 52 Alarm

Manager dialog box items (1 of 2)

Item

Description

Variable

Name and type of alarm—indicated by the format:
alarmname.x where x=0 indicates a chassis alarm.
alarmname. where the user must specify the index. This will be a card
number for module-related alarms, an STG ID for spanning tree group

alarms (the default STG is 1, other STG IDs are user-configured), or
the Ether Statistics Control Index for Rmon Stats alarms

alarmname with no dot or index is a port-related alarm and results in
display of the port selection tool.

Sample Type

Select either absolute or delta. For more information about sample
types, refer to “Creating alarms” on page 147.

Sample Interval

Time period (in seconds) over which the data is sampled and
compared with the rising and falling thresholds.

Index

Uniquely identifies an entry in the alarm table. Each such entry defines

a diagnostic sample at a particular interval for an object on the device.
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Table 53 Alarm Manager dialog box items (2 of 2)

Item

Description

Threshold Type

Rising Value

Falling Value

Value

When the current sampled value
is greater than or equal to this
threshold, and the value at the
last sampling interval was less
than this threshold, generates a
single event.

When the current sampled value
is less than or equal to this
threshold, and the value at the
last sampling interval was
greater than this threshold,
generates a single event.

Event Index

Index of the event entry that is
used when a rising threshold is
crossed. The event entry
identified by a particular value of
this index is the same as
identified by the same value of
the event index object.
(Generally, accept the default
that is already filled in.)

Index of the event entry that is
used when a falling threshold is
crossed. The event entry
identified by a particular value of
this index is the same as
identified by the same value of
the event index object.
(Generally, accept the default
that is already filled in.)

Example alarm

Note: The example alarm described in the following procedure generates
=»| at least one alarm every five minutes. The example is intended only to
demonstrate how alarms fire; it is not a useful alarm. Because of the high

frequency, you may want to delete this alarm and replace it with a
practical setting.

To create an alarm to receive statistics and history using default values.

1 Do one of the following:

e From the Device Manager main menu, choose Rmon > Alarm Manager.

e On the toolbar, click Alarm Manager.

The Alarm Manager dialog box opersdure 66 on page 149

2 Inthe variable list, select a variable for the alarm and a port (or other ID) on

which you want to set an alarm.

Refer to the Alarm variables lifEigure 67)
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Figure 67 Alarm variables list
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Alarm variables are in three formats, depending on the type:

* A chassis alarm ends in .x where the x index is hard-coded. No further
information is required.

e A card, spanning tree group (STG) or EtherStat alarm ends with a dot (.).
You must enter a card number, STG ID, IP address, or EtherStat
information.

e A port alarm ends with no dot or index and requires using the port
shortcut menu. An example of a port alarm would be ifinOctets (interface
incoming octet count).

3 For this example, select Bridge > dot1dStpTopChanges.0 from the variable
list. (Refer toAppendix B, “RMON alarm variables,” on page 2fth a
definition of the variable). The example is a chassis alarm, indicated by the
“.0” in the variable.

4 For this example, select a rising value of 4 and a falling value of 0.

Leave the remaining fields at their default values, including a sample type of
Delta.

6 Click Insert.
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Alarms tab

You can define or delete an alarm for any MIB that resolves to an integer value.
Do not use string variables (such as system description) as alarm variables.

To open the Alarms tab:

-» From the Device Manager main menu, choose Rmon >Alarms.

The RmonAlarms dialog box opens with the Alarms tab (Figure 68)
displayed.

Figure 68 Alarms tab
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Table 54 describes the Alarms tab fields.

Table 54 Alarms tab fields

Field Description

Interval The interval in seconds over which data is sampled and compared
with the rising and falling thresholds. When setting this variable,
note that in the case of deltaValue sampling, you should set the
interval short enough so that the sampled variable is very unlikely to
increase or decrease by more than 2731 - 1 during a single
sampling interval.

Variable The object identifier of the particular variable to be sampled. Only
variables that resolve to an ASN.1 primitive type of INTEGER
(INTEGER, Counter, Gauge, or TimeTicks) may be sampled.
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Table 54 Alarms tab fields (continued)

Field

Description

Sample Type

The method of sampling the selected variable and calculating the
value to be compared against the thresholds. If the value of this
object is absoluteValue(1), the value of the selected variable will be
compared directly with the thresholds at the end of the sampling
interval. If the value of this object is deltaValue(2), the value of the
selected variable at the last sample will be subtracted from the
current value, and the difference

compared with the thresholds.

Value

The value of the statistic during the last sampling period. For
example, if the sample type is deltaValue, this value is the
difference between the samples at the beginning and end of the
period. If the sample type is absoluteValue, this value is the
sampled value at the end of the period. This is the value that is
compared with the rising and falling thresholds. The value during
the current sampling period is not made available until the period is
completed and remains available until the next period completes.

StartupAlarm

The alarm that may be sent when this entry is first set to valid. If the
first sample after this entry becomes valid is greater than or equal to
the risingThreshold and alarmStartupAlarm is equal to
risingAlarm(1) or risingOrFallingAlarm(3), then a single rising alarm
is generated. If the first sample after this entry becomes valid is less
than or equal to the fallingThreshold and alarmStartupAlarm is
equal to fallingAlarm(2) or risingOrFallingAlarm(3), then a single
falling alarm is generated.

RisingThreshold

A threshold for the sampled statistic. When the current sampled
value is greater than or equal to this threshold, and the value at the
last sampling interval was less than this threshold, a single event is
generated. A single event is also generated if the first sample after
this entry becomes valid is greater than or equal to this threshold
and the associated alarmStartupAlarm is equal to risingAlarm(1) or
risingOrFallingAlarm(3). After a rising event is generated, another
such event is not generated until the sampled value falls below this
threshold and reaches the alarmFallingThreshold.

RisingEventindex

The index of the eventEntry that is used when a rising threshold is
crossed. The eventEntry identified by a particular value of this index
is the same as identified by the same value of the eventindex
object. If there is no corresponding entry in the eventTable, then no
association exists. In particular, if this value is zero, no associated
event is generated, because zero is not a valid event index.
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Table 54 Alarms tab fields (continued)

Field Description

FallingThreshold A threshold for the sampled statistic. When the current sampled
value is less than or equal to this threshold, and the value at the last
sampling interval was greater than this threshold, a single event is
generated. A single event is also generated if the first sample after
this entry becomes valid is less than or equal to this threshold and
the associated alarmStartupAlarm is equal to fallingAlarm(2) or
risingOrFallingAlarm(3). After a falling event is generated, another
such event is not generated until the sampled value rises above this
threshold and reaches the alarmRisingThreshold.

FallingEventindex | The index of the eventEntry that is used when a falling threshold is
crossed. The eventEntry identified by a particular value of this index
is the same as identified by the same value of the eventindex
object. If there is no corresponding entry in the eventTable, then no
association exists. In particular, if this value is zero, no associated
event is generated, because zero is not a valid event index.

Owner The network management system that created this entry.

Status The status of this alarm entry.

Deleting an alarm
To delete an darm:

1 From the Device Manager main menu, choose Rmon >Alarms.

The RmonAlarms dialog box opens with the Alarmstab displayed (Figure 68
on page 152).

2 Click any field for the alarm that you want to delete.
3 Click Delete.

Working with events

RMON events and alarms work together to notify you when values in your
network are outside of a specified range. When values pass the specified ranges,
the alarm is triggered and “fires.” The event specifies how the activity is recorded.
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When RMON is globally enabled, two default events are generated:

* RisingEvent

e FallingEvent

The default events specify that when an alarm goes out of range, the “firing” of
the alarm will be tracked in both a trap and a log. For example, when an alarm
fires at the rising threshold, the rising event specifies that this information be sent

to both a trap and a log. Likewise, when an alarm passes the falling threshold, the
falling event specifies that this information be sent to a trap and a log.

Events tab

Items in the Events tab specify whether a trap, a log, or a trap and a log is
generated to view alarm activity.

To view the Events tab:

1 From the Device Manager main menu, choose Rmon > Alarm.

The RmonAlarm dialog box opens with the Alarms tab displakéegli(e 68
on page 15p

2 Click the Events tab.
The Events tab opetiBigure 69)

Figure 69 Events tab
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Table 55 describes the Events tab fields.

Table 55 Events tab fields

Field Description

Index Uniquely identifies an entry in the event table. Each entry defines one
event that is to be generated when the appropriate conditions occur.

Description Specifies whether the event is a rising or falling event.

Type Type of notification that the Device Manager provides about this event.

In the case of log, an entry is made in the log table for each event. In
the case of trap, an SNMP trap is sent to one or more management
stations. Possible notifications follow:

* none
* log
o trap
¢ log-and-trap

Community The SNMP community string acts as a password. Only those
management applications with this community string can view the
alarms.

LastTimeSent The value of sysUpTime at the time this event entry last generated an
event. If this entry has not generated any events, this value is zero.

Owner The network management system that created this entry.

Status Normally valid. A not-valid field indicates that an SNMP agent other
than the Device Manager has tried to modify an RMON parameter or
that network conditions have corrupted an SNMP packet sent by the
Device Manager. The status would temporarily appear as “under
creation” and then the status would become either “valid” or the field
would be deleted.

Creating an alarm event

To create an alarm event:

1 From the Device Manager main menu, choose Rmon > Alarms.

The RmonAlarm dialog box opens with the Alarms tab displayed (Figure 68
on page 152).

2 Click the Eventstab.
The Events tab opens (Figure 69 on page 155).
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3 Click Insert.

The RmonAlarms, Insert Events dialog box opens (Figure 70).

Figure 70 RmonAlarms, Insert Events dialog box

¥ 192.32.163.51 - BmonAlamms, Insert Events

Index: |1 1.6595345

Description: |

Type: |© none © log © snmp-trap © log-and-trap

Cnmmunitg.f:l

Chirer: |

Insert Clnsel Help...l

In the Description field, enter a name for the event.

Select the type of event you want.

Default islog-and-trap. You can set the event type to log to reduce traffic from
the switch or to snmp-trap to save memory or for better CPU utilization. If
you select snmp-trap or log-and-trap, you must set trap receivers.

6 Click Insert.

The new event is displayed in the Events dialog box.
Table 56 describes the RmonAlarms, Insert Events dialog box items.

Table 56 RmonAlarms, Insert Events dialog box items

Item Description

Index Uniquely identifies an entry in the event table. Each entry defines one
event that is to be generated when the appropriate conditions occur.

Description Specifies whether the event is a rising or falling event.
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Table 56 RmonAlarms, Insert Events dialog box items (continued)

Item

Description

Type

Type of notification that the Device Manager provides about this event.
In the case of log, an entry is made in the log table for each event. In
the case of trap, an SNMP trap is sent to one or more management
stations. Possible notifications follow:

* none

* log

e trap

¢ log-and-trap

Community

The SNMP community string acts as a password. Only those
management applications with this community string can view the
alarms.

Owner

The network management system that created this entry.

Deleting events

To delete an event:

1 Inthe Eventstab, highlight an event Description.
2 Click Delete.

The event isremoved from the table.

Log tab

The Log tab chronicles and describes the alarm activity, which is then generated

to be viewed.

To view the Log tab:

1 From the Device Manager main menu, choose Rmon > Alarm.

The RmonAlarm dialog box opens with the Alarms tab displayed (Figure 68
on page 152).

2 Click the Log tab.
The Log tab opens (Figure 71).
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Figure 71 Log tab

#%192.32.163.51 - BmonAlarms

Alarms | Events Lod

Time Description

Oh:0rm:als Falling Event

Table 57 describes the Log tab fields.

Table 57 Log tab fields

Field Description

Time The value of sysUpTime when this entry was created.

Description Specifies whether the event is a rising or falling event.
HP OpenView

You can integrate RMON into HP OpenView. To do so, you must set the
HP OpenView path to include the UNIX environment variable. The path isset in
the .cshrcfile.

To integrate RMON into HP openView:

1

To see the path, enter the following:
setenv | grep PATH

A path is displayed similar to this:

PATH=/ usr /| ocal /

xemacs/ bi n/ spar c-sun-sol ari s2. 4:

bi n: / sbin:/usr/sbin:/usr/ccs/bin:/usr/dt/bin:/usr/
openwi n/ bin:/

usr/etc:/usr/uch:/usr/local/bin:/usr/local/share/lib:/
usr/ 1 ocal /

shar e/ bi n: / opt/ OV/ bi n: / hone/ j bl ogs/ bi n: .
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3 Ensure that the HP OpenView directory isin path /opt/OV/bin.

MIB files are shipped with the Device Manager and are located in the
following directory:

dm hpov/ bayst ack_m bs
4 Load each of the MIB filesin the following order:
bayAgent.mib
bayChas.mib
bayChasTraps.mib
bayEM Tmib
baylfex.mib
bayS5Reg.mib
bay S5Rt.mib
bayS5Tcs.mib
baySRoot.mib
rc_vlan.mib
rfc1213.mib
rfc1215.mib
rfc1447.mib
rfc1450.mib
rfc1493.mib
rfc1573 bs.mib
rfc1573 rcc.mib
rfc1643.mib
rfcl757.mib
rfcl757_rcc.mib
rfc1907.mib

Now you can start HP OpenView.
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Log only event bug

HP OpenView versions 4.0 and 5.0 contain bugs that do not affect the integrity of

the product when it stands alone. However, when combined with Device

Manager, unexpected results occur. The “Log only” event categorization bug in
HP OpenView 4.0 causes traps to be written to the ASCII trap log file and to be
displayed in the event browser.

The default category for SNMP traps, such as “link up” and “link down,” happens
to be “Log only.” The correct procedure for an event (trap) with a “Log only”
categorization is that it should only be written to the ASCII trap log file.

In version 4.0, standard SNMP traps are displayed in the event browser when the
default category of “Log only” is selected. However, SNMP traps are not

displayed in the event browser version 5.0, because this bug is fixed. If you were
not aware that version 4.0 had a problem, then you may have erroneously assumed
that the switch was not sending these traps. In this case, you can view the ASCII
trap log file:

/var/ opt/ OVl share/l og/trapd.| og

When you view the log, you can verify that the switch is sending the traps. In fact,
when both HP OpenView and Device Manager are running on a machine, and that
machine is configured on the switch as a trap receiver, HP OpenView receives the
trap. HP OpenView then passes the trap to Device Manager. If Device Manager
displays a trap, HP OpenView has also received the trap.

To display a standard SNMP traps in the event browser for HP OpenView 5.0:

1 From the Options menu, choose Event Configuration.
2 Select enterprise name snmpTraps.

3 Double-click the event (trap) nhame you want.

4 Change the category from Log Only to any event type.

Your choices are Error Events, Threshold Events (normally used for RMON
alarms), Status Events, Configuration Events, or Application Alert Events.

Click OK.

Choose File > Save.
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Chapter 8
Setting up bridging

The Bridge parameters allow you to configure the globa Spanning Tree and to
view MAC address table for a BayStack 350/410/450 switch. Bridge information
aso includes Spanning Tree Group (STG) information.

This chapter describes the bridge information available in Device Manager on the
following tabs:

« Base tal{next)

* Spanning Tree tafpage 163
e Transparent tafpage 167

e Forwarding tal{page 163

» Configuration tak{page 17}
e Status talfpage 173

e Ports tal{page 17%

Base tab

The MAC address used by the bridge must be referred to in a unique fashion;

moreover, it should be the smallest MAC address (numerically) of all ports that
belong to the bridge. However it is only required to be unique when integrated

with dot 1dSt pPri ori ty. A uniqueBri dgel denti fi er is formed that is used

in the spanning tree protocol.

To view the Base tab:

=» From the Device Manager menu bar, select Edit > Bridge.

The Bridge dialog box opens with the Base tab displéyieaire 72)
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Figure 72 Base tab

#5192.32.163.51 - Bridge

Base | Spanning Tree | Transparent mearding'

BridgeAddress: 00:60:fd:bb:0c:82
mHumPorts: 101
Type: transparent-anly

Clnsel Help...l

Table 58 describes the Base tab fields.

Table 58 Base tab fields

Field Description

BridgeAddress | MAC address of the bridge when it is referred to in a unique fashion.
This address should be the smallest MAC address of all ports that
belong to the bridge. However, it is has to be unique. When
concatenated with dotldStpPriority, a unique bridge ID is formed that is
then used in the Spanning Tree Protocol.

NumPorts Number of ports controlled by the bridging entity.

Type Indicates the type of bridging this bridge can perform. If the bridge is
actually performing a certain type of bridging, this will be indicated by
entries in the port table for the given type.

Spanning Tree tab

The Spanning Tree tab displaysthe version of the spanning tree protocol currently
running. If future versions of the | EEE spanning tree protocol are released that are
incompatible with the current version, a new value will be defined.

To view the Spanning Tree tab:

1 From the Device Manager menu bar, choose Edit > Bridge.
The Bridge dialog box opens, with the Base tab displayed.
2 Click the Spanning Tree tab.
The Spanning Tree tab opens (Figure 73).
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Figure 73 Spanning Tree tab

#5192.32.163.51 - Bridge

Base Shanning Tree |Transparent | Farsarding |

ProtocolSpecification: ieeed021d
Priority: [32768 0. 65535
TimeSinceTopologyChanoe: 18h:42m:33s
TopChanges: 42
DesignatedRoot 40:00:00:60:fd:a5:9e:35
FootCost 40
FootPart: 201
MaxAoe: 2000
HelloTime: 200
ForwardDelay: 1500

Table 59 describes the Spanning Tree tab fields.

Table 59 Spanning Tree tab fields

Field

Description

ProtocolSpecification

Version of the spanning tree protocol being run. Values
include:

e decLb100: Indicates the DEC LANbridge 100
spanning tree protocol.

e ieeeB8021d: IEEE 802.1d implementations will return
this entry. When future versions of the IEEE
spanning tree protocol are released that are
incompatible with the current version, a new value
will be defined.

Priority

Value of the writable portion of the bridge ID. That is, the
first two octets of the (8-octet long) bridge ID. The last
six octets of the bridge ID are given by the value of
BridgeAddress.

TimeSinceTopologyChange

Time (in hundredths of a second) since the last time a
topology change was detected by the bridge entity.

TopChanges

Number of topology changes detected by this bridge
since the management entity was reset or initialized.

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



166 Chapter 8 Setting up bridging

Table 59 Spanning Tree tab fields (continued)

Field Description

DesignatedRoot Bridge ID of the root of the spanning tree as determined
by the Spanning Tree Protocol. This is executed by the
node. This value is used as the Root ID parameter in all
configuration bridge PDUs originated by the node.

RootCost Cost of the path to the root as seen from this bridge.

RootPort Port number of the port that offers the lowest cost path
from this bridge to the root bridge.

MaxAge Maximum age of Spanning Tree Protocol information
learned from the network on any port before it is
discarded, in units of hundredths of a second. This is the
actual value that this bridge is currently using.

HelloTime Time between the transmission of Configuration bridge

PDUs by the node on any port when it is the root of the
spanning tree (in units of hundredths of a second). This
is the actual value that the bridge is currently using.

ForwardDelay

Value (in hundredths of a second) that controls how fast
a port changes its spanning state when moving towards
the Forwarding state. The value determines how long
the port stays in each of the Listening and Learning
states, that precede the Forwarding state. The value is
also used when a topology change has been detected
and is underway. This ages all dynamic entries in the
Forwarding Database.

Note: This value is the one that this bridge is currently
using, in contrast to dot1dStpBridge ForwardDelay
which is the value that this bridge and all others would
start using if/when this bridge were to become the root.]

BridgeMaxAge

Value that all bridges use for the maximum age of this
maxAge bridge when the bridge is acting as the root.

Note: 802.1D-1990 specifies that the range is related to
the value of BridgeHelloTime. The granularity of this
timer is specified by 802.1D-1990 to be 1 second. A
badValue error may be returned if the value set is not a
whole number.
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Table 59 Spanning Tree tab fields (continued)

Field Description

BridgeHelloTime Value that the bridge uses for HelloTime when the
bridge is acting as the root. The granularity of this timer
is specified by 802.1D- 1990 to be one second. An agent
may return a badValue error if a set is attempted to a
value that is not a whole number of seconds.

TimeSinceTopologogyChange | Value that all bridges use for ForwardDelay when this
bridge is acting as the root.

Note: 802.1D-1990 specifies that the range for this
parameter is related to the value of
dotldStpBridgeMaxAge. The granularity of this timer is
specified by 802.1D-1990 to be one second. An agent
may return a badValue error if a set is attempted to a
value that is not a whole number of seconds.

Transparent tab

The Transparent tab contains information about a specific unicast MAC address,
which has some forwarding information for the bridge.

To view the Transparent tab:

1 From the Device Manager menu bar, choose Edit > Bridge.

The Bridge dialog box opens, with the Base tab displayed (Figure 72 on
page 164).

2 Click the Transparent tab.
The Transparent tab opens (Figure 74).
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Figure 74 Transparent tab

#5192.32.163.51 - Bridge

Base | Spanning Tree  Transparent |F|:|rwarding |

LearnedEntyDiscards: 0

AgingTime: ISEIEI 10..1000000

Pxpplﬁfl Refreshl Clusel Help...l

Table 60 describes the Transparent tab items.

Table 60 Transparent tab items

Item Description

LearnedEntryDiscard Number of Forwarding Database entries learned that have
been discarded due to a lack of space in the Forwarding
Database. If this counter is increasing, it indicates that the
Forwarding Database is becoming full regularly. This
condition will effect the performance of the subnetwork. If the
counter has a significant value and is not presently
increasing, it indicates that the problem has been occurring
but is not persistent.

AgingTime Time-out period in seconds for aging out dynamically learned
forwarding information.

Note: The 802.1D-1990 specification recommends a default
of 300 seconds.

Forwarding tab
The Forwarding tab displays the MAC forwarding database.
To view the Forwarding tab:

1 From the Device Manager menu bar, choose Edit > Bridge.

The Bridge dialog box opens, with the Base tab displayed (Figure 72 on
page 164).
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2 Click the Forwarding tab.
The Forwarding tab opens (Figure 75).

Figure 75 Forwarding tab

#5192.32.163.51 - Bridge

Base | Spanning Tree | Transparent FDrWEIrdiﬂQl

Status Address Fort
learned \00:02:b3:0b:Ac: 6T | 201
learned 00:60:04:95:18:3d | 201
self 00:60:fd:bh:0c:82 |0
learned \00:a0:c9:15:90:3d | 201
learned \00:cO:4104:.a4:08 |21
learned \00:e0:16:96:92:36 | 201
learned \00:e0:¥b:9a:c1:07 |21

Refreshl | @l 5' Clnsel Help...l
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Table 61 describes the Forwarding tab fields.

Table 61 Forwarding tab fields

Field Description
Status The values of this fields include:

« invalid: Entry is no longer valid, but has not been removed from the
table.

* learned: Value of the corresponding instance of dotldTpFdbPort
was learned and is being used.

« self: Value of the corresponding instance of dotldTpFdbAddress
represents an address of the bridge. The corresponding instance of
dot1dTpFdbPort indicates that a specific port on the bridge has this
address.

« mgmt(5): Value of the corresponding instance of
dot1dTpFdbAddress is also the value of an existing instance of
dotldStaticAddress.

« other: none of the preceding. This would include where some other
MIB object (not the corresponding instance of dotldTpFdbPort or
an entry in the dotldStaticTable) is being used to determine if a
frames addressed to the value of dotldTpFdbAddress are being
forwarded.

Address A unicast MAC address for which the bridge has forwarding or filtering
information.
Port Either the value “0” or the port number on a frame has been seen. The

source address must be equal to the value of the corresponding
instance of dotldTpFdbAddress

A value of “0” indicates that the port number has not been learned, so
the bridge does have the forwarding/filtering information for this
address (located in the dotldStaticTable). You should assign the port
value to this object whenever it is learned even for addresses for which
the corresponding value of dotldTpFdbStatus is not learned(3).
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Spanning tree group (STG)

The spanning tree group (STG) information is stored STG dialog box. Each row
in each tab specifies adifferent STG in the device.

Configuration tab
The Configuration tab in the STG dialog box has general information for the STG,

To view the Configuration tab:

=» From the Device Manager menu bar, choose VLANs > STG,

The STG dialog box opens, with the Configuration tab displayed (Figure 76).

Figure 76 Configuration tab

#%192.32.163.51 - STG

Configuration | Statusl Pnrtsl

[d| BridgeAddress | MumPorts | ProtocolSpecification| Priority | BridoemMaxAge | BridgeHelloTime | Bridh
Q0:60:fd:hb: 081 101|ieeed021d 327647 2000 200

—

BRI Refreshl | | ﬁl @l @l Clnsel He

1 rrnaei'sh

Table 62 describes the Configuration tab items.

Table 62 Configuration tab items

Item Description
ID An identifier used to identify a STG in the device.
BridgeAddress MAC address used by a bridge when it is referred to in a unique

fashion. It is recommended that the number be the smallest
MAC address of all ports belonging to the bridge. However, it is
only required to be unique. When concatenated with Priority, a
unique bridge identifier is formed that is used in the spanning
tree protocol.

NumPorts Number of ports controlled by this bridging entity.
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Table 62 Configuration tab items (continued)

Item

Description

ProtocolSpecification

Version of the spanning tree protocol being run. Values include:

* decLbl100: Indicates the DEC LANbridge 100 spanning tree
protocol.

* ieee8021d: IEEE 802.1d implementations will return this
entry. When future versions of the IEEE spanning tree
protocol are released that are incompatible with the current
version, a new value will be defined.

Priority Value of the writable portion of the bridge ID. That is, the first two
octets of the (8-octet long) bridge ID. The last six octets of the
bridge ID are given by the value of BridgeAddress.

BridgeMaxAge Value that all bridges use for the maximum age of this bridge

when it is acting as the root.

Note: 802.1D-1990 specifies that the range is related to the
value of BridgeHelloTime. The granularity of this timer is
specified by 802.1D-1990 to be 1 second. A badValue error may
be returned if the value set is not a whole number.

BridgeHelloTime

Value that all bridges use for HelloTime when this bridge is
acting as the root.

Note: The granularity of this timer is specified by 802.1D-1990 to
be 1 second. A badValue error may be returned if the value set
is not a whole number.

BridgeForwardDelay

Value that all bridges use for ForwardDelay when this bridge is
acting as the root.

Note: 802.1D-1990 specifies that the range is related to the
value of BridgeHelloTime. The granularity of this timer is
specified by 802.1D-1990 to be 1 second. A badValue error may
be returned if the value set is not a whole number.

PortMembers

Bit-field used to identify the ports in the system that are
members this STG. The bit-field is 32 octets long representing
ports 0 to 255 (inclusive).
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Status tab
The Statustab in the STG dialog box has status information for the STG,

To view the Status tab:

1 From the Device Manager menu bar, choose VLANs > STG.

The STG dialog box opens, with the Configuration tab displayed (Figure 76
on page 171).

2 Click the Status tab.
The Status tab opens (Figure 77).

Figure 77 Status tab

5 192.32.163.51 - STG

Configuration  Status | F'I:urt5|

[d| BridgeAddress | MumPorts | ProtocolSpecification | TimeSinceTopologyChanoe | TopChanoes C
1/00:60:1d: b Oc: 81 101/ieeed021d 18h4Tm.¥s 42 40:01
Kl

E'efreahl | EI r‘%l Close
Table 63 describes the Status tab fields.

Table 63 Status tab fields

Field Description
ID An identifier used to identify a STG in the device.
BridgeAddress MAC address used by a bridge when it is referred to in a

unique fashion. It is recommended that the number be the
smallest MAC address of all ports belonging to the bridge.
However, it is only required to be unique. When
concatenated with Priority, a unique bridge identifier is
formed that is used in the spanning tree protocol.

NumPorts Number of ports controlled by this bridging entity.
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Table 63 Status tab fields (continued)

Field

Description

ProtocolSpecification

Version of the spanning tree protocol being run. Values
include:

¢ decLb100: Indicates the DEC LANbridge 100 spanning
tree protocol.

* ieeeB8021d: IEEE 802.1d implementations will return
this entry. When future versions of the IEEE spanning
tree protocol are released that are incompatible with
the current version, a new value will be defined.

TimeSinceTopologyChange

Time (in hundredths of seconds) since the last topology
change was detected by the bridge entity.

TopChange

Number of topology changes detected by the bridge since
the management entity was last reset or initialized.

DesignatedRoot

Bridge identifier of the root of the spanning tree as
determined by the spanning tree protocol. The value is
used as the root identifier parameter in all configuration
bridge PDUs originated by this node.

RootCost

Cost of the path to the root as seen from the bridge.

RootPort

Port that has the lowest cost path from the bridge to the
root bridge.

MaxAge

Maximum age of spanning tree protocol information
learned from the network on any port before it is discarded,
in units of hundredths of a second. This is the actual value
that this bridge is currently using.

HelloTime

Amount of time between the transmission of configuration
bridge PDUs by this node on any port when it is the root of
the spanning tree (in hundredths of a seconds). This is the
actual value that this bridge is currently using.
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Table 63 Status tab fields (continued)

Field Description

HoldTime Value of the interval length during which no more than two
configuration bridge PDUs shall be transmitted by this
node (in hundredths of a second).

ForwardDelay This time value (in hundredths of a seconds) that controls
how fast a port changes its spanning state when moving
towards the forwarding state.

Value determines how long the port stays in each of the
listening and learning states, which precede the forwarding
state. This is also used when a topology change has been
detected and is underway, to age all dynamic entries in the
forwarding database.

Note: This value is the one that this bridge is currently
using, in contrast to BridgeForwardDelay which is the value
that this bridge and all others would start using ifiwhen this
bridge were to become the root.

Ports tab

The Ports tab displays the current state of the port, as defined by application of the
Spanning Tree Protocol. This state controls what action a port takes on reception
of aframe. If the bridge detects aport that is malfunctioning, it placesthe port into
the “broken” state. For ports that are disabled, the value is “disabled.”

To view the Ports tab:

1 From the Device Manager menu bar, choose VLANs > STG.

The STG dialog box opens, with the Configuration tab displayiaie 76
on page 171
2 Click the Ports tab.

The Ports tab oper{Eigure 78)

Reference for the BayStack 350/410/450 Management Software Operations Version 5.0



176 Chapter 8 Setting up bridging

Figure 78 Ports tab

#5192.32.163.51 - STG

Cunﬂguratinn| Status PDﬁSl

Stgld| Priority | State | EnableStp| FastStart | PathCost| DesignatedRoot| DesignatedCost| Desigh:
1 128/fon. .. (true falze 10/80:00:00:60:1d:... 40/80:00:0C
1 128/fon. .. (true falze 10/80:00:00:60:1d:... 40/80:00:0C
1 128/fon. .. (true falze 10/80:00:00:60:1d:... 40/80:00:0C
1 128/fon. .. (true falze 10/80:00:00:60:1d:... 40/80:00:0C
1 128/fon. .. (true falze 10/80:00:00:60:1d:... 40/80:00:0C
1 128/fon. .. (true falze 10/80:00:00:60:1d:... 40/80:00:0C
1 128/fon. .. (true falze 10/80:00:00:60:1d:... 40/80:00:0C
1 128/fon. .. (true falze 10/80:00:00:60:1d:... 40/80:00:0C
1 128[fon... |true false 10/80:00:00:60:1d:... 40/80:00:0C
1 128[fon... |true false 10/80:00:00:60:1d:... 40/80:00:0C
1 128[fon... |true false 10/80:00:00:60:1d:... 40/80:00:0C
1 128[fon... |true false 10/80:00:00:60:1d:... 40/80:00:0C
1 128[fon... |true false 10/80:00:00:60:1d:... 40/80:00:0C
1 128[fon... |true false 10/80:00:00:60:1d:... 40/80:00:0C
1 128[fon... |true false 10/80:00:00:60:1d:... 40j80:00:0C

Table 64 describes the Ports tab fields.

Table 64 Ports tab fields

Field Description
Stgld STG identifier assigned to this port.
Priority Value of the priority field contained in the first octet of the port ID.

The other octet is given by the value of the “rcStgPort.”

State The current state of the port as defined by application of the
“Spanning Tree Protocol.” These are the instructions the port
takes on a frame when it is received. If the bridge detects a port is
malfunctioning, it will list it as “broken(6).” For ports that are
disabled, the value is “disabled(1).”

EnableStp Enables (True) or disables (False) the spanning tree of the port.

FastStart When this is enabled (True), the port is move to forwarding or
blocking state in 4 seconds.

PathCost Contribution of the port to the pathcost of paths towards the
spanning tree root, including the current port. 802.1D-1990
specifications recommends that the default of this parameter be
in inverse proportion to the speed of the attached LAN.
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Table 64 Ports tab fields (continued)

Field Description

DesignatedRoot The unique “Bridge Identifier.” This is recorded as Root in the
configuration bridge PDUs transmitted by the Designated Bridge
for the segment to which the port is attached.

DesignatedCost Path cost of the Designated Port of the segment connected to the
port. The value is compared to the Root Path Cost field in
received bridge PDUs.

DesignatedBridge Bridge identifier of the bridge that this port considers to be the
Designated Bridge for this port's segment.

DesignatedPort Port identifier of the port on the Designated Bridge for this port's
segment.

ForwardTransitions Number of times this port has transitioned from the learning state
to the forwarding state.
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Chapter 9
Setting up ATM

The ATM options provide information about the portion of the management
information base (MIB) that manages ATM LAN emulation client (LEC) nodes
and the Media dependant adapter (MDA).

From the Edit submenu, you can select two ATM parameters:

e “Atm LEC” (next)
* “Atm MDA” on page 197

Note: The ATM option is supported only in rev D or higher of the
=»| BayStack 350 and the BayStack 450.

Atm LEC

The Atm LEC allows applications to flow across an ATM network just as they
would on an Ethernet network. The Atm LEC is an Ethernet port in a virtual LAN
network that has its own ATM address.

This section describes the ATM information available in Device Manager on the
following tabs:

» Ports tal(page 18)
e Status talfpage 18]}
« Basic tab(page 18%
e Timers tab(page 183
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Others takpage 199
Server VCCs talfpage 192
MacAddress talfpage 194

ARP tab(page 19%

Ports tab

You use the Ports tab to manage Atm LEC specific options.

To view the Ports tab:

- From the Device Manager menu bar, select Edit > Atm LEC.

The AtmLec dialog box opens with the Ports tab displdirglre 79)

Figure 79 Ports tab

5 192.32.163.51 - AtmLec

Parts | Etatusl EIasic' Timers' Others' Eewervccﬂ Macﬁ.ddress' AHF"

[findex| Elantame| LecStatus | LecState | VirtualPortld | Yianld| DesiredPhysicalFort | ActualPhysicalPol
101 | default false notactive 28 EY al
102 default false notactive 26 EY al
103 default false notactive 27 EY al
104 default false notactive 28 EY al
Lonli] Refresh | | ﬁl El @l Close| Help...
4 rows)
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Table 65 describes the Ports tab fields.

Table 65 Ports tab fields

Field

Description

Iflndex

An index value used to identify a LAN emulation client (LEC)
instance. Each LEC is treated as a logical port; therefore, each
LEC has a unique row in the “ifTable” and “rcPort” tables.

ElanName

The ELAN Name this client uses the next time it returns to the its
initial state.

LecStatus

A read/write value used to enable(true)/disable(false) the LEC.

LecState

Indicates the current state of the LEC.

VirtualPortld

Indicates the virtual port mapping of the LEC.

Vlanid

Indicates the VLAN Id membership of the LEC. A values of zero (0)
indicates no membership.

DesiredPhysicalPort

The entry is used to configure the desired physical port the LEC
instance should associate with. Each LEC can only be associated
with one physical port, which then can support one or more LEC
instances. This object can only be written when the status of the
LEC is disabled.

ActualPhysicalPort

This entry is used to display the actual port the LEC instance
should associate with. Each LEC can only be associated with one
physical port, which can then support one or more LEC instances.

FailoverEnable

This entry is used enable or disable the failover feature for the LEC
instance. Failover allows traffic to be moved from a failing port to
the another available port. Use the ActualPhysicalPort to identify
the port currently carrying the traffic. Use the DesiredPhysicalPort
to select a preferred port.

Status tab

The Statustab is aread-only table containing identification, status, and
operational information about the LAN emulation clients this agent manages.

To view the Status tab:

1 From the Device Manager menu bar, select Edit > Atm LEC.
The AtmLec dialog box opens with the Ports tab displayed (Figure 79 on

page 180).
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2 Click the Status tab.
The Status tab opens (Figure 80).

Figure 80 Status tab

#5192.32.163.51 - AtmLec

Forts Status | EIasic' Timersl Othersl 5Ef‘l.l'Ef"v"CCS| Mamddressl ARF"

findex| InterfaceState | LastFailureRespCode | LastFailureState ConfigSemnverAtmAdo
101 initialState nane initial State 00:00:00:00:00:00:00:00:00:00:00:00:0
102 initialState nane initial State 00:00:00:00:00:00:00:00:00:00:00:00:0
103 initialState nane initial State 00:00:00:00:00:00:00:00:00:00:00:00:0
104 initialState nane initial State 00:00:00:00:00:00:00:00:00:00:00:00:0

Kl

4 ronnils)

Table 66 describes the Status tab fields.

Table 66 Status tab fields

Field Description

Ifindex Identifies the logical interface number assigned to the client,
and is used to identify corresponding rows in the interfaces
MIB.

Note: Re-initialization of the management agent may cause
the | f | ndex of a client to change.

InterfaceState Current state of the LAN emulation client.

LastFailureRespCode Status code from the last failed configure response or join
response. Failed responses are those that the configure
response / join response frame contains a non-zero code,
or fails to arrive within a time-out period. If none of this
client’s requests have failed, this object has the value none.

If the failed response contained a status code that is not
defined in the LAN emulation specification, this object has
the value of undef i nedErr or.

The value t i meout is self-explanatory. Other failure
codes correspond to those defined in the specification,
although they may have different numeric values.
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Table 66 Status tab fields (continued)

Field

Description

LastFailureState

State the client was in when updated by the
LastFailureRespCode. If LastFailureRespCode is none,
then this object has the value initialState.

ConfigServerAtmAddress

The ATM address of the LAN emulation configuration server
(if known) or the empty string.

ConfigSource

Indicates whether the LAN emulation client used the LAN
emulation configuration server, and, if so, what method it
used to establish the configuration direct VCC.

The value conf i gl nPr ogr ess indicates configuration
is in progress, and may be used to troubleshoot LECs in the
configuration phase.

ActualLanType

Data frame format that this LAN Emulation Client is using
right now. This may come from

« ConfigLanType
« LAN Emulation Configuration Server
* LAN Emulation Server

This value is related to i f M u and i f Type. See the LEC
management specification for more details.

ActualMaxDataFrameSize

Maximum Data Frame Size. The maximum data frame size
that this LAN Emulation client is using right now. This may
come from

« ConfigMaxDataFrameSize
* LAN emulation configuration server
* LAN emulation server

ActualLanName

The identity of the emulated LAN (ELAN) that this client last
joined or wants to join. This may come from:

e ConfigLanName
« LAN emulation configuration server
* LAN emulation server

ActualLesAtmAddress

LE Server ATM Address. The LAN Emulation Server
address currently in use or most recently attempted. If no
LAN Emulation Server attachment has been tried, this
object's value is the zero-length string.
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Basic tab

The Basic tab describesthe L ECs executed by the host. Each LEC hasarow inthe
MIB-II/RFC interface table that describes the emulated packet interface it
displays to higher layers. Each LEC aso hasarow in thisand other LLEC MIB
tables that describes itsinterface with other LAN emulation components. This
table contains configuration variables, three extension tables contain client status,
performance statistics, and information about control/multicast VCCs.

LECs are created by management. However, the Basic tab does not directly

support row creation.

To view the Basic tab:

1 From the Device Manager menu bar, select Edit > Atm LEC.

The AtmLec dialog box opens with the Ports tab displayed (Figure 79 on
page 180).

2 Click the Basic tab.

The Basic tab opens (Figure 81).

Figure 81 Basic tab

£% 192.32.163.51 - AtmLec

Ports| status Basic | Timers | others | Semvervecs | macaddress | arP |

ElanMame| Confighlode | RowStatus | ConfinlanType | ConfigMaxDataF rameSize | ConfiglesAtmAddre
default automatic notinService |aflane8023 max1 516 39
default automatic notinService |aflane8023 max1 516 39
default automatic notinService |aflane8023 max1 516 39
default automatic notinService |aflane8023 max1 516 39
Graph...l Applyl | ﬁl El @l Clnsel Help...l
4 rovis)
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Table 67 describes the Basic tab fields.

Table 67 Basic tab fields

Field Description

ElanName The ELAN Name this client uses the next time that it returns
to the Initial State.

ConfigMode Indicates how the LEC configures ATM when the device is
restarted. Entries include:

Automatic: Client uses a LAN emulation configuration
server (LECS) to find out the ATM address of the LAN
emulation server (LES). It also obtains other parameters,
including:

» ConfigLanType

« ConfigMaxDataFrameSize

« ConfigLanName.

Note: ConfigLessAtmAddress is ignored.

Manual: Management tells the client the ATM address of its
LES and the values of other parameters, including:

« ConfigLanType

* ConfigMaxDataFrameSize

* ConfigLanName

ConfigLessAtmAddress tells the client which LES to call.

RowStatus This entry is used to create and delete rows in the Basic
tab. The management station cannot change the status of a
primary ATM address to “notinService” or “destroy” unless
ifAdminStatus on the client is set to down and
lecinterfaceState also on the client is set to

initial State.

Secondary ATM addresses may be deleted at any time if
permitted by the agent.

ConfigLanType The data frame format that the client uses the next time it
returns to its initial state.

« Auto-configuring clients use this parameter when
configuring requests.

« Manually-configured clients use it in their join requests.

This MIB will not be overwritten with the new value. Instead,
ActualLanType in the Status tab is updated.
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Table 67 Basic tab fields (continued)

Field Description

ConfigMaxDataFrameSize | Maximum data frame size that the client uses the next time
it returns to the initial state.

« Auto-configuring clients use this parameter when
configuring requests.

« Manually-configured clients use it in their join requests.

This MIB will not be overwritten with the new value. Instead,
ActualMaxDataFrameSize in the Status tab is updated.

ConfigLesAtmAddress This is the LAN emulation server that the client uses the
next time it is started in manual configuration mode.

e Thereis no need to set this address if the ConfigMode is
set to automatic.

e The client uses LECS to find a LES. It then places the
auto-configured address in ActualLesAtmAddress in the
Status tab.

Owner The device that configured this entry and is using the
resources assigned to it.

LECs are created by management. However, the Basic tab does not directly
support row creation.

LecStatistics dialog box

LecStatistics dialog box hastraffic statisticsfor all the LAN emulation clientsthis
host implements. Each row in this dialog box has traffic statistics for one LAN
Emulation client.

To make performance monitoring fast and easy, LecStatistics dialog box tracks
and graphs awide range of statistics. Statistics are maintained for the ATM.

To view the LecStatistics dialog box:

1 From the Device Manager menu bar, select Edit > Atm LEC.

The AtmLec dialog box opens with the Ports tab displayed (Figure 79 on
page 180).

2 Click the Basic tab.
The Basic tab opens (Figure 81 on page 184).
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3 Click anitem to graph.

4 Click Graph.

The lecStatistics dialog box opens (Figure 82).

Figure 82 lecStatistics dialog box

#5192.32.163.51 - LecStatistics 101

lecStatistics

Ahsolutealue
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ArpRepliesOut
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ControlFramesCut
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SwcFailures
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Table 68 describes the lecStatistics dialog box fields.

Table 68 lecStatistics dialog box fields

Field

Description

ArpRequestsOut

Number of LE ARP requests sent over the LANE user-network

interface (LUNI) by this LANE client.

ArpRequestsin

The number of LE ARP requests received over the LUNI by this

LANE client.

Requests may arrive on the Control Direct VCC or on the Control
Distribute VCC, depending upon how the LES is implemented and
the chances it has had for learning. This covers both VCCs.

ArpRepliesOut

Number of LE ARP responses sent over the LUNI by this LANE

client.
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Table 68 lecStatistics dialog box fields (continued)

Field

Description

ArpRepliesin

Number of LE ARP responses received over the LUNI by this
LANE client. This includes all such replies, whether solicited or not.

Replies may arrive on the Control Direct VCC or on the Control
Distribute VCC, depending upon how the LES is implemented.
This counter covers both VCCs.

ControlFramesOut

Number of control packets sent by this LANE client over the LUNI.

ControlFramesin

Number of control packets received by this LANE client over the
LUNI.

SvcFailures

Number of:

¢ Outgoing LLC-multiplexed LANE flows that this client tried, but
failed, to open

¢ Incoming LLC-multiplexed LANE flows that client did not
accept or establish.

Only failures that the LEC is aware and that are clearly
LANE-related are counted.

Timers tab

The Timerstab is aread-only table containing Timers information about the LAN
emulation clients this agent manages.

To view the Timers tab:

1 From the Device Manager menu bar, select Edit > Atm LEC.
The AtmLec dialog box opens with the Ports tab displayed (Figure 79 on

page 180).

2 Click the Timers tab.
The Timers tab opens (Figure 83).
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Figure 83 Timers tab

#5192.32.163.51 - AtmLec

Ports | Status | Basic Timers | others| Servervcos | macaddress | arP |

ControlTimeout| MaxUnknownFrameTime | YocTimeoutPeriod | AgingTime | ForvardDelayTime | Expect
10 1 1200 ano 14
10 1 1200 ano 14
10 1 1200 ano 14
10 1 1200 ano 14

Table 69 describes the Timers tab fields.

Table 69 Timers tab fields

Field

Description

ControlTimeout

Time out period used for most request/response
control frame interactions (as specified elsewhere in
the LAN emulation specification).

In LAN emulation V2.0 (LANE V2.0), this value is the
maximum cumulative time-out for an exponential
back-off algorithm.

MaxUnknownFrameTime

This is the period of time that a LEC can send no more
than maximum unknown frame count frames to the
broadcast and unknown server (BUS) for a given
unicast LAN destination. It must also initiate the
address resolution protocol to resolve that LAN
destination.

This time value is expressed in seconds.

VccTimeoutPeriod

A LEC must release any data direct VCC that it has
not used to transmit or receive any data frames for the
length of the VCC time-out period. This parameter is
only useful for SVC data direct VCCs signalled. It
should not be used for any SVC signalled.

This time value is expressed in seconds. Items to
consider when setting this parameter:

e A default value is 20 minutes

* Avalue of 0 seconds sets the time-out period as
infinite

* Negative values are rejected by the agent.

AgingTime

Maximum time that a LEC maintains an entry for a
unicast LAN destination in the ARP cache. This time
value is expressed in seconds.
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Table 69 Timers tab fields (continued)

Field

Description

ForwardDelayTime

Maximum time that a LEC maintains an entry for a
non-local MAC address in its ARP cache. ltems to
consider when setting this parameter:

« Topology change flag is true.
« ForwardDelayTime should be less than AgingTime
¢ This time value is expressed in seconds

ExpectedArpResponseTime

Maximum time that the LEC expects an ARP request
ARP response cycle to take. This is used for retries
and verifies. This time value is expressed in seconds.

FlushTimeOut Time limit to wait to receive a flush response after the
flush request has been sent and before taking
recovery action. This time value is expressed in
seconds.

PathSwitchingDelay Time since sending a frame to the BUS after which the

LEC assumes that the frame has been either
discarded or delivered. May be used to bypass the
flush protocol. This time value is expressed in
seconds.

ConnectionCompleteTimer

For connection establishment this is the time period in
which data is expected from a calling party. This time
value is expressed in seconds. This parameter is
optional.

Others tab

The Others tab has miscellaneous parameters that may be changed either by the
network manager or by the LECS.

To view the Others tab:

1 From the Device Manager menu bar, select Edit > Atm LEC.
The AtmLec dialog box opens with the Ports tab displayed (Figure 79 on

page 180).
2 Click the Others tab.

The Others tab opens (Figure 84).
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Figure 84 Others tab

#5192.32.163.51 - AtmLec

F'|:|r15| 5tatus| EIasic' Timers Qthers | SewerUCCﬂ Macﬁddressl ARF"

maxlinknownFrameCount| MaxRetryCount| LocalSegment!D ) MulticastSendType | MulticastSendAvgRa
1 1 0|bestEfort
1 1 0|bestEfort
1 1 0|bestEfort
1 1 0|bestEfort

| El @l Clnsel Help...l

Table 70 describes the Others tab fields.

Table 70 Others tab fields

Item Description

MaxUnknownFrameCount This is for LANE V1.0 versions only, and should not be
used except as required for backwards compatibility.

MaxRetryCount Maximum retry count.

LocalSegmentID

Local Segment ID. The segment ID of the emulated LAN.
Only required for IEEE 802.5 clients that are source
routing bridges.

Note: Do not implement except as required for
backwards compatibility.

MulticastSendType

Signalling parameter used by the LEC to specify traffic
parameters when establishing the multicast send VCC for
an emulated LAN.

MulticastSendAvgRate

Signalling parameter that is used by the LEC when
establishing the multicast send VCC.

Forward and backward sustained cell rate are requested
by LEC when setting up multicast send VCC (if using
variable bit rate codings).

MulticastSendPeakRate

Signalling parameter that is used by the LEC when
establishing the multicast send VCC.

Forward and backward peak cell rate are requested by
LEC when setting up the multicast send VCC when using
either variable or constant bit rate codings.

ConfigLecsAtmAddress

Manually configured LECS address that a client may use
in its attempts at auto-configuration.
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Server VCCs tab

The Server VCCstab identifies the control VCCs and multicast VCCsfor each
LECsthat the host implements. Each row in this tab describes the control VCCs

and Multicast VCCsfor one LEC.

To view the Server VCCs tab:

1 From the Device Manager menu bar, select Edit > Atm LEC.

The AtmLec dialog box opens with the Ports tab displayed (Figu
page 180).

2 Click the Server VCCstab.
The Server VCCs opens (Figure 85).

Figure 85 Server VCCs tab

re79 on

£% 192.32.163.51 - AtmLec

Ports | Status | Basic| Timers | Others ServervCes | Macaddress | ARP |

ConfigDirectypi| ConfigDirectyci| ControlDirectypi | ControlDirectyci | ControlDistribute’pi | ControlDist
] 1] 1] 1] 1]
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Table 71 describes the Server VCCstab fields.

Table 71 Server VCCs tab fields

Field

Description

ConfigDirectVpi

If a configuration direct VCC exists, the object contains the VPI
that identifies that VCC at the point where it connects to the LEC.

Otherwise, the value is 0.

ConfigDirectVci

If a configuration direct VCC exists, the object contains the VCI
that identifies that VCC at the point where it connects to this LEC.

Otherwise, this object has the value is 0.

ControlDirectVpi

If the Control Direct VCC exists, the object contains the VPI that
identifies that VCC at the point where it connects to this LEC.

Otherwise, this object has the value is 0.

ControlDirectVci

If the Control Direct VCC exists, the object contains the VCI that
identifies that VCC at the point where it connects to this LEC.

Otherwise, this object has the value is 0.

ControlDistributeVpi

If the Control Distribute VCC exists, the object contains the VPI
that identifies that VCC at the point where it connects to this LEC.

Otherwise, this object has the value is 0.

ControlDistributeVci

If the Control Distribute VCC exists, the object contains the VCI
that identifies that VCC at the point where it connects to this LEC.

Otherwise, this object contains the value is 0.

MulticastSendVpi

If the Multicast Send VCC exists, the object contains the VPI that
identifies that VCC at the point where it connects to this LEC.

Otherwise, this object has the value is 0.

MulticastSendVci

If the Multicast Send VCC exists, the object contains the VCI
which identifies that VCC at the point where it connects to this
LEC.

Otherwise, this object has the value is 0.

MulticastForwardVpi

For LANE V1.0 clients:

If there is a multicast forward VCC, this contains the VPI that
identifies that VCC at the point where it connects to this LEC.

Otherwise, and for a LANE V2.0 clients: The value is 0.

MulticastForwardVci

For a LANE V1.0 client:

If the multicast forward VCC exists, this object contains the VCI
that identifies that VCC at the point where it connects to this LEC.

Otherwise, and for a LANE V2.0 clients: The value is 0.
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MacAddress tab

The MacAddress tab contains entries for all of the registered MAC addresses
belonging to LECs for the agent. The MacAddress features include:

For LANE clients, the entries includes the local unicast MAC address(es).
Each LEC has zero or more local unicast MAC addresses.

For operational LEC, every address in this variable must have been registered
with the LE server.

Two LECs joined to the same emulated LAN must not have the same local
unicast MAC address.

The MAC addresses for an LEC may change during normal operations.

When answering an ARP request for any address in this list, the remote
address bit in the flags field of the ARP response must be clear.

Each table row describes a MAC address and/or ATM address pair registered
for a particular client.

To view the MacAddress tab:

1

From the Device Manager menu bar, select Edit > Atm LEC.

The AtmLec dialog box opens with the Ports tab displaj#églite 79 on
page 18]

Click the MacAddress tab.
The MacAddress tab ope(isigure 86)

Figure 86 MacAddress tab

£ 192.32.163.51 - AtmLec
Ports | status | Basic| Timers | others| Servervcos Macaddress | arp|

Macﬁddresﬂ Macﬁddressﬂtmﬁindinﬂ

[ romis)

Refresh [Q Cj Close| Help...
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Table 72 describes the MacAddress tab fields.

Table 72 MacAddress tab fields

Item

Description

MacAddress

This entry contains all of the registered MAC addresses
belonging to LECs for his agent. For LANE clients, this
includes local unicast MAC Address(es).

Each LEC has zero or more local unicast MAC addresses. In
an operational LEC, every address in this variable must have
been registered with the LE server. Two LECs joined to the
same emulated LAN cannot have the same local unicast
MAC address.

The MAC addresses for a A LEC may change during nhormal
operations. When answering an ARP request for any
address in this list, the remote address bit in the Flag field of
the ARP response must be clear. For a LANE V2.0 client,
this includes multicast MAC addresses

MacAddressAtmBinding

The non-multiplexed ATM address registered for
MacAddress.

ARP tab

The ARP tab provides accessto MAC-to-ATM ARP cache for the ATM LECS.
The tab also contains entries for unicast addresses and for the broadcast address.

For LANE V2.0 clients whose selective multicast flag is set, thistab also contains

multicast address entries.

Each entry establishes a relationship between a LAN destination (externa to the
LEC) and the ATM address for that LAN destination. The ATM LAN emulation
ARP cache entry also containsinformation about the binding of one MAC address

to one ATM address.

To view the ARP tab:

1 From the Device Manager menu bar, select Edit > Atm LEC.
The AtmLec dialog box opens with the Ports tab displayed (Figure 79 on

page 180).
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2 Click the ARP tab.
The ARP tab opens (Figure 87).

Figure 87 ARP tab

%5 192.32.163.51 - AtmLec
F'|:|r15| 5tatus| EIasic' Timersl Othersl SewerUCCﬂ MacAddress ARP |

Macﬁddresﬂ Atmﬁddress| IsRemnteAddress| Entnnypel
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Table 73 describes the ARP tab fields.

Table 73 ARP tab fields

Field

Description

MacAddress

The MAC address that this cache entry provides a translation. Since
ATM LAN Emulation uses an ARP protocol to locate the broadcast/
unknown server, the value may be the broadcast MAC address.

The value could also be a multicast or group MAC address.

Unicast MAC addresses should be unique within any given ATM
emulated LAN. However, there is no requirement that they be
unique across disjointed emulated LANSs.

AtmAddress

The non-multiplexed, LEC or broadcast/multicast service ATM
address that corresponds to the MacAddress.

This value may be determined using the ARP procedure, through
source address learning, or through some other mechanisms.

Note: Some agents may provide write access to this object. The
effect of attempting to write an ATM address to a learned row is
undefined. Agents may disallow the write, accept the write and
change the row’s type, or even accept the write as-is.
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Table 73 ARP tab fields (continued)

Field Description

IsRemoteAddress | Indicates whether the entry is for a local or remote MAC address.
Entries include:

Local: This is a MAC address that is local to the remote client.
True: Address is believed to be remote or its status is unknown.

For an entry created using ARP, this represents the remote address
flag being set in the ARP response. During a topology change
period, remote ARP entries generally age-out faster than others.
That is, they are subject to ForwardDelayTime and AgingTime.

False: Address is believed to be local. That is, it was registered with
the LES by the client whose ATM address is AtmAddress.

For an entry created using ARP, this represents the remote address
flag being set in the ARP response.

EntryType Indicates how the ARP table entry was created and whether it is
aged.

Atm MDA

Atm MDA provides port and server information for your media dependent
adaptor. Atm MDA supports dual OC-3 fiber optic network speed. For more
information on the available moddl s, see Installing Media Dependent Adapters or
Using the BaySack 450 10/100/1000 Series Switch.

The AtmMDA diaog box contains the following tabs:

* Ports tal(nex®
e Server tal{page 193

Ports tab

You use the Ports tab to manage Atm MDA specific options.

To view the Ports tab:

- From the Device Manager menu bar, select Edit > Atm MDA.

The AtmMDA dialog box opens with the Ports tab displafféidure 88)
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#5192.32.163.51 - AtmMDA E3
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Table 74 describes the Ports tab fields.

Table 74 Ports tab fields

Field Description
Cardindex This indicates the ATM card identification.
SigVersion This indicates the version of the signalling entity that is associated

with the ATM port, including:
¢ uni30: Version is UNI 3.0.
¢ uni31: Version is UNI 3.1.

AdminFrameMode

When read, this returns the configured ATM frame mode. When
set, only modes “sonet” and “sdh” are supported.

Server tab

The Server tab provides ATM MDA hardware server information.
To view the Server tab:

1 From the Device Manager menu bar, select Edit > Atm MDA.

The AtmMDA dialog box opens with the Portstab displayed (Figure 79 on

page 180).

Click the Server tab.

The Server tab opens (Figure 89).
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Figure 89 Server tab
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Table 75 describes the Server tab fields.

Table 75 Server tab fields

address.

Field Description
Serverindex An index to the LEC server table.
ServerType The field specifies how the LEC can get to the server and the server

type (LES or LECS). The LEC can connect to either the LECS using
ATM Forum/ILMI/Direct LECS address or the LES using ATM

47.

ServerAddress The field specifies the ATM address (20 octets) of the server when
an ATM address is needed. If an ATM address is not needed, zero
is returned when read. The ATM address must start with a 39, 45, or
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Chapter 10
Configuring security parameters

You can set the security features for a switch so that the actions are performed by
the software when aviolation occurs. The security actions you specify are applied
to all ports of the switch.

This chapter describes the Security information available in Device Manager on
the following tabs:

e General talfnext)

e SecurityList tabjpage 203

« AuthConfig tab(page 20%

e AuthStatus talfpage 209

« AuthViolation tab(page 21}

General tab

The General tab allows you to set and view general security information for the
switch.

To view the General tab:

- From the Device Manager menu bar, select Edit > Security.

The Security dialog box opens with the General tab displ@igdre 90)
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Figure 90 General tab
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Table 76 describes the General tab items.

Table 76 General tab items

Items

Description

AuthSecurityLock

If this parameter is listed as “locked,” the agent refuses alll
requests to modify the security configuration. Entries also include:

e other
* notlocked

AuthCtlPartTime

This value indicates the duration of the time for port partitioning in
seconds. Default: 0 (zero). When the value is zero, port remains
partitioned until it is manually re-enabled.

SecurityStatus

Indicates whether or not the switch security feature is enabled.

SecurityMode

Mode of switch security. Entries include:

* maclist: Indicates that the switch is in the MAC-list mode. You
can configure more than one MAC address per port.

» autolLearn: Indicates that the switch learns the first MAC
address on each port as an allowed address of that port.
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Table 76 General tab items (continued)

Items

Description

SecurityAction

Actions performed by the software when a violation occurs (when
SecurityStatus is enabled). The security action specified here
applies to all ports of the switch.

A blocked address causes the port to be partitioned when

unauthorized access is attempted. Selections include:

* noAction: Port does not have any security assigned to it, or
the security feature is turned off.

e trap: Listed trap.

e partitionPort: Port is partitioned.

e partitionPortAndsendTrap: Port is partitioned and traps are
sent to the trap receive station.

» daFiltering: Port filters out the frames where the destination
address field is the MAC address of unauthorized Station.

« daFilteringAndsendTrap: Port filters out the frames where the
desitnation address field is the MAC address of unauthorized
station. Traps are sent to trap receive station(s).

» partitionPortAnddaFiltering: Port is partitioned and will filter
out the frames with the destination address field is the MAC
address of unauthorized station.

« partitionPortdaFilteringAndsendTrap: Port is partitioned
and will filter out the frames with the destination address field
is the MAC address of unauthorized station. Traps are sent to
trap receive station(s).

Note: “da” means destination address.

CurrNodesAllowed

Current number of entries of the nodes allowed in the AuthConfig
tab.

MaxNodesAllowed

Maximum number of entries of the nodes allowed in the
AuthConfig tab.

PortSecurityStatus Set of ports that security has enabled. The bit-wise of the
PortSecurityStatus and the PortLearnStatus must be an empty
set.

PortLearnStatus Set of ports where auto-learning is enabled.

CurrSecurityLists Current number of entries of the Security listed in the SecurityList
tab

MaxSecurityLists Maximum entries of the Security listed in the SecurityList tab.
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SecurityList tab

The SecurityList tab contains alist of Security port items.

To view the SecurityList tab:

1 From the Device Manager menu bar, select Edit > Security.

The Security window opens with the General tab displayed (Figure 90 on

page 202).

2 Click the SecurityList tab.
The SecurityList tab opens (Figure 91).

Figure 91 SecurityList tab

5 192.32.163.51 - Security

General SEEUFiWLiStlﬁuthCDnﬂg AuthStatus | Authvialation

SecurityListindx| SecurityListMembers
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Apply| Refresh

inserted.

| DEEE | | ﬁl El @l Close| Help...

Table 77 describes the SecurityList tab fields.

Table 77 SecurityList tab fields

Field

Description

SecurityListindx

An index of the security list. This corresponds to the Security
port list that can be used as an index into AuthConfig tab.

SecurityListMembers

The set of ports that are currently members in the Port list.

210245-C




Chapter 10 Configuring security parameters 205

Security, Insert SecurityList dialog box

Security, Insert SecurityList dialog box has editable fields for the SecurityL st tab.
Each row in this dialog box has information that can be updated or changed.

To view the Security, Insert AuthConfig dialog box:

1 From the Device Manager menu bar, select Edit > Security.
The Security window opens with the General tab displayed.
2 Click the SecurityL.ist tab.
The SecurityList tab opens (Figure 91 on page 204).
Click inside arow.
Click Insert.
The Security, Insert SecurityList dialog box opens (Figure 92).

Figure 92 Security, Insert SecurityList dialog box

#5192.32.163.51 - Security. Insert Securit. ..

Securitylistind:: |2 1.32
SecurihfListMembers:l J
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Table 78 describes the Security, Insert AuthConfig dialog box items.

Table 78 Security, Insert AuthConfig dialog box items

Item Description

SecurityListindx An index of the security list. This corresponds to the Security
port list that can be used as an index into AuthConfig tab.

SecurityListMembers The set of ports that are currently members in the Port list.
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AuthConfig tab

The AuthConfig tab contains alist of boards, ports and MAC addresses that have
the security configuration. An SNMP SET PDU for arow in the tab requires the
entire sequence of the MIB objectsin each entry to be stored in one PDU.
Otherwise, GENERR return-valueis returned.

To view the AuthConfig tab:

1 From the Device Manager menu bar, select Edit > Security.

The Security window opens with the General tab displayed (Figure 90 on
page 202).

2 Click the AuthConfig tab.
The AuthConfig tab opens (Figure 93).

Figure 93 AuthConfig tab

#5192.32.163.51 - Security E
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Table 79 describes the AuthConfig tab fields.

Table 79 AuthConfig tab fields

Field Description

Brdindx Index of the slot containing the board on where the port is located.
This value is meaningful only if SecureList value is zero. For other
SecurelList values, this parameter should have the value of zero.

Portindx Index of the port on the board. This value is meaningful only if
SecurelList value is zero. For other SecurelList values, this
parameter should have the value of zero.

MACIndx An index of MAC addresses that are either designated as
al | owed (station) or not - al | owed (station).
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Table 79 AuthConfig tab fields (continued)

Field Description

AccessCtrType Displays whether the node entry is node al | owed or node
bl ocked. A MAC address may be allowed on multiple ports.

SecurelList The index of the security list. This value is meaningful only if

BrdIindx and Portlndx values are set to zero. For other board and
port index values, it should also have the value of zero.

The corresponding MAC Address of this entry is allowed or
blocked on all ports of that this port list.

Security, Insert AuthConfig dialog box

Security, Insert AuthConfig dialog box has editable fields for the AuthConfig tab.
Each row in this dialog box has information that can be updated or changed.

To view the Security, Insert AuthConfig dialog box:

1 From the Device Manager menu bar, select Edit > Security.

The Security window opens with the General tab displayed (Figure 90 on

page 202).

2 Click the AuthConfig tab.
The AuthConfig tab opens (Figure 93 on page 206).

Click inside arow.

Click Insert.

The Security, Insert AuthConfig dialog box opens (Figure 94).
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Figure 94 Security, Insert AuthConfig dialog box
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Table 80 describes the Security, Insert AuthConfig dialog box items.

Table 80 Security, Insert AuthConfig dialog box items

Item

Description

BrdIndx

Index of the board. This corresponds to the index of the slot
containing the board, but only if the index is greater than zero. A
zero index is a wild card.

Portindx

Index of the port on the board. This corresponds to the index of the
last manageable port on the board, but only if the index is greater
than zero. A zero index is a wild card.

MACIndx

An index of MAC addresses that are either designated as
al | owed (station) or not - al | owed (station).

AccessCtrIType

Displays whether the node entry is node al | owed or node
bl ocked. A MAC address may be allowed on multiple ports.

SecurelList

The index of the security list. This value is meaningful only if
BrdIindx and Portlndx values are set to zero. For other board and
port index values, it should also have the value of zero.

The corresponding MAC Address of this entry is allowed or
blocked on all ports of that this port list.
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AuthStatus tab

The AuthStatus tab displays information of the authorized boards and port status
data collection. Information includes actions to be performed when an
unauthorized station is detected and the current security status of a port. An
entries in this tab may include:

e Asingle MAC address

e All MAC addresses on a single port
e Asingle port

e All the ports on a single board

e A particular port on all the boards

e All the ports on all the boards.

To view the AuthStatus tab:

1 From the Device Manager menu bar, select Edit > Security.

The Security window opens with the General tab displakaglie 90 on
page 202

2 Click the AuthStatus tab.
The AuthStatus tab opefBigure 95)

Figure 95 AuthStatus tab

5 192.32.163.51 - Security

General | Securitylist| Authconfiy AuthStatus | Authviolation

AuthiStatusBrdindx | AuthStatusPortind: | AuthStatusMACIndx | CurrenthccessCtrlType | CurrentActionod
1 1/00:00:00:00:00:00  |allow noAction
1 2/00:00:00:00:00:00  |allow noAction
1 3/00:00:00:00:00:00  |allow noAction
1 4/00:00:00:00:00:00  |allow noAction
1 A/00:00:00:00:00:00  |allow noAction
1 BO0:00:00:00:00:00  |allow noAction
1 F00:00:00:00:00:00  |allow noAction
1 2/00:00:00:00:00:00  |allow noAction
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Table 81 describes the AuthStatus tab fields.

Table 81 AuthStatus tab fields

Field

Description

AuthStatusBrdIndx

The index of the board. This corresponds to the index of the
slot containing the board if the index is greater than zero.

AuthStatusPortIindx

The index of the port on the board. This corresponds to the
index of the last manageable port on the board if the index is
greater than zero.

AuthStatusMACIndx

The index of MAC address on the port. This corresponds to
the index of the MAC address on the port if the index is
greater than zero.

CurrentAccessCtriType | Displays whether the node entry is node al | owed or
node bl ocked type.
CurrentActionMode A value representing the type of information contained,

including:
noAction: Port does not have any security assigned to it, or
the security feature is turned off.

partitionPort: Port is partitioned.

partitionPortAndsendTrap: Port is partitioned and traps are
sent to the trap receive station.

Filtering: Port filters out the frames, where the destination
address field is the MAC address of unauthorized station.

FilteringAndsendTrap: Port filters out the frames, where the
destination address field is the MAC address of unauthorized
station. Trap are sent to trap receive station.

sendTrap: A trap is sent to trap receive station(s).

partitionPortAnddaFiltering: Port is partitioned and will filter
out the frames with the destination address field is the MAC
address of unauthorized station.

partitionPortdaFilteringAndsendTrap: Port is partitioned and
will filter out the frames with the destination address field is
the MAC address of unauthorized station. Traps are sent to
trap receive station(s).

CurrentPortSecurStatus

Displays the security status of the current port, including:
« If the port is disabled, notApplicable is returned.
e Ifthe portis in a normal state, portSecure is returned.
e Ifthe port is partitioned, portPartition is returned.
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AuthViolation tab

The AuthViolation tab contains alist of boards and ports where network access
violations have occurred, and aso the identity of the offending MAC addresses.

To view the AuthViolation tab:

1 From the Device Manager menu bar, select Edit > Security.

The Security window opens with the General tab displayed (Figure 90 on
page 202).

2 Click the AuthViolation tab.
The AuthViolation tab opens (Figure 96).

Figure 96 AuthViolation tab
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Table 82 describes the AuthViolation tab fields.

Table 82 AuthViolation tab fields

Field Description

Brdindx The index of the board. This corresponds to the slot containing the
board. The index will be 1 where it is not applicable.

Portindx The index of the port on the board. This corresponds to the port on
that a security violation was seen.

MACAddress The MAC address of the device attempting unauthorized network

access (MAC address-based security).
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Appendix A
Reference documents

For more information about networking concepts, protocols, and topologies, you
may want to consult the following sources:

« RFC 1213 (MIB-II)

* RFC 1493 (Bridge MIB)

 RFC 1573 (Interface MIB)

« RFC 1643 (Ethernet MIB)

e RFC 1757 (Rmon)

* RFC 1271 (Rmon)

« |EEE 802.1D (Standard for Spanning Tree Protocol)
« |EEE 802.3 (Ethernet)

* |EEE 802.1Q (VLAN Tagging)

« |EEE 802.1p (Prioritizing)
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Appendix B
RMON alarm variables

Bridge alarm variables

Table 83 Bridge alarm variables

Variable Definition

dot1dStpTimeSinceTopologyChange.0 | Time (in hundredths of a second) since the last topology change
was detected by the bridge entity.

dot1ldStpTopChanges.0 Number of topology changes detected by this bridge since the
management entity was last reset or initialized.

dotldStpMaxAge.0 The maximum age of Spanning Tree Protocol information learned
from the network on any port before it is discarded, in hundredths of
a second. This is the actual value that this bridge is currently using.

dotldStpPortForwardTransitions Number of times this port has transitioned from the Learning state
to the Forwarding state.

dotldTpPortinFrames Number of frames that have been received by this port from its
segment. Note that a frame received on the interface
corresponding to this port is counted by this object if and only if it is
for a protocol being processed by the local bridging function,
including bridge management frames.

dot1dTpPortOutFrames Number of frames that have been transmitted by this port to its
segment. Note that a frame transmitted on the interface
corresponding to this port is counted by this object if and only if it is
for a protocol being processed by the local bridging function,
including bridge management frames.

dot1ldTpPortinDiscards Count of valid frames received that were discarded (that is, filtered)
by the forwarding process.

dotldTpLearnedEntryDiscards.0 Number of Forwarding Database entries that have been or would
have been learned but have been discarded due to a lack of space
to store them in the Forwarding Database. If this counter is
increasing, it indicates that the forwarding database is regularly
becoming full (a condition that has unpleasant performance effects
on the subnetwork). If this counter has a significant value but is not
presently increasing, it indicates that the problem has been
occurring but is not persistent.
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Interface alarm variables

Table 84 Interface alarm variables

Variable Definition

ifinOctets Number of octets received on the interface, including framing characters.

ifinDiscards Number of inbound packets that were chosen to be discarded even though no
errors had been detected to prevent their being deliverable to a higher-layer
protocol. One possible reason for discarding such a packet could be to free up
buffer space.

ifinErrors For packet-oriented interfaces, the number of inbound packets that contained

errors preventing them from being deliverable to a higher-layer protocol. For
character-oriented or fixed-length interfaces, the number of inbound transmission
units that contained errors preventing them from being deliverable to a
higher-layer protocol.

iflnUnknownProtos

For packet-oriented interfaces, the number of packets received via the interface
that were discarded because of an unknown or unsupported protocol. For
character oriented or fixed-length interfaces that support protocol multiplexing,
the number of transmission units received via the interface that were discarded
because of an unknown or unsupported protocol. For any interface that does not
support protocol multiplexing, this counter will always be 0.

ifOutOctets

Number of octets transmitted out of the interface, including framing characters.

ifOutDiscards

Number of outbound packets that were chosen to be discarded even though no
errors had been detected to prevent their being transmitted. One possible reason
for discarding such a packet could be to free up buffer space.

ifOutErrors

For packet-oriented interfaces, the number of outbound packets that could not be
transmitted because of errors. For character-oriented or fixed-length interfaces,
the number of outbound transmission units that could not be transmitted because
of errors.

ifOperStatus

The current operational state of the interface. The testing(3) state indicates that
no operational packets can be passed. If ifAdminStatus is down (2), then
ifOperStatus should be down (2). If ifAdminStatus is changed to up (1), then
ifOperStatus should change to up (1) if the interface is ready to transmit and
receive network traffic; it should change to dormant (5) if the interface is waiting
for external actions (such as a serial line waiting for an incoming connection);

it should remain in the down (2) state if and only if there is a fault that prevents it
from going to the up (1) state.

ifLastChange

The value of sysUpTime at the time the interface entered its current operational
state. If the current state was entered prior to the last reinitialization of the local
network management subsystem, then this object contains a zero value.
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Ethernet errors alarm variables

Table 85 Ethernet errors alarm variables

Variable

Definition

dot3StatsAlignmentErrors

A count of frames received on a particular interface that are not an
integral number of octets in length and do not pass the Frame
Check Sequence (FCS) check. The count represented by an
instance of this object is incremented when the alignmentError
status is returned by the MAC service to the LLC (or other MAC
user). Received frames for which multiple error conditions obtain
are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error status
presented to the LLC.

dot3StatsFCSErrors

A count of frames received on a particular interface that are an
integral number of octets in length but do not pass the FCS check.
The count represented by an instance of this object is incremented
when the frameCheckError status is returned by the MAC service
to the LLC (or other MAC user). Received frames for which
multiple error conditions obtain are, according to the conventions
of IEEE 802.3 Layer Management, counted exclusively according
to the error status presented to the LLC.

dot3StatsSingleCollisionFrames

A count of successfully transmitted frames on a particular interface
for which transmission is inhibited by exactly one collision. A frame
that is counted by an instance of this object is also counted by the
corresponding instance of either the ifOutUcastPkts,
ifOutMulticastPkts, or ifOutBroadcastPkts, and is not counted by
the corresponding instance of the
dot3StatsMultipleCollisionFrames object.

dot3StatsMultipleCollisionFrames

A count of successfully transmitted frames on a particular interface
for which transmission is inhibited by more than one collision.

A frame that is counted by an instance of this object is also
counted by the corresponding instance of either the
ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts, and is
not counted by the corresponding instance of the
dot3StatsSingleCollisionFrames object.

dot3StatsSQETestErrors

A count of times that the SQE TEST ERROR message is
generated by the PLS sublayer for a particular interface. The SQE
TEST ERROR message is defined in section 7.2.2.2.4 of ANSI/
IEEE 802.3-1985 and its generation is described in section 7.2.4.6
of the same document.

dot3StatsDeferredTransmissions

A count of frames for which the first transmission attempt on a
particular interface is delayed because the medium is busy.
The count represented by an instance of this object does not
include frames involved in collisions.
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Table 85 Ethernet errors alarm variables (continued)

Variable

Definition

dot3StatsLateCollisions

Number of times that a collision is detected on a particular
interface later than 512 bit-times into the transmission of a packet.
Five hundred and twelve bit-times corresponds to 51.2
microseconds on a 10 Mb/s system. A (late) collision included in
a count represented by an instance of this object is also
considered as a (generic) collision for purposes of other
collision-related statistics.

dot3StatsExcessiveCollisions

A count of frames for which transmission on a particular interface
fails due to excessive collisions.

dot3StatsinternalMacTransmitErrors

A count of frames for which transmission on a particular interface
fails due to an internal MAC sublayer transmit error. A frame is only
counted by an instance of this object if it is not counted by the
corresponding instance of either the dot3StatsLateCollisions
object, the dot3StatsExcessiveCollisions object, or the
dot3StatsCarrierSenseErrors object.

The precise meaning of the count represented by an instance of
this object is implementation- specific. In particular, an instance of
this object may represent a count of transmission errors on a
particular interface that are not otherwise counted.

dot3StatsCarrierSenseErrors

Number of times that the carrier sense condition was lost or never
asserted when attempting to transmit a frame on a particular
interface. The count represented by an instance of this object is
incremented at most once per transmission attempt, even if the
carrier sense condition fluctuates during a transmission attempt.

dot3StatsFrameToolLongs

A count of frames received on a particular interface that exceed the
maximum permitted frame size. The count represented by an
instance of this object is incremented when the frameTooLong
status is returned by the MAC service to the LLC (or other MAC
user). Received frames for which multiple error conditions obtained
are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error status
presented to the LLC.

dots3StatsinternalMacReceiveErrors

A count of frames for which reception on a particular interface fails
due to an internal MAC sublayer receive error. A frame is only
counted by an instance of this object if it is not counted by the
corresponding instance of either the dot3StatsFrameToolongs
object, the dot3StatsAlignmentErrors object, or the
dot3StatsFCSErrors object.

The precise meaning of the count represented by an instance of
this object is implementation specific. In particular, an instance of
this object may represent a count of receive errors on a particular
interface that are not otherwise counted.
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Rmon alarm variables

Table 86 Rmon alarm variables

Variable Definition

etherStatsOctets Number of octets of data (including those in bad packets) received on the
network (excluding framing bits but including FCS octets). This object can
be used as a reasonable estimate of Ethernet utilization. For greater
precision, sample the etherStatsPkts and etherStatsOctets objects before
and after a common interval.

etherStatsPkts Number of packets (including bad packets, broadcast packets, and
multicast packets) received.

etherStatsBroadcastPkts Number of good packets received that were directed to the broadcast
address. Note that this number does not include multicast packets.

etherStatsMulticastPkts Number of good packets received that were directed to a multicast
address. Note that this number does not include packets directed to the
broadcast address.

etherStatsCRCAlignErrors Number of packets received that had a length (excluding framing bits, but
including FCS octets) of between 64 and 1518 octets, inclusive, but had
either a bad Frame Check Sequence (FCS) with an integral number of
octets (FCS Error) or a bad FCS with a nonintegral number of octets
(Alignment Error).

etherStatsUndersizePkts Number of packets received that were less than 64 octets long (excluding
framing bits, but including FCS octets) and were otherwise well formed.

etherStatsOversizePkts Number of packets received that were longer than 1518 octets (excluding
framing bits, but including FCS octets) and were otherwise well formed.

etherStatsFragments Number of packets received that were less than 64 octets in length
(excluding framing bits but including FCS octets) and had either a bad
Frame Check Sequence (FCS) with an integral number of octets (FCS
Error) or a bad FCS with a nonintegral number of octets (Alignment Error).
Note: It is entirely normal for etherStatsFragments to increment because it
counts both runts (which are normal occurrences due to collisions) and
noise hits.

etherStatsCollisions Best estimate of the number of collisions on this Ethernet segment.
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IP alarm variables

Table 87 IP alarm variables

Variable

Definition

ipInReceives.0

Number of input datagrams received from interfaces, including those
received in error.

ipInHdrErrors.0

Number of input datagrams discarded due to errors in their IP headers,
including bad checksums, version number mismatch, other format errors,
time-to-live exceeded, errors discovered in processing their IP options.

ipAddrErrors.0

Number of input datagrams discarded because the IP address in their IP
header’s destination field was not a valid address to be received at this
entity. This count includes invalid addresses (for example, 0.0.0.0) and
addresses of unsupported Classes (for example, Class E). For entities
that are not IP Gateways and therefore do not forward datagrams, this
counter includes datagrams discarded because the destination address
was not a local address.

ipForwDatagrams.0

Number of input datagrams for which this entity was not their final IP
destination, as a result of which an attempt was made to find a route to
forward them to that final destination. In entities that do not act as

IP gateways, this counter will include only those packets that were
Source-Routed via this entity and the Source-Route option processing
was successful.

ipUnknownProtos.0

Number of locally addressed datagrams received successfully but
discarded because of an unknown or unsupported protocol.

ipInDiscards.0

Number of input IP datagrams for which no problems were encountered
to prevent their continued processing, but that were discarded (for
example, for lack of buffer space). Note that this counter does not include
any datagrams discarded while awaiting reassembly.

ipInDelivers.0

Number of input datagrams successfully delivered to IP user-protocols
(including ICMP).

ipOutRequests

Number of IP datagrams that local IP user-protocols (including ICMP)
supplied to IP in requests for transmission. Note that this counter does
not include any datagrams counted in ipForwDatagrams.

ipOutDiscards.0

Number of output IP datagrams for which no problem was encountered to
prevent their transmission to their destination, but that were discarded
(for example, for lack of buffer space). Note that this counter would
include datagrams counted in ipForwDatagrams if any such packets met
this (discretionary) discard criterion.

ipOutNoRoutes.0

Number of IP datagrams discarded because no route could be found to
transmit them to their destination. Note that this counter includes any
packets counted in ipForwDatagrams that meet this ‘no-route’ criterion.
Note that this counter includes any datagrams that a host cannot route
because all of its default gateways are down.
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Table 87 P alarm variables (continued)

Variable Definition

ipFragOKs.0 Number of IP datagrams that have been successfully fragmented at this
entity.

ipFragFails.0 Number of IP datagrams that have been discarded because they needed

to be fragmented at this entity but could not be, for example, because
their Don’t Fragment flag was set.

ipFragCreates.0

Number of IP datagram fragments that have been generated as a result
of fragmentation at this entity.

ipReasmReqds.0

Number of IP fragments received that needed to be reassembled at this
entity.

ipReasmOks.0

Number of IP datagrams successfully reassembled.

ipReasmFails.0

Number of failures detected by the IP reassembly algorithm (for whatever
reason: timed out, errors, and so forth). Note that this is not necessarily a
count of discarded IP fragments because some algorithms (notably the
algorithm in RFC 815) can lose track of the humber of fragments by
combining them as they are received.

icmpInSrcQuenchs.0

Number of ICMP Source Quench messages received.

icmpInRedirects.0

Number of ICMP Redirect messages received.

icmplnEchos.0

Number of ICMP Echo (request) messages received.

icmpInEchoReps.0

Number of ICMP Echo Reply messages received.

icmpnTimestamps.0

Number of ICMP Timestamp (request) messages received.

icmpInTimestampReps.0

Number of ICMP Timestamp Reply messages received.

icmplnAddrMask.0

Number of ICMP Address Mask Request messages received.

icmpInAddrMaskReps.0

Number of ICMP Address Mask Reply messages received.

icmpIlnParmProbs.0

Number of ICMP Parameter Problem messages received.

icmpnDestUnreachs.0

Number of ICMP Destination Unreachable messages received.

icmpInTimeExcds.0

Number of ICMP Time Exceeded messages received.

icmpOutSrcQuenchs.0

Number of ICMP Source Quench messages sent.

icmpOutRedirects.0

Number of ICMP Redirect messages sent. For a host, this object will
always be zero, because hosts do not send redirects.

icmpOutEchos.0

Number of ICMP Echo (request) messages sent.

icmpOutEchoReps.0

Number of ICMP Echo Reply messages sent.

icmpOutTimestamps.0

Number of ICMP Timestamp (request) messages sent.

icmpOutTimestampReps.0

Number of ICMP Timestamp Reply messages sent.

icmpOutAddrMasks.0

Number of ICMP Address Mask Request messages sent.
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Table 87 P alarm variables (continued)

Variable

Definition

icmpOutAddrMaskReps.0

Number of ICMP Address Mask Reply messages sent.

icmpOutParmProbs.0

Number of ICMP Parameter Problem messages sent.

icmpOutDestUnreachs.0

Number of ICMP Destination Unreachable messages sent.

icmpOutTimeExcds

Number of ICMP Time Exceeded messages sent.

SNMP alarm variables

Table 88 SNMP alarm variables

Variable

Definition

snmplnPkts.0

Number of messages delivered to the SNMP entity from the transport
service.

snmpOutPkts.0

Number of SNMP messages that were passed from the SNMP
protocol entity to the transport service.

snmplnBadVersions.0

Number of SNMP messages that were delivered to the SNMP protocol
entity and were for an unsupported SNMP version.

snmpBadCommunityNames.0

Number of SNMP messages delivered to the SNMP protocol entity
that used an SNMP community hame not known to said entity.

snmpBadCommunityUses.O

Number of SNMP messages delivered to the SNMP protocol entity
that represented an SNMP operation that was not allowed by the
SNMP community hamed in the message.

snmpInASNParseErrs.0

Number of ASN.1 or BER errors encountered by the SNMP protocol
entity when decoding received SNMP messages.

snmplnTooBigs.0

Number of SNMP PDUs that were delivered to the SNMP protocol
entity and for which the value of the error-status field is tooBig.

snmplnNoSuchNames.0

Number of SNMP PDUs that were delivered to the SNMP protocol
entity and for which the value of the error-status field is noSuchName.

snmplnBadValues.O

Number of SNMP PDUs that were delivered to the SNMP protocol
entity and for which the value of the error-status field is badValue.

snmplnReadOnlys.0

Number of valid SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
readOnly. It should be noted that it is a protocol error to generate an
SNMP PDU that contains the value readOnly in the error-status field,
as such this object is provided as a means of detecting incorrect
implementations of the SNMP.
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Table 88 SNMP alarm variables (continued)

Variable

Definition

snmpIinGenErrs.0

Number of SNMP PDUs that were delivered to the SNMP protocol
entity and for which the value of the error-status field is genErr.

snmplnTotalReqVars.0

Number of MIB objects that have been retrieved successfully by the
SNMP protocol entity as the result of receiving valid SNMP
Get-Request and Get-Next PDUSs.

snmplnTotalSetVars.0

Number of MIB objects that have been altered successfully by the
SNMP protocol entity as the result of receiving valid SNMP
Set-Request PDUs.

snmpinGetRequests.0

Number of SNMP Get-Request PDUs that have been accepted and
processed by the SNMP protocol entity.

snmpinGetNexts.0

Number of SNMP Get-Next PDUs that have been accepted and
processed by the SNMP protocol entity.

snmplinSetRequests.0

Number of SNMP Set-Request PDUs that have been accepted and
processed by the SNMP protocol entity.

snmplinGetResponses.0

Number of SNMP Get-Response PDUs that have been accepted and
processed by the SNMP protocol entity.

snmplinTraps.0

Number of SNMP Trap PDUs that have been accepted and processed
by the SNMP protocol entity.

snmpOutTooBigs.0

Number of SNMP PDUs that were generated by the SNMP protocol
entity and for which the value of the error-status field is tooBig.

snmpOutNoSuchNames.0

Number of SNMP PDUs that were generated by the SNMP protocol
entity and for which the value of the error-status field is noSuchName.

snmpOutBadValues.0

Number of SNMP PDUs that were generated by the SNMP protocol
entity and for which the value of the error-status field is badValue.

snmpOutGenErrs.0

Number of SNMP PDUs that were generated by the SNMP protocol
entity and for which the value of the error-status field is genErr.

snmpOutGetRequests.0

Number of SNMP Get-Request PDUs that have been generated by
the SNMP protocol entity.

snmpOutGetNexts.0

Number of SNMP Get-Next PDUs that have been generated by the
SNMP protocol entity.

snmpOutSetRequests.0

Number of SNMP Set-Request PDUs that have been generated by
the SNMP protocol entity.

snmpOutGetResponses.0

Number of SNMP Get-Response PDUs that have been generated by
the SNMP protocol entity.

snmpOutTraps.0

Number of SNMP Trap PDUs that have been generated by the SNMP
protocol entity.
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