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1. JlokymeHTanMsA

JlaHHBI TEeKCT HE SBISETCS O(PUIMANBHBIM  JOKYMEHTOM IO  HACTPOWKE
obopynoBanusi Komnanuu Extreme Networks. Llens nannoro nokymenra — ObicTpoe
6a30BO€ 3HAKOMCTBO C HaCTPOMKON KOMMyTaTopoB Extreme.

Ha odunmansnom caiite Komnanun Extreme Networks www.extremenetworks.com
MOYKHO HAWTH CIEAYIOUINE TOKYMEHTHI:

* Hardware Installation Guides
* Command Reference

¢ Concepts Guide

* Data sheets

Ha caiite Texnuueckoil momnepxku http://esupport.extremenetworks.com MoxKHO
HAWTH CIEAYIONLY0 HHPOPMAIIHUIO:

* Release notes

* Tlocneanee 110

Kpome Ttoro, ectb HeodummanbHbiii Onor: http://extremeblogger.ru/ Ha KoTOpOoM
MOKHO HAWTH JOTOJIHUTEIbHYIO HH()OPMAIIHIO.

Bce ocranbHbIe pecypchl B 30HE .ru HHMKakoro otHoineHus k Kommanwm Extreme
Networks He HMEIOT W MOTYT COAEPKaTh OIIMOOYHYI0 WM YCTApEBIIYIO
UH(POPMALIHIO.




2. lloakyIr0YeHHEe K KOMMYTATOPY

2.1. Bseaenue
KommyTtatopsr Extreme Networks nuMeroT cinenyromune 0COOEHHOCTH:

Kaxnpiii kommyTtarop Extreme umeer BoigeneHusiii Ethernet mopt ms out of band
yIpaBJIEHUS a TaK e KOHCONbHbIN RS232 nopr.

Y  xommyrtaropoB Extreme cymectByer mnonstue Virtual Router (VR),
IpeJcTaBisgtoniee co00i JIOTMUECKYIO0 CYIIHOCTb, KOTOPOW NpUHAIJIEKAT HOPTHl U
VLAN xommyratopa. B kaxmaom VR cBos Tabnuia KOMMyTallMy U MapIIpyTU3aIUH.
IIo ymomuanuro, B KoMMyTaTope co3aanbl VR-Mgmt, KOTOpOMY NpHHAJICKUT
Management mopt u VR-Default, koropoMy npuHaaieKaT BCE OCTAIbHBIE MOPTHI
KOMMYTaTopa.

Tak >xe MoxHO co3faBath cBou VR. BayTpu VR MokHO co3naBath vrf.

Kaxnplii koMMyTaTop MMeeT jaBa partition ajs XpaHeHHs 0Opa3oB ONEPALMOHHON
CUCTeMBl ~ KOMMyTaropa. Partition Ha3eBatroTcs  primary u  secondary.
CoOTBETCTBEHHO Ha 3TH JBE partition MOKHO MPOWHCTAIUPOBATH JIBAa pa3HbIX 00pa3a
I10.

st mpocMoTpa, kakast Bepeus I10 3arpyxena u kakas Bepcus OyJeT BbIOpaHa MpH
CJICAYIONICH 3arpy3Ke HEOOXOJMMO BBIITOIHUTH KOMAHY':

show switch

VDB.1 # show switch

SysName: VDB

SysLocation:

SysContact: support@extremenetworks.com, +1 888 257 3000
System MAC: 00:04:96:26:6D:76

System Type:  X450e-48p

SysHealth check: Enabled (Normal)
Recovery Mode: All
System Watchdog: Enabled

Current Time:  Tue Sep 20 22:13:16 2011

Timezone: [Auto DST Disabled] GMT Offset: 0 minutes, name is UTC.
Boot Time: Tue Sep 20 22:11:28 2011

Boot Count: 283

Next Reboot:  None scheduled

System UpTime: 1 minute 48 seconds

Current State:  OPERATIONAL
Image Selected: primary

Image Booted: secondary >
Primary ver:  12.5.2.6

Secondary ver: 12.4.2.17



Config Selected: primary.cfg
Config Booted: primary.cfg

primary.cfg  Created by ExtremeXOS version 12.5.2.6
278372 bytes saved on Tue Aug 30 14:27:29 201

Jis BeIOOpa, kakas Bepcuss [IO Oymer BbIOpaHa TpU CIEAYIOIIECH 3arpys3ke
KOMMYTATOpa, HeO6XOI[I/IMO BBITIOJIHUTb KOMAaHAY:

use image < primary / secondary >

OCHOBHOM, UCIOJNB3YEMBIi 1O YMOIYaHHIO KOH(UTYPAaLMOHHBINA (hailn HaszbIBaeTcs
primary.cfg.

Tak e CTOMT OTMETHTHh MOJJICPKKY pa3IUYHBIX CKPUITOB. VX MOXXHO mHHUCaTh
HETIOCPEJCTBEHHO B BCTPOCHHOM peniakrope VI mim 3arpyxatb Kak aiiisr *.pol.

OCHOBHBIMHU JJOKYMEHTaMU IO HacTpoiike obopymoBanus sBisiroTcest Concept Guide u

Command  Reference.  JlaHHble  JOKYMEHTBI  HAaXOOATCA IO  aJipecy:
http://www.extremenetworks.com/Resources/library.aspx

2.2. Jocrtyn k koncoaun CLI kommyTaTtopa
Kaxnprit kommytarop Extreme Networks mmeeT BbIeI€HHBIA KOHCOIBHBIN TOPT JUIS
ylnpaBjieHUsl. B KOMIUIEKTE ¢ KOMMYTaTOpOM IIOCTAaBJIA€TCS KOHCOJIBHBIA IIHYD
(uoaeTOBOrO IBETA.

Hwuke mpuBeeHbl HACTPOMKH 110 YMOJIYAHUIO ISl KOHCOJIBHOT'O IIOpPTAa:

Table 1 — HacTpoiiky o yMoJI9aHHUIO 1Jisl KOHCOJILHOIO MOPTA

ITapamerp ATpudyT

Physical Connectors DB-9 / Male

Serial Equipment Type Data Terminal Equipment (DTE)
Baud Rate 9600

Data Bits 8

Stop Bits 1

Parity None

Flow Control XON/XOFF

Hoctyn k CLI BO3MOXeH yepe3 KOHCOJIbHBIN TOPT, TPOTOKOIbI telnet u SSH.
Bo3moxHOCT noOAKIIOUEHUs MO IpoTokody SSH mosBiseTcst mocie yCTaHOBKU
JOTOJTHUTEIBHOTO MOJYJIS, MPEACTABISIOMEro co0oi OTAeNbHbIN daitn. Momynb
COBEPIIEHHO OeCIIaTeH U MOXKET OBITh IIPEJOCTABIIECH ITAPTHEPOM.

2.3. Jlorunsbl u failsafe account
KommyTarop nogaepsKuBaer 1Ba ypoBHS IIPUBUIICTUN:
e User (IoCTy TOJBKO HA YTEHHE)
*  Administrator (TOJHBINA JOCTYT)




[To ymomyanuio co3fansl ABa akkayHrta: admin u user. [laponu y 1aHHBIX aKKayHTOB
110 YMOJIYaHHIO MyCThIe.

Co3nanne HOBOTO aKKayHTa:
create account [admin | user] <account-name> {encrypted <password>}

Jns 3aliuThl  OT MOTEPH MAapoyis OT AaKKAayHTOB IIOJIb30BATENCH, HMEIOIIUX
aJIMUHUCTPATUBHBIA JOCTYI, UMEETCs BO3MOXKHOCTb CO3JaTh cHenuaibHbli failsafe
aKKayHT, KOTOPBIH MOXHO HCIOJIB30BAaTh JJIsi BOCCTAHOBIICHHS. DTOT aKKayHT HE
otoOpakaeTcs py BBIMOJHEHHH KOMaH bl show accounts.

Hacrtpoiika failsafe akkayHTa mpou3BoIuTCS ClieyrOmuUM 00pa3om:
Hacrpoiika noruna u napois:

configure failsafe-account

enter failsafe user name: blue5green

enter failsafe password.:

enter password again:

Hacrpoiika npusuneruii:
configure failsafe-account {[deny | permit] [all | control | serial | ssh {vr <vrname>}
| telnet {vr <vr-name>}]}

2.4. Hymepanus nopTros

B ¢ukcupoBaHHBIX MOJCISIX KOMMYTaTOPOB, HE OOBbEAMHEHHBIX B CTEK MOPTHI HMEIOT
CKBO3HYIO Hymepauuto tuna: 1, 2, 3 uta.

B MomynbHBIX KOMMYTaTOpax, a Tak kK€ B KOMMYyTaropax, OObCIMHEHHBIX B CTEK,
MOPTHI UIMEIOT CKBO3HYIO HyMmepanuio Turna <module>:<port>. Hampumep, 3:1, 2:17,
5:23 utn.

[Tpu HacTpolike KOMMYyTaTOpa MOPTHI MOKHO MPOIHUCHIBATE CICIYIOIIUM 00pa3oMm:
*  UYepes zamsaryro: 1,12,23 unu 1:1,2:27,3:23
* Yepes tupe: 1-17 nnu 4:4-14
e (Cwmemanso: 1-4,23 wim 4:4-14,5:7

2.5. SSH

Bo3moxHOCT mOAKIIOUEHUS 1O IpoTokody SSH mosBiseTcst mocie yCTaHOBKU
JOTIOJTHUTEIBHOTO MOJYJIS, MPEACTABISIOMEro co0oi OTAeNbHbIN ¢aitn. Momynb
COBEPIIICHHO OECIIJIATeH U MOKET OBITh CKavaH C caiita extemenetworks.com.

Hwuxe onucana nociieqoBaTeNbHOCTh IEUCTBUH 111 akTUBAMU MOAy st SSH2:

Jns 3arpy3ku SSH Motysisi HA KOMMYTaTOp, HEOOXOIUMO BBITTOJHUTH KOMAHTY:
download image 10.10.10.2 summitX-12.7.1.3-ssh.xmod



AKTHBAIUS] HOBOTO ITPOIPAMMHOTO MOJIYJISL:
run update

3anyck moaynst SSH:
start process exsshd

I'enepanus HOBOrO Kitoya:
configure ssh2 key

Bxirouenue SSH2:
enable ssh2

2.6. CepuiiHblii HOMEp KOMMYTAaTOpPA

Yro OBl MOCMOTPETh CEpUHHBIA HOMEP KOMMYTaTopa, HEOOXOAMMO BBINOJIHUTH
KOMaHJy:

show version

Switch  : 800190-00-02 0634G-00406 Rev 2.0 BootROM: 1.0.5.5 IMG: 12.5.2.6
XGM2-1  : N/A N/A Rev 0.0

Image : ExtremeXOS version 12.5.2.6 vi252b6 by release-manager

on Tue Mar 1 17:38:45 PST 2011
BootROM : 1.0.5.5

2.7. JIMueH3HMpoBaHHE KOMMYTAaTOpa

KommyTtaropsr Extreme Networks uMerot cienyromnue ypoBHY JIMIIEH3UPOBAHHMS:

e [2-Edge

e Edge

* Advanced Edge
* Core

A Ttak xe nBa Feature Pack:
e Direct Attach
e MPLS

B mpunoxennn A Concept Guide MOXXHO HalTH TaOMUIBI C OMUCAHHUEM Ka)JIOTO
ypoBHs nuneH3upoBanus u Feature Pack.

Jlist TOro 4toObl MOCMOTPETh TEKYIIMH YpPOBEHb JIMIICH3UPOBAHHS KOMMYTATOpa,
HEOOXOUMO BBITIOJTHUTH KOMaH/IY:
show license

Slot-1 Stack. 1 # show licenses
Enabled License Level:
Advanced Edge



Enabled Feature Packs:
None

Effective License Level:
Advanced Edge

Slot-1 Stack.2 #

HoBgurit HHHCHSHOHHBIﬁ KJIXOY UMCCT (bOpMaTI XXXX=-XXXX-XXXX-XXXX-XXXX.

Jlnist 100aBICHUS HOBOM JIUIICH3MH HEOOXOIMMO BBITTOJIHUTH KOMaH/TY:
enable license {software} <key>

Hanpuwmep:

enable license 2d5e-0e84-e87d-c3fe-bfff



3. 1O n koHpuUrypanuoHHbie payibl

3.1. Oonosaenue 11O
Kaxnplii koMMyTaTop MMeeT jaBa partition ajs XpaHeHHs 0Opa30B ONEPALMOHHON
CHCTEMBI KOMMYTATOPA.
3arpysxats HOBoe [10 HE0OX0qMMO Ha HE aKTUBHYIO partition.
[Tocmotpets [10 Ha KOMMyTaTOpe MOXHO BBIITOJHUB KOMaHay show switch.

Hnst 3arpy3ku HOBoro 11O Ha xommytarop HeoOxoammo umerb TFTP-cepsep u
noctyn no IP mexny omnum m3 VR kommyratopa (VR-Mgmt wim VR-Default) u
TFTP cepepom.

Jlis 3arpy3ku 110 HyHO BBIIOJIHUTH KOMaH[Y:

download image [[<hostname> | <ipaddress> ] <filename> {{vr} <vrname>} |
{<partition>}

I'ne:

Hostname — anpec TFTP cepsepa

Filename — umst aiina

VR-name — ums VR (VR-Mgmt unun VR-Default) yxa3ssiBaercst o6s13aTenbHO
Partition — mms partition (primary uinu secondary) yka3sIBaeTcsi 00s3aTeIbHO

[Tocne 3arpy3ku u nHcTaIwsIMK 110 HY’XKHO BBINOIHUATH KOMaHay show switch.

Jns BeIOOpa 3arpy304HOi partition, Hampumep, Mbl 3arpy3win HoBoe [1O Ha
secondary partition, He0OXOAMMO BBITIOJTHUTH KOMAH/Y:
use image secondary

3.2. Pabora ¢ koHpUTrypauusaMu
Jiis mpocMoTpa KOHPUTYpAUKA HEOOXOJUMO BBITIOTHUTH KOMAaH Ty
show configuration

Tak ke MOKHO BBIBOJIUTH KOH(PUTYPAIUIO 110 OMPEICICHHOMY OJIOKY HACTPOCK:
show configuration rip
show configuration acl

Wnu BeIBECTH TOJIBKO HEOOXOAUMYIO HHPOPMAITHIO:

show configuration | include <>
show configuration | exclude <>
show configuration | begin <>

Jlns coxpaHeHUsT KOHPHUTypalMd B HMaMITH KOMMYTaTopa HEOOXOIUMO BBIITOJHUTH
KOMaH/1y:

save configuration primary

WIn

save configuration secondary



202051
save configuration testl
WA IIPOCTO

save configuration

CymecTByeT 1Be KOMaH/bI 1715 BRITPY3KH KoHpurypauuu Ha FTFP cepsep:
tftp put <target-ip-addres> -vr <vr_name> <config-file-name>

upload configuration [<hostname> | <ipaddress> ] <filename> {vr <vr-name>}

Ecnmu ucnone3yercs nepBas komanza, tftp put, ¢aitn koHpurypanuu BeIrpy>XaeTcs B
XML ¢popmare.

Ecmu ucnons3yercss BTopas komanga, upload configuration, ¢aiin koHuUrypamuu
Beirpyxaercs B ASCII gopmare.

BremonnuB komanny show switch, MOXXKHO y3HaTh, KakoW (aill UCTIONb3yeTCs LIS
XpaHeHUs KOHPUTYpaLHH.

Jlnst BBIOOpa MCHoabp3yeMoro (haiina KoHGUrypauu, Hy>KHO BBIIOJTHUTH KOMAH/IY:
use configuration [ primary | secondary | filename]
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4. Hactpoiika nmopToB

4.1. Hacrtpoiika CKOPOCTH U AyIIEKCAa Ha MOPTAX
configure port 1 auto off speed 100 duplex half
configure port 1:1-1:5 auto off speed 1000 duplex full
configure port 22 auto on

4.2. BxirouyeHHe U BbIKJIIOYEHHE IOPTOB

enable port 1
disable port 1:1-1:5

4.3. IIpocMOTp HACTPOWKH NOPTOB
show port config
show port 1:1-1:3 config no-refresh

Kitou no-refresh mo3BossieT BBIBECTH CTATUCTHKY IO TOPTaM, 0€3 €XEeCEeKyHIHOTO
OOHOBJICHUS.

show port 3,4,9-12 config no-refresh

Port Configuration

Port  Virtual Port Link Auto Speed  Duplex Flow Load Media
router  State State Neg Cfg Actual Cfg Actual Cntrl Master Pri Red

3 VR-Default E =~ R ON AUTO  AUTO UTP
4 VR-Default E R ON AUTO  AUTO UTP
9 VR-Default E R ON AUTO  AUTO UTP
10 VR-Default E R ON AUTO  AUTO UTP
11 VR-Default E R ON AUTO  AUTO UrprP
12 VR-Default E. R ON AUTO  AUTO UrprP

> indicates Port Display Name truncated past 8 characters

Link State: A-Active R-Ready NP- Port not present L-Loopback
Port State: D-Disabled, E-Enabled

Media: !-Unsupported Optic Module

Media Red: * - use "show port info detail” for redundant media type

4.4. npocmorp VLAN Ha nmopTry KOMMyTaTopa
show vilan port <port>
show port 1 info detail

4.1. Port Utilization
show port utilization
show port 1-3 utilization bandwidth
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show port 3:4,3:7 utilization packets
show port 17 utilization bytes

4.2. Ipocmotp cratuctuku QoS
show port 1 gosmonitor no-refresh

4.3. Link Aggregation

Link Aggregation 3TO TEXHOJOTHS, TO3BOJSIOMAS OOBEAUHATH HECKOIBKO
¢u3nveckux KaHajoB B OJUH Jormyeckuit. B Ttepmunonrum Cisco 3TO HasbIBaeTcs
EtherChannel, B Tepmunonorun Avaya - MultiLinkTrunking.

Hunst cozmanus LAG:
enable sharing <master port> grouping <port list>

Hanpuwmep:
enable sharing 1 grouping 1-2
enable sharing 5:3 grouping 5:3-5:4, 6:3-6:4

Jns ynanenus LAG:
disable sharing <master port>

LACP

Jlns ucnons3oBanust LACP B LAG, HeoOxoaumo 100aBuTh ciioBo LACP B KoHIIE
KOMAaH/IbI:

Examples:

enable sharing 1 grouping 1-2 lacp

enable sharing 5:3 grouping 5:3-5:4, 6:3-6:4 lacp

Bbi0op anropurma 6anaHCHPOBKH

Jns BbeIOOpa anroputMa OaJaHCHPOBKHM, HEOOXOAMMO HO00AaBUTH KIIOY algorithm
address-based niepen xmodem lacp:

enable sharing 1 grouping 1-3 algorithm address-based L3 L4 lacp

4.4. Jumbo Frames
Jumbo ¢peiimbr 310 Ethernet ¢peiimbr Gonee 1522 Gaiit. MakcuManbHBINA pa3Mmep
¢bpeiima 9216 GaiiT.

[To ymomuanuio jumbo ¢ppelMbl BHIKIIOYEHBI.

Jlnst BKiIroueHus jJumbo (GpeiiMOB HY>KHO BBITIOJTHUTH KOMaH/Y:
enable jumbo-frame ports [all | <port list>]

12



5. Hacrpoiika VLAN

B otnuune ot OneparroHHbix CHCTEM HEKOTOPBIX IPYTUX BEHIOPOB, KOH(PHUTYpaIHs
EXOS ocHoBeiBaeTcs Ha HacTpoiike VLAN.

Cuauana cosznatorcss VLAN, morom Ha VLAN HuactpauBaercs I[P anpec,
nobasmusercst 802.1Q Ter u moprsl.

ITocne co3manuss VLAN, kmiodeBoe cioBo “‘vlan” B KOMaHAax HaCTPOMKH
OIIMOHAJIBHO.

5.1. Co3nanue VLAN

create vlan Data
create vian Voice

5.2. Co3nanme loopback VLAN

create vlan "lpbk"
enable loopback-mode vian Ipbk

5.3. Hacrpoiika m3ra 802.1Q B VLAN

configure Data tag 10
configure Voice tag 20

5.4. Hacrpoiika IP agpeca B VLAN

# dotted decimal subnet notation
configure vlan Data ipaddress 10.1.10.1 255.255.255.0

# CIDR subnet syntax and abbreviations
configure Voice ipaddress 10.1.20.1/24

Bkiroyenune mapmpyrusanun B VLAN
enable ipforwarding vlan Data

5.5. [lobGaBjenue u ynajenue noptos B VLAN
B EXOS VLAN Ha moprax MoryT ObITh TerupoBaHHbIMH (tagged) u He
terupoBaHHbIME (untagged). Ha mopty moxker ObITh ToNbKO oquH untagged VLAN u

mo6oe kommuecTBo tagged VLAN.

#add untagged ports to a VLAN
config Data add port 1-12
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#add tagged ports
config Data add port 2:45-48 tagged

[To ymomuanuto, eciu He ykaspiBaTh untagged wim tagged, VLAN Ha mopty OyneT He
TCrUPOBAHHLIM.

5.6. IIpocmotrp VLAN

show vlan
Name VID Protocol Addr Flags Proto Ports Virtual

Active router

/Total
data 11 192.168.11.100 /24 -f- 0 P ANY 0/18 VR-Default
Default 1 ANY 0/0 VR-Default
ecv 3999 C ANY 0/2 VR-Default
Mgmt 4095 ANY 0/1 VR-Mgmt

ridge 31 192.168.31.100 /24 -f- 0 P ANY 0/2 VR-Default
voice 21 192.168.21.100/24 -f- 0 P ANY 0/2 VR-Default
wireless 41 P ANY 0/8 VR-Default

Flags : (B) BFD Enabled, (c) 802.1ad customer VLAN, (C) EAPS Control VLAN,

(d) NetLogin Dynamically created VLAN, (D) VLAN Admin Disabled,

(E) ESRP Enabled, (f) IP Forwarding Enabled,

(F) Learning Disabled, (i) ISIS Enabled, (I) Inter-Switch Connection VLAN for
MLAG,

(L) Loopback Enabled, (I) MPLS Enabled, (m) IPmc Forwarding Enabled,

(M) Translation Member VLAN or Subscriber VLAN,

(n) IP Multinetting Enabled, (N) Network Login VLAN, (o) OSPF Enabled,

(O) Flooding Disabled, (p) PIM Enabled, (P) EAPS protected VLAN,

(r) RIP Enabled, (R) Sub-VLAN IP Range Configured,

(s) Sub-VLAN, (S) Super-VLAN, (t) Translation VLAN or Network VLAN,

(T) Member of STP Domain, (V) VPLS Enabled, (v) VRRP Enabled, (W) VPWS
Enabled

Total number of VLAN(s) : 7

5.7. IIpocMoTp TadJMIbI KOMMYTALMU
Tabnuma kommyTaru B Extreme Ha3wsiBaetcst Forwarding DataBase (FDB).
Jns mpocmoTpa FDB ncnonb3yroTcss KOMaHabl:

show fdb

show fdb [vian] <vlan name>
show fdb ports <port list>
show fdb <mac _address>

14



s ounctku FDB, He00X01MMO BBITIOJIHUTH KOMaH/Y:
clear fdb
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6. Rapid-PVSTP

IIporokon STP onucan B ctannapte IEEE 802.1D.

3HaYUTENbHO TO3Ke MosBWiIca mpoTokon Rapid Spanning Tree Protocol (RSTP),
XapaKTepU3YIOMUIACS ropa3go MEHBIIMM BPEMEHEM CXOIMMOCTH M 0ojiee BBICOKOM
ycroiunBocThlo. IIpoTokon STP onucan B crangapre IEEE 802.1W.

Rapid Per-VLAN STP (Rapid-PVST) pacmmpsier ¢ynxmuonan STP, B kaxaom
VLAN paboraer otaensHbiii sk3emmuisip STP. JlaHHBIA TPOTOKON  SBISETCS
nponpueTapHbIM pacimpenuem Cisco.

VY Cisco Rapid-PVST peanuszoBan Tak, uro B untagged vlan (mo ymomganuro vlan 1)
nakeTsl BPDU otnpasmsitoress Ha MAC-aapec 01:80:C2:00:00:00 (310 cTanmapTHBIA
MAC mns nmporokona STP, 802.1D) u mva MAC-aapec 01:00:0c:cc:cc:cd, Bo Bcex
octanbHbIX vlan, makerst BPDU otmpasnsitores na MAC-anpec 01:00:0c:cc:ce:cd.

st HacTpoliku nporokoJa STP na kommyTatope Extreme neodxoaumo
BBINOJIHUTH CJIEAYIOLIUE AeHCTBUA:

Coznatp nBa nomena STP:
create stpd stpd100
create stpd stpd200

Hacrpoiika nomenoB STP kax Rapid STP:
configure stpd stpd100 mode dotlw
configure stpd stpd200 mode dotlw

Ho6asnsem vlan vI100 va nopt 1 kak terrupoBansslif, u vi200 Ha mopt 1 kak He
TEITUPOBAHHBIN:

configure vlan v1100 add ports 1 tagged

configure vlan v1200 add ports 1 untagged

Kak y»xe nucanoch BeIlie, A1 TerrupoBanHbix vlian (vl1100) nponuckiBaem
HHKAICYJIAIHIO pvst-plus:
configure stpd stpd100 add vlan v1100 ports 1 pvst-plus

Jiis He TerrupoBanHbIX vlan (v1200), nponuceiBaem nukancysmuto dotld:
configure stpd stpd200 add vlan v1200 ports 1 dotld

Ecnu vlan xoTb rae-to Terrupyercs, 1 gomena STP HyxHo nponucatp 1ar. C 3TuM
Terom OyayT nepenasathes naketsl BPDU storo nomena:
configure stpd stpd100 tag 100

B sTom npumepe vlan vI200 nponucan ToapK0 Ha TOPTY 1 ¥ HE TETTUPOBAHHBIH,
COOTBETCTBEHHO TAT Juis AfoMeHa stpd200 nucath He Tpedyercs.

Bxitouenue nomenos STP:
enable stpd stpd100 ports 1
enable stpd stpd100 ports 1
enable stpd stpd100
enable stpd stpd200
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Noetworics

MOHO TaK K€ MPONUCATh HHKATICYJISIIIAIO [0 YMOITYaHHIO:
configure stpd "stpd100" default-encapsulation pvst-plus

[TpoBeputh pabOTy MPOTOKOJIA MOKHO, BBITOIHUB KoMaHay: show stpd stpd100

* ac—vlabh-xd480-2dx-02ER6 .28 # sh stpd "stpdl00"

Stpd: stpdl00 Stp: ENABLED Number of Ports: 1

Rapid Root Failover: Dizabled

Operational Mode: 802,1W Default Binding Mode: PYST+
802,10 Tag: 100

Ports: 1

Participating Vlans: v1100
Auto-bind Ylans: {none?
Bridge Priority: 32768

BridgelD: 80:00:00:04:96:51:94:94

Designated root: 80:00:00:04:96:51:94:94

RootPathCost: O Root Port: ———-

MaxAge: Os HelloTime: 2= ForwardDelay: Os
CfgBrMaxAge: 20s CfgBrHelloTime: 2= CfgBrForuardlelay: 15s
Topology Change Time: 35s Hold time: 1s

Topology Change Detected: FALSE Topology Change: FALSE

Number of Topology Changes: O
Time Since Last Topology Change: Os

Oynkius, anprepaatuBHas BPDU Guard y Cisco Ha3siBaeTcst BPDU restrict.
OyHKIMsA no3Bosisiomas npu nossienn BPDU Ha nopty kommyTaTopa
OJIOKHPOBATH ATOT MOPT.

Hanpuwmep, mist mopra 21, HacTpoiika MpOU3BOIUTCS CIEAYIOUIMM 00pa3oM:

configure stpd TEST_ STP ports link-type edge 21

configure stpd TEST STP ports edge-safeguard enable 21
configure stpd TEST STP ports bpdu-restrict enable 21
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7. 3epkanupoBaHue CeTeBOro Tpapuka

Hactpoiika 3epkannpoBaHusi ceTeBOro Tpaduka COCTOUT U3 IBYX JCHCTBHIA:
Hactpoiika mopta, Kya OyAeT 3epKaaupoBaThCs Tpadhuk

enable mirroring to port 3:4

Hactpoiika mopToB, 0TKyaa OyaeT cooupathes Tpaduk:

configure mirroring add port 6:5

3epKaJII/IpOBaTB TaK K€ MOKHO U3 CIIMCKAa KOHTPOJIA JOCTYyIIA.

Ecnu mpoucxoaur 3epKaiipoBaHUE B HECKOJIBKO MOPTOB, HEOOXOIUM BBIICICHHBIH
loopback mopr:

enable mirroring to port-list 2:5-2:7 loopback-port 3:1

configure mirroring add port 6:5 ingress

3epkanmupoBanue Tpaduka u3 VLAN « red»:
enable mirroring to port 4
configure mirroring add vlan red

3epkanmupoBanue Tpaduka u3 VLAN « red» u u3 nmopra 5:
enable mirroring to port 4

configure mirroring add vlan red port 5

OTkiIr04eHNE 3epKaTUPOBAHU:
disable mirroring
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8. IP Routing

7.1. IIpocMoTp TaldJMIBI MAPLWIPYTH3ALUH
show iproute

7.2. IIpocmotp IP unTepeiicoB Ha KOMMYyTaTOpE
show ipconfig

7.3. ARP
IIpocmotp ARP 3anuceii:
show iparp
show iparp <vlan name>
show iparp <ipaddress>
show iparp <macaddress>

Ouncrka ARP 3anuceii:
clear iparp

clear iparp <vlan name>
clear iparp <ipaddress>

7.4. BrkiroyeHue MapUIPYTH3ALMHU

Bxmrouenne mapurpyruzannu Ha VLAN:
enable ipforwarding [vian] <vian name>

Bxmouenue na Bcex VLAN:
enable ipforwarding

7.5. Co3nanue cTaTHYeCKUX MApPIIPYTOB
config iproute add default <next hop gateway>
config iproute add default 10.1.1.1

config iproute add <subnet>/<mask> <next hop gateway>
config iproute add 10.1.8.x/24 10.1.10.1

7.6. OSPF

Hactpoiika OSPF routerid:
config ospf routerid <router id>

config ospf routerid 1.1.1.1
enable ospf

Cosmanne OSPF area:
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create ospf area <area id>

Hactpoiika OSPF router priority

config ospf [vlian] <vlan name> priority <0-255>

config ospf data priority 200

Mosxno nactpouth oT 0 1o 255. Uem Bbiie, TeM mnpuopurernee. [lo ymomuanuto
npuoputet paseH 1. Ilpu npuopurere 0 MmapmpyTusaTop He ydacTByeT B Beioope DR.

Jlo6asnenne VLAN B OSPF:
config ospf add Data area 0.0.0.0
enable ospf

Brixmouenne VLAN u3 OSPF:
config ospf delete Data

[TpocMOTp COCTOSHKS POTOKOJIA:
show ospf

IIpocmotp cocrosinus OSPF cocenei:
show ospf neighbor

7.7. VRRP
Hactpoiika VRRP:
create vrrp Data vrid 1
config vrrp Data vrid 1 add 10.1.10.1

create vrrp vlan Voice vrid 2
config vrrp Voice vrid 2 add 2 10.1.20.1
enable vrrp

IIpocmotp HacTpoek u cocrosinusg VRRP:

show config vrrp
show vrrp
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9. Switch management

8.1. Bkurouenue gocryna yepe3s Web
enable web http

8.2. SNMP

configure snmp add community readonly new_ro
configure snmp add community readwrite new_rw

Hactpoiika SNMP System Name (MeHsieT 1 UMl KOMMYTaTOpa)
config snmp sysname ‘“‘new name’”’

8.3. Hacrpoiika DHCP cepBepa

configure vlan test ipaddress 10.1.10.1/24

configure vlan test dhcp-address-range 10.1.10.100 — 10.1.10.150
configure vlan test dhcp-options default-gateway 10.1.10.1

enable dhcp port 1:1-1:12 vian test

8.4. Hacrpoiika DHCP/BOOTP Relay

Texnonorus DHCP-Relay mnozBonsier mepenampasisite DHCP  3ampocsl Mexay
pasHbIMU nofceTaMu. B kommyTtatopax Cisco mogoOHasi TEXHOJIOTUST HACTPaHBAETCH,
UCTob3ys Komauay ip helper-address.

Hus wactpoitku DHCP-Relay B VLAN vI140 DHCP cepsepa 192.168.1.100,
HCOGXOI[I/IMO BBITIOJIHUTH KOMAaH/IbI:

configure trusted-servers vlan vI40 add server 192.168.1.100 trust-for dhcp-server
configure bootprelay add 192.168.1.100 vr VR-Default

configure bootprelay dhcp-agent information option vr VR-Default

enable bootprelay vr VR-Default vian vI40

8.5. NTP kuueHT u cepsep

IIporokon NTP wucnomns3yercs nns CHUHXPOHM3AaLMM TOYHOTO BPEMEHH MEKIY
CETEBBIMU yCTPONCTBAMH.

YacoBoii 0SIC HACTPAUBAETCS CIESIYIOLIMM 00pa3oM:

configure timezone {name <tz_name>} <GMT offset>

{autodst {name <dst timezone ID>} {<dst offset>}

{begins [every <floatingday> | on <absoluteday>] {at <time of day hour>
<time_of day minutes>

{ends [every <floatingday> | on <absoluteday>] {at <time_of day hour>
<time_of day minutes>}}}
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Ecnu aBromMaTtuyeckwii mepexoi Ha JIeTHEe M 3UMHeEe BpeMs He Tpelyercs (Kak,
Hanpumep, B Poccum), aBTOMaTHUeCKUi INEPEXO] MOXKHO OTKIIOYHUTh, HCIIOJIb3YS
KOMAaHJy:

configure timezone {name <tz_name>} <GMT offset> noautodst

Hanpuwmep:
configure timezone name MST 180 noautodst

Jns nactporiku NTP knueHTa ucnosib3yercs KoOMaH/a:
configure sntp-client [primary | secondary] <host-name-or-ip> {vr <vr_name>}

Hanpuwmep:
configure sntp-client primary ntp.ntp.ru vr "VR-Default"”

Jns Bmrouennit NTP knueHTa uenosib3yercs KoMmaHaa:
enable sntp-client

B cnyuae xorma ntp-cepBep 3aiaH 10 UMEHH XOCTa, TpeOyercs 3anarh anpec dns-
cepBepa:
configure dns-client add name-server X X.X.X vr "VR-Default"”

Hactpoiika NTP cepsepa.

Jns nactporiku NTP cepBepa uCronb3yroTcs CIIEIyOINEe KOMaH/IbL:

configure ntp [server | peer] add [<ip address> | <host name>] {key <keyid>}
{option [burst | initial-burst]}

configure ntp restrict-list [add | delete] <network> {<mask>} [permit | deny]

Jlns Bximouennit NTP cepsepa ucrnons3yercss KOMaH/a:
enable ntp

ITpumep nactporiku NTP cepsepa:
enable ntp

create ntp key index 100 md5 EXTREME
configure ntp key index 100 trusted
enable ntp vlan internet

enable ntp vian toSW2

enable ntp vian toSW3

enable ntp vlan toSW3 broadcast-server key 100
config ntp server add 0.us.pool.ntp.org
config ntp server add 1.us.pool.ntp.org
config ntp local-clock stratum 10
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