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1 RFC, npoTtokorsbl, 6a30Bble MOHATUS

MynbTucepBuCHbIM MaplpyTusaTop SmartEdge B nonHom mepe nogaepXxmBaeT NPOTOKOSbI
RADIUS n CoA gns ayteHTudukauumn, astopmsaunmn n akkayHTMHra(AAA) LLUIMPOKOMOMOCHbIX
abOHEHTOB N aAMUHUCTPATOPOB ANA ynpaBneHns Yyepes npotokosbl Telnet n SSH.

Cnucok RFC(no coctosHuto Ha 18 saHBapst 2011r.):

RFC 2058 Remote Authentication Dial In User Service (RADIUS)

RFC 2059 RADIUS Accounting

RFC 2138 Remote Authentication Dial In User Service (RADIUS)

RFC 2139 RADIUS Accounting

RFC 2618 RADIUS Authentication Client MIB

RFC 2620 RADIUS Accounting Client MIB

RFC 2809 Implementation of L2TP Compulsory Tunneling via RADIUS

RFC 2865 Remote Authentication Dial In User Service (RADIUS)

RFC 2866 RADIUS Accounting

RFC 2867 RADIUS Accounting Modifications for Tunnel Protocol Support

RFC 2868 RADIUS Attributes for Tunnel Protocol Support

RFC 2869 RADIUS Extensions

RFC 3162 RADIUS and IPv6

RFC 3576 Dynamic Authorization Extensions to Remote Authentication for Dial In User Service (RADIUS)
RFC 4679 DSL Forum Vendor-Specific RADIUS Attributes

RFC 4818 RADIUS Delegated-IPv6-Prefix Attribute
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http://tools.ietf.org/html/RFC2058
http://tools.ietf.org/html/RFC2059
http://tools.ietf.org/html/RFC2138
http://tools.ietf.org/html/RFC2139
http://tools.ietf.org/html/RFC2618
http://tools.ietf.org/html/RFC2620
http://tools.ietf.org/html/RFC2809
http://tools.ietf.org/html/RFC2865
http://tools.ietf.org/html/RFC2866
http://tools.ietf.org/html/RFC2867
http://tools.ietf.org/html/RFC2868
http://tools.ietf.org/html/RFC2869
http://tools.ietf.org/html/rfc3162
http://tools.ietf.org/html/RFC3576
http://tools.ietf.org/html/RFC4679
http://tools.ietf.org/html/rfc4818
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2 OrpaHunyeHund

MwuHMManbHbIN MHTEpBAar, ¢ KoTopbiM SmartEdge oTcbinaet coobuieHns
Accounting Update(Acct-Interim-Interval)

B RADIUS:

Aana ceccum coctaesnsaeT 600 cekyHA(10 MUHYT),

Aana cepsuca cocrasnset 900 cekyHa(15 MUHYT).

MakcumarnbHbin - 604,800 cekyHa(7 aHen).

KonnyectBo ogHOBpeMeEHHO obpabaTbiBaeMbIX COEANHEHWIA:

XCRP3 (yctaHoeneH B SE100) — go 150 coeanHeHnin B CEKyHaYy

XCRP4 (aktyaneHbin RP ana SE600/1200) — ao 300 coegmMHeHUN B CekyHAyY
Konndecteo CoA cepsepoB — o 5(go SEOS 6.4), oo 36(nocne SEOS 6.4)

HocTtynHble npoTokonbl ayTeHTudnkaumum — PAP, CHAP
(npotokonbl MS-CHAP, MS-CHAPVZ2 1 gpyrne oTcyTCTBYIOT)
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3 basosasa HacTporka AAA (ons aboHeHTOB)

B gnaHHOM pasgene KkpaTKo paccMOTpuM KoHuryprupoBaHue nogcmuctembl AAA(ayTeHTudmrkaums,
aBTOPM3aUMS M akkayHTUHr) ans aboHeHToB ¢ ucnone3osaHneM RADIUS cepsepa.

CywectByeT 2 pexuma pabdotbl AAA: KOHTEKCTHbIN 1 rnobanbHbIN.
B nepBom pexume gns Kakgoro KOHTEKCTa MOXHO onpeaenvTb cBou napameTpbl AAA, BO BTOPOM
pexunm napameTpbl onpeaensTca rnobanbHO 1 3a4atoTCa B yKa3aHHOM KOHTEKCTE.

HacTtpowka B rmo6anbHOM pexume

Cneaytowas ctpodka rinobanbHo BKoYaeT ayTeHTudmkaumo aboHeHToB Yepe3d RADIUS B
KoHTekcTe local

[local]Redback (config) #aaa global authentication subscriber radius context local

HacTtpoiika B peXxmmMe KOHTEKCTa.

[MepekntounMTeCh B HYXXHbIN KOHTEKCT (415 KaXXO0ro KOHTEKCTa MOXHO 3adaTh CBOWM NapamMeTpbl
AAA), ons atoro HabepuTe B pexnme kKoHpurypmposaHust CLI:

[local]lRedback (config) #context local

Bknounte ayteHTudukaumio aboHeHtoB Yyeped RADIUS B koHTekcTe:
[local]lRedback (config-ctx) #aaa authentication subscriber radius
Bkntounte akkayHTUHr aboHeHTOoB Yepe3d RADIUS B koHTeKCTE:
[local]Redback (config-ctx) #aaa accounting subscriber radius
Mpumep:

[local]Redback (config) #aaa global authentication subscriber radius context local
[local]Redback (config) #context local

[local]lRedback (config-ctx) #aaa authentication subscriber radius

[local]Redback (config-ctx) #faaa accounting subscriber radius

[local]Redback (config-ctx) #commit
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4 basoBaga HacTpourka RADIUS

MepeknoumTeCh B HYXHbIA KOHTEKCT(ANS KaXgoro KOHTEKCTa MOXHO 3agaTth cBon Habop RADIUS
cepBepoB), ANg 3TOro Habepute B pexnme koHurypmposaHus CLI:

[local]lRedback (config) #context local

3apanTte agpec RADIUS cepepa ansa ayteHTudukaummn(nopt no ymonyaxuio — 1812) n
CEKpPETHbIN KoY

[local]Redback (config-ctx) #radius server 10.43.32.56 key Secret

3apanTte agpec RADIUS cepepa Ans akkayHTUHra(nopt no ymonyanuio - 1813) n cekpeTHbIN
KrTrou

[local]Redback (config-ctx) #radius accounting server 33.44.55.66 key Secret

3apanite napameTp max-entries — KONMYeCTBO NonbITok obpalieHnsa k RADIUS cepsepy

[local]Redback (config-ctx) #radius max-retries 5

3apanite napameTp timeout — BpemMsi B TeyeHne kotoporo SmartEdge 6yaeTt xxgatb OTBET OT
RADIUS cepBepa npu Kaxgon nNonbITke coeguHeHNs

[local]Redback (config-ctx) #radius timeout 30

CospganTe HOBbIN MHTEpdENC, 3aganTe agpec, Ha KOTopoMm byaeT sBnsaTbea agpecom NAS angd
ounnuHra:

[local]Redback (config-ctx) #interface mgmt loopback

[local]Redback (config-if) #ip address 11.200.1.1/32

BaxxHas cTpoka, roBopuT 0 TOM YTO C 3TOro agpeca SmartEdge 6yget obpawiatbcsa B OUNNKHT:

[local]Redback (config-if) #ip source-address radius
Mpumep:

[local]Redback#config

[local]Redback (config) #context local

[local]Redback (config-ctx) #radius server 10.43.32.56 key Secret
[local]lRedback (config-ctx) #radius max-retries 5

[local]lRedback (config-ctx) #radius timeout 30

[local]Redback (config-ctx) #interface mgmt loopback
[local]Redback (config-if) #ip address 11.200.1.1/32
[local]Redback (config-if) #ip source-address radius
[local]lRedback (config-if) #commit
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5 basoBasi HacTponka COA

ba3soBas HacTpoiika

MepeknoumTeCh B HYXHbIA KOHTEKCT(O18 KaX4oro KOHTEKCTa MOXHO 3agaTth cBor Habop CoA

cepBepoB), Anga atoro Habepwute B CLI:

[local]lRedback (config) #context local

3apanTe Habop cepBepoB CoA ¢ COBCTBEHHBLIMW CEKPETHLIMM KIMHOYaMM 1 MOPTaMMU:

[local]Redback (config-ctx) #radius
[local]Redback (config-ctx) #radius
[local]lRedback (config-ctx) #radius
[local]lRedback (config-ctx) #radius
[local]Redback (config-ctx) #commit

Mpumep:

local]Redback#config

coa
coa
coa
coa

local]Redback (config) #context local

[ ]

[ ]

[local]lRedback (config-ctx) #radius
[local]lRedback (config-ctx) #radius
[local]lRedback (config-ctx) #radius
[local]Redback (config-ctx) #radius
[local]Redback (config-ctx) #commit
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server 1.1.1.1
server 1.1.1.2
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6 basoBaga HacTpouka PPPoE

Cnepyowmi npumep paccmaTpusaeT KOHuUrypaumo, B Kotopon SmartEdge TepmuHupyet
PPPoOE coeaunHeHus ¢ ayteHTMdurkaumen nonb3osartenen yepe3d RADIUS cepsep.

Cxema TecTOBOIro cTeHAa:
Cepeep RADIUS Cepeep CoA

==

mgmi

\“=-\E_,f;)

Port 4/2==g vian100

’ Port 4/1

KnuenT
PPPoE

SmartEdge

Mpumep KoHcUrypaumm:

Onpepgensiem nmsa cepsuca PPPOE - Internet, paspewaem npuHnmaTb coeamHeHns ¢ niobbim
nmMeHeM cepsuca, onpeaensdem DNS cepepbl ans aboHeHToB, 3agaém MTU 1492 .

context local

|

domain isp.ru

domain Internet advertise
|

subscriber default

dns primary 8.8.8.8

dns secondary 8.8.4.4

ppp mtu 1492

I

I ** End Context **
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B pexume rnobanbHoOn KOHUrypauum:

|
pppoe service-name accept-all
pppoe services marked-domains
!

Onpenensiem ctaTuyHble UHTEPENCHI U MAPLLPYT MO YMOMYaHUIO:

context local
!
interface Internet
ip address 10.1.1.1/24
|
interface mgmt
ip address 10.2.2.1/24
ip source-address radius
|
!
ip route 0.0.0.0/0 10.1.1.2
!

MpuBasbiBaem uHTEpdenc mgmt Kk nHTepdency ynpaesnexHmss XCRP:

|

port ethernet 7/1

! XCRP management ports on slot 7 and 8 are configured through 7/1
no shutdown

bind interface mgmt local
|

Bkntoyaem kapty 4x10GE B 4 cnorty:

!
card 10ge-4-port 4
|

HacTtpauBaem BTOpown cumanyeckmmn nHtepgenc 10GE Ha NMHeEHON KapTe B CroTy 4:
Mukancynauusa - 802.1q, VLAN = 100, BupTyanbHbii nHtepdeinic — Internet, koHTekcT - local

port ethernet 4/2
no shutdown
encapsulation dotlg
dotlg pvc 100
bind interface Internet local
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[dvHamuyHble uHTEepdencel, B 4aHHOM criydae 6yaem ucnonb3osatb PPPOE.

context local

!

interface pppoe multibind
ip address 192.168.1.254/24
ip pool 192.168.1.0/24

!

I ** End Context **
|

HacTtpaunBaem nepsbii pusnyeckuin nitepgenc 10GE Ha nuHerHon kapTe B CNoTy 4:
Mukancynauua — PPPoE, npotokonel ayteHTudmkaumm — PAP,CHAP,
MaKcumarnbHoe KonnyectBo coegmHeHumn — 8000

|
port ethernet 4/1

no shutdown
encapsulation pppoe

bind authentication chap pap context local maximum 8000
|

Mpumep aBonHoN uHkancynsaumm — PPPoE n 802.1q

port ethernet 4/1
no shutdown
encapsulation dotlqg
dotlg pvc 100 encapsulation pppoe

bind authentication chap pap context local maximum 8000
!

Onpegenenune cxembl AAA, CoA n RADIUS cepsepa.

aaa last-resort context local
|

context local

|

!

aaa authentication subscriber radius

aaa accounting subscriber radius

radius accounting server 10.2.2.2 encrypted-key 3828082561D6BDD6
radius coa server 10.2.2.3 encrypted-key 3828082561D6BDD6 port 3799
|

radius server 10.2.2.2 encrypted-key 3828082561D6BDD6

!

!

! ** End Context **
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Ha paHHom aTtane PPPOE aboHEeHT MOXeT YyCTaHOBUTbL ceccuto 1 nonyyuts IP agpec ns nyna, ang
3TOro Heobxoamm criegyoLwmii BU4 y4eTHOM 3anuen B koHdurypaumm RADIUS cepsepa.

#

user password = "userpass"
Service-Type= Framed-User,
Framed-Protocol = PPP,
Framed-IP-Address = 255.255.255.254

#

B gaHHom cniyyae aboHeHT nonyuuTt IP agpec 13 nyna agpecos ip pool 192.168.1.0/24
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7 basoBaga HacTpouka L2TP

Cnepytowmi npumep paccmaTpusaeT KOHUrypaumo, B Kotoponn SmartEdge TepmuHmpyet
L2TP coeanHeHus ¢ ayteHTUdUKaumen nonb3osatenen Yepes RADIUS cepsep.

Cepeep RADIUS Cepeep CoA

==

E
o
F

Y

o

Port 4;2—o—v|an1oo—K'“te® )
= M

Knuent
L2TP

SmartEdge (LNS)

KoHdurypauus:

HactpanBaem SmartEdge B pexume LNS, agpec L2TP LNS — 10.3.3.3(loopback nHtepgenc)
onpegensem DNS cepBepbl onst aboHeHToB, onpegensem MTU 1460:

!
context local
|
!
12tp-peer unnamed local 10.3.3.3
session-auth chap context local
function lns-only
|
subscriber default
dns primary 8.8.8.8
dns secondary 8.8.4.4
ppp mtu 1460
|
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P2P cetb mexay SmartEdge n BHyTpeHHewn L3 ceTbto — 10.4.4.0/30 (10.4.4.1 — agpec Smartedge,
10.4.4.2 — agpec cocegHero poyTtepa)

TpaHcnopTHble agpeca knneHta L2TP — 10.5.5.0/24(cTtatudeckas mapLipyTmsawms)

Appec L2TP LNS - 10.3.3.3(loopback nHtepdetic)

Onpegensiem ctaTuyHble UHTEPGENCHI U MAPLLPYT MO YMOMYaHUIo:

|
context local
|
interface Internet
ip address 10.1.1.1/24
|
interface mgmt
ip address 10.2.2.1/24

ip source-address radius
|

interface LNS loopback

ip address 10.3.3.3/32
!

interface 12tp multibind
ip address 192.168.1.254/24
ip pool 192.168.1.0/24

|

interface wan

ip address 10.4.4.1/30
|

ip route 0.0.0.0/0 10.1.1.2
ip route 10.5.5.0/24 10.4.4.2
!

I**% End Context **
|

MpuBasbiBaeM nHTepgerc mgmt Kk nHtepdency ynpasnexHmsa XCRP:

port ethernet 7/1
! XCRP management ports on slot 7 and 8 are configured through 7/1
no shutdown

bind interface mgmt local
|

Bkntoyaem kapty 4x10GE B 4 cnorty:

!
card 10ge-4-port 4
!

HacTtpansaem BTopown pusndeckmin nutepdenc 10GE Ha nuHenHon kapTe B croTy 4.
Mukancynsauusa - 802.1q, VLAN = 100, BupTyanbHbii nHTepdenc — Internet, koHTekcT - local
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|
port ethernet 4/2
no shutdown
encapsulation dotlg
dotlqg pvc 100
bind interface Internet local

HacTtpanBaem nepsbii dmsmyeckun nHtepdenc 10GE Ha nuHenHon kapte B cnoTy 4:
WHkancynauus - IPoE, koHTekcT - local

|
port ethernet 4/1

no shutdown

bind interface wan local
1

Onpegenenune cxembl AAA, CoA n RADIUS cepsepa.

aaa last-resort context local
|

context local

!

!

aaa authentication subscriber radius

aaa accounting subscriber radius

!

radius accounting server 10.2.2.2 encrypted-key 3828082561D6BDD6
radius coa server 10.2.2.3 encrypted-key 3828082561D6BDD6 port 3799
|

radius server 10.2.2.2 encrypted-key 3828082561D6BDD6

!

!

! ** End Context **

Ha gaHHom aTane L2TP aboHEHT MOXET yCTaHOBUTb ceccuto 1 nonyunts IP agpec ns nyna, gng
3TOro Heobxo4MM cnenyroLMin BUA, y4eTHou 3anncu B koHdurypaumm RADIUS cepsepa.

#

user password = "userpass"
Service-Type= Framed-User,
Framed-Protocol = PPP,
Framed-IP-Address = 255.255.255.254

#

B naHHoMm cnyvae aboHeHT nonyunt IP agpec n3 nyna agpecos ip pool 192.168.1.0/24
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