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naBa 1. O630p UHTepdhenca KomaHOHOU CTPOKHU

1. HazHayeHue rnaBbl

B aT0ii rnase npueenéH 063op CLI koHTponnepa v ynpasnsiembix Wi-Fi AP: kak 4uTaTb CUHTAKCKUC KOMaHA, kakne pexuMbl CMONb3YIOTCH, kak MPUMEHSIeTCst
KOHUIypaLmMs 1 YeM OTNMHAOTCA KOMaHAb! TOMbKO ANS YTEHUS, KOMaHAb! KOHUIypaLum 1 KOMaHabl HeMeONeHHOro AeNCTBUS.

['naBa He ABNAeTCA NOMHbLIM NepeyHeM KoMaHA,. I'Io,qpoﬁHoe onucaHne cMHTakcuca, napameTpos N 0COBGEHHOCTEN UCMONb30BaHNSA npmBoanTCA B crieayrowmx rnasax
cnpaBOYHMKa.

2. Obnactb gencrTBud

CnpaBoYHUK ONuCbIBaeT Nonb3oBaTenbCKMe KOMaHabl TEKYLLEro pennsa KoHTposnnepa u ynpaensembix AP.
B cnpaBoYHUK He BKMIOYAKTCA KOMaHAb!, napameTpbl 1 OYHKLMKU, KOTOpble He BXOASAT B nonbaoBaTtenbckuii CLI Tekyluero penusa.

3. CornaweHus no CUHTaAKCUCy

dukcrpoBaHHble crnoea CLI 3anucbiBatoTcst kak ecTb. MNonb3oBaTens BBOAUT X ByKBasbHO.
show running-config
I'IepemeHHble 3Ha4YeHNA 3anncCblBalOTCA B YrOBbIX ckobkax.
device <AP ID>
HeoGsi3aTenbHble NapaMeTpbl 3anuchIBalOTCS B KBaAPaTHbLIX CKOBKaXx.
commit [write]
B3avmowuckniovaroLume BapuaHTbl 3anmcbiBaloTCA Yepes BepTuKarnbHyto Y4epTy. B Takon nosmumn BeibrpaeTcs oaviH M3 BapyaHTOB.
self|alllap <AP ID>
MoBTOpPSIEMbIE 3NIEMEHTHI 3aMUCLIBAIOTCSH C MHOTOTOUMEM.
system adopt <AP ID> [<AP ID> ...]

4. Pexxumbl CLI

CLI ncnonb3yeTt Heckonbko ypoBHelt paboThl. Mpurnawenne CLI nokasbiBaeT TEKYLUIA PeXxXuM.

Pexum O6wui BUA npurnawieHns HasHauyeHue

OnepaumoHHbI PeXUM BEPXHEro YPoBHs. Mcnonb3ayertcs ans
AoMuHUCTpaTHBHBIN pexum (EXEC) <hostname># NpOCMOTPa COCTOSIHUS U BbINOMHEHUS KOMaH[, KOTOpble He TPebyT
BXOJA B PEXMM KOHMDUIypaumu.

OCHOBHOW PEXUM HaCTPOIiKK. VI3 Hero BbINOHAETCA Nepexos B
Pexum rnoGanbHOM KoHUrypaumm <hostname>(config)# KOHTEKCTbI KOH(UrypaLmm A8 HAaCTPONKMN OTAENbHbIX 0OHEKTOB,
NOMUTUK U MHTEPENCOoB.

HacTpoiika KOHKpeTHOro 06beKTa, MONUTVKN UK BIIOKEHHOTO

KoHTekcT koHdurypauum / BNOXEHHbI <hostname>(config-...)# nHTepdelica.

KOHTEKCT

Bxop B global configuration mode BrinonHsietcst komanaamu configure unm configure terminal. O6e hopmbl BHIMOMHSIOT OAHO U TO Xe fAecTBe.
Tunosas cxema nepexoaa Mexay pexxmmamu:

<hostname># configure terminal
<hostname>(config)# <context command>
<hostname>(config-...)# exit
<hostname>(config)# exit

<hostname>#

Moapo6Hble KOMaHAbl HaBUraumu, ToYHble prompt examples 1 NpMMepbl NepexoaoB OnucaHbl B rnase 2.

5. Tunbl KOMaHA,

5.1 KomaHAabl TONbKO ANA YTeHus

Read-only commands noka3sbiBaloT COCTOSIHUE CUCTEMBI, KOHDUrypaLuio 1nmn runtime-mHOpPMaLIMIO U He AOIDKHBI M3MEHSITb KOHMUIypaLmio U COCTOsIHNE
yCTpOWCTBa.

Tpu KOMaHap! CBsi3aHbl C 00LLei Moaenbio KOHUrypauum:
Komanpa Ponb

MokasbiBaeT KOHMrypaLmio TekyLLero context, Bkroyas ewé

show context He NPUMEHEHHbIE N3MEHEHUS.

show running-config MokasbiBaeT npumMeHéHHyto running-config.

show startup-config MokasbiBaeT coxpanéHHyto startup-config.

OcranbHble Show commands onucbiBatoTcst B rnaee 3 1 TeMaTu4eckux rnasax.



5.2 KomaHabl KoHduUrypaumm
Configuration commands M3MeHsItoT KOHUTypauuio TekyLero context. Takue n3amMeHeHus NpUMeHsIITCs k running-config Tonebko nocne commit. Ecnv mamerexus
[IOIDKHBI COXpaHUTLCS nocrie reboot, ucnonbayeTtcs commit write.

Configuration commands o6bI4HO BeIMOMHsAOTCA BHYyTpW configuration contexts: WLAN, profile, device, site, management policy, DHCP policy, NAT policy, firewall
policy, route policy, auto-provision policy u agpyrvux Tematudeckux pasaenos CLI.

5.3 KomaHabl system n komaHAbl HeMeAsIeHHOro OencTBus

system commands u gpyrue immediate actions BbinonHsioTcs HemeaneHHo. OHM He TpebyloT COmMMIit n He oTkaTbIBatOTCA Yepes revert.

K komaHOam HemeAaneHHOro AeCTBUS OTHOCATCS Takne KaTteropum AencTBuid, kak NnpuHsaTue AP, onepaunu ¢ NpoLUVBKOW, nepesarpyska, ynpasneHve
nonb3oBarendamMmu, ynpasneHue cecCuaMmu, MOHUTOPUHT 1 AWArHOCTUKa CeTeBOW CBA3HOCTU. nOApOGHbIVI CUHTaKCUC U npeaynpexaeHnsa ansa KOHKPeTHbIX KOMaHg
ONUCLIBAIOTCA B IMase 2 1 TeMaTUYecknx rnasax.

6. Mogenb npuMeHeHUA KOHdUrypauum

CLI ncnoneayeT staged configuration model.

context config -> commit -> running-config
context config -> commit write -> running-config + startup-config
revert -> discard uncommitted context changes

commit npumMeHsieT uameHeHwnst k running-config.
commit write npumeHsieT usmeHerus n coxpatsiet ux B startup-config.
revert oTbpacbiBaeT N3MEHEHUS KOHTEKCTHON KOHMDUIypaLum, eLé He NPUMeHEHHbIe KoMaHAon commit.

7. KoHTeKcTHas cnpaBka

CLI nopaepxuBaeT KOHTEKCTHYHO CripaBky Yepes ?. MoapobHbie NpaBuna 1enonb3osaHus ?, npumepsbl 1 help-BbIBOAbI ONUCHIBAIOTCA B MaBe 2 U TEMaTU4ECKUX
rnaeax.

8. NO-chopmbi

no-cpopma — 370 oTpULATenbHas hopma KomaHabl, KOTopas UCMONb3yeTCs AN OTMEHbI, YAaneHUs Unu OTKNIOYEHNS paHee 3aJ4aHHON HaCTPONKY.

Ans configuration commands nsmeHeHuns Yepes no-popmMbl NPUMEHSIOTCA K running-config nocne commit.

Moapo6Hoe onucaHue no <command> npuBefeHo B rnase 2. KoHkpeTHble No-hopMbl OMUCHIBAIOTCS B TEMATUYECKWX rMaBax psifioM C COOTBETCTBYIOLLMMM
KOMaHgamu.

9. KoHdmpaeHuManbHbIe 3HaYEeHUA

YyBCTBUTENbHbIE AaHHbIE B MPUMEpax MackupyoTCsi, Hanpumep:

FhkkkxAK

encryption-settings security-psk-key
Moapo6HOCTN NOBeAEHNSA KOHKPETHBIX KOMaHZ U BbIBOAOB, CBA3aHHBIX C sensitive data, onucbiBaloTcs B COOTBETCTBYIOLLMX Pa3fenax CrpaBoYHUKa.

10. NMpumMmepbl B cnpaBoOYHUKE

B npvmMepax MOryT UCMOmnb30BaTLCA YCroBHbIE 3HadeHus, Hanpumep <hostname>, <AP ID>u <NAME>. PearbHble 3Ha4eHWs B BbIBOAAX NPUBOAATCS TOMLKO TaM,
rAi€ OHK
HYXHbI 4N NOHMMAHUA NOBEAEHWUS KOMaHAbI.



naBa 2. ba3oBble komaHabl CLI u HaBurauus

1. HazHayeHue rnaBbl

B aToii rnase cobpaHbl 6a3oBble komaHabl CLI Anst paGoTbl ¢ koHTponnepom n ynpasnsembimm Wi-Fi AP.
B rnaBy BxoasT:

. Bxof B configuration mode;
Bbixog 13 CLI contexts;
. nepexop Mexay BnoxeHHbIMK contexts;
. npocmoTp context help uepes ?;
. NPOCMOTP TekyLero context;
NpUMEHEHWE N OTKaT U3MEHEHUIA;
. 6asoBble diagnostic commands;
. obuwas mogens System, no u shutdown.

KoHuenTyansHas mopens context config, running-config, startup-config, commit, commit write n revert ssogutcs B rase 1. 3gech onucaHbl kKoMaHAab!,
KOTOpbIe NCMoMb3yoTCs B 9ToM workflow.

2. MpurnaweHune CLI n pexmmoi

CLI prompt nokasbiBaeT TEKYLLUIA PEXUM.

Admin mode:
ap622-i-63-41-86#

Global configuration mode:
ap622-i-63-41-86(config)#

Object configuration context:
ap622-i-63-41-86(config-wlan-DEFAULT )#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)#
ap622-i-63-41-86(config-ap622-i-63-41-89)#
ap622-i-63-41-86(config-management-DEFAULT)#
ap622-i-63-41-86(config-dhcp-DEFAULT )#
ap622-i-63-41-86(config-firewall-TEST)#
ap622-i-63-41-86(config-route-TEST)#
ap622-i-63-41-86(config-nat-TEST)#
ap622-i-63-41-86(config-auto-provision-DEFAULT )#

Nested interface context:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)#
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)#
ap622-i-63-41-86(config-ap622-i-63-41-86-radio2 #

3. O6wan obnactb AOCTYNMHOCTHU

YacTb koMaHz 3Tol rmaBsbl sBNsieTCs FnobanbHoi 1 AocTynHa u3 pasHbix CLI contexts.
Ecnu B onncaHum KOHKpeTHOW KoMaHAb! He YkasaHo nHoe, 6a3oBble operational commands MOXHO BbINOMHATE W3:

Admin mode;
. global configuration mode;
. configuration contexts, rae AocTynHa cooTBeTCTBYOLas rnobansHas koMaHaa.

KomaHgbl Bxoaa B configuration mode, komaHabl Bbixoaa M3 contexts M komaHAbl HACTPOWMKM aAMUHUCTPATMBHOTO COCTOSIHUS UMEIOT COBCTBEHHY0 0BnacTb
npumereHusi. OHa onuncaHa B pasaene «PekoMmeHAaumn» COOTBETCTBYIOLLEN KOMaHAbI.

4. configure

CuHTakcuc

configure
configure terminal

Ha3HauyeHue

BonTu B global configuration mode.

MapameTpbl

Her.

PekomeHpauumn

configure — kopoTkast popma komaHgel. configure terminal — nopaepxarHas Cisco-like extended form. O6e OpMbI BLINOMHSOT OAHO Y TO KE AENCTBME:
nepesogAT CLI B global configuration mode.

KomaHaa sbinonusietcst ua Admin mode. Cama no cebe oHa He MeHsieT running-config u He TpeGyet commiit.



Mocne Bxofa B global configuration mode MoxHo nepexoauTb B KOHKpeTHbIe configuration contexts Ans HacTpoiku WLAN, profile, device, site, management policy, IP
policies, auto-provision policy n apyrux o6bektos CLI.

I'Io,qpo6Hoe onucaHne KOHKpPeTHbIX contexts npueefeHo B TeMaTu4eCcKkmx rnasax
Mpumep

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)#

5. exit/ ..

CuHTakcuc

exit

Ha3HaueHue

BeiiiT 13 TekyLiero CLI context Ha oanH ypoBeHb Bbille unn 3aBeplunTb CLI-ceccuio ns Admin / EXEC mode.

MapameTpbl

Her.

PekomeHpauum

KomaHgb! exit u .. aBnsTca paBHo3HauHbIMK. OBe hopMbl BBIMOMHAT O4HO U TO e Aenctaue B CLI.
B configuration contexts komanga Bo3spaiaeT CLI Ha poanTenbCkuit ypoBEHb.

Mpumep n3 WLAN context:

ap622-i-63-41-86(config-wlan-DEFAULT)# exit
ap622-i-63-41-86(config)#

Mpumep 13 nested radio context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# ..
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)#

B Admin / EXEC mode exit v .. 3aBepLuatoT Tekyulyto CLI-ceccuio.

6. end

CuHTakcuc

end

HasHauyeHue

BeiiiT u3 configuration context Kk Admin mode.

MapameTpbl

Her.

PekomeHpauumn

end ucrnionbayeTcs Ans BLICTPOro BbIXOAa U3 BIOXeHHOro configuration context k BepxHemy CLI prompt.
Mpumep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# end
ap622-i-63-41-86#

7. .. - alias for exit.

8.!

CuHTaKkcmc
|

Ha3HauyeHue

CniyxebHas cTpoka / pasgenutens, koTopbii BcTpeyaetcst B CLI help u configuration output.

MapameTpbl

Her.



PekomeHaauuun
| BCcTpeuaeTcs B BbIBOAE KOHMUIypaLmm Kak BU3yarbHbil pasnenuTers CeKLUi.
B 06bI4HbIX NOMb30BATENLCKUX CLEEHAPKSX HACTPOKM BBOAUTB | BpyUHyto He TpebyeTcs.

9. CnpaBka 4yepe3 ?

CuHTakcuc
?
<partial-command> ?

Ha3HauyeHue

Mokasatb [OCTYMHblE KOMaHAbI TeKyLero context unu BapnaHTbl NPOAOIHKEHNSA KOMAHAbI.

MapameTpbl
MapameTtp OnucaHue
” MokasaTb help TekyLero context unu Tekyien
’ BETKM KOMaHab!.
PekomMeHpauumn
? cnonbayeTcs Ans npocMmoTpa Aepesa CLI.
Mpumepsi:
?
show ?
system ?
wlan ?
profile ?
device ?

interface radio ?

Ecnu komaHga ewwé He 3aBepLueHa, ? NokasblBaeT AOMYCTUMBIE NMPOSOIKEHUS.

10. show

CuHTakcmc

show <command>

Ha3HauyeHue

MokasaTb operational unu configuration information.

MapameTpbl

3aBUCAT OT KOHKpeTHo Show command.

PekomeHpauumn

show — rno6anbHas command group. OHa UCMonb3yeTcs A NPOCMOTPa COCTOSIHUS CUCTEMbI, KOH(UIypauuu 1 runtime-uHdopmaumm.
Ba3soBble dopmbl:

show context

show running-config
show startup-config
show device-config <AP ID>
show adoption
show version

show health

show interface brief
show ip route

show wireless ap
show sessions

MonHbIn crivcok Show commands onwvcbiBaeTcst B rnase 3.

11. show context

CuHTaKkcuc

show context
show context sensitive



HasHauyeHue

Mokasatb Tekywmin CLI context ¢ y48TOM HE3aKOMMUYEHHBIX 3MEHEHWIA.

MapameTpbl

MapameTp OnucaHue

MokasaTb sensitive data oTKpbITbIM
TEKCTOM.

sensitive

PekomeHpauumn

show context — ocHoBHasi KoMaHaa Ans NPOBEPKW M3MeHeHMI 4o commit.
Tunoson workflow:

show context
<configuration command>
show context

revert

show context

dopma show context sensitive moxeT BbiBecTu sensitive data OTKPbITEIM TEKCTOM. B 0BbIYHBIX CLIEHAPUSIX UCMOMNb3YIATE €€ TOMLKO NpY HEOBXOANMOCTH.

12. commit

CuHTakcmuc

commit

Ha3HaueHue

MpUMeHUTL He3aKoMMUYEHHbIE M3MeHeHus B running-config.

MapameTpbl

Her.

PekomeHaauuun
KpaTtkas cxema:
context config -> running-config
commit npuMeHsieT MaMeHeHws, Ho He coxpaHsieT ux B startup-config.
Mocne o6bi4HOro COMMIt KoHMrypaLms MoxeT 6bITb NOTepsiHa MOCTe nepesarpysku, eCrii He BbINoMHMTL commit write.

Mpumep

commit

13. commit write

CuHTakcmuc

commit write

HasHauyeHue

MpuMeHNUTb N3meHeHust 1 coxpannTb ux B startup-config.

MapameTpbl

Her.

PekomeHaauuun
Kpatkas cxema:
context config -> running-config + startup-config
commit write ncnornbayeTcs, koraa U3MeHeHUsi AOMKHLI COXPaHUTLCS Nocrie reboot.

Mpumep

commit write



14. revert

CuHTaKkcuc

revert

HasHauyeHue

OTKaTUTb HE3aKOMMUYEHHbIE U3MEHEHWSI TekyLuero context.

MapameTpbl

Her.

PekomeHpauumn

revert oTkaTbiBaeT TONLKO M3MeHeHust context config.
KomaHaa He OTMeHSIET yxe BbIMosIHeHHbIe immediate System commands.

Mpumep

revert

15. ping

CuHTakcuc
ping <host>

ping proto ip <host>
ping proto arp <host>

HasHauyeHue

MpoBepuTtb AOCTYNHOCTL y3na ¢ nomotbto ICMP IPv4 unn ARP-3anpocos.

MapameTpbl

MNapameTp OnucaHue

<host> Hostname unu IP address y3na ans nposepku..

proto ip Mcnonb3osats ICMP IPv4. 370 pexum No yMOnyaHuto.

proto arp Mcnonb3osatb ARP requests Ans npoBepkn cocedHero yana.
PekomeHaauumn

KomaHga ping ncnonb3yeTcs anst 6a30Boi AUarHOCTUKU CETEBOI AOCTYMHOCTY.
Bes ykasaHus proto komaHaa BbinonHseT ICMP IPv4 ping:

ping 192.168.88.201

To xe gencTBre C ABHLIM yKasaHuem protocol:

ping proto ip 192.168.88.201

na npoBepkun cocenHero yana Yepe3 ARP ncnonb3yetcs proto arp:

ping proto arp 192.168.88.201

16. traceroute

CuHTakcuc

traceroute <host>

HasHauyeHue

MokasaTb nyTb IP-nakeToB A0 yAanéHHoro yana.



MapameTpbl

MNapameTp OnucaHue

<host> IPv4 address unu hostname, ecnu hostname resolution nogaepxaH TekyLein koHdurypaumeil.
PekomeHpauumn
KomaHaa ucnonb3syeTcs Ans NpoBEpKW MapLupyTa [0 YAANEHHOro y3na.
Mpumep:

traceroute 192.168.88.201

17. connect

CuHTakcuc
connect ssh <username> <host>
connect telnet <host>

Ha3HauyeHue

OTkpbITb terminal session k gpyromy host no SSH unu Telnet.

MapameTpbl
MapameTtp OnucaHue
ssh OtkpbITb SSH session.
telnet OtkpbITb Telnet session.
<username> Wwms nonb3osartens ana SSH-noakntoveHus. ina Telnet He ncnone3yetcs.
<host> IPv4 address unu hostname yganénHoro yana.
PekomeHaauumn

connect ssh <username> <host> otkpuiBaeT SSH session k yaanéHHomy host.
Mpwn nepsom SSH-nopkntoyeHnn CLI MmoxeT 3anpocuTb noaTBepxaeHue host key fingerprint.
connect telnet <host> oTkpriBaeT Telnet session k yaanénHomy host. Ecrin Telnet service Ha yaanéHHOM host 3akpbIT, NOAKIOYEHVE HE YCTaHABNMBAETCS.

18. system

CuHTakcuc

system <command>

HasHauyeHue

BbinonHuTe operational system action.

MapameTpbl

3aBuCAT OT KOHKpeTHoM System command.

PekomeHpgauumn

system — rno6anbHas rpynna immediate action commands.
Takue koMaHbl 06bIYHO BLIMOMHSOTCS cpasy Nnocrie BBOAA NOMNHON KOMaHAbl UM NOCNe MHTEPaKTUBHOMO NOATBEPXAEHUSI, €CIIM OHO NPEAYCMOTPEHO.
OHMU He TpebytoT:
commit
OHM He OTKaTbIBAKTCA Yepes:
revert
Mpumepsb:
system adopt <AP ID>
system boot next-boot slotO
system reload self
system firmware ap add <URL>
system configure upload <URL>
system user add <username> role <admin|guest> access <all|clijnone|web>

MpeanynpexaeHune

HekoTopbie system commands moryT GbiTb disruptive unu destructive. Mepef BbINOMHEHNEM TakMX KOMaHA, HYXXHO MOHUMAaTb NOCNEACTBUS AN YCTPOMCTBA,
ynpasnsiembix AP, akTUBHbIX CECCUIA 1 COXPaHEHHOW KOHAUrypaLmm.



19. no

CuHTaKkcuc

no <command>

HasHauyeHue

YaanuTb, OTKNIOYUTL UMK 3aAaTb OTpULAaTEnbHY0 (opMy NapameTpa.

MapameTpbl

3aBUCAT OT KOHKPETHOW KOMaHAbI.

PekomeHpauumn

NO-hOpMbI 3aBUCST OT KOHKPETHOTO context n He Bcerga CMMMETPUYHbI positive commands.
Henb3s BbIBOAUTL NO-hopMy No aHanorumn. KoHKpeTHble NO-hopMbl ONUCHIBAKOTCS B TEMaTUYECKUX [NlaBax BMECTE C COOTBETCTBYIOLLUMMM KOMaHAaMU.
HekoTopble NO system ... komaHab! siBnsioTCs immediate actions 1 He oTHocsITCA Kk 0BbiuHOM configuration model.

20. shutdown / no shutdown

CuHTakcuc
shutdown
no shutdown

HasHauyeHue

OTKIMIOYNTD UMK BKITIOUYUTL OO BEKT.

PekomeHpauumn
KomaHnfa BcTpeyvaeTcst B Heckonbkux contexts
Context O6Lwee 3HauYeHue
Ethernet 1
. OTKIOUUTE UNW BKIIOYUTL PU3NYECKUI NMOPT.
interface
VLAN interface OrtkntounTb unu Brtountb VLAN interface.
Radio interface OTKMIOUNTL UK BKNOUUTBL radio.
WLAN context OrtkntounTb unum Brkntountb WLAN policy.

I'Io,qpoGHocm OMUCLIBAKTCA B TEMaTUYECKUX rnaBax a1 COOTBETCTBYOLLMX contexts.

Mpumepsbl

interface radio 1
shutdown

interface vlan 200
no shutdown

21. NMpumepbl HaBuraummn

21.1 WLAN context

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# wlan DEFAULT
ap622-i-63-41-86(config-wlan-DEFAULT)# show context
ap622-i-63-41-86(config-wlan-DEFAULT)# exit
ap622-i-63-41-86(config)#

21.2 Profile radio context

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface radio 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# show context
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1 )# ..
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )#

21.3 Device VLAN context
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# interface vlan 200



ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)# show context
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)# end
ap622-i-63-41-86#



naBa 3. KomaHabl show (Show commands)

1. HazHayeHue rnaBbl

B aToi rnase npueeaeHsbl rnobansHele Show commands CLI.

show commands ucrnonbaytoTcst 45151 NPocMoTpa KoHMrypaumu, operational state, runtime tables, coctosiHus AP adoption, wireless state, firmware bank, active
sessions n apyrux read-only AaHHbIX.

Bce komaHabl a0 rnasbl sienstoTes read-only,. Oun He uamensiioT context config, running-config, startup-config unu adoption database.

[maBa onncbIBaeT CUHTAKCUC U HA3HaYeHve noaaepKaHHbIX komaHa. Moapo6Hble NpUMeEpL! BEIBOAA NPUBOAATCS B TEMATUYECKUX FMaBax, Fae OHWU HYXXHbI Ans
06bsicHeHUs1 KOHKpeTHoro workflow.

2. O6wan obnacTtb 4OCTYNHOCTHU

show siensietcsi rmo6asnbHoit command group.
Ecnu B onncaHum KOHKPETHOM KOMaHZbl HE YKa3aHo UHOE, KOMaHAb! 3TOM rNaBbl MOXKHO BbIMOMHATH U3:

. Admin mode;

. global configuration mode;

. configuration contexts, rae goctynHa rno6anbHas komaHaa Show.
O6wuin BuAa:

show <command>
[ocTynHble BETKM MOXHO MOCMOTpeTb Yepe3 context-sensitive help:

show ?
Ocobbin cnyyain — show context. 3ta komaHga 3aBucuT ot Tekywero CLI context v nMokasbiBaeT KOHUIYpaLWo UMEHHO TOro context, M3 KOTOPOTO OHa BLIMOSHEHA.

3. 3aBepLéHHbIe top-level show commands

Cnenytou.wle KOMaHzbl BbINOSHSOTCS 6€3 AoNONHUTENbHbBIX aprymeHToB:

show adoption
show boot

show clock

show context

show health

show ntp

show running-config
show sessions
show startup-config
show system delayed
show user

show version

4. Kapta show commands

Komanpa HasnaueHue

show acs policy <ACS policy name> result Mokasatb pesynsTat nocnegHero ACS scan.

show adoption MokasaTb cocTosiHne adoption AP.

show boot Mokasatb boot slots nokanbHoro yctpoiicTea.
show boot ap <AP ID> MokasaTk boot slots koHkpeTHO AP.

show clock MokasaTb Tekyllee CUCTEMHOE BpeMsi.

show context MokasaTb KOHGUIypaLuio TeKyLLEero context.

show context sensitive MokasaTb TekyLwmii context ¢ sensitive values.
show device upgrade firmware Mokasatb AP firmware bank.

show device-config <AP ID> Mokasatb merged configuration koHkpeTHOW AP.
show health Moka3saTtb hardware health nokansHoro ycrporncraa.
show health ap <AP ID> Mokasatb hardware health koHkpeTHON AP.

show interface brief MokasaTb KpaTKylo MHOPMAaLMIO O U3NYECKUX UHTEPdENCaX.
show interface counters MokasaTb counters ranyecknx MHTepdeicos.
show interface switchport Mokasatk switchport mode 1 VLAN information.

show ip arp Mokasatb ARP table.



Komanpga

show ip dhcp

show ip dns

show ip interface

show ip interface brief

show ip route

show ntp

show ntp ap <AP ID>

show running-config

show running-config sensitive
show sessions

show startup-config

show startup-config sensitive
show system delayed

show system delayed ap <AP ID>
show user

show version

show version ap <AP ID>
show wireless ap

show wireless radio

show wireless wlan

show wireless client connect
show wireless client detail

show wireless client info

Configuration views
5. show context

CuHTakcmuc

show context
show context sensitive

HasHaueHue

MokasaTb koHdurypauumio Tekylero CLI context.

MapameTpbl

MapameTtp OnucaHue

sensitive TEKCTOM.

PekomeHpauumn

Moka3aTb sensitive values oTKpbITEIM

HasHauyeHnue

Mokasate DHCP status.

MokasaTtb DNS information.

Mokasatb detailed IP interface status.

MokasaTb kpaTkyto uHdopmaumto ob IP interfaces.
MokasaTb IP routing table.

Mokasate NTP status nokanbHoro ycrponcrsaa.
MokasaTtb NTP status koHkpeTHoO AP.

MokasaTtb running-config.

MokasaTtb running-config c sensitive values.
MokasaTtb active CLI/Web sessions.

Mokasats startup-config.

Mokasatb startup-config ¢ sensitive values.
MokasaTb delayed system tasks.

MokasaTb delayed system tasks koHkpeTHoOW AP.
MokasaTb system users.

MokasaTb version u identity nokansHoro yctpoiictaa.
MokasaTb version u identity koHkpeTHon AP.
Mokasate AP summary.

MokasaTb radio summary.

Mokazate WLAN summary.

MokasaTb client connection/radio information.
Mokasatb detailed wireless client information.

Mokasatb IP/VLAN/WLAN information no clients.

show context nokasbiBaet koHurypaumio Tekyero context Tekyiero CLI context ¢ y4ETOM HE3AKOMMUYEHHBIX U3MEHEHUIA.

KomaHga He sisnsietcs diff-komangoi. OHa nokasbiBaeT UTOrOBOE COAEPKMMOE TeKyLuero context, kotopoe ByaeT NpuMeHsaTLCA Yepes commit.
BapuaHnT show context sensitive moxeT BbiBoanTs sensitive values oTKpbITbIM TekcToM. Ero crieflyeT UCnomnb3oBaTh TONMbKO NMpY HE0BX0AMMOCTH.



6. show running-config

CuHTaKkcuc

show running-config
show running-config sensitive

HasHa4yeHue
MokasaTb TekyLLyo NPUMEHEHHYI0 pabouyto KOHMUIypaLnIo.

MapameTpbl

MapameTp Onucaxue

Moka3aTb sensitive values OTKpbITbIM
TEKCTOM.

sensitive

PekomeHpauumn

show running-config nokaseisaeT koHcUrypaumio, npumeHéHHyto B running-config.

Bes napametpa sensitive cekpeTb! mackupytotest. C napameTpom sensitive cekpeTbl BLIBOAATCS OTKPLITLIM TEKCTOM. Takoi BbIBOA He cneayeT Ucnonb3oBaTh B
06bIYHbIX fTorax n oT4éTax 6e3 Heo6XoOANMOCTH.

7. show startup-config

CuHTaKkcuc

show startup-config
show startup-config sensitive

HasHauyeHue

MokasaTb KOHMUIypaLmio, COXpaHEHHYI0 ANS NPUMEHEeHNs nocne reboot.

MapameTpbl

MapameTp Onucaxue

MokasaTb sensitive values OTKpbITbIM
TEKCTOM.

sensitive

PekomeHpauumn

show startup-config nokasbisaeT koHurypaumio, kotopasi 6yneT ucnonb3osaHa nocne nepesarpysku.
Bes napametpa sensitive cekpeTbl Mackupytotcs. C napameTpom SENsitive cexpeTbl BLIBOAATCA OTKPbLITLIM TEKCTOM.

8. show device-config

CuHTakcuc

show device-config <AP ID>

Ha3HaueHue

MokasaTtb merged configuration koHkpeTHo AP.

MapameTpbl

Al OnucaHue

eTp

<AP

D> Wpentudukatop AP.
PekomeHpauumn

Komanfa nokasbiBaeT ntoroByto koHdurypauuo AP ¢ yuétom Profile configuration, Device configuration, per-device overrides n npussku policy.

[ns controller AP merged config BkriouyaeT nokanbHble HacTponku controller device. [ina managed AP merged config nokasbiBaeT MTOroBYIO KOHPUIypaLMIO, KOTOPYIO
KOHTponnep dopmupyeT ans aton AP.

9. show adoption

CuHTaKkcmc

show adoption



HasHauyeHue

MokasaTb cocTosiHue AP adoption Ha koHTponnepe.

MapameTpbl

Her.

PekomeHpauumn

KomaHnaa nokasbiBaeT AP, n3secTtHble koHTponnepy B adoption database.
B tabnuue oto6paxatotcs AP ID, management IP, adoption status, firmware version, online state n npusHak Hannums device-cekumn.
CONFIG + osHauaert, uto anst AP ectb device-cexkuusi device <AP ID>. Myctoe 3Hadenme B konoHke CONFIG osHauaer, 4to device-cekums ans AP oTcyTcTByerT.

10. show boot

CuHTakcuc

show boot
show boot ap <AP ID>

HasHauyeHue

MokasaTb boot slots nokansHoro yctpovcTea nnu KoHKpeTHoN AP.

MapameTpbl

MapameTp Onucaxue

ap <AP Moka3satb boot slots ykazaHHON
D> AP.

PekomeHpauum

show boot nokasbiBaet boot slots nokanbHoro ycrpoiictea.
show boot ap <AP ID> nokasbisaet boot slots koHkpeTHoit AP.
KomaHga ucnonbayeTcs nepes namerenem Next Boot, upgrade unu reload.

11. show device upgrade firmware

CuHTaKkcuc

show device upgrade firmware

HasHaueHue

Mokasatb AP firmware bank.

MapameTpbl

Her.

PekomeHpauumn

show device upgrade firmware nokassisaeT firmware images, sarpyxeHrHbie 8 AP firmware bank, u ceeaeHus o storage usage.
Komanpa ucnonb3yetcsi nepen nobasnexnem unm yaanexvem firmware image ansi ynpasnsiembix AP.

12. show clock

CuHTakcuc

show clock

HasHauyeHue

MNokasaTb Tekyllee CUCTEMHOE BpeMmsi.

MapameTpbl

Her.

PekomeHpauum

KomaHnaa vicnonb3syeTcs Anst 6bICTPoO NpoBEpPKY CUCTEMHOTO BpeMeHn nepea aHanusom logs, delayed tasks n NTP state.



13. show version

CuHTakcuc
show version
show version ap <AP ID>

HasHauyeHue

Mokasatb version n device identity information nokansHoro yctpoiicTtea unu ykasanHon AP.

MapameTpbl
MapameTp OnucaHue
ap <AP ID> Moka3aTk version information

KOHKpeTHon AP.

PekomeHpauumn

KomaHnga nokasbiBaeT version, boot slot, uptime, CPU, base ethernet MAC, serial number n model number.
AP-specific popma ncnone3dyetca ans nposepku firmware version u identity ynpasnsemon AP.

14. show health

CuHTakcuc

show health
show health ap <AP ID>

Ha3HaueHue

Mokasatb hardware health status nokanbHoro yctpoiictea unm ykasaHHon AP.

MapameTpbl

MapameTtp OnucaHue

ap <AP MokasaTb health koHKpeTHOM
ID> AP.

PekomeHpauumn

Komanaa nokasbiBaeT hardware health information. AP-specific dbopma ncrnonb3yeTcs Ans npoBepky COCTOSIHWS yrnipaBnsiemon AP.

15. show ntp

CuHTakcmc

show ntp
show ntp ap <AP ID>

HasHauyeHue

MokasaTtb NTP synchronization status u server list nokanbHoro yctponcTsa unu ykasaHHowm AP.

MapameTpbl

MapameTtp OnucaHue

Moka3aTb NTP status koHkpeTHOW

ap <AP ID> AP

PekomeHpgauumn

show ntp BuinonHsieTcst 63 AOMOMHUTENBHbLIX apryMEHTOB.
show ntp ap <AP ID> nokasbisaet NTP status koHkpeTHoit AP.

16. show interface brief

CuHTakcuc

show interface brief



Ha3HauyeHue
MokasaTb kpaTKyto uHpopmaLmio 0 nHTepdencax ycTponcTea.

MapameTpbl
MapameTp OnwucaHue
ap <AP ID> MokazaTb MHopMaLmio ons

ykasaHHoun AP.

PekomeHpauumn

KomaHnaa vicnonb3ayeTcs Ansi 6bICTPON NPOBEPKU COCTOSIHWS MHTEPencoB yCTponcTBa.

B BbiBoae otobpaxatotcs dpusmnyeckue Ethernet-mHtepdeiickbl n norndeckune VLAN-uHTepdericel. [nsa kaxnoro uHTepdeiica nokasbiBatTcs Umsl, operational status,
MAC address, speed u duplex mode.

[insa nornyecknx nHTepdencos oTaesbHbIE NoNs, Takue kak speed u duplex, moryT oTobpaxaTbes Kkak N/A..

17. show interface counters

CuHTakcuc

show interface counters

HasHauyeHue

[MokasaTb CHETUMKM NaKeTOB PU3NYECKUX MHTEPEENCOB.

MapameTpbl
MapameTp OnucaHue
ap <AP ID> MokazaTb MHopMaLmio Ans

ykasaHHoun AP.

PekomeHpgauumn

Komanga vicnone3yeTcs anst npocMmotpa packet/byte counters u drop counters no duandeckum nHTepdencam.

18. show interface switchport

CuHTaKkcmc

show interface switchport

Ha3HauyeHue

Mokasatb switchport mode n VLAN information.

MapameTpbl
MapameTtp OnwucaHue

MokazaTb MHopMaLmio Ans

ap <AP ID> ykasaHHoun AP.

PekomeHpauumn

KomaHnaa vicnone3syeTcs ansi nposepku access/trunk state n VLAN assignment Ha Ethernet interfaces.

19. show ip arp

CuHTakcmc

show ip arp

HasHayeHue
Mokasatb ARP table.



MapameTpbl
MNapameTp OnwucaHue

MokasaTb nHopmaumio Ans

ap <AP ID> yKasaHHoi AP.

vlan <VLAN ID> Tlokasatb uHdgopmauumio Ans ykazaHHoro VLAN

PekomeHaauuun
Komanga ncnonesyetca ans nposepku L2/L3 reachability cocegrmx IPv4 hosts.

20. show ip dhcp

CuHTakcuc
show ip dhcp

show ip dhcp binding <DHCP-policy name>
show ip dhcp leases <AP ID> <DHCP-policy name>

Ha3HauyeHue

Mokasate DHCP status, npumeHeHne DHCP policies u undopmauuio o DHCP reservations / leases.

MapameTpbl

Mapam

eTp OnucaHue
Binding Moka3aTb address reservations ans ykasanHo DHCP policy.
leases Mokasate DHCP leases ans ykasaHHon AP u DHCP policy.
<DHCP-policy name> Wmsa DHCP policy.
<AP ID> ID Touyku AocTyna, ANs KOTOpOW HyxHO nokasate DHCP leases.
PekomeHpauumn

Komanga show ip dhcp 6e3 gononHutenbHbIX NapamMeTpoB nokasbiBaeT cBogHyto DHCP-nHdopmaumto no HactpoeHHsIM DHCP policies 1 nx npumeHeHuio Ha
ycTtpoiictBax 1 VLAN.

B cBogHol Tabnuue otobpaxatotcs Policy Name, Device ID, VLAN ID, SITE u konmyecTBo akTUBHbIX leases.

21. show ip dns

CuHTakcuc

show ip dns

HasHauyeHue

MokasaTte DNS information.

MapameTpbl
MapameTtp OnucaHue

Moka3aTb MHOpMaLmio ANs

ap <AP ID> ykasaHHomn AP.

PekomeHpauum

KomaHnga ncnone3dyetca ans nposepkn DNS configuration/state yctpoiictea.

22. show ip interface

CuHTakcmuc

show ip interface ap <AP ID>
show ip interface brief

show ip interface brief ap <AP ID>
show ip interface vlan <VLAN ID>

Ha3HauyeHue

Mokasatb coctosiHue IP interfaces n napameTtpel Layer 3 VLAN-uHTepdeiicos.



MapameTpbl

MNapameTp OnwucaHue
ap <AP ID> Mokasatb IP interfaces ykasaHHoit AP.
brief Moka3satb kpaTkyto Tabnuuy IP interfaces
vlan <VLAN ID I'onaagn: nogpo6Hyto MHGOpMaLMIo NO yka3aHHOMY
VLAN interface
<VLAN ID> VLAN ID B ganasoHe 1-4095.
PekomeHaauumn

show ip interface nokasbisaeT nogpo6Hyto uHdopmaumio o6 IP interfaces yctponcTsa
show ip interface brief nokasbiBaeT kpaTkyto nHdopmaumio 06 IP interfaces yctpoicTaa
show ip interface ap <AP ID> nokasbiBaeT nogpo6Hyto nHpopmaumio o6 IP interfaces ykazaHHoi AP

show ip interface brief <AP ID> nokasbisaeT kpatkyto nHopmaumio o6 IP interfaces ykasaHHon AP
show ip interface vlan <VLAN ID> noka3sbiBaeT nogpobHyto nHcdopmaumio no ykazaHHomy VLAN interface.

23. show ip route

CuHTakcuc

show ip route
show ip route <AP ID>

Ha3HauyeHue

MokasaTtb IP routing table.

MapameTpbl
MapameTtp OnwucaHue
ap <AP ID> MokazaTb MHopMaLmio Ans

ykasaHHoun AP.

PekomeHpauumn

KomaHaa ucnonbayeTcs Ans npocMoTpa ip MapLupyTos

24. show acs policy result

CuHTakcmc

show acs policy <ACS policy name> result

Ha3HauyeHue

Mokasatb pesynbTaT nocnegHero ACS scan.

MapameTpbl
LERELE Onucahnue
P
<ACS
policy Mms ACS policy.
name>
PekomeHpauumn

ACS result nosisnsietcs ans policy, koTopas cosaaHa, npumeHeHa Ha yposHe Device unu Profile, a radio interface ncnoneayet channel acs.

Ecnu scan elwé BbinonHsieTcs, koManda nokasbiBaeT, 4yto ACS HaxoamTcs B npouecce BbINOJSIHEHUA. Mocne 3aBepLlieHna scan KoMaH4a nokasbiBaeT pe3ynbtaTt
nocnegHero Bbl60pa KaHanos.



25. show wireless ap

CuHTaKkcuc

show wireless ap
show wireless ap detail
show wireless ap detail ap <AP ID>

HasHauyeHue

MokasaTb Hdopmauwmio o Toukax goctyna (AP) , M3BECTHbIX KOHTpONMeEpy.

MapameTpbl

MapameTp Onucaxue

MokasaTb noapo6Hyo nHopmaumio Ans

detai ykasaHHomn AP.

ap <AP ID>  OrpaHuuntb noapoGHbIN BbIBOA ykasaHHON AP.

PekomeHpgauumn

Komanga nokasbiBaeT summary no AP, n3BecTHbIM KOHTponnepy.

26. show wireless radio

CuHTakcmc

show wireless radio
show wireless radio ap <AP ID>
show wireless radio wlan-map

HasHauyeHue

MokasaTb cocTosiHue radio interfaces koHTponnepa u ynpaensiembix AP.

MapameTpbl

MapameTtp OnucaHue

MokasaTtb radio interfaces ykasaHHoi
ap <AP ID> Y

wlan-map MokasaTb npuesiaky WLAN k radio interfaces n BSSID.

PekomeHpauumn

KomaHnaa show wireless radio 6e3 fononHUTENBbHBIX NapaMeTpoB Noka3biBaeT summary no radio interfaces koHTponnepa u ynpasnsiembix AP.
show wireless radio <AP ID> nokasbiBaeT summary no radio interfaces koHkpeTHoi AP
show wireless radio wlan-map nokasbiBaeT, kakve WLAN Ha3HaueHbl Ha radio interfaces n BSSID.

27. show wireless wlan

CuHTakcmuc

show wireless wlan
show wireless wlan radio-map
show wireless wlan radio-map wlan <WLAN policy name>

Ha3HauyeHue

Mokasatb nHdopmaumo o WLAN, onybnmkosaHHbIX Ha radio interfaces.

MapameTpbl
MapameTtp OnucaHue
. MokasaTb, Ha kaknx AP/radio/BSSID
radio-map

ony6nukosaHbl WLAN.

wlan <WLAN policy name>  OrpaHnunTb BbiBoA radio-map ykasaHHbiM WLAN.

PekomeHpauumn

KomaHnga show wireless wlan 6e3 gononHMTensHbIX NapameTpoB nokaseiBaeT summary no WLAN.
KomaHpa show wireless wlan radio-map noka3sbiaet kapTy nybnukauun WLAN Ha radio interfaces.

KomaHnga show wireless wlan radio-map <WLAN name> noka3bliBaeT kapTy nybnukaumm koHkpetHoro WLAN Ha radio interfaces.



28. show wireless client connect

CuHTaKkcuc

show wireless client connect
show wireless client connect ap <AP ID>
show wireless client connect wlan <WLAN policy name>

Ha3HaueHue

MokasaTb, Kak wireless clients nogknoyeHbl Yepes radio.

MapameTpbl

MapameTtp OnucaHue

ap <AP ID> SunbTp no AP.

wlan <WLAN

policy name> dunbTp no WLAN policy name.

PekomeHpauumn

KomaHpga nokasbisaeT client connection/radio information. ®unbTper ap n wlan npumensiotcs nocne nogkomaxgsl connect.

29. show wireless client detail

CuHTakcuc

show wireless client detail
show wireless client detail ap <AP ID>
show wireless client detail wlan <WLAN policy name>

Ha3HauyeHue

MokasaTb AeTanbHyto Hgopmauwio o wireless clients.

MapameTpbl

MapameTp OnwucaHue

ap <AP ID> ®unbTp o AP.

wlan <WLAN

policy name> ®unbTp no WLAN policy name.

PekomeHpgauumn

KomaHpga nokasbisaeT detailed wireless client information. ®unstpel ap 1 wlan npumensiiotes nocne nogkomangbi detail.

30. show wireless client info

CuHTakcmuc

show wireless client info
show wireless client info ap <AP ID>
show wireless client info wlan <WLAN policy name>

Ha3HauyeHue
Mokasatb IP/VLAN/WLAN information no wireless clients.

MapameTpbl

MapameTp Onucaxue

ap <AP ID> dunbTp no AP.

wlgn <WLAN ®unbTp no WLAN policy name.
policy name>
PekomeHaauuun

Komanaa nokassisaeT IP/VLAN/WLAN information no wireless clients. ®unsTpsl ap u wlan npumensiores nocne nogkomanas! info.



31. show system delayed

CuHTaKkcuc

show system delayed
show system delayed ap <AP ID>

HasHauyeHue

[MokasaTb OTMOXEHHbIE system tasks.

MapameTpbl

MapameTp Onucaxue

Moka3aTb delayed tasks koHkpeTHO

ap <AP ID> AP.

PekomeHpauumn

KomaHnfa vicnonb3yeTcs Anst IPOCMOTPa OTNOXEHHbIX system tasks, Hanpumep delayed ACS scan.

32. show sessions

CuHTakcuc

show sessions

HasHaueHue

MokasaTb active CLI/Web sessions.

MapameTpbl

Her.

PekomeHpauumn

KomaHpa ncnosnb3yeTtcst 4nst NIpOCMOTPa akTUBHBIX CECCUIA YNpaBreHust Ha ycTponcTae

33. show user

CuHTakcuc

show user

HasHauyeHue

MokasaTb system users.

MapameTpbl

Her.

PekomeHpauumn

KomaHaa nokasbiBaeT fokasbHbIX Nonb3oBaTtene, Nx ponu n oCTynHble cnoco6bl AocTtyna.

34. Sensitive show variants

Cnepytolme hopMbl MOTyT BbIBOAUTE sensitive values OTKPbITbIM TEKCTOM:

show context sensitive
show running-config sensitive
show startup-config sensitive

3T KOMaHAabl He cneayet ucnosib3aosatb B 06bI4HbIX NONb3oBaTenbLCkUX oT4ETax 6e3 HeobxoaMmocCTy.



naBa 4. System-komaHabl U HeMeaneHHble aencTeua (Immediate
actions)

1. HazHayeHue rnaBbl

B aToii rnaee cobpaHbl KoMaHabl rpynnel System u ceasaHHble ¢ HUMKM immediate actions.
system commands vcnonb3aytoTcsa Ans onepauvoHHbIX AeACTBUIA, KOTOPLIE BLINOMHATCS OTAEMNBHO OT OOLIYHOM MOAENU KOHMUIypaLmum:

. adoption ynpaensembix AP;

. 3anyck ACS scan;

. BbI6Op boot slot Ans cneaytoLen 3arpysku;
. upload n download configuration files;

. factory reset;

. ynpasnexue AP firmware bank;

. 3anyck n octaHoBka monitor log stream;
. reload ycTpoWcTs;

. ynpasneHue CLI/Web sessions;

. upgrade nokaneHoro firmware;

. ynpasreHue nokanbHbIMU system users.

system commands otnuyatotcs ot configuration commands. OHUW BbINOHAKTCS HEMEATIEHHO UMW NOCIE UHTEPAKTUBHOTO NOATBEPKAESHNS, ECINN NOATBEPXKAEHNE
npeaycMOTPEHO KOMAHAOVA.

OHM He NCNonb3yT 06bIYHbIN KOHUIYpaLMOHHbIN workflow 1 He oTkaTbIBaOTCS Yepes: revert

2. O6bwan obnacTtb 4OCTYNHOCTHU

system sBnsetca rmo6ansHoi command group.
Ecnun B onncaHum KOHKPETHOM KOMaHAb! HE YKa3aHO MHOe, KOMaHAb! 3TON rNaBbl MOXHO BbIMOMHATL U3:

. Admin mode;

. global configuration mode;

. configuration contexts, roe goctynHa rmo6aneHas komaHaa system.
O6wuii BuAa:

system <command>
[locTynHble BETKM MOXHO NOCMOTpeTb Yepes help:

system ?
He koTopble kKOMaHAbl MMEIOT HeraTuBHyt0 (PopMy NO KOTOpas OTMEHSIeT, OCTaHaBNMBAaET AeNCTBNE KOMaHAbl. KomaHabl ¢ oTpyuaTensHowm
dopMOW Takke BbIMOSHATCS HEMEANEHHO WM NOCME UHTEPAKTUBHOIO NMOATBPXAEHUS.

3. Mogenb system commands

Obuee npasuro:
system commands = immediate action commands

Mocne BBoaa nonHoi komaxabl CLI BbINONHAET AencTBre cpasy unu CHavana sanpalumBaeT NoaTeepxaeHne. AT komaHabl He TpebytoT:
commit

HekoTopble System commands He no6asnsitoT cTpoku B running-config, Ho namensioT oThenbHbIe runtime unm persistent 06n1acTm cocTosHNS.

O6nacTb KomaHgbi

Adoption database system adopt, no system adopt

Boot setting system boot next-boot slot0\|slot1
Startup config import system configure download <URL>
AP firmware bank system firmware ap add/delete

User database system user add/edit, no system user
Session table system session kill <Session ID>
Runtime log monitor system monitor, no system monitor

system reload, system upgrade, system factory

Device runtime state
default

4. Safety model

Mepen BbINONHEHNEM TaKVX KOMaH PEKOMEeHOYyeTCs NpoBEpUTL TeKyLLiee COCTOsSIHME YCTPOCTBa ¢ nomoLubio read-only komaHa. B 3aBucuMocTu oT onepauum
MoryT 6bITb NonesHbl show adoption, show boot, show sessions, show user, show device upgrade firmware 1 apyrme show commands.

Mo yposHIo Bo3gelcTBms immediate actions MOXHO yCIOBHO pasaennTb Ha HECKOJIbKO rpymm:

- service actions — BKIIOYEHUE MW OCTaHOBKa operational-dyHkunin, Hanpumep terminal monitoring;



- management actions — ynpasneHue nonb3oBaTtensmMu, ceccusamu, firmware bank u boot slot;
- transfer actions — 3arpysaka vunu BeIrpyaka koHdurypauum u firmware image;
- disruptive actions — reload, upgrade, factory default, uameneHue adoption state u gpyrve onepaunm, KoTopble MOTyT BPEMEHHO NpepBaTh OGCMYX1BaHUE UNK

N3MEHUTb JOCTYNHOCTb yCTpOVICTBa .

Ins disruptive nnu destructive actions CLI 3anpocut nHTepaktuBHoe noaTeepxaeHve. Ecnv komanaa TpebyeT noaTBepXKAEHNS, BbINOMHATE €€ TONbKOo nocrne

NpoBEpPKM NapameTpoB KOMaHAbl ¥ MOHUMaHWsi BO3MOXHOTO adpdhekTa.

[ns file transfer commands napametp <URL> 3agaétcsa B dhopmaTe 0QHOro M3 NoAAEPKUBAEMbIX MPOTOKOMOB:

tftp://<hostname|IP>[:port]/path/file
sftp://<user>:<pwd>@<hostname|IP>[:port]/path/file

Ocobyto 0CTOPOXHOCTL criefyeT cobrtogath Npy KOMaHAax, KoTopble MOryT NPUBECTU K MoTepe AOCTyMa K YCTPOMCTBY, nepeaarpyake, cbpocy koHdurypauum,

3ameHe firmware nnm 3arpyske KOHCbVII'ypaLlVIVI 13 BHELWHero NCTOYHUKa.

5. Kapta system commands

KomaHnpa

system acs policy <ACS policy name> scan start

system acs policy <ACS policy name> scan start in
<seconds>

system adopt <AP ID> [<AP ID> ...]

no system adopt <AP ID>

no system adopt <AP ID> force

system boot next-boot slotO0

system boot next-boot slot1

system configure upload <URL>

system configure download <URL>
system factory default self

system factory default ap <AP ID>
system firmware ap add <URL>

system firmware ap delete <Firmware name>
system monitor

no system monitor

system reload self [in <seconds>]

system reload all [in <seconds>]

system reload ap <AP ID> [in <seconds>]
system session kill <Session ID>

system upgrade <URL> [in <seconds>]

system user add <username> role <admin\|guest> access
<all\|cli\[none\|web>

system user edit <username> access <all\|cli\|none\|web>
system user edit <username> role <admin\|guest>
system user edit <username> password

no system user <username>

ACS system commands

6. system acs policy scan start

CuHTakcuc

system acs policy <ACS policy name> scan start

HasHauyeHue

3anyctutb ACS scan HemMeaneHHo.

3annaHupoBartb 3anyck ACS scan yepes ykazaHHoe Bpemsl.

MpuHATL 0aHY UK Heckonbko AP Ha KoHTponnep.

Ypanutb coctosiHue adoption ans AP.

MpuHyauTenbHo yaanuTtb adoption u MHMUMMpoBaThb reset AP.
Buibpats slotO ans cnegyiowien sarpysku.

Buibpats slot1 ans crnegyiowen sarpysku.

Bbirpyauts running config Ha ykasaHHbIn URL.

Ckayatb configuration file n coxpanuTb ero kak startup config.
C6pocuTb nokanbHoe ycTpoicTBo k factory defaults.
C6pocuTb ykasaHHyto AP « factory defaults.

3arpyautb AP firmware image B firmware bank.

Ypanutb AP firmware image u3 firmware bank.

3anycTuTb NOTOK CUCTEMHbIX N10roB B TekyLuei CLI session.
OCTaHOBUTb MOTOK CUCTEMHbIX JIOTOB.

Mepe3sarpy3uTb nokanbHoOe yCTPOWMCTBO.

MepesarpyanTb BClO CeTb / BCE yNpaBnsieMble yCTPONCTBA.
MepesarpyanTb ykasaHHyto AP.

3akpbITb akTVBHYt0 CLI/Web session.

BeinonHuTk local firmware upgrade u reboot.

Cosgatb NokanbHoro system user.

M3menuts allowed access system user.
WM3meHuTb role system user.
M3meHuTb password system user.

Ypanutb system user.



HasHauyeHue

3anyctute ACS scan HeMeaneHHo.

MapameTpbl
JETECTD OnucaHue
Y
<ACS
policy Wms ACS policy.
name>
PekomeHpauumn

KomaHga 3anyckaeT Auto Channel Select scan kak immediate action u He TpeGyeT commit.

Bhumanue: CLI 3anpalunBaeT noareepxaeHune vepes Yes nepeq 3anyckom ACS scan. Bo Bpemsi ckaHNpOBaHNSA 1 BO3MOXHOW CMeHbl KaHamnoB wireless service moxeT
6bITb BPEMEHHO HapyLUEeH.
[insa nonyyexust daktndeckoro peaynbtata ACS AomKHbI BbINOMHATECS YCOBUS:

1. ACS policy cosgaHa.
2. ACS policy npusssaHa k Profile unu Device.
3. Radio interface ucnonbayet channel acs.

7. system acs policy scan start in

CuHTakcmuc

system acs policy <ACS policy name> scan start in <seconds>

Ha3HaueHue

3annannpoBartb 3anyck ACS scan Yepe3 ykasaHHOE KOMUYECTBO CeKyHA,.

MapameTpbl
MapameTtp OnucaHue
<ACS
policy Mms ACS policy.
name>

<seconds>  3amepxka 3anycka B CeKyHaax.

PekomeHaauumn
KomaHnfa co3naét 3afadvy Ha oTnoXKeHHbIi 3anyck ACS ckaHMpOBaHUS.
OTnoxeHHble 3a4a4n MOXHO NPOBEPUTL Yepes:

show system delayed

8. system adopt

CuHTakcuc
system adopt <AP ID>
system adopt <AP ID> <AP ID> ...

HasHauyeHue

MpuHATL 0AHY UK Heckonbko AP Ha KOHTposnnep.

MapameTpbl

NEFEL OnwucaHue

eTp

<AP

D> WpeHtudmkatop AP.
PekomeHaauumn

system adopt sbinonHsieTcs HemeanexHo u pa6oTaet ¢ adoption database.
KomaHga He co3paét device-cekumio device <AP ID>, He sanucbiBaeT cTpoky B running-config unu startup-config v ve Tpeyer commit.
pynnosas opma No3BoNseT NPUHATL HeCKONMbKO AP 0gHOM KOMaHAoM:
system adopt <AP ID> <AP ID> <AP ID>
Mocne npuHATUA cocTosiHe AP npoBepsieTcs Yepes:



show adoption

Ecnu AP npuHsTa, HO Ans Heé ewwé HeT device-cekummn, show adoption nokassisaer ADOPTED u nycroe sHavenme B konoHke CONFIG. Device-cekumnst MmoxeTt
6bITb co3haHa Bpy4Hyo unu Yepes Auto Provision npu commit.

9. no system adopt

CuHTakcuc

no system adopt <AP ID>
no system adopt <AP ID> force

Ha3HauyeHue

YnanuTb coctosiHne adoption anst AP 13 adoption database.

MapameTpbl

MapameTtp OnucaHue

<AP ID> Wpentudomkarop AP.

YpanuTb adoption gaxe ecnu ykazaHa Touka He

force oTBeTuUna

PekomeHpauumn

KomaHza BhinomnHaeTcsi HemeasneHHo u He TpebyeT commit. BHumanve: CLI 3anpalumBaeT noaTBepKaeHe Yepes YES nepes BbiNoNHEHVEM KOMaHbI.
OHa n3meHsieT adoption database, a He 06bI4HYyt0 KOHMDUrypaLmIo.

Ob6bl4Has dopma yaansieT coctosiHne adoption 1 MHMUMPYET cOPOC NOAYMHEHHON TOYKM AOCTYNa K 3aBOACKMM HacTpoinkam. KoManaa 3aBepLumTcs Heyaaden ecnm
TOuKa He NOATBEPAMT YTO MPUHSNa KoMaHay ¥ Havana cGpoc.

no system adopt <AP ID>
Force-popma yganseT coctosiHne adoption Ans NOAYMHEHHON TOYKM axe eCrnn ToYKa He OTBeYaeT.
no system adopt <AP ID> force

no system adopt He ynansiet device-cekumto device <AP ID> n3 koHdurypauum. ECiivi HyXHO yaanuTb Takke KOH(UrypaLmoHHyto cekumto AP, ncnonbayiite
06bI4HbIN KOHUrypaumroHHbIn workflow ansa no device <AP ID>.

10. system boot next-boot

CuHTakcuc

system boot next-boot slotO
system boot next-boot slot1

Ha3HaueHue

Bbi6paTth firmware slot ans cnepytoluei 3arpysku.

MapameTpbl
MapameTtp OnucaHue
slot0 Wcnonbaosats slotO npu crepyiowen
3arpyske.
slot1 Wcnonbsosats slot1 npu cnepyroweit
3arpyske.
PekomeHpauumn

KomaH,qa MeHSAEeT TONbKO Next BOOt. I'Iepesarpyaka He BbINONHAEeTCA aBTOMaTU4eCckn.
Mepen nsmeHeHneM 1 nocne Hero pekomeHayeTcs NpoBepuTh boot state:
show boot

11. system configure upload

CuHTakcmuc

system configure upload <URL>

Ha3HauyeHue

BeIrpy3utb running config Ha ykasaHHbin URL.



MapameTpbl

NETEL OnucaHue
eTp

:URL URL HasHayeHus.
PekomeHpaauuu

KomaHnpaa BeIrpyxaeT TekyLmin running config.
<URL> 3apaétcs B dhopmarte, onucaHHoM B safety model atoi rnaebl. Ans sftp URL gorkeH copgepxatb username 1 password.
Mepeg BLIrPy3KOM MOXHO NPOCMOTPETL FUNNing-config:

show running-config

12. system configure download

CuHTakcuc

system configure download <URL>

Ha3HauyeHue

Ckavatb configuration file, pacnapcutb ero n coxpaHuTb kak startup config.

MapameTpbl
() OnucaHue
meTp
:URL URL ncTo4vHMKa.

PekomeHpauumn

KomaH,qa BbIMOJIHAET NO cneaywemy cueHapuio -
3arpyska aiina -> Banugaums aarpyxaemoin KoHgurypaumm -> coxpaHeHue koHdurypauum B startup config -> 3anpoc Ha nepesarpyaky

13. system factory default self

CuHTakcuc

system factory default self

Ha3HaueHue

C6pocuTb nokanbHoe YCTPOWCTBO K 3aBOACKUM HaCTpoKam

MapameTpbl

Her.

PekomeHaauumn
Komanpga destructive n MoxeT npuBecTn kK noTepe AOCTyNa K yCTPONCTBY.

BHumanue: CLI sanpalunBaeT noaTeepxaeHne Yepes YES nepes BbINOMHEHNEM KOMaHAbI. MicnonbayiiTe KoMaHAy TOMNbKO Npy SIBHOM HamepeHun copocuTb nokanbHoe
YCTPOWCTBO.

14. system factory default ap

CuHTakcuc
system factory default ap <AP ID>

Ha3HauyeHue
C6pocuTb ykasaHHyto AP k factory defaults.

MapameTpbl
NETEL OnwucaHue
eTp
<AP Wnentudukatop AP.

ID>



PekomeHaauuun
Komanpa destructive n moxeT npuBecTu kK noTepe ynpaeneHus ykaszaHHown AP.
Brumanue: CLI 3anpalumBaet noaTeepxaeHne Yepes YESs nepea BbiNOMHEHNEM KOMaH/bl. VIcnonbayiiTe KomaHay TONbKOo Npu SBHOM HamepeHun copocutb AP.

15. system firmware ap add

CuHTaKkcuc

system firmware ap add <URL>

HasHauyeHue

3arpy3uTtb 06pas NpoLUMBKM A NOAYMHEHHbIV TOYEK B XPaHUMULLIE HA KOHTponnepe

MapameTpbl
NETEL Onwucaxue
eTp

<URL> URL firmware image.

PekomeHpauumn

Mpy NPUHATUN NOAYUHEHHBIX TOUEK, KOHTPOMNNEP NPUHYAUTENBHO CUHXPOHN3MPYeET Bepcum ux MO co ceoel. Ans atoro emy TpebyeTcs AONONHUTENbHBIN daiin
o6pasa, KoTopbIi JOMKEH BbITb 3arpyeH B NOKanbHOE XpaHUIULLE.

KomaHpaa ckaumsaeT firmware image n go6asnser ero B AP firmware bank. <URL> sagaérca B hopmarte, onucanHom B safety model stoi rnasel. s sftp URL
[OIMKEH coaepxaTb username u password.

KomaHaa BbINonHsieTcs cpasy nocre BBoAa U B TEKYLLLEM penin3e He 3anpalumBaeT NoATBepxkaeHue Yepes yes. Mepey 3anyckom nposepbTe URL 1 Hannuve
cBo6oagHoro mecta B firmware bank.

Copepxumoe firmware bank npoeepsieTcsi KOMaHAON:

show device upgrade firmware

16. system firmware ap delete

CuHTaKkcuc

system firmware ap delete <Firmware name>

HasHauyeHue

Ynanutb AP firmware image u3 firmware bank.

MapameTpbl

MapameTtp Onucaxue

<Firmware

names Nwms firmware image B firmware bank.

PekomeHaauun
Mepen ynaneHwem pekomeHayeTcst npoBepuTb firmware bank:
show device upgrade firmware

Komanga ygansiet firmware image u3 firmware bank. BHumanue: CLI He 3anpaluvBaeT noaTBepxaeHue nepes BbIMOMHeHMeM koMaHabl. Micnonb3ayiTe e€ Tonbko ecnu
image 6onblue He HyXeH.

17. system monitor

CuHTakcmc

system monitor
system monitor <AP ID>

Ha3HauyeHue

3anycTuTb NOTOK CUCTEMHbIX J10roB B TekyLlel CLI session.

MapameTpbl
Napametp Onucanve
<AP ID> 3aI'IyCTVITb NOTOK C KOHKpEeTHOU

TOYKN.



PekomeHpauumn

Komanpa 3anyckaeT log stream B TekyLen CLI session.
370 He obblvHas read-only koMaHAa Ans aBTomMaTuyeckoro cbopa AaHHbIX: nocne 3anycka CLI session ocTaéTes B pexumMe NOTOKOBOTO BbIBOAA JTOTOB A0 OCTAHOBKM.
[ins ocTaHOBKM UCMOSb3yeTCs:

no system monitor
Bo Bpems streaming output prompt MoxeT BU3yanbHO CMELUMBATLCS CO CTPOKaMM NOToB. OTO HYXHO yuMTbIBaTb NpY py4YHOM aHanuse terminal output.

18. no system monitor

CuHTaKkcuc

no system monitor

HasHauyeHue

OCTaHOBMUTb NOTOK CUCTEMHbBIX JIOTOB M BEPHYTb 06bI4HbIA CLI prompt.

MapameTpbl

Her.

PekomeHpgauum
KomaH,qa ncnone3yetcd Ansa oCTaHOBKU pexunma, 3anyLleHHoro Yyepeas:
system monitor

19. system reload self

CuHTakcmuc

system reload self
system reload self in <seconds>

HasHaueHue

MepesarpysuTb NokanbHoe YCTPOMCTBO.

MapameTpbl

MapameTtp OnucaHue

3aI'IJ'IaHMpoBaTb OTNOXEHHbIV 3anyck
KOMaHAbl, BpeMSA B CeKyHOaxX.

in <seconds>

PekomeHpauumn

BHumaHue: komaHaa destructive. CLI 3anpaluvBaet NoATBEpXXAEHWE Yepes YES; nocne NOATBEPKAEHUS NTOKanbHOe YCTPOMCTBO Nepeaarpyxaercs.

20. system reload all

CuHTakcuc

system reload all
system reload all in <seconds>

Ha3HaueHue

MepesarpysuTb BCIO CeTb / BCE YCTPOWCTBA MOA YNPaBneHneM KOHTpornepa.

MapameTpbl

MapameTtp OnucaHue

3aI'IJ'IaHMpOBaTb OTNOXEHHbIN 3anyck
KOMaHAbl, BpeMs B CeKyHOax.

in <seconds>

PekomeHpauum

BHumatue: komaHaa disruptive. CLI 3anpaluvBaeT noaTBep>xaeHue Yepes YES nepes BbiNONHEHNEM KOMaHAbI.
Vcnonb3oBaTb €€ criefyeT TONbKO NpU SIBHOM HaMepeHUW nepesarpyauTb CeTb.



21. system reload ap

CuHTaKkcuc

system reload ap <AP ID>
system reload ap <AP ID> in <seconds>

Ha3HaueHue

Mepesarpy3nTb ykaszaHHyto AP.

MapameTpbl

MapameTp OnucaHue

<AP ID> Wpentndoukatop AP.

in <seconds> 3annaHvpoBaTb OTNOXEHHbIV 3anyCK KOMaHbl, BpEMS B CEKyHAAX.
PekomeHpauumn

KomaH,qa nepesarpy>aet KOHKPEeTHYH AP. BHumahue: CLI 3anpaluvBaeT NoaTBepXKaeHne Yepes Yes nepep BbiNONTHEHNEM KOMaHAbI.

22. system session Kkill

CuHTakcuc

system session kill <Session ID>

HasHauyeHue

3akpbITb akTMBHYO CLI/Web session.

MapameTpbl

Mapametp OnucahHue

<Session  Session ID us show
ID> sessions.

PekomeHpauumn

Mepen BbINOMHEHWEM HYXXHO NONy4nTh session ID:
show sessions
KomaHpa BbINOMHAETCSt HEeMeANEHHO 1 3aKpbIBAeT yKa3aHHY Session.

Komanfa moxeT npepBaTb paboTy Apyroro agMuMHUCTpaTopa. Takke MOXHO 3aKpbITb TeKyLLyto cobcTBeHHyto SSH session: npegynpexaeHve He BoiBoanTcs, SSH
connection NPocTo npepbIiBaeTcs.

23. system upgrade

CuHTaKkcuc

system upgrade <URL>
system upgrade <URL> in <seconds>

Ha3HaueHue

3arpysuTb firmware image, BbINONHMTL upgrade fokanbHOro YCTponcTBa 1 nepesarpysunTb yCTPOWCTBO.

MapameTpbl
MapameTtp Onucanue
<URL> URL firmware image.

3aI'IJ'IaHMpOBaTb OTNOXeHHoe 06HOBMNEHUe CUCTEMBI,
BpemMA B CeKyHOax.

in <seconds>



PekomeHpauumn

KomaHnpga BeinonHseT obHosneHve MO Ha koHTponnepe. Tak xe npu o6HoBneHun, konus MO ByaeT coxpaHeHa B nokanbHoe xpannmvile MO Ang nogYMHEHHbIX
TOYeK.

24. system user add

CuHTakcmc

system user add <username> role <admin|guest> access <all|clijinone|web>

Ha3HauyeHue

Cospatb NokanbHOro system user.

MapameTpbl
MEZLD Onwucanue
P
<usern

Mmsa nonb3osartens.
ame>

admin  Admin role.

guest Guest role.

all CLI n Web access.
cli CLlI-only access.
web Web-only access.
none Access disabled.
PekomeHpaauuu

Komanfa co3naét nonb3oBatens n MHTEpPaKTUBHO 3anpatumsaeT password n password confirmation.
Mocne co3paHns nonb3oBaTens pekoOMeHayeTCst NPOBEPUTL CMINCOK Nonb3oBaTenei:

show user

25. system user edit access

CuHTaKkcuc

system user edit <username> access <all|cliinone|web>

HasHauyeHue

MN3meHuTsb allowed access ans system user.

MapameTpbl
Napame Onwucaxue
)
<usern
Vmsa nonb3oBartens.
ame>
all CLI n Web access.
cli CLI-only access.
web Web-only access.
none Access disabled.
PekomeHpauun

TeKyu.Lee 3Ha4yeHue access BUOHO B:
show user
KomaH,qa BbINOMHAETCA HeMeaneHHO U UBMEHSAET user database.



26. system user edit role

CuHTaKkcuc

system user edit <username> role <admin|guest>

HasHauyeHue

M3meHuTb role system user.

MapameTpbl
MEFERD Onucaxue
P
<usern

ame> Wms none3osatens.

admin  Admin role.

guest Guest role.

PekomeHpaauuu
Tekyuwiee 3Ha4yeHwue role BUOHO B:
show user
KomaH,qa BbINOMHAETCA HeMeaneHHoO U UBMeHsAEeT user database.

27. system user edit password

CuHTakcuc

system user edit <username> password

HasHaueHue

N3meHuTb password system user.

MapameTpbl
MEFERD Onwucaxue
P
<usern
Vmsa nonb3oBartens.
ame>
PekomeHpauun

KomaHnfa vHTepakTUBHO 3anpaluvBaeT HoBbI password u confirmation.
KomaHfa BbInonHsieTca HemeaneHHo 1 usmeHsieT user database.

28. no system user

CuHTakcuc

no system user <username>

Ha3HauyeHue

Ypanutb system user.

MapameTpbl
JETECTD OnucaHue
P
<usern
M8 nonb3osBaTtens.
ame>
PekomeHpauumn

KomaHAa BbINMOMHAETCS HEeMeANEeHHO U yoanseT nonb3oBaTtens u3 user database.
MNepen yoaneHweM pekoMeHayeTCcs NPOBEPUTL CMINCOK Nonb3oBaTenei:

show user

YnaneHve eauHCTBEHHOTO agMUHUCTpaTOpa B CMCTEME UMK NOJIb30OBaTENA, Yepe3 KOTOPOro BbiNOJTHAETCA TeKyLLlMl71 A0CTyN, HEBO3MOXHaA.



naBa 5. Hactpoliika Site (Site configuration)

1. HazHayeHue rnaBbl

Paspgen nocesilwéH Hactpoike Site B CLI koHTponnepa.
Site ncnonbayeTcs kak KoHTenHep rpynnmpoBk AP. B TekyLLeii rase onucaHbl JOCTYMHbIe aTpubyTh Site:
. location;
country code;
time-zone;
contact information.

Site aBnseTca koHpUrypaumoHHsiM 06bekToM. UamereHuns B Site context nonagatot B context config u tpebyior commit gns npumenerus B running-config. Ons
COXpaHeHus nocre nepesarpysku Ucrnonbayetca commit write.

2. O6wasa moaensb Site

Site 3agaét aTpubyThl, KOTOPbIE NCMONbL3YTCSA AN NOrMYECKOro pasMeLLeHnst u onvcanus AP.
Touka AocTyna npuesasiBaeTcs k Site Ha yposHe KOHdUrypauum device.

device <AP ID>
use site <SITE name>

Komanga site <SITE name> otkpeisaeT otaensHbIi Site configuration context. Ecrin Site yxe cywectsyet, Show context nokaseisaet Tekyiuyto koH(uUrypauuo
atoro Site. Ecnv HoBbIn Site coaaaH Tonbko B context config v usmereHusi He npumeHeHbl, revert oTépacbiBaeT 3T1 U3MEHEeHNSI.

3. Bxoa B Site context

CuHTakcuc
site <SITE name>

HasHaueHue

Bointu B Site configuration context.

MapameTpbl

Mapa
MeTp

OnucaHue

<SIT
E
nam
e>

Wwms Site.

PekomeHpauumn
Komanpaa BeinonHsieTcs u3 global configuration mode.
Mpumep Site:
site DEFAULT-SITE
Mpumep Bxoaa B context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# site DEFAULT-SITE
ap622-i-63-41-86(config-site-DEFAULT-SITE)#

4. Site context prompt

Mpumep prompt ans site DEFAULT-SITE:
ap622-i-63-41-86(config-site-DEFAULT-SITE)#

B aToil rnase aT0T pexum HasbiBaeTcs Site configuration context.

5. NMpumep site DEFAULT-SITE

Mpumep Site:

site DEFAULT-SITE
location default
country code RU
time-zone GMT+3
contact comment shop.nag.ru
exit
B npumepe 3agaHbl:

MapameTtp 3HauyeHue

location default



MapameTtp 3HauyeHue

country code RU

time-zone GMT+3
contact shop.nag
comment .ru

6. JocTtynHble Site commands

Ecnun He ykasaHo oTAesfbHO, koMaHbl 3TO rnaBbl BeIMOMHATCS u3 Site configuration context.
OcHoBHble JOCTYMNHble kKomMaHabl Site context:

location <String>
country code <Country code>
time-zone <time zone>

contact comment <String>
contact name <String>
contact email <String>
contact phone <String>

7. location

CuHTaKkcuc

location <String>
no location

Ha3HauyeHue
3apatb unu yganutb location ans Site.

MapameTpbl

Mapametp OnucaHue

CTtpokoBoe onucaHue
location.

<String>
PekomeHpauumn

location <String> 3apgaét TekcToBoe onucaHue pasmetueHns Site. ITO NPOU3BOMBHO 3aMNONHSEMOE Nore, 3HaYeHne 0TOBPaxaeTCst Kak BBEAEHO.
no location yaansiet location us Site context.
Mpumep:
ap622-i-63-41-86(config-site-DEFAULT-SITE)# location OFFICE
Y,qaneHme 3Ha4YeHuna:
ap622-i-63-41-86(config-site-DEFAULT-SITE)# no location

M3meHeHve ABnsieTcs 06bIMHOM M3MEHEHWEM KOHAUrypaLmy 1 TpebyeT COMmMit Ans npuMeHeHus.

8. country code

CuHTakcmuc

country code <Country code>

Ha3HauyeHue
3apgatb country code ans Site.

MapameTpbl

MapameTp OnucaHnue

<Country code> [OByx6ykBeHHbIN country code. B npumepe ucnonsayetcs RU.
PekomeHaauumn

country code <Country code> 3agaér site-level country attribute. 3aganHbiit country code BAMsiET Ha AOCTYNHbIE HAcTpolikv radio interfaces: koHTponnep
NPUMEHSIET PerynsTopHble OrpaHnYeHusi BbIGpaHHOM CTpaHbl A8 KaHAMoB, WMPWHBI KaHarna, MOLLHOCTU nepedaun u apyrux radio-napameTpos.

Mpumep:
ap622-i-63-41-86(config-site-DEFAULT-SITE)# country code RU



M3ameHeHve SBNSIeTCs 0BbIMHOM M3MEHEHWEM KOHUrypaLmm 1 TpebyeT Commit ans npumeHeHns.

9. time-zone

CuHTakcuc

time-zone <Time zone>

Ha3HauyeHue
3apatb time zone ans Site.

MapameTpbl

MapameTp OnucaHue

<Time zone> 3HaueHue time zone. MornHbIA cnUcok 3HauYeHui gocTtynex B CLI uepes [TAB].
PekomeHpauumn

Komanna 3apaét time zone ana Site. MonHbI cnucok time-zone values cnvwkomM 60bLLOW AN 3TOW rnasbl; NONb30BaTeNb MOXET NOCMOTPETh AOCTYMNHbIE 3HAYEHUS
8 CLI yepes [TAB].

Mpumepsi:

time-zone GMT+3
time-zone GMT+4

Mpumep:
ap622-i-63-41-86(config-site-DEFAULT-SITE)# time-zone GMT+4

M3ameHeHve SBNsieTCs 0BbIMHONM M3MEHEHWEM KOHUrypaLmm 1 TpebyeT Commit ans npumeHeHns.

10. contact

CuHTakcuc

contact comment <String>
contact name <String>
contact email <String>
contact phone <String>

no contact comment
no contact name

no contact email

no contact phone

HasHauyeHue

3agaTtb unu yaanute contact information ans Site.

MapameTpbl
MapameTtp OnucaHue
CBo6oaHbI kKoMMeHTapuii Ans Site contact
comment ) .
information.
name MM§ KOHTaKTHOrO 1@ Unu rpynnbi.
email Email contact.
phone Phone contact.
<String> CTpOKOBOE 3Ha4YeHUEe COOTBETCTBYIOLLETO
nons.
PekomeHpauumn

Komangbl contact ... sagatoT otaensHble contact fields B Site context. 3To NPon3BoNbHO 3anosHAEMbIe Nons, 3Ha4YeHNsi 0TOBPaXarTCs Kak BBEAEHbI.
Mpumepbl HAaCTPOWKK:

ap622-i-63-41-86(config-site-DEFAULT-SITE)# contact comment shop.nag.ru
ap622-i-63-41-86(config-site-DEFAULT-SITE)# contact name NOC
ap622-i-63-41-86(config-site-DEFAULT-SITE)# contact email noc@example.com
ap622-i-63-41-86(config-site-DEFAULT-SITE)# contact phone +7-000-000-00-00

YnaneHve otaenbHbiXx fields BbINONHSAETCS OTAENbHBIMM NO-hopMamu:

ap622-i-63-41-86(config-site-DEFAULT-SITE)# no contact comment
ap622-i-63-41-86(config-site-DEFAULT-SITE)# no contact name
ap622-i-63-41-86(config-site-DEFAULT-SITE)# no contact email
ap622-i-63-41-86(config-site-DEFAULT-SITE)# no contact phone



M3mMeHeHve ABNseTCs 06bIMHOM M3MEHEHUEM KOHAUrypaLmm 1 TpebyeT commit Ans NpUMeHeHUsI.



naBa 6. Hactpoiika Profile (Profile configuration)

1. HazHayeHue rnaBbl

Paspnen onucbiBaeT HacTpoiiky Profile B CLI koHTponnepa.

Profile sagaér 6asosyto koHdurypaumio ans AP onpenenéHHoil annapaTtHoi Mogenu. HacTtpoiiku Profile npumeHsitoTest ko Bcem AP, KOTOpbIE UCTOSb3YIOT 3TOT
Profile, ecnu koHkpeTHas HacTporika He nepeonpeaeneHa Ha yposHe Device.

B Profile sapatoTcs:

. Ethernet interface settings;

. VLAN interface settings;

. PPPOE client settings;

. radio interface settings;

. npuesi3kv management, ACS, firewall u route policies;
. control VLAN;

. DNS, NTP u logging settings.

Profile sensetcs koHdurypaumonHbiM o6bekTom. MameHerns B Profile context nonagatot B context config u TpeGytor commit anst npumerenms B running-config.
[ns coxpaHeHusi nocre nepesarpysku ucrnonbayercs commit write.

2. O6wasn moaens Profile

Profile onuckiBaeT 6a3oByto koHurypaumo AP ans KoHKpeTHOW annapatHoi nnatdopmsel. Ums Profile coctonT u3 aByx yacteit:
<Board name> <Profile name>

Mpumep:
profile snr-ap622-i DEFAULT

AP npuBsisbiBaetcs k Profile Ha yposre device:

device <AP ID>
use profile <Board name> <Profile name>

Device context moxeT cogepxatb per-device overrides. Ecnn ogHa u Ta xe HacTponka 3agaHa B Profile n nepeonpeaenena B Device, utorosast koHdurypaumst AP
onpeaensietcs merged device configuration.

CoctaB (p13NYECKUX MHTEPdENCOB 3aBUCUT OT annapaTHON Moaenu.

3. Bxoa B Profile context

CuHTaKkcuc

profile <Board name> <Profile name>

HasHauyeHue

Bontu B Profile configuration context.

MapameTpbl
MapameTtp OnucaHue
<Board Mms annapatHon nnatdopmsl / board.
name>
<Profile
name> Mmsa npodpuns.
PekomeHpauun

Komanpa eeinonHsietcs n3 global configuration mode.
Ecnm Profile yxe cywectayet, show context nokasbisaeT TekyLyto koHdurypauuio atoro Profile. Ecniv Hosbiit Profile cosgan Tonbko B context config n nsmenenus
He NpUMeHeHbl, revert otépacbiBaeT 3T USMEHeHMs!.
Mpumep BXopa B context:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)#

4. Profile context prompt

MNpumep prompt ans profile snr-ap622-i DEFAULT:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )#

B aToit rnase aT0T pexum HasbisaeTcs Profile configuration context.

Nested interface contexts ncnonb3ytoT paclumMpeHHsblii prompt. Mpumeps:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio )#



5. Mpumep profile snr-ap622-i DEFAULT
Mpumep npocouns:

profile snr-ap622-i DEFAULT
interface Ge0/0
no shutdown
duplex auto
speed auto
switchport mode access
switchport access vlan 1
exit
interface Ge0/1
no shutdown
duplex auto
speed auto
switchport mode access
switchport access vlan 1
exit
interface vlan 1
no shutdown
ip address dhcp
exit
interface radio 1
no shutdown
no airtime-fairness
mode ax
channel random width 20
power 17
no 802.11r
802.11k
802.11v
use wlan DEFAULT bssid 1
exit
interface radio 2
no shutdown
no airtime-fairness
mode ax
channel random width 20
power 17
no 802.11r
802.11k
802.11v
use wlan DEFAULT bssid 1
exit
use management policy DEFAULT
control vlan 1
exit

6. JocTtynHblie Profile commands

Ecnu He ykasaHo oTaerbHO, koMaHabl 3Tol rnaBsbl BeinonHstoTcs 3 Profile configuration context.

OcHOBHble oCTynHble komaHabl Profile context:

interface Ge0/0

interface Ge0/1

interface vlan <VLAN ID>
interface radio <1|2>

use management policy <Management policy name>
no use management policy

use acs policy <ACS policy name>
no use acs policy

use ip firewall policy <Firewall policy name>
no use ip firewall policy

use ip route policy <Route policy name>
no use ip route policy

control vlan <VLAN ID>

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all

ntp server <NTP server list>
no ntp server

loglevel <level>



no loglevel

logserver file

logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>
no logserver file syslog

7. use management policy

CuHTakcuc
use management policy <Management policy name>
no use management policy

HasHauyeHue

MpuBasate unu yaanute management policy ans Profile.

MapameTpbl
MapameTp OnwucaHue
<Manageme
nt policy Wms management policy.
name>

PekomeHpauumn

use management policy <name> 3agaét management policy Ansi AP, ucronbayioLymx atot Profile, ecnm policy He nepeonpeaeneHa Ha ypoeHe Device.
no use management pOlICy yaanaeTt CTPOKY NPpUBA3KU N3 Profile context.
B npumepe profile snr-ap622-i DEFAULT sapa+o:
use management policy DEFAULT
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# use management policy DEFAULT
YpaneHve npuBAsku:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# no use management policy

8. use acs policy

CuHTakcuc
use acs policy <ACS policy name>
no use acs policy

Ha3HauyeHue

Mpuesasate unu yaanutb ACS policy ans Profile.

MapameTpbl
LEELE Onucahnue
Y
<ACS
policy Mms ACS policy.
name>
PekomeHpauumn

use acs policy <name> sagaér ACS policy ans radio interfaces, Bxoaswux 8 Profile. Ans pa6otbl ACS radio interface norxeH ucnonssosats ACS channel
selection.

no use acs policy yaanset npussisky ACS policy us Profile context.
Mpumep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use acs policy TEST
YpaneHve npuBA3sku:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use acs policy

9. use ip firewall policy

CuHTakcuc

use ip firewall policy <Firewall policy name>
no use ip firewall policy



HasHauyeHue

MpuBsasate unun yaanuts firewall policy ans Profile.

MapameTpbl
Mapametp OnucaHue
<Firewall
policy Wwms firewall policy.
name>
PekomeHpauumn

use ip firewall policy <name> 3apaér firewall policy Ha yposHe Profile.
no use ip firewall policy yaanser firewall npussiaka policy us Profile context.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# use ip firewall policy OFFICE-FW
Y,qaneHme NPUBA3KN:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# no use ip firewall policy

10. use ip route policy

CuHTakcuc
use ip route policy <Route policy name>
no use ip route policy

HasHauyeHue

MpuBsasaTte unu yaanutb route policy ans Profile.

MapameTpbl
gapame'r OnwucaHue
<Route
policy Wms route policy.
name>

PekomeHpaauuu

use ip route policy <name> sagaért route policy Ha yposHe Profile.
no use ip route policy yaanser route npussiaka policy ua Profile context.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip route policy OFFICE-ROUTES
YpaneHve npuBA3sKu:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# no use ip route policy

11. control vlan

CuHTakcuc
control vlan <VLAN ID>

Ha3HauyeHue
Bapatb VLAN ans control / management traffic B Profile.

MapameTpbl

MapameTp Onucaxue

VLAN ID. JocTynHbiit avanasoH: 1-

<VLAN ID> 4095

PekomeHaauuun
Komanaa 3agaét VLAN, ucnonb3ayemsinn Profile ansi control / management traffic.
B npumepe profile snr-ap622-i DEFAULT sagato:
control vian 1
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# control vlan 200



12. dns

CuHTakcmc

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all

HasHaueHue

Bagatb unu yaanute DNS servers Ha yposHe Profile.

MapameTpbl

LERELE Onwucanne

P

<A.B.C. IPv4 address DNS
D> server.
PekomeHaauuu

dns primary <A.B.C.D> sagaér primary DNS server.
dns secondary <A.B.C.D> sagaér secondary DNS server.
no dns primary ynansiet tonsko primary DNS. no dns secondary yaansiet Tonsko secondary DNS. no dns all ynansier Bce DNS settings u3 Profile context.
Ecnn DNS servers He 3agaHbl SBHO, COOTBETCTBYIOLLME CTPOKU He oTobpaxatotcs B Profile context.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# dns primary 8.8.8.8
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# dns secondary 8.8.4.4
Ynanenvne scex DNS settings:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no dns all

13. ntp server

CuHTakcmuc

ntp server <NTP server list>
no ntp server

Ha3HauyeHue

3agatb unu yaanute NTP servers Ha ypoBHe Profile.

MapameTpbl

MapameTtp OnucaHue

<NTP server list> Cnincok NTP servers. B npuMepe 1cnonb3ayeTcs pasgenurer ;.
PekomeHaauumn

KomaHnpa 3apaét cnucok NTP servers ansa AP, ucnonb3ytowmx Profile.
Mpumep dopmaTa cnncka:
ntp server ntp.pool.org;192.168.1.200
no ntp server ynanset Becb cnucok NTP servers u3 Profile context.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# ntp server ntp.pool.org;192.168.1.200
YpaneHue cnincka:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no ntp server

14. loglevel

CuHTakcmc

loglevel <level>
no loglevel

HasHauyeHue

3agaTtb vnu yaanutb log level Ha yposHe Profile.



MapameTpbl

MNapameTp OnucaHue
<level> Log level. focTynHble yposHu: ALERT, CRIT, DEBUG,EMERG, ERR, INFO, NOTICE, WARNING
PekomeHpauumn

loglevel <level> 3anaér log level ans AP, ncnonbayiowwmx Profile. MoOBTOPHbI BBOA KOMaHAbI 3aMeHSIET paHee 3aAaHHoe 3HaueHue.
no loglevel ynansiet siBHo 3apanHbiii log level ua Profile context.
Mpumepsi:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# loglevel DEBUG
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# loglevel INFO
YnaneHuve 3HaueHus:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no loglevel

15. logserver

CuHTaKkcuc

logserver file

logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>
no logserver file syslog

HasHauyeHue

HacTpouTb logging destination Ha ypoBHe Profile.

MapameTpbl
MapameTtp OnucaHue
file BxkntounTs file logging destination.
syslog
<AB.C.D> 3apatb syslog server IPv4 address.
syslog
<A.B.C.D:POR  3aparb syslog server IPv4 address v port.
T>
PekomeHpauumn

logserver file sknioyaer file logging destination.

logserver syslog <A.B.C.D> 3agaér syslog server 6e3 siBHoro port.

logserver syslog <A.B.C.D:PORT> 3agaért syslog server ¢ siBHbIM port.

HocTtynHasa no-gopma:
no logserver file syslog

Mprmepb:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# logserver file
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# logserver syslog 192.168.88.1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# logserver syslog 192.168.88.1:514

16. Profile interface contexts
Profile moxeT conepxatb nested interface contexts:

interface Ge0/0

interface Ge0/1

interface vlan <VLAN ID>
interface radio <1|2>

Ethernet interface u VLAN interface commands onucaHbl HXe B 3TOW rmase.
Radio interface context goctynen u3 Profile u Device contexts. Moapo6Hbie radio commands onucaHbl B oTaensHon rmase Radio interface configuration.

17. Ethernet interface context

CuHTaKkcuc

interface Ge0/0
interface Ge0/1

HasHaueHue
Bontu B Ethernet interface configuration context BHyTpm Profile.



MapameTpbl

Her.

PekomeHpauumn

Komanpaa seinonHsieTcs u3 Profile configuration context.
Cocrtas dusndeckunx Ethernet interfaces sasucut ot annapatHoi Mogenu. B npumepe Profile goctynHsl Ge0/0 n Ge0/1.
Mpumep Bxoaa B context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface Ge0/0
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)#
MNpumep ans Ge0/0 n Ge0/1:

interface Ge0/0

no shutdown

duplex auto

speed auto

switchport mode access
switchport access vian 1
exit

18. Ethernet administrative state

CuHTakcuc

shutdown
no shutdown

HasHauyeHue

OtkntounTb 1nu BktounTb Ethernet interface B Profile.

MapameTpbl

Her.

PekomeHpauumn
Komangb! BeinonHstotes ns Ethernet interface configuration context.

shutdown oTkniouaet Ethernet interface. no shutdown ekntovaet Ethernet interface.
B npumepe Ethernet interfaces BkntoveHsb:

no shutdown

19. duplex

CuHTaKkcuc

duplex auto
duplex full
duplex half

Ha3HaueHue

Bapatb duplex mode Ethernet interface.

MapameTpbl

Her.

PekomeHaauuu
KomaHnpaa BeinonHsieTcs u3 Ethernet interface configuration context.
[ocTynHble 3Ha4eHus:

duplex auto
duplex full
duplex half

B npumepe 3apaHo:
duplex auto

20. speed

CuHTakcuc

speed auto
speed 100
speed 1000



Ha3HaueHue
3apatb speed Ethernet interface.

MapameTpbl

Her.

PekomeHpauumn
KomaHnpaa BeinonHsieTcs u3 Ethernet interface configuration context.
[ocTynHble 3Ha4eHus:

speed auto
speed 100
speed 1000

B npumepe 3apaHo:
speed auto

21. switchport mode access

CuHTakcmc

switchport mode access
switchport access vlan <VLAN ID>

HasHauyeHue

HactpouTb Ethernet interface kak access port.

MapameTpbl
MapameTtp OnucaHue

Access VLAN ID. [ocTynHbIN AnanasoH:

SVLANID> 4 4095,

PekomeHpauumn

KomaHnab! BbinonHstotcs ns Ethernet interface configuration context.
switchport mode access 3apaér access mode.

switchport access vlan <VLAN |ID> sapaér access VLAN.

B npumepe 3agaHo:

switchport mode access
switchport access vian 1

Mpumep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)# switchport mode access
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)# switchport access vlan 200

22. switchport mode trunk

CuHTakcuc

switchport mode trunk

switchport trunk native vlan <VLAN ID>
switchport trunk native tagged
switchport trunk allowed vlan <vlan-list>
no switchport trunk native tagged

HasHauyeHue

HactpowuTb Ethernet interface kak trunk port.

MapameTpbl
MapameTtp OnucaHue
Native VLAN ID. [loCcTynHbI AnanasoH:
SVLANID> 4 4005.
<vlan-list> VLAN ID nnm cnncok VLAN yepes
3ansTyto.
PekomeHaauun

KomaHngbl BbinonHsitotest n3 Ethernet interface configuration context.
switchport mode trunk nepesogut Ethernet interface B trunk mode.



switchport trunk native vlan <VLAN ID> sapaér native VLAN.
switchport trunk native tagged skniouaet tagged native VLAN behavior.
switchport trunk allowed vlan <vlan-list> sagaér allowed VLAN list.
[HocTtynHas no-dopma:

no switchport trunk native tagged
Mpumepsi:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)# switchport mode trunk
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)# switchport trunk native vian 200
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)# switchport trunk native tagged
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)# switchport trunk allowed vlan 10,20,30

23. VLAN interface context

CuHTakcuc
interface vlan <VLAN ID>

Ha3HauyeHue

Bontu B VLAN interface configuration context BHyTpu Profile.

MapameTpbl

MapameTtp Onucanue

VLAN interface ID. locTynHbI AnanasoH:

SVLANID> 44005,

PekomeHpauum

Komanpga BeinonHseTcsa u3 Profile configuration context.
Mpumep Bxoaa B context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface vlan 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1)#
Mpumep:

interface vlan 1
no shutdown
exit

24. VLAN interface administrative state

CuHTakcuc

shutdown
no shutdown

Ha3HaueHue

OtkntounTb unum Brknmountb VLAN interface B Profile.

MapameTpbl

Her.

PekomeHaauumn
KomaHgb! BeinonHstoTtest ud VLAN interface configuration context.
shutdown otkniouaet VLAN interface. no shutdown ekriouaet VLAN interface.
B npumepe VLAN interface BkntouéH:
no shutdown

25. ip address

CuHTakcmuc

ip address dhcp
ip address <A.B.C.D/MASK>
no ip address

Ha3HauyeHue
Bapartb IP addressing mode ansa VLAN interface B Profile.



MapameTpbl

MNapameTp OnwucaHue

dhep Monyuyatk IPv4 address no DHCP.
<A.B.C.D/M )

ASK> Static IPv4 address B CIDR-cbopme.

PekomeHaauuun
KomaHpgb! BeinonHsitotcs 3 VLAN interface configuration context.
ip address dhcp sapgaét DHCP addressing mode.
ip address <A.B.C.D/MASK> sapnaér static IPv4 address 8 CIDR-chopme.
no ip address ygansieT IP address setting u3 VLAN interface context.
B npumepe 3apaHo:
ip address dhcp
Mprmepbr:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1)# ip address dhcp
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1)# ip address 172.27.72.10/24
Ynanenve address setting:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1)# no ip address

26. PPPoE client context

CuHTakcuc

pppoe-client
no pppoe-client

Ha3HauyeHue

Bontu B PPPOE client context unu yaanute PPPoE client section ns VLAN interface.

MapameTpbl

Her.

PekomeHaauuun

KomaHnga pppoe-client euinonHsietcs na VLAN interface configuration context n oTkpeisaeT BnoxeHHbIn PPPOE client configuration context:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1)# pppoe-client
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)#

MycTas PPPoE section oTobpaxaeTcsi kak section 6e3 napameTpos:
pppoe-client
exit

no pppoe-client ns VLAN interface context yaansiet scto PPPoE client section.

27. PPPoE settings

CuHTakcuc

ac <String>

service <String>

username <String>

password <String>

mtu <Interface MTU>

inactivity <Unsigned integer>
Icp-echo-failure <Unsigned integer>
Icp-echo-interval <Unsigned integer>

no ac

no service

no mtu

no inactivity

no Icp-echo-failure
no Icp-echo-interval

Ha3HaueHue

HacTtponTb PPPOE client parameters.

MapameTpbl

MapameTtp OnucaHue



MapameTtp OnucaHue

ac <String> Access concentrator name.
serv!ce PPPOE service name.
<String>

user_name PPPOE username.
<String>

pass.word PPPoE password.
<String>

mtu <Interface

PPPOE interface MTU.
MTU>
inactivity
<Unsigned Inactivity timer value.
integer>

Icp-echo-failure
<Unsigned LCP echo failure threshold.
integer>

Icp-echo-
interval
<Unsigned
integer>

LCP echo interval.

PekomeHpauum

KomaHngb! BeinonHstotes n3 PPPoE client configuration context.
[Mpumepbl HAaCTPOKK:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)# ac TEST-AC
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)# service TEST-SERVICE
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)# username testuser
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)# password testpass
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)# mtu 1492
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)# inactivity 300
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)# Icp-echo-failure 5
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlan1-pppoe)# Icp-echo-interval 20
HocTtynHble no-hopmbl yaansiioT cooTBeTcTBYloWwmMe PPPOE parameters:

no ac

no service

no mtu

no inactivity

no Icp-echo-failure
no Icp-echo-interval

28. Radio interface context in Profile

CuHTakcmuc

interface radio <1|2>

Ha3HauyeHue

BownTu B radio interface configuration context BHyTpu Profile.

MapameTpbl
:Z_r:: OnucaHue
1 2.4 GHz radio.
2 5 GHz radio.
PekomMeHpauumn

KomaHnpa BbinonHsietcs u3 Profile configuration context.

Mpumepbl Bxoaa B context:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface radio 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio )#

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface radio 2
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2 )#



B Profile radio context 3agaétcsi 6a3zoBas radio configuration ans AP, ncnonb3ytowwmx atoT Profile. NMoapo6Hoe onncaHne radio commands HaxoauTcs B OTAENbHOM
rnase Radio interface configuration.



naBa 7. Hactpouika Device (Device configuration)

1. HazHayeHue rnaBbl

B aToi rnase npueeaeHsbl komanabl HacTpoiiku Device B CLI koHTponnepa u ynpasnsiembix Wi-Fi AP.

Device 3agaét koHdurypaumio koHkpeTHoit AP. B oTrinune ot Profile, koTopbiin onvcsiBaeT 6a3oByto koHdUrypauuio ans rpynnsl AP ofHoM annapaTtHon Mogenu,
Device ncnonbayetca ans npmesiskv koHkpeTHom AP k Site u Profile, a Takke 4ns uHanBuAayasnbHbIX HAaCTPOEK U per-device overrides.

Device context ucnonbsyetcs ans:

. npussskn AP k Site;

. npussskn AP k Profile;

. 3apaHua per-device npusssku policy;

. HacTponku device-level VLAN interface;

. HacTponkn PPPOE client Ha VLAN interface;

. 3apanua radio interface overrides;

. 3apganusa hostname override;

. oumncTkm per-device overrides yepes clean override;

. HaCTPOWIKK PONK NoKarbHOro KoHTponnepa Yepes controller adoption.

Device siBnsietcst koHdurypaumoHHbiM o6bekTom. MameHenus 8 Device context nonapatot 8 context config u tpe6ytor commit ans npumenHenns B running-config.
[ns coxpaHeHusi nocrie nepesarpysku ucronbdyercs commit write.

CocrosiHue AP adoption He xpaHuTcs B device-cekumn. OHO XpaHUTCS OTAENbHO BO BHyTpeHHen adoption database. device <AP ID> onucbiBaeT koHdurypaumio AP,
a He cam akT NpuHATUS AP KOHTPONIEPOM.

2. O6bwasa mogenb Device

Device-cekuusi cBsi3bIBAET KOHKPETHYI0 AP C 0CTarnbHbIMU KOH(UrypaLMOHHLIMK 06 beKTamu.
TunoBas MUHMManbHasi cekuus ynpasnsiemoit AP coaepxuT:
device <AP ID>
use site <SITE name>
use profile <Board name> <Profile name>
exit
Mocne atoro AP nonyyaet 6a30Byto koHdpurypauumto u3 Profile. Ecnn Ha ypoBHe Device 3agaHbl 4ONONHUTENBHBIE HACTPOWKU, OHK paboTaloT Kak per-device overrides.

Device context He 06s3aH coaepxxaTb nonHyto konuto Profile. Hanpumep, radio, VLAN interface, DNS, NTP, logging u policy settings moryT Hacnepnosatbcs 13 Profile,
noka COOTBETCTBYIOLLME NapaMeTpbl He 3aaaHbl Ha yposHe Device.

WTorosyto koHdurypaumio koHkpeTHo AP moxHO cmoTpeTb Yeped merged device configuration:
show device-config <AP ID>

B show adoption none CONFIG nokassisaet, ectb v ans AP koHdurypaumorHas device-cekuusi. 3To nosne He 3ameHsieT coctosiHue adoption 1 He o3HauaeT camo
no cebe, uto AP npuHsATa KOHTPONNEPOM.

3. Bxopa B Device context

CuHTakcmuc
device <AP ID>

HasHauyeHue

Bointu B Device configuration context koHkpeTHomn AP.

MapameTpbl

L] OnucaHue

eTp

<AP

D> WpeHtudukatop AP.
PekomeHpauumn

KomaHnpaa BeinonHsieTcs u3 global configuration mode.
Mpumep Bxopa B context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)#

4. self

CuHTakcmuc

self



HasHauyeHue

Bowitn B Device configuration context nokansHoro yctponcTsa.

MapameTpbl
Hert.

PekomeHpauumn
KomaHnpaa BeinonHsieTcs u3 global configuration mode u ncnonbayetcs kak 6bICTpblii nepexod B Device context nokansHoro controller AP.
[Ons koHTponnepa ap622-i-63-41-86 komaHga:
self
3KBMBaNeHTHa BXOLY B!
device ap622-i-63-41-86
Mpumep:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# self
ap622-i-63-41-86(config-ap622-i-63-41-86 )#

5. Device context prompt

Mpumep prompt Ans nokanbHoro device:
ap622-i-63-41-86(config-ap622-i-63-41-86 )#

B aTon rnase 3T10T pexkum HasbiBaeTcs Device configuration context.

Nested interface contexts ncnonb3ytoT paclumpeHHbiii prompt. Mpumepsi:
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)#
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe #
ap622-i-63-41-86(config-ap622-i-63-41-86-radio1)#
ap622-i-63-41-86(config-ap622-i-63-41-86-radio2)#

6. NMpumep device-cekunun noKanbHOro KOHTposepa
Mpumep device-cekumn ans nokansHoro controller AP:

device ap622-i-63-41-86

interface vlan 200

no shutdown

ip address 172.27.72.1/24

exit

use site DEFAULT-SITE

controller adoption

use ip dhcp policy DEFAULT vlan 200
use profile snr-ap622-i DEFAULT

use auto provision policy DEFAULT

exit
B Takom npumepe rokasnbHoe YCTPOoNCTBO:

. umeet VLAN interface vlan 200 co static IPv4 address;
npusssaHo k site DEFAULT-SITE;
pabotaer kak koHTponnep (controller adoption);

. ucnonbayeT DHCP policy DEFAULT ans VLAN 200;

. ucnonbayeT Profile snr-ap622-i DEFAULT;

. ncnonbayeT Auto provision policy DEFAULT.

7. Mpumep device-cekumnun ynpasnsemon AP
Mpumep MUHMManbHoOM device-cekumn ana managed AP:

device ap622-i-63-41-89
use site DEFAULT-SITE
use profile snr-ap622-i DEFAULT

exit
[nst managed AP Takasi cekumst MoxeT GbITb focTaTouHok: AP nonyyaert Site u Profile, a octanbHble napameTpbl Hacnepytotes u3 Profile, ecnv He 3aaaHbl kak per-
device overrides.
Auto-provision MOXeT cosfasaTh Takue MUHUManbHble device-cekumn ans AP, koTopble yxe HaxogsaTes B coctosHun ADOPTED, Ho ewg He nvetot
KOHCUIYPaLMOHHOW CeKLMM.

8. ocTtynHble Device commands

Ecnu He ykasaHo oTAernbHO, koMaHbl 3TOW rmaBbl BeinonHsoTcs u3 Device configuration context.
OcHoBHble AOCTYNHblE kKoMaHapk! Device context:

use site <SITE name>
use profile <Board name> <Profile name>

use management policy <Management policy hame>
no use management policy



use auto provision policy <Auto-provision policy name>
no use auto provision policy

use acs policy <ACS policy name>
no use acs policy

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>
no use ip dhcp policy vlan <VLAN ID>

use ip firewall policy <Firewall policy name>
no use ip firewall policy

use ip nat policy <NAT policy name>
no use ip nat policy

use ip route policy <Route policy name>
no use ip route policy

control vian <VLAN ID>

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all

ntp server <NTP server list>
no ntp server

loglevel <level>
no loglevel

logserver file

logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>
no logserver file syslog

host <String>
clean override
controller adoption

interface vlan <VLAN ID>
interface radio <1|2>

9. use site

CuHTakcmc

use site <SITE name>

Ha3HauyeHue
Mpuszatb AP « Site.

MapameTpbl

Az OnucaHue

meTp

<SIT

E Nms Site.

nam

e>
PekomeHpauum

Device pomxeH nmeTb NpunBsasky k Site. B npumepax ncnonb3syetcs:

use site DEFAULT-SITE
[na usmereHus Site 3agalite HoBoe 3HaueHne yepes Use site <SITE name>.
Mpumep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# use site DEFAULT-SITE

10. use profile

CuHTaKkcmc

use profile <Board name> <Profile name>



HasHauyeHue
Mpuesasate AP k Profile.

MapameTpbl
MapameTtp OnucaHue
<Board ,
name> Mwmsi annapaTHon nnatdpopmsl / board.
<Profile Vms: Profile.
name>
PekomeHpauumn

Device pomxeH nmeTb Npuesasky k Profile. B npumepax ncnonbsyetcs:

use profile snr-ap622-i DEFAULT
[ns usmerenus Profile sapaiite Hosoe aHadeHue yepes use profile <Board name> <Profile name>.
Mpumep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# use profile snr-ap622-i DEFAULT

11. use management policy

CuHTakcuc
use management policy <Management policy name>
no use management policy

HasHauyeHue

3agaTtb unu yaanute management npmesiska policy Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<Manageme
nt policy Wms management policy.
name>

PekomeHpauumn

use management policy <name> sagaét management policy Ansi KoHkpeTHoM AP 1 nepeonpeaensiet noseaeHue, 3aaaHHoe Ha yposHe Profile.
no use management policy yganser per-device npussiaky. Mocre yaaneHus ycTpoicTso ucnonbayet Profile behavior.
Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-89)# use management policy DEFAULT
Ypanenve npuessku:
ap622-i-63-41-86(config-ap622-i-63-41-89)# no use management policy

12. use auto provision policy

CuHTakcmc

use auto provision policy <Auto-provision policy name>
no use auto provision policy

HasHaueHue

3agaTtb unu yaanutb Auto provision npuesiska policy Ha ypoBHe Device.

MapameTpbl
MapameTtp OnucaHue
<Auto-
provision Wms Auto provision policy.

policy name>

PekomeHpauum

use auto provision policy <name> 3agaért policy, KOTOpYo KOHTPOIEP MCMONb3YeT s aBTOMATUYECKOro co3aaHus device-cekumn managed AP npu commit.
B npumepe nokanbHoro controller device 3agaHo:

use auto provision policy DEFAULT



Mpumep:

ap622-i-63-41-86(config-ap622-i-63-41-86)# use auto provision policy DEFAULT
Y,qaneHme NPUBA3KN:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use auto provision policy

13. use acs policy

CuHTakcuc
use acs policy <ACS policy name>
no use acs policy

HasHauyeHue

3agaTtb unu yaanute ACS npuesska policy Ha ypoBHe Device.

MapameTpbl
MEFERD OnwucaHue
™
<ACS
policy Wms ACS policy.
name>
PekomeHaauun

use acs policy <name> sagaér ACS policy ans koHkpeTHon AP. Yto6el ACS ynpasnsin BbiGopom kaHana, radio interface Tawke JorbkeH ucnonsaosate ACS
channel selection.

no use acs policy yaansiet ACS npuesiaka policy u3 Device context.
Mpumep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# use acs policy TEST
YpaneHve NpuBA3Ku:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no use acs policy

14. use ip dhcp policy

CuHTakcuc
use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>
no use ip dhcp policy vlan <VLAN ID>

HasHaueHue

Mpuesaszate unu yaanute DHCP policy ans koHkpeTHoro VLAN Ha Device.

MapameTpbl

MapameTtp OnucaHune

<DHCP-policy 1 BHCP policy.

name>

<VLAN ID> VLAN ID. JocTynHbiit auanasoH: 1-4095.
PekomeHpauumn

DHCP policy npussbiBaeTcs k koHkpeTHOMY VLAN Ha koHkpeTHOM device.
[ns no6asneHns NpmBs3kn ykasbiBaeTcs ums policy:

use ip dhcp policy DEFAULT vilan 200
[Ans yaaneHus npussaskn ykasbiBaetca VLAN, HO He yka3biBaeTcsi umsa policy:

no use ip dhcp policy vian 200
Mpumep:

ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip dhcp policy DEFAULT vilan 200
YpaneHve NPUBA3KK:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip dhcp policy vian 200



15. use ip firewall policy

CuHTakcuc
use ip firewall policy <Firewall policy name>
no use ip firewall policy

HasHauyeHue

BapaTb unn yganute firewall npmssiska policy Ha yposHe Device.

MapameTpbl
Mapametp  OnucaHue
<Firewall
policy Wwms firewall policy.
name>
PekomeHpgauum

use ip firewall policy <name> sapaér firewall policy ons koHkpeTHot AP.
no use ip firewall policy ynanser firewall npussaka policy us Device context.
Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip firewall policy OFFICE-FW
YpaneHvie NpuBs3Ku:
ap622-i-63-41-86(config-ap622-i-63-41-89)# no use ip firewall policy

16. use ip nat policy

CuHTakcuc
use ip nat policy <NAT policy name>
no use ip nat policy

HasHaueHue

Bagatb unu yaanute NAT npussiska policy Ha yposHe Device.

MapameTpbl
gapame'r Onwucaxue
<NAT
policy Mms NAT policy.
name>

PekomeHpauumn

use ip nat policy <name> sagaét NAT policy Ansi KoHKpeTHou AP.
no use ip nat policy yaansier NAT npussiaka policy us Device context.
Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip nat policy OFFICE-NAT
YpaneHve npuBAsku:
ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip nat policy

17. use ip route policy

CuHTakcuc
use ip route policy <Route policy name>
no use ip route policy

Ha3HauyeHue

3agaTte unu yaanuTb route npuesaka policy Ha yposHe Device.

MapameTpbl
;Iapame'r OnucaHue

<Route Wwms route policy.



Mapamet

OnucaHue
P
policy
name>
PekomeHpgauuu

use ip route policy <name> 3agaér route policy ons koHkpeTHoit AP.
no use ip route policy ynanseT route npussaka policy us Device context.
Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip route policy OFFICE-ROUTES
YpaneHve npuBaA3sku:
ap622-i-63-41-86(config-ap622-i-63-41-89)# no use ip route policy

18. control vlian

CuHTakKkcuc
control vlan <VLAN ID>

Ha3HauyeHue
3agatb VLAN ans control / management traffic Ha yposHe Device.

MapameTpbl

Mapametp OnucaHue

VLAN ID. JocTynHblit avanasoH: 1-

<VLAN ID> 4095,

PekomeHpauumn

KomaHnpa 3apaét device-level control VLAN override.
Ecnu control VLAN He 3agaH Ha ypoBHe Device, ycTpoicTBO ncnonb3yeT noeeaeHune, onpegensiemoe Profile n TekyLuen koHdburypauvei nHtepdencos.
Mpumep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# control vlan 200

19. dns

CuHTakcmuc

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all

Ha3HauyeHue

BagaTtb unu yaanute DNS servers Ha yposHe Device.

MapameTpbl

JEECTD Onwucanue

P

<A.B.C. IPv4 address DNS
D> server.
PekomeHpauumn

dns primary <A.B.C.D> sagaér primary DNS server.
dns secondary <A.B.C.D> sapaét secondary DNS server.
no dns primary yaanseTt Tonbko primary DNS. no dns secondary ygansieT Tonsko secondary DNS. no dns all ygansiet Bce DNS settings 13 Device context.
Mpumepsbi:
ap622-i-63-41-86(config-ap622-i-63-41-89)# dns primary 8.8.8.8
ap622-i-63-41-86(config-ap622-i-63-41-89)# dns secondary 8.8.4.4
Ynanenve Bcex DNS settings:
ap622-i-63-41-86(config-ap622-i-63-41-89)# no dns all



20. ntp server

CuHTakcuc
ntp server <NTP server list>
no ntp server

Ha3HauyeHue
Bagatb unm yaanute NTP servers Ha yposHe Device.

MapameTpbl

MapameTp Onucanve

<NTP server list> Cnivcok NTP servers. B npuMepe ©cnonb3ayeTcs pasnenurens ;.
PekomeHpauumn

Komanpaa 3apgaét cnucok NTP servers anst KOHKpeTHoON AP.
Mpumep chopmaTa cnncka:
ntp server ntp.pool.org;192.168.1.200
no ntp server yaansiet secb cnucok NTP servers n3 Device context.
Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-89)# ntp server ntp.pool.org;192.168.1.200
YpaneHue cnvcka:
ap622-i-63-41-86(config-ap622-i-63-41-89)# no ntp server

21. loglevel

CuHTakcuc
loglevel <level>
no loglevel

HasHauyeHue

3agaTtb unu yaanute log level Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<level> Log level. OoctynHbie sHauenns DEBUG u INFO; ocranbHbie sHaueHus criegyet Boibupats no CLI help
TeKyLLero penusa.
PekomeHaauumn

loglevel <level> sanaér log level Ans koHkpeTHoM AP. MOBTOPHbIA BBOA KOMaHAb! 3aMeHsIeT paHee 3ajaHHoe 3HaueHue.
no loglevel ynanser sisHo 3apanHbif log level us Device context.
Mpumepsl:
ap622-i-63-41-86(config-ap622-i-63-41-89)# loglevel DEBUG
ap622-i-63-41-86(config-ap622-i-63-41-89)# loglevel INFO
YpaneHve 3HavyeHus:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no loglevel

22. logserver

CuHTakcmuc

logserver file

logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>
no logserver file syslog

HasHauyeHue

HacTtpounTb logging destination Ha yposHe Device.

MapameTpbl

MapameTp Onucaxue

file BkntoumTs file logging destination.



MapameTtp OnucaxHue

syslog
<AB.C.D> 3apatb syslog server IPv4 address.
syslog
<A.B.C.D:POR  3apatb syslog server IPv4 address v port.
T>

PekomeHpauumn

logserver file sknioyaer file logging destination.
logserver syslog <A.B.C.D> 3agaér syslog server 6e3 sisHoro port.
logserver syslog <A.B.C.D:PORT> saga&rt syslog server ¢ siBHbIM port.
HocTtynHas no-dopma:

no logserver file syslog
Mpumepsbi:

ap622-i-63-41-86(config-ap622-i-63-41-89)# logserver file
ap622-i-63-41-86(config-ap622-i-63-41-89)# logserver syslog 192.168.88.1
ap622-i-63-41-86(config-ap622-i-63-41-89)# logserver syslog 192.168.88.1:514

23. host

CuHTakcuc
host <String>

HasHauyeHue

Bapatb hostname override ans Device.

MapameTpbl
Nap
ame  OnucaHue
P
.<Str Hostname.
ing>
PekomeHpauun

KomaHnpa 3agaét hostname override onsi koHkpeTHon AP.
[ns uameHeHusi hostname override nosTopHo BeinonHuTe host <String> ¢ HoBbIM 3HaYeHeM.
Mpumepsi:

ap622-i-63-41-86(config-ap622-i-63-41-86)# host TEST-HOST
ap622-i-63-41-86(config-ap622-i-63-41-89)# host TEST-MANAGED

24. clean override

CuHTaKkcuc

clean override

HasHauyeHue

OunUCTUTb HACTPOIKK, 3aaaHHbIe Ha yposHe Device, coxpaHue obsisaTenbHble npusaskn Site n Profile.

MapameTpbl

Her.

PekomeHaauumn
KomaHnaa ouunwaeTt per-device overrides B Tekylem Device context. [ina managed AP nocrne BbINonHeHUst kOMaHabl B device-CeKLmnm OCTaloTCS TONbKO NPUBS3KA:

use site <SITE name>
use profile <Board name> <Profile name>

Hanpumep, ecnv Ha yposHe managed AP 6binu 3aaaHbl interface radio override n host, komanaa yoanut atu device-level HacTpoiiku, HO ocTaBuUT NpuUBsA3kK Site 1
Profile. iameHeHune oTHOCUTCS K KoHUrypauum Device context n TpeGyeT commit ans npumerexns.
[insa KoHTponnepa koMan4a paboTaeT orpaHnyeHHo: ounLiaeTcs Tonbko radio override. CLI BbIBOAWT NpeaynpexaeHue:
Warning: On controller, only radio override will be cleared.
Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-89)# clean override



25. controller adoption

CuHTaKkcuc

controller adoption

HasHauyeHue

3apaTb device kak controller device.

MapameTpbl

Her.

PekomeHaauuun

controller adoption otHocuTes k KOHGUMrypaumm ponu yeTpoiicTea. B npumepe nokansHoro controller device ata cTpoka yxe 3agaHa:
controller adoption

OTa koMaHAaa He ABnseTca 3aMeHon operational-komaHabl:
system adopt <AP ID>

system adopt pa6otaet ¢ adoption database v npuHumaeT managed AP Ha koHTporinep. controller adoption siensietcs configuration command eHyTpu device
<AP ID> n tpebyer commit gns npumeHeHus.
Mpumep:

ap622-i-63-41-86(config-ap622-i-63-41-86)# controller adoption

26. VLAN interface context

CuHTakcuc
interface vlan <VLAN ID>

HasHaueHue

Bontu B VLAN interface configuration context BHyTpu Device.

MapameTpbl

MapameTtp Onucanue

VLAN interface ID. locTynHbI AnanasoH:

SVLANID> 4 4005,

PekomeHpgauumn

Komanpga BeinonHsieTcs n3 Device configuration context.
Mpumep Bxoaa B context:

ap622-i-63-41-86(config-ap622-i-63-41-86)# interface vlan 200
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)#
Mpumep VLAN interface B device-cekuum nokansHOro KOHTponnepa:

interface vlan 200

no shutdown

ip address 172.27.72.1/24
exit

27. VLAN interface administrative state

CuHTakcuc

shutdown
no shutdown

HasHauyeHue

OtkntounTb unm Bkmountb VLAN interface Ha yposHe Device.

MapameTpbl

Her.

PekomeHpauumn
Komangb! BeinonHstotes n3 VLAN interface configuration context.
shutdown otkntouaet VLAN interface. no shutdown sknouaet VLAN interface.
B npumepe VLAN interface Bknouér:
no shutdown



28. ip address

CuHTakcmc

ip address dhcp
ip address <A.B.C.D/MASK>
no ip address

Ha3HavyeHue
Bapgarts IP addressing mode ansa VLAN interface Ha yposHe Device.

MapameTpbl
MapameTp OnwucaHue
dhep Monyuyats IPv4 address no DHCP.
<A.B.C.D/M .
ASK> Static IPv4 address B CIDR-cbopme.
PekomeHaauumn

KomaHngb! BeinonHsitotest u3 VLAN interface configuration context.
ip address dhcp sapaét DHCP addressing mode.

ip address <A.B.C.D/MASK> sapaér static IPv4 address 8 CIDR-thopme. B otnmune ot Profile, Ha yposHe Device moxHo 3agasars static IPv4 address ans
KOHKpeTHOW AP.

no ip address ygnansiet IP address setting u3 VLAN interface context.
B npumepe nokanbHoro controller device 3agaHo:
ip address 172.27.72.1/24
Mpumepsbi:
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)# ip address dhcp
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)# ip address 172.27.72.10/24
Ynane+ve address setting:

ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)# no ip address

29. PPPoOE client context

CuHTakcmuc

pppoe-client
no pppoe-client

Ha3HauyeHue

Bointu B PPPOE client context unu ynanute PPPOE client section ns VLAN interface.

MapameTpbl

Her.

PekomeHaauun

KomaHnga pppoe-client euinonHsietcst na VLAN interface configuration context u oTkpbiBaeT BnoxeHHbIn PPPOE client configuration context:
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200)# pppoe-client
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe)#

Mycrasi PPPoE section oTo6paxaeTcs kak section 6e3 napameTpos:
pppoe-client
exit

no pppoe-client na VLAN interface context yaansiet scto PPPoE client section.

30. PPPoE settings

CuHTakcuc

ac <String>

service <String>

username <String>

password <String>

mtu <Interface MTU>

inactivity <Unsigned integer>
Icp-echo-failure <Unsigned integer>
Icp-echo-interval <Unsigned integer>



no ac

no service

no mtu

no inactivity

no Icp-echo-failure
no Icp-echo-interval

Ha3Ha4yeHue
HacTtponTb PPPOE client parameters.

MapameTpbl
MapameTp Onucanue
ac <String> Access concentrator name.
SeW!Ce PPPOE service name.
<String>
user'name PPPOE username.
<String>
pass.word PPPoE password.
<String>

<
aflf'ulnterface PPPOE interface MTU.
inactivity
<Unsigned Inactivity timer value.
integer>

Icp-echo-failure
<Unsigned LCP echo failure threshold.
integer>

Icp-echo-
interval
<Unsigned
integer>

LCP echo interval.

PekomeHpauumn

Komangb! BeinonHstotes n3 PPPoE client configuration context.

MprMepbl HaCTPONKK:
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe)# ac TEST-AC
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe)# service TEST-SERVICE
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe)# username testuser
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe # password testpass
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe)# mtu 1492
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe)# inactivity 300
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe )# Icp-echo-failure 5
ap622-i-63-41-86(config-ap622-i-63-41-86-vlan200-pppoe)# Icp-echo-interval 20

[ocTynHble no-hopMbl yaanstoT cooTBeTcTBYloWME PPPOE parameters:

no ac

no service

no mtu

no inactivity

no Icp-echo-failure
no Icp-echo-interval

password B o6biyHoM show context moxeT oToBpakaTbesi OTKPbITbIM TEKCTOM. YUuTbIBaiTe 3710 Npu paboTe ¢ BbiBogoM CLI v npu nepegave AMarHocTu4eckux
marepuarnos.

31. Radio interface context in Device

CuHTakcmc

interface radio <1|2>

Ha3HauyeHue

Boitu B radio interface configuration context BHyTpu Device.



MapameTpbl
Mapa

OnwucaHue
MeTp
1 2.4 GHz radio.
2 5 GHz radio.
PekomeHaauuu

KomaHnga BeinonHsieTcs u3 Device configuration context.

Mpumepsbl Bxoga B context:
ap622-i-63-41-86(config-ap622-i-63-41-89)# interface radio 1
ap622-i-63-41-86(config-ap622-i-63-41-89-radio1)#

ap622-i-63-41-86(config-ap622-i-63-41-89)# interface radio 2

ap622-i-63-41-86(config-ap622-i-63-41-89-radio2)#
Device radio context ucnonsayetcst ans sparse radio override. Ecnu radio HacTpoiku He 3agaHbl Ha yposHe Device, AP Hacnenyer radio configuration n3 Profile.
Moppo6Hoe onucaxve radio commands HaxoguTest B otaensHoii rmase Radio interface configuration.



naBa 8. Hactponka Radio interface

1. HazHayeHue rnaBbl

Paspnen nocesiwéH Hactpoiike radio interface B CLI koHTponnepa u ynpasnsiembix Wi-Fi AP.
Radio interface 3apaér napameTpbl pabotbl Wi-Fi radio:

. agMUHUCTpaTUBHOE cocTosiHue radio;
. 802.11 mode;

. channel selection n channel width;

. transmit power;

. maximum clients;

. mandatory/basic rates;

. 802.11k, 802.11v 1 802.11r;

. airtime fairness;

. npusisky WLAN policy k BSSID slot.

Radio interface context goctyneH B AByx MecTax:

profile <Board name> <Profile name>
interface radio <1[2>

device <AP ID>
interface radio <1[2>

B Profile context radio settings 3apatoT 6a3oByto koHurypaumio ansi Bcex AP, ncnonb3ytowmx at1oT Profile. B Device context radio settings pa6oTatoT kak per-device
overrides Ans KOHKpeTHon AP.

Mamenenus B radio interface context SBASIOTCS KOHUIypaLmnoHHbIMM n3MeHeHusimm. OHu nonagatoT B context config u TpeGyror commit ans npumerenus s
running-config. ins coxpaHexus nocne nepeaarpysku ucnonbayetcs commit write.

2. O6wasa mopenb Radio interface
[na SNR-AP622-| ncnonb3ytotcs aga radio interface:

Radio  HasHauveHue

radio 2.4 GHz

1 radio.
r2ad|0 5 GHz radio.

Profile radio context o6bIMHO cogepxuT nonHbIn Habop radio settings. Device radio context 06bI4HO coaepXUT TONBKO Te CTPOKM, KoTopble NepeonpeaensioT Profile
[Ans KOHKpeTHoW AP.

MycTon Device radio context He o3HavaeT, 4To radio He HacTpoeHo Ha AP. OH o3HavaeT, uTo Ans atoro radio HeT per-device override n utorosas KoHdUrypaums
HacnepyeTcs u3 Profile. Toroyto merged configuration koHkpeTHo AP MOXHO CMOTpeTb KOMaHAoM:

show device-config <AP ID>

DoctynHble channel, channel width, transmit power u apyrue radio settings 3aBucsaT ot BbiGparHoro country code B Site. Country code npuMeHsiET perynsiTopHble
orpaHudeHusi BbIGpaHHON CTpaHbl, MO3TOMY CMMCOK JOCTYMHbIX KaHANoOB, LUMPVH kaHana 1 vyacTb radio-napameTpoB MOXET OTnnyaTbest. [JOCTyNHbIE 3HaYeHUs crefyeT
cmoTpeTb Yyepes CLI help unu completion TekyLuero koHTekcTa.

3. Bxoa B Radio interface context n3 Profile

CuHTakcmc

interface radio <1|2>

Ha3HauyeHue

Bontu B radio interface configuration context BHyTpu Profile.

MapameTpbl

MapameTtp OnucaHue

<1\|2> Mupekc radio interface. 1 — 2.4 GHz radio, 2 — 5 GHz radio.
PekomeHpaauuu

Komanpa BeinonHsietcsi u3 Profile configuration context.

Mpumep Bxopa B radio 1 ua Profile:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface radio 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio #



4. Bxoa B Radio interface context ns Device

CuHTaKkcuc

interface radio <1|2>

HasHauyeHue

BouTtu B radio interface configuration context BHyTpu Device.

MapameTpbl

MapameTtp OnucaHue

<1\|2> Wupeke radio interface. 1 — 2.4 GHz radio, 2 — 5 GHz radio.
PekomeHaauumn

Komanpaa BeinonHsieTcs n3 Device configuration context.
Mpumep Bxoga 8 radio 1 us Device:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# interface radio 1
ap622-i-63-41-86(config-ap622-i-63-41-89-radio1 }#

5. Radio interface context prompt
Mpumep prompt ans radio interface BHyTpu Profile:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio )#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2 )#
Mpumep prompt ans radio interface BHyTpun Device:
ap622-i-63-41-86(config-ap622-i-63-41-89-radio1 #
ap622-i-63-41-86(config-ap622-i-63-41-89-radio2)#
B atoin rmase o6a BapnaHTa HasbiBaloTcst Radio interface configuration context. Ecnn BaxHo pasnuune mexay Profile n Device, oHo ykasaHo oTaesbHo.

6. NMpumep Profile radio interface

MNpuwmep interface radio 1 s Profile:

interface radio 1
no shutdown
no airtime-fairness
mode ax
channel random width 20
power 17
no 802.11r
802.11k
802.11v
use wlan DEFAULT bssid 1
exit
Mpumep interface radio 2 s Profile:

interface radio 2

no shutdown

no airtime-fairness

mode ax

channel random width 20
power 17

no 802.11r

802.11k

802.11v

use wlan DEFAULT bssid 1
exit

7. NMpumep Device radio override
Mpumep per-device override Ans koHKpeTHON AP:
device ap622-i-63-41-89
interface radio 1
channel acs width 20
exit
use site DEFAULT-SITE
use profile snr-ap622-i DEFAULT
exit
B aTom npumepe Ha yposHe Device nepeonpeaenén Tonbko channel selection ana radio 1. OcranbHble radio settings Hacneaytotcs us Profile.



8. ANocTtynHble Radio interface commands

Ecnu He ykasaHo oTaernbHO, koMaHabl 3Tol rnaBbl BeinonHsoTca n3 Radio interface configuration context.
OcHoBHble gocTynHble komaHabl Radio interface context:

shutdown
no shutdown

airtime-fairness
no airtime-fairness

802.11k
no 802.11k

802.11v
no 802.11v

802.11r
no 802.11r

mode <radio-mode>

channel random width <width>

channel <channel-number> width <width>
channel acs

channel acs width <width>

power <1-26>
max-clients <number>

basic-rates default
basic-rates custom <rate> [<rate> ...]

use wlan <WLAN policy name> bssid <1-4>
no use wlan bssid <1-4>

9. shutdown

CuHTakcuc

shutdown
no shutdown

Ha3HauyeHue

OTkntounTb Mnu BkNounTk radio interface.

MapameTpbl

Her.

PekomeHpauumn

shutdown nepesoaur radio interface B agMUHUCTPATUBHO OTKITIOYEHHOE COCTOSIHUE.
no shutdown skniouaert radio interface.

B Profile radio context komaHaa nsmensieT 6asosoe coctosiHme radio ans AP, ncnonbaytowmux a1oT Profile. B Device radio context komaHaa co3gaér per-device
override.

Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# shutdown
Bkntoyenwe radio:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# no shutdown

10. airtime-fairness

CuHTakcuc
airtime-fairness
no airtime-fairness

HasHauyeHue

BkntouuTtb nnm oTknoumnThb airtime fairness Ha radio interface.

MapameTpbl

Her.



PekomeHaauuun
airtime-fairness skniouaer airtime fairness ans ebiGpaHHoro radio.
no airtime-fairness otkniouaer airtime fairness.
B Profile radio context komaHaa 3apaét 6asoBoe noseaeHwve. B Device radio context komaHaa 3anaét per-device override.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# airtime-fairness
OrtknioveHue:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# no airtime-fairness

11. 802.11k

CuHTakcuc

802.11k
no 802.11k

HasHauyeHue

Bxntouuntb nnn otknoumnte nogaepxky 802.11k Ha radio interface.

MapameTpbl

Her.

PekomeHpauumn

802.11Kk skrovaeT nogaepxky 802.11k ans BuibpaHHoro radio.
no 802.11k otkniouaeT nopaepkky 802.11k.
B Profile radio context komaHaa 3agaét 6asoBoe noseaeHve. B Device radio context komaHaa 3apaét per-device override.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# 802.11k
OtknioveHue:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# no 802.11k

12. 802.11v

CuHTakcuc

802.11v
no 802.11v

Ha3HauyeHue

BkntounTtb nnn otknioumnTte nogaepxky 802.11v Ha radio interface.

MapameTpbl

Her.

PekomeHaauumn
802.11v skrtovaeT nogaepxky 802.11v ans suibpanHHoro radio.
no 802.11v otkniouaeT nogaepsxky 802.11v.
B Profile radio context komaHaa 3agaét 6a3zoBoe nosegeHune. B Device radio context komaHpa 3apaét per-device override.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# 802.11v
OTkntoyeHne:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# no 802.11v

13. 802.11r

CuHTakcmuc

802.11r
no 802.11r

HasHauyeHue

BkntouunTtb unu otknoumntb nopgaepxky 802.11r Ha radio interface.

MapameTpbl

Her.



PekomeHaauuun
802.11r ekniouaet noaaepxky 802.11r ans BeiGpanHoro radio.
no 802.11r otkrtovaeT nogaepkky 802.11r.
B Profile radio context komaHaa 3apaét 6asoBoe noseaeHwve. B Device radio context komaHaa 3anaét per-device override.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# 802.11r
OrtknioveHue:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# no 802.11r

14. mode

CuHTakcmuc

mode <radio-mode>

HasHauyeHue

3apatb 802.11 mode gns radio interface.

MapameTpbl
MapameTp OnucaHue
<radio-mode> Radio mode. [locTynHble 3HayeHus 3aBucsT oT radio interface.

[octynHble 3HaveHus ans SNR-AP622-1:

Radio HocTynHele
3Ha4vYeHusa
radio
1 ax, bgn, gn
radio ax ac
2 ,
PekomeHpgauuu

KomaHnpa 3apaét 802.11 mode BbiGpaHHoro radio.
B Profile radio context komaHaa 3aaaét mode ans Bcex AP, ucnonbaytowmx Profile, ecnn Ha yposHe Device HeT override. B Device radio context komaHaa 3agaét
mode TONbKO ANs KOHKpeTHoM AP.

Mpumep ans 2.4 GHz radio:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# mode ax

Mpumep anst 5 GHz radio:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)# mode ac

15. channel

CuHTakcuc

channel random width <width>

channel <channel-number> width <width>
channel acs

channel acs width <width>

Ha3HauyeHue
3apatb channel selection mode u channel width ans radio interface.

MapameTpbl
MapameTp OnucaHue
Bbi6patb channel aBTomatuyeckmn npu
random apply/restart.
< _
channel Fixed channel number.
number>
acs Mcnonb3osaTtk Auto Channel Select.

<width> Channel width.



PekomeHaauuun
channel random width <width> sagaér aBTomaTuueckuin BbIGOp kaHana ¢ ykasaHHON LUMPUHON.
channel <channel-number> width <width> sagaér dukcrpoBaHHbIi KaHan v WKUPUHY KaHana.

channel acs win channel acs width <width> skriouaet ACS channel selection ans radio. [1ns npakTuyeckoro ucnosnb3sosanus ACS psgom c radio settings
3apaétca ACS npussizka policy Ha ypoHe Profile unu Device:

use acs policy <ACS policy name>
[NoctynHble channel numbers 1 channel widths 3aBucsT o radio band, annapatHoit Mogerv n country code seibpanHoro Site. At SNR-AP622-1 npumersiioTcst
crnepytowye TMnoBble 3Ha4yeHus width:

Tunosble width

Radio
values
:ad'o 20,40
rzad'° 20,40, 80, 160

Mpumep fixed channel gns 2.4 GHz radio:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# channel 6 width 20
Mpumep fixed channel anst 5 GHz radio:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)# channel 36 width 20
Mpumep ACS:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# channel acs width 20

16. power

CuHTaKkcmc

power <1-26>

Ha3HauyeHue

3apartb transmit power gns radio interface.

MapameTpbl
MEZLD Onwucanue
P

<1-26>  Transmit power 8 dBm.

PekomeHpauum

KomaHfa 3ajaéT MOLHOCTb Nepefayn Ans BoiGpaHHoro radio.
[locTynHbIV AManasoH 1 pakTMYeckn NpUMEHsIeMoe 3Ha4YeHne MoryT 3aBuceTb OT annapaTHoi moaenu, radio band, channel, channel width u perynsiTopHbix
orpaHudeHuii BeibpaHHoro country code.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# power 17

17. max-clients

CuHTakcmuc

max-clients <number>

Ha3HaueHue

3agaTtb MakcumarnbHoe Yucro wireless clients, kKoTopbiM pa3pelleHo accoummnpoBaTbest ¢ radio.

MapameTpbl

MapameTtp OnucaHue

Maximum number of wireless

<number> )
clients.

PekomeHpauumn
KomaHfa orpaHnyMBaeT KOMMYECTBO KIMEHTOB Ha BbIGpaHHOM radio.
B Profile radio context komaHaa 3agaét 6asosbii limit. B Device radio context komaHpa 3apaét per-device override.
Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# max-clients 32



18. basic-rates

CuHTakcuc
basic-rates default
basic-rates custom <rate> [<rate> ...]

Ha3sHauyeHue
3agaTtb mandatory/basic rates ans radio interface.

MapameTpbl
NapameTp Onucanue
default Mcnone3oBaTh cACTeMHbIA HAGOP

mandatory/basic rates.

3apatb nonb3oBaTenbckuini Habop

custom mandatory/basic rates.
<rate> Radio rate n3 goctynHbix 3HadeHun CLI help.
PekomeHpauumn

basic-rates default sosspalaer radio k cuctemHomy HaBopy mandatory/basic rates.
basic-rates custom <rate> [<rate> ...] sapaét nonbsosarenbckuit Habop mandatory/basic rates. Kniouesoe cnoso CUStOM sBRsieTcA YacTbio CUHTaKeHca
KOMaHzbl.
[NoctynHble rates 3aBucaT ot radio band n BbiGpaHHoro mode. s BeiGopa KOppeKTHbIX 3HaYeHU ncrorbayinTe context-sensitive help Tekywero radio context.
Mpumep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio)# basic-rates custom 6 12 24
Bosspar k default behavior:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# basic-rates default

19. use wlan

CuHTaKkcuc

use wlan <WLAN policy name> bssid <1-4>
no use wlan bssid <1-4>

HasHa4yeHue
Mpuesasate WLAN policy k radio BSSID slot unu yaanute npussisky no BSSID index.

MapameTpbl
;Iapame-r OnucaHue
<WLAN
policy Wmst WLAN policy.
name>
<1-4> BSSID index.
PekomeHpauumn

use wlan <WLAN policy name> bssid <1-4> npussabizaeT WLAN policy k ykasaHHomy BSSID slot Ha BbIGpaHHoM radio.
no use wlan bssid <1-4> yaansiet npussisky WLAN no BSSID index. Mimsi WLAN policy B no-popme He ykasbiBaeTcs.
B Profile radio context komaHaa 3agaét 6asosyto npussisky WLAN ana AP, ncnonbsytowmx Profile. B Device radio context komaHaa 3agaét per-device override
npussskm WLAN.
Mpumep npussskn WLAN:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# use wlan DEFAULT bssid 1
MpuMep yaaneHus npuBsaku:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# no use wlan bssid 1

20. Ucnonb3oBaHue ¢c ACS

ACS 3apaétcs otgenbHou policy u BkntoyaeTcs Ha radio yepes channel selection.
Mpumep Ha yposHe Profile:
profile snr-ap622-i DEFAULT
use acs policy TEST
interface radio 1
channel acs width 20



exit
exit
Mpumep Ha yposHe Device:
device ap622-i-63-41-89
use acs policy TEST
interface radio 1
channel acs width 20
exit
exit
ACS policy n 3anyck ACS scan onucbisatotcs B otaenbHon rmase ACS.



IFnaBa 9. Hactpounka WLAN policy

1. HazHayeHue rnaBbl

B a0t rnase cobpanbl komanas! HacTpoitku WLAN policy B CLI koHTponnepa u ynpasnsiembix Wi-Fi AP.
WLAN policy sapaér napameTpbl GecrpoBogHom ceTu:

. SSID;

. ny6nukaumto SSID B beacon frames;

. obmeH Tpadhukom mexay wireless clients BHyTpy ogHoro WLAN;
. T1n 6esonacHoctn WLAN;

. PSK unu napameTpbl RADIUS server;

. Protected Management Frames;

. VLAN ans knueHTckoro Tpaduka;

. agmuHucTpatusHoe coctosiHne WLAN policy.

WLAN policy siBnsietcs koHdpurypaumoHHbim o6bektom. Mamerenus B WLAN context nonagatot B context config u tpe6ytor commit ans npumenermnst B running-
config. ins coxpaHeHus nocre nepesarpyaku ucronbayeTcs commit write.
Mpuesaska WLAN « radio interface BbinonHsieTcs B Radio interface context komanpoit:
use wlan <WLAN policy name> bssid <BSSID ID>
Orta komaHaa onucana B rmase Radio interface configuration.

2. O6wasa mogens WLAN

WLAN policy onvceiBaeT noruyeckyto 6ecnpoBoaHyto ceTb. OHa He Bkrtoyaet radio channel, radio power, radio mode 1 BSSID slot. 3T napameTpbl 3agatoTcst Ha
yposHe radio interface.

OpmH WLAN moxeT 6bITh npuesiaaH k radio interface 4epes BSSID slot. Hanpumep, Profile moxeT copepxarts radio interface, kotopbiit ucnonsayet WLAN DEFAULT:

interface radio 1
use wlan DEFAULT bssid 1
exit
B WLAN policy 3agaétca VLAN ID. OH onpeensieT VLAN, B KOTOpbI NomeLLaeTcs knneHTckui Tpadmk atoro WLAN nocne noaknoveHns KnmeHTa.

Sensitive values, Takue kak PSK n RADIUS secret, B 06biMHOM Show context oto6paxatoTes B MackupoBaHHOM Buae. [ns AMarHoCTUYECKUX 3afad MOXHO
ucnonb3oeate Show context sensitive, Ho Takyto dhopMy crieayeT NPUMEHSITb OCTOPOXKHO.

3. Bxog B WLAN context

CuHTakcmuc

wlan <WLAN policy name>

HasHauyeHue

Bontu B WLAN configuration context.

MapameTpbl
Eapame'r OnucaHue
<WLAN
policy ms WLAN policy.
name>
PekomeHpauumn

KomaHnpaa BbinonHsieTcsa u3 global configuration mode.

Ecnn WLAN policy yxe cywectayeT, CLI oTkpbiBaeT eé Tekywumii context. Ecniu cosgaértcs HoBasi policy v n3ameHeHusi He npuMeHsitoTes, revert otkatsiBaeT context k
Tekywemy running-config.

Mpumep Bxopga B WLAN context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# wlan DEFAULT
ap622-i-63-41-86(config-wlan-DEFAULT)#

4. WLAN context prompt
Mpumep prompt:
ap622-i-63-41-86(config-wlan-DEFAULT )#
B aToii rmase Takoit pexum Hasbisaetcss WLAN configuration context.

5. NMpumep WLAN policy

Mpumep WLAN policy:



wlan DEFAULT

ssid SNR-AP-4186

broadcast-ssid

client-client-communication

security-type wpa2-personal

encryption-settings security-psk-key *********

vlan 200

exit
B atom npumepe WLAN ny6nukyeTt SSID, paspeluaeT Banmoaenctame knueHToB BHyTpn WLAN, ncnonssyet WPA2-Personal n nomelsaeT KNMEHTCKUIA Tpadhuk B
VLAN 200.

6. JoctynHble WLAN commands
Ecnu He yka3aHo oTAenbHO, KoMaHabl 3Ton rmasbl BbinonHsoTes 3 WLAN configuration context.
OcHoBHble aocTynHble komaHabl WLAN context:

ssid <SSID value>

broadcast-ssid
no broadcast-ssid

client-client-communication
no client-client-communication

security-type open

security-type wpa-wpa2-personal
security-type wpa2-enterprise
security-type wpa2-personal
security-type wpa2-wpa3-enterprise
security-type wpa2-wpa3-personal
security-type wpa3-enterprise
security-type wpa3-personal

no security-type

encryption-settings security-psk-key <8-63 ASCII characters>
encryption-settings enterprise server <A.B.C.D> port <port> secret <secret>
no encryption-settings

protected-mgmt-frames mandatory
protected-mgmt-frames optional
no protected-mgmt-frames

vlan <1-4095>

shutdown
no shutdown

7. ssid

CuHTakcuc

ssid <SSID value>

Ha3HauyeHue
3agatb SSID ans WLAN policy.

MapameTpbl

MapameTp OnucaHue

3HaueHue SSID, koTopoe OygeT
ncnonb3osatecst WLAN.

<SSID value>
PekomeHaauun
KomaHnga nameHsiet SSID B Tekywwem WLAN context.
SSID otobpaaetcs B beacon/probe response, ecriv ansi WLAN BrntoueHa ny6rnvkaumus SSID komangon broadcast-ssid.
Mpumep:
ap622-i-63-41-86(config-wlan-DEFAULT )# ssid OFFICE-WIFI

8. broadcast-ssid

CuHTakcuc

broadcast-ssid
no broadcast-ssid



HasHauyeHue

Bkntouuntb nnn otknoumnTs nybnukauno SSID B beacon frames.

MapameTpbl

Her.

PekomeHpauumn
broadcast-ssid eknioyaet o6bsiBneque SSID.
no broadcast-ssid otkniouaet o6bsisneHme SSID. B koH(UMrypaLumm aTo 0ToGpaxaeTcsi ABHOM CTPOKOIA:

no broadcast-ssid

axe ecnu SSID He ny6nukyeTcs B beacon frames, knmeHTbI BCE paBHO A0IKHbBI MCMONb30BaThb npaBusibHoe nmst SSID n napameTpbl 6e30nacHoCTH Ans
noaKmnoveHmns.

Mpumep:
ap622-i-63-41-86(config-wlan-DEFAULT)# no broadcast-ssid

9. client-client-communication

CuHTaKkcuc

client-client-communication
no client-client-communication

Ha3HauyeHue
Pa3peLumTts nnu 3anpetnts 06MeH Tpadmkom mexay wireless clients BHyTpu ogHoro WLAN.

MapameTpbl

Her.

PekomeHpauumn
client-client-communication paspewaet knuentam ogHoro WLAN B3avmMogeincTeoBatb Apyr ¢ ApYroMm.
no client-client-communication sanpewyaet Takoin 06mMeH. B koHUrypauum aTo oTobpaxaeTcs SBHON CTPOKOM:
no client-client-communication
Orkntovenue client-to-client communication nonesHo Ans rocteBbIX UNU U30NIMPOBAHHBIX CeTel, rae wireless clients He fomkHbI 0BpaLLaTbecst APYr K ApYry Hanpsimyto.
Mpumep:
ap622-i-63-41-86(config-wlan-GUEST )# no client-client-communication

10. security-type

CuHTakcmuc

security-type open

security-type wpa-wpa2-personal
security-type wpa2-enterprise
security-type wpa2-personal
security-type wpa2-wpa3-enterprise
security-type wpa2-wpa3-personal
security-type wpa3-enterprise
security-type wpa3-personal

no security-type

Ha3HauyeHue
3apatb TN 6e3onacHocTy WLAN.

MapameTpbl
3HauyeHue HasHauveHue
open OTKpI?ITaFI ceTb 6e3 3awuThl Ha yposHe WLAN
security.
wpa-wpaz- WPA/WPA2 Personal mixed mode.
personal

wpa2-enterprise WPAZ2 Enterprise c RADIUS authentication.
wpa2-personal WPA2 Personal ¢ PSK.

wpaz-wpa3-

. WPA2/WPAS3 Enterprise mixed mode.
enterprise



3HaueHue HasHauyeHue

wpa2-wpa3- WPA2/WPA3 Personal mixed mode.

personal

wpa3-enterprise WPAZ3 Enterprise.

wpa3-personal WPAZ3 Personal.
PekomeHaauuu

KomaHpga 3apaét ctpoky security-type B Tekywiem WLAN context.

[ns personal modes 06bI4HO Ucnonb3yeTca PSK, koTopbiit 3aaaétcs koMmaHaom:
encryption-settings security-psk-key <8-63 ASCII characters>

[ns enterprise modes ucnonbaytotcs napameTpsl RADIUS server:
encryption-settings enterprise server <A.B.C.D> port <port> secret <secret>

security-type n encryption-settings siensiotcs otaensHbiMu HacTporikamu. Mpu cmeHe security type nposepbTe, YTo Tekywme encryption-settings coorsetcraytor
BblOpaHHOMY pexummy 6e3onacHocTy. [Npu HeobxoaMMOCTM yaanuTe cTapele encryption settings komaHgom:

no encryption-settings

no security-type ynansiet ctpoky security-type, Ho He yaansiet encryption-settings.
Mpumep WPA2/WPA3 Personal:

ap622-i-63-41-86(config-wlan-DEFAULT)# security-type wpa2-wpa3-personal
ap622-i-63-41-86(config-wlan-DEFAULT)# encryption-settings security-psk-key TestPass123
Mpumep WPA2 Enterprise:

ap622-i-63-41-86(config-wlan-CORP)# security-type wpa2-enterprise
ap622-i-63-41-86(config-wlan-CORP)# encryption-settings enterprise server 192.0.2.10 port 1812 secret testsecret

11. encryption-settings security-psk-key

CuHTakcmuc

encryption-settings security-psk-key <8-63 ASCII characters>

Ha3HaueHue

3apaTtb PSK passphrase ans personal security modes.

MapameTpbl

MapameTtp OnucaHue

<8-63 ASCII characters> PSK passphrase anu+on 8-63 ASCll-cumsona.
PekomeHpaauuu

Komanga 3agaét PSK ans WLAN. Ona nucnonb3yeTtcst COBMECTHO ¢ personal security modes, Hanpumep:

security-type wpa2-personal
security-type wpa2-wpa3-personal
security-type wpa3-personal

B 06biuHoM show context PSK oTo6paxaeTcss B MackupoBaHHOM Bue:

encryption-settings security-psk-key *********
Mpumep:

ap622-i-63-41-86(config-wlan-DEFAULT )# security-type wpa2-personal
ap622-i-63-41-86(config-wlan-DEFAULT)# encryption-settings security-psk-key TestPass123

12. encryption-settings enterprise

CuHTakcmuc

encryption-settings enterprise server <A.B.C.D> port <port> secret <secret>

Ha3HauyeHue

3agatb napameTpbl RADIUS server ans enterprise security modes.

MapameTpbl
;Iapame-r OnucaHue

<A.B.C. IPv4 address RADIUS
D> server.



Mapamet
p

Onwucaxue

<port> UDP port RADIUS server.

Shared secret RADIUS
server.

<secret>

PekomeHaauun
KomaHpa 3apaét enterprise authentication settings ans WLAN.
OHa uncrnonb3yeTcs COBMECTHO ¢ enterprise security modes, Hanpumep:

security-type wpa2-enterprise
security-type wpa2-wpa3-enterprise
security-type wpa3-enterprise

B o6biuHom show context RADIUS secret oToGpaxaeTcsi B MackupoBaHHOM Bufe:

encryption-settings enterprise server 192.0.2.10 port 1812 secret **********
Mpumep:

ap622-i-63-41-86(config-wlan-CORP)# security-type wpa2-enterprise
ap622-i-63-41-86(config-wlan-CORP)# encryption-settings enterprise server 192.0.2.10 port 1812 secret testsecret

13. no encryption-settings

CuHTakcmuc

no encryption-settings

Ha3Ha4yeHue
YnanuTb Tekylme encryption settings n3 WLAN policy.

MapameTpbl

Her.

PekomeHaauumn
KomaHnpga ygansiet ctpoky encryption-settings na WLAN context.
Ona He yaansieT security-type. Mocne ynanenus encryption settings nposepbTe, 4To BbIGpaHHbIN security type cooteeTcTByeT oxmaaemoin moaenu WLAN.
Mpumep:
ap622-i-63-41-86(config-wlan-DEFAULT)# no encryption-settings

14. protected-mgmt-frames

CuHTakcmc

protected-mgmt-frames mandatory
protected-mgmt-frames optional
no protected-mgmt-frames

Ha3sHauyeHue
HactpouTb Protected Management Frames ans WLAN.

MapameTpbl

3HaueHune OnucaHue

mandatory TpeboBaTb Protected Management Frames ans WLAN.

optional O6bsBnaTL noaaepxky PMF 1 ucnonbaoBath €€ ¢ knneHTamu, kotopble nogaepxusaior PMF.
PekomeHaauumn

protected-mgmt-frames mandatory eknouaeT o6sizatensHoe ucnonb3osaHue PMF.
protected-mgmt-frames optional sktouaet PMF B optional mode.
no protected-mgmt-frames ynanset sisHyto HacTporiky PMF 13 WLAN context.
Mpumep:
ap622-i-63-41-86(config-wlan-DEFAULT )# protected-mgmt-frames mandatory



15. vlan

CuHTaKkcuc
vlan <1-4095>

HasHauyeHue

3agatb VLAN, B KOTOpbI NOMeLLaeTcs KnmeHTckuiA Tpadpuk WLAN.

MapameTpbl
MapameTtp OnucaHue

VLAN ID gnst knueHTckoro Tpaduka

<1-4095> WLAN.

PekomeHpgauum

Komanga 3agaét VLAN ID B WLAN policy.

Mocne nogkntoYeHNs KNUeHTa ero Tpaduk oTHocuTest K ykazaHHoMy VLAN. Ans koppekTHoii paboTbl WLAN cooTtBeTcTBYOWMIA VLAN gormkeH 6biTb NpeayCcMOTPEH B
Profile unu Device configuration, a uplink / switching configuration gomxHbl 06ecneunBats npoxoxaeHne atoro VLAN Tam, rae a1o TpebyeTcs cxemon ceTu.

Mpumep:
ap622-i-63-41-86(config-wlan-DEFAULT)# vlan 200

16. shutdown

CuHTakcuc

shutdown
no shutdown

HasHauyeHue

OtknounTb nnu Brrtounte WLAN policy.

MapameTpbl

Her.

PekomeHaauumn
shutdown agmunucTpatueHo oTkmiiouaetT WLAN policy u go6asnsiet ctpoky shutdown s WLAN context.

no shutdown skntouaer WLAN policy. Ecni WLAN yxxe BkntouéH, otaenbHas ctpoka N0 shutdown s tunosoii koHdurypauwmm He oTobpakaeTcs.
Mpumep oTkntodeHns WLAN:

ap622-i-63-41-86(config-wlan-DEFAULT )# shutdown
Mpumep BkntoyeHns WLAN:
ap622-i-63-41-86(config-wlan-DEFAULT)# no shutdown

17. Sensitive values

O6biuHbI ShOw context ckpbiBaeT YyBCTBUTENbHbIE 3HAYEHUSI:

ek ok dokk

encryption-settings security-psk-key
encryption-settings enterprise server 192.0.2.10 port 1812 secret **********

ﬂnﬂ npocMoTpa nosnHon KOH(bVIpraLl,I/IVI C YyBCTBUTESIbHBbIMU 3HAYEHUAMU NCNOSb3YeTCA:
show context sensitive

Vcnonbayiite sensitive output Tonbko Tam, rae 3To AeNCTBUTENBHO HYXXHO Ans AuarHocTuku unu controlled export. He BctaBnsiiTe BbIBOA ¢ peanbHbiMu PSK nnu
RADIUS secrets B 06Lwue oT4éThbI, 06paLLeHns B noaaepkky Unm nybnndHele JOKYMEHTbI.

18. TunoBoun nopsigok Hactpomkn WLAN
Mpumep WPA2-Personal WLAN:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# wlan OFFICE
ap622-i-63-41-86(config-wlan-OFFICE)# ssid OFFICE-WIFI
ap622-i-63-41-86(config-wlan-OFFICE )# broadcast-ssid
ap622-i-63-41-86(config-wlan-OFFICE )# client-client-communication
ap622-i-63-41-86(config-wlan-OFFICE )# security-type wpa2-personal
ap622-i-63-41-86(config-wlan-OFFICE)# encryption-settings security-psk-key TestPass123
ap622-i-63-41-86(config-wlan-OFFICE)# vlan 200
ap622-i-63-41-86(config-wlan-OFFICE }# commit

Mpumep guest WLAN c client isolation:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# wlan GUEST
ap622-i-63-41-86(config-wlan-GUEST )# ssid GUEST-WIFI



ap622-i-63-41-86(config-wlan-GUEST )# broadcast-ssid
ap622-i-63-41-86(config-wlan-GUEST )# no client-client-communication
ap622-i-63-41-86(config-wlan-GUEST )# security-type wpa2-personal
ap622-i-63-41-86(config-wlan-GUEST )# encryption-settings security-psk-key GuestPass123
ap622-i-63-41-86(config-wlan-GUEST )# vlan 300
ap622-i-63-41-86(config-wlan-GUEST y# commit

Mocne co3paHns WLAN He 3abyabTe npuessaTh ero k radio interface:

profile <Board name> <Profile name>

interface radio <1[2>
use wlan <WLAN policy name> bssid <BSSID ID>
exit



nasa 10. HacTtpoinka Management policy

1. HazHayeHue rnaBbl

Pasgen onuceisaet Hactporiky Management policy.
Management policy sapaér crnocobbl ocTyna K ynpasneHuio yCcTpoicTBoM:

. HTTP access;

. HTTPS access;

. SSH access;

. Telnet access;

. TCP ports ans management services;

. Cnucok pa3peLléHHbIX source address Ans management services;
. pesxxum enforced-auth.

Management policy senseTcs koHduMrypaunoHHsIM 06bekToM. MameHeHus 8 Management policy context nonagatot B context config n TpeGyior commit gna
npumeHeHusi B running-config. [ns coxpaHeHusi nocre nepesarpysku ucronbayetcsa commit write.

Policy HaunHaeT BNuATb Ha yCTPOICTBO Tonbko nocre npussaku k Profile unu Device komanpoii:

use management policy <Management policy name>

2. Obwasa mopenb Management policy

Management policy onucbisaert, kakie management services 4OCTYMHbI Ha YCTpoUcTBe U kakme TCP ports oHW UCMONb3YHOT.
Policy moxeT NpuMeHATLCS Ha ABYX YPOBHSAX:

profile <Board name> <Profile name>
use management policy <Management policy name>

device <AP ID>
use management policy <Management policy name>

Ecnn Management policy 3agaHa Ha ypoBHe Profile, oHa npumeHsieTcs ko Bcem AP, koTopble ncnonb3ytoT aT1oT Profile. Ecnu Ha ypoBHe Device 3apaHa co6cTBeHHast
Management policy, oHa paboTaeT kak per-device override.

dakTnyeckas JOCTYNHOCTbL management service Takke 3asucut ot IP connectivity, VLAN/interface configuration, firewall policy n o6wero network path mexagy
KIWEHTOM YNPaBIIEHUs U YCTPONCTBOM.

[ns kaxxgoro management service MoXHo 3adaTb CIMCOK pa3peLléHHbIX source address: cnucok IPv4-agpecos unu IPv4-ceTel, ¢ KOTOpbIX paspelléH 4oCTyn K
aTomy service. Ecnn ans service He 3agaHo HM ogHoro source, Management policy He orpaHuuvBaeT AocTyn no source address, v service 4OCTyNeH ¢ Nobbix
MNCTOYHUKOB, KOTOPble He 3abnoknpoBaHbl ApYrMU MexaHu3mamm.

Mpasuna IPFW / firewall policy nmetoT npuoputet Hag Management policy. Ecnn IPFW 3anpetaeT Tpaduk, gocTyn 6yaet 3abrnokvpoBaH gaxe npu Hanmuum
paspeLuatoLero source B8 Management policy.

3. Bxog B Management policy context

CuHTakcuc

management policy <Management policy name>

HasHauyeHue

Bontu B Management policy configuration context.

MapameTpbl
MapameTtp OnucaHue
<Manageme
nt policy Nms Management policy.
name>

PekomMeHpauumn

KomaHnpaa BeinonHsieTcsa u3 global configuration mode.

Ecniu policy yxe cyuiectyeT, CLI oTkpbiBaeT eé TekyLuuii context. Ecrnin coapaéTcst HoBasi policy M U3MeHeHUsl He MpUMeHsiioTcsl, revert otkaTeiBaeT context k
Tekywemy running-config.

Mpumep Bxoaa B Management policy context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# management policy DEFAULT
ap622-i-63-41-86(config-management-DEFAULT)#

4. Management policy context prompt
Mpumep prompt:

ap622-i-63-41-86(config-management-DEFAULT )#
B aToi rnase Takoi pexum HasbiBaeTcs Management policy configuration context.



5. NMpumep Management policy
Mpumep Management policy:

management policy DEFAULT
no http
https 443
ssh 22
no telnet
exit
B atom npumepe HTTP u Telnet otknioueHsl, HTTPS goctyneH Ha TCP port 443, SSH goctynex Ha TCP port 22, a enforced-auth sisHo He 3apaH.

6. JoctynHble Management policy commands

Ecnu He ykasaHo oTaesbHO, kKOMaHbl 3TOM rnaBbl BeIMoNHATCA 3 Management policy configuration context.
OcHoBHble AOCTYyMNHbIE KOMaHAbl Management policy context:

http

http <port>

http source <A.B.C.D|A.B.C.D/mask>

http <port> source <A.B.C.D|A.B.C.D/mask>
no http

no http source <A.B.C.D|A.B.C.D/mask>

https

https <port>

https source <A.B.C.D|A.B.C.D/mask>

https <port> source <A.B.C.D|A.B.C.D/mask>
no https

no https source <A.B.C.D|A.B.C.D/mask>

ssh

ssh <port>

ssh source <A.B.C.D|A.B.C.D/mask>

ssh <port> source <A.B.C.D|A.B.C.D/mask>
no ssh

no ssh source <A.B.C.D|A.B.C.D/mask>

telnet

telnet <port>

telnet source <A.B.C.D|A.B.C.D/mask>

telnet <port> source <A.B.C.D|A.B.C.D/mask>
no telnet

no telnet source <A.B.C.D|A.B.C.D/mask>

enforced-auth
no enforced-auth

Cnucok pa3speLléHHbIx source address Ana management services
Ons HTTP, HTTPS, SSH u Telnet MoxHo 3apaTtb orpaHuyeHune no source addresss. OrpaHnyeHve no source address onpegenseT, ¢ kakux |IPv4-agpecoB nnu IPv4-
ceTeli paspelléH AoCTyn K BeibpaHHOMY management service.
OOGLLMIA CUHTaKCUC:
<service> source <A.B.C.D|A.B.C.D/mask>

<service> <port> source <A.B.C.D|A.B.C.D/mask>
no <service> source <A.B.C.D|A.B.C.D/mask>

I'ne <service> — oanH M3 management services:
http
https
ssh
telnet
Ecnvn ans service He 3agaHo HY 0AHOrO SOUICE, AOCTyn K 3TOMy service He orpaHuunBaeTcs Management policy no source address.
Mpumep orpaHuyeHns SSH access NoAceTbio ynpaBneHus:
ssh 22 source 192.168.10.0/24
Mpumep yaaneHus source entry ans SSH:

no ssh source 192.168.10.0/24

7. http

CuHTakcuc

http

http <port>

http source <A.B.C.D|A.B.C.D/mask>
http source <A.B.C.D|A.B.C.D/mask>
no http

no http source <A.B.C.D|A.B.C.D/mask>



HasHauyeHue

Bxkntouuntb nnn otknmoumnts HTTP access B Management policy.

MapameTpbl
MapameTp OnucaHue
<port> TCP port ans HTTP access.
<A.B.C.D> IPv4-apgpec nctodHmka, ¢ kotoporo paspeléH HTTP access.
<A.B.C.D/mask> IPv4-ceTb UCTOMHMKOB, C KOTOPbIX pa3pewwéH HTTP access.
PekomeHaauumn

http srntouaet HTTP access Ha TCP port 80.

http <port> sxnioyaet HTTP access Ha ykasaHHom TCP port.

http source <A.B.C.D|A.B.C.D/mask> po6asnsiet orpaHuuerue no source address ans HTTP

no http source <A.B.C.D|A.B.C.D/mask> ynanset source entry ans HTTP access.

no http otknouaetr HTTP access. B koHdUrypauum aTo 0ToBpaxaeTcs SBHON CTPOKOM:
no http

Mpumep BknoveHnsa HTTP Ha ctaHaapTHOM port:
ap622-i-63-41-86(config-management-DEFAULT)# http

Mpumep BkntoveHnss HTTP Ha HecTangapTHOM port:
ap622-i-63-41-86(config-management-DEFAULT)# http 8080

Mpumep orpaHuyeHns HTTP access nodceTblo ynpaeneHns:
ap622-i-63-41-86(config-management-DEFAULT)# http source 192.168.10.0/24

Mpumep yaanenus source entry ans HTTP:
ap622-i-63-41-86(config-management-DEFAULT)# no http source 192.168.10.0/24

Mpumep oTknoyeHust HTTP:
ap622-i-63-41-86(config-management-DEFAULT)# no http

8. https

CuHTakcmuc

https

https <port>

https source <A.B.C.D|A.B.C.D/mask>
no https

no https source <A.B.C.D|A.B.C.D/mask>

HasHauyeHue

BkntouuTtb unu otkntounts HTTPS access B Management policy.

MapameTpbl
MapameTtp OnucaHue
<port> TCP port ana HTTPS access.
<A.B.C.D> IPv4-agpec nctodHuka, ¢ kotoporo paspeluéH HTTPS access.
<A.B.C.D/mask> IPv4-ceTb NCTOYHMKOB, C KOTOPbIX paspeluéH HTTPS access.
PekomeHpauumn

https skntosaet HTTPS access Ha TCP port 443.
https <port> skmouaetr HTTPS access Ha ykasaHHom TCP port.

https source <A.B.C.D|A.B.C.D/mask> po6asnsieT orpaHuueHme no source address ans HTTPS access. https <port> source <A.B.C.D|A.B.C.D/mask>
nossonsieT ykasatb TCP port n orpaHnyeHune no source address 0HON KOMaHAOW.

no https source <A.B.C.D|A.B.C.D/mask> ynanser source entry anss HTTPS access.

no https otkniouaet HTTPS access. B kKoHUrypauum aTo oToBpaxaeTcs SIBHON CTPOKON:
no https

Mpumep BkntoyeHns HTTPS Ha cTtaHgapTHOM port:
ap622-i-63-41-86(config-management-DEFAULT)# https

Mpumep BkntoveHnss HTTPS Ha HecTaHOapTHOM port:
ap622-i-63-41-86(config-management-DEFAULT )# https 8443

Mpumep orpaHuyeHns HTTPS access noaceTbio ynpaBneHus:
ap622-i-63-41-86(config-management-DEFAULT)# https source 192.168.10.0/24



Mpumep yaaneHus source entry anst HTTPS:

ap622-i-63-41-86(config-management-DEFAULT)# no https source 192.168.10.0/24
Mpumep oTkntodeHns HTTPS:

ap622-i-63-41-86(config-management-DEFAULT)# no https

9. ssh

CuHTakcmc

ssh

ssh <port>

ssh source <A.B.C.D|A.B.C.D/mask>

ssh <port> source <A.B.C.D|A.B.C.D/mask>
no ssh

no ssh source <A.B.C.D|A.B.C.D/mask>

HasHauyeHue

Bxntountb unu otkntounts SSH access B Management policy.

MapameTpbl
MapameTp OnucaHue
<port> TCP port ansa SSH access.
<A.B.C.D> IPv4-agpec ucTo4Huka, ¢ KoToporo paspeluéH SSH access.
<A.B.C.D/mask> IPv4-ceTb UCTOYHMKOB, C KOTOPbIX pa3pelléH SSH access.
PekomeHaauumn

ssh skniouaeT SSH access Ha TCP port 22.
ssh <port> skriouaet SSH access Ha ykasaHHom TCP port.

ssh source <A.B.C.D|A.B.C.D/mask> po6asnset orpatuuenue no source address anst SSH access. ssh <port> source <A.B.C.D|A.B.C.D/mask>
nossonsiet ykasatb TCP port n orpaHnyeHune no source address 0HON KOMaHAOW.

no ssh source <A.B.C.D|A.B.C.D/mask> yaanset source entry anst SSH access.
no ssh otknoyaet SSH access. B koHuMrypaumm aTo 0TobpaxaeTcst ABHOM CTPOKOIA:
no ssh

Mepen oTkntoveHnem SSH ybeamtech, 4To ocTaéTcs Apyron paboumnii cnocob ynpasneHusi ycTpocTBoM, Hanpumep console unu HTTPS access.
Mpumep BknioveHnst SSH Ha cTaHaapTHOM port:

ap622-i-63-41-86(config-management-DEFAULT)# ssh
Mpumep BkntoveHnss SSH Ha HecTaHaapTHOM port:

ap622-i-63-41-86(config-management-DEFAULT)# ssh 2222
Mprmep orpaHnyeHns SSH access NoAceTbIO yNpaBneHns:

ap622-i-63-41-86(config-management-DEFAULT)# ssh 22 source 192.168.10.0/24
Mpumep yaaneHus source entry anst SSH:

ap622-i-63-41-86(config-management-DEFAULT)# no ssh source 192.168.10.0/24
Mpumep oTknoyeHns SSH:

ap622-i-63-41-86(config-management-DEFAULT)# no ssh

10. telnet

CuHTakcuc

telnet

telnet <port>

telnet source <A.B.C.D|A.B.C.D/mask>

telnet <port> source <A.B.C.D|A.B.C.D/mask>
no telnet

no telnet source <A.B.C.D|A.B.C.D/mask>

HasHaueHue

Bkntountb unu otknountb Telnet access B Management policy.

MapameTpbl
MapameTtp OnucaHue
<port> TCP port ansa Telnet access.

<A.B.C.D> IPv4-appec nctoyHuka, ¢ kotoporo paspeluéH Telnet access.



MapameTtp OnucaHue

<A.B.C.D/mask> IPv4-ceTb NCTOYHMKOB, C KOTOPbIX paspeluéH Telnet access.

PekomeHaauuun
telnet srrouaet Telnet access Ha TCP port 23.
telnet <port> ekniouaet Telnet access Ha ykasaHHom TCP port.

telnet source <A.B.C.D|A.B.C.D/mask> po6asnsiet orpanuuenme no source address ans Telnet access. telnet <port> source <A.B.C.D|A.B.C.D/mask>
no3sonsiet ykasatb TCP port 1 orpaHnyeHune no source address 04HON KOMaHON.

no telnet source <A.B.C.D|A.B.C.D/mask> yaansiet source entry ans Telnet access.

no telnet otkniouaet Telnet access. B koHMrypaumm ato oTo6paxaeTcsi ABHON CTPOKON:
no telnet

Telnet nepenaét faHHble 6e3 WndpoBaHus. [ns 06bIYHOMO YAANEHHOIO YNpaBneHNs NPeanoYTUTENLHO Mcnonb3oBatb SSH nnu HTTPS.

Mpumep BknoveHns Telnet Ha cTaHgapTHOM port:
ap622-i-63-41-86(config-management-DEFAULT )# telnet

Mpumep BknoyeHns Telnet Ha HecTaHaapTHOM port:
ap622-i-63-41-86(config-management-DEFAULT )# telnet 2323

Mpumep orpaHndeHus Telnet access NOACETHIO yNPaBNeHUs:
ap622-i-63-41-86(config-management-DEFAULT)# telnet 23 source 192.168.10.0/24

Mpumep yaaneHus source entry ans Telnet:

ap622-i-63-41-86(config-management-DEFAULT)# no telnet source 192.168.10.0/24
Mpumep oTkntoyveHus Telnet:
ap622-i-63-41-86(config-management-DEFAULT)# no telnet

11. enforced-auth

CuHTaKkcuc

enforced-auth
no enforced-auth

HasHauyeHue

BKIHOUUTB UM OTKITHOYMTL CUHXPOHU3ALMIO NoKasibHOV 6a3bl nonb3oBaTenei u naposei KOHTponnepa ¢ ynpasnsiemsiMu AP.

MapameTpbl

Her.

PekomeHpauumn

enforced-auth skrioyaeT crHxpoHU3aLmIo nokanbHOM Gasbl Nornb3oBaTernen v naposien KOHTposnepa ¢ ynpasnsiemMbiMm AP.

Ecnun napameTp BKIMIOYEH, NOAYMHEHHBIE TOYKN NONYYaloT akTyarbHble YHYETHbIE 3anuncy YNpaBneHWs ¢ KoHTponnepa. 3To NO3BOMSieT NCNONb30BaTb enHbIE
nokanbHble credentials Anst AocTyna K KOHTponnepy u ynpaensembim AP.

Ecnvn napameTp OTKIIOYEH, CUHXPOHM3aLMS JIOKaNbHbIX NONb30BaTENen 1 napone ¢ ynpasnsemsiMm AP He BbIMOMHAETCS.
enforced-auth no6aensiet 8 Management policy cTpoky:
enforced-auth
no enforced-auth go6asnser 8 Management policy cTpoky:
no enforced-auth
Mprmep BkNOYEHNS:

ap622-i-63-41-86(config-management-DEFAULT )# enforced-auth
Mpumep oTpuuaTenbHoOn hopmbl:
ap622-i-63-41-86(config-management-DEFAULT)# no enforced-auth

12. NMpuBaska Management policy k Profile

CuHTakcmc

use management policy <Management policy name>
no use management policy

HasHauyeHue

Mpuesasate Management policy k Profile nunu yaanuts npussaky.

MapameTpbl

MapameTtp OnucaHue

<Manageme Wwmsi Management policy.



MapameTtp OnucaHue

nt policy
name>

PekomeHpauumn

KomaHge! BeinonHstoTes us Profile configuration context.

Ecnu Profile ncnonbsyet Management policy, oHa npumeHsieTcs ko Bcem AP, koTopble ucnonbaytoT aToT Profile, ecnu Ha ypoBHe Device He 3agaHa cobcTBeHHas per-
device npuBsa3ka.

Mpumep:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# use management policy DEFAULT
MpvMep yaaneHus NnpuBasku:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use management policy

13. NMpuBaska Management policy k Device

CuHTakcmuc

use management policy <Management policy nhame>
no use management policy

HasHauyeHue

3apatb unu yaanutb per-device Management policy override.

MapameTpbl

MapameTtp OnucaxHue

<Manageme
nt policy Mms Management policy.
name>

PekomeHpauumn

KomaHgb! BeinonHstoTtes ua Device configuration context.
Ecnn Management policy 3agaHa Ha ypoBHe Device, oHa nepeonpeaensier Management policy, yHacnefnoBaHHyto yepe3 Profile. Ecnu per-device npussiaka
OTCYTCTBYET, UCMONb3yeTcs noBefeHue Profile.
Mpumep:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use management policy DEFAULT
Mpumep yaaneHus per-device NpuBA3Ku:
ap622-i-63-41-86(config-ap622-i-63-41-89)# no use management policy

14. TunoBoun nopsapok Hactpoukn Management policy

Mpumep BkntoveHnss HTTPS 1 SSH Toneko 13 nogcetv ynpasneHus u otkmiodeHus HTTP/Telnet:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# management policy OFFICE-MGMT
ap622-i-63-41-86(config-management-OFFICE-MGMT )# no http
ap622-i-63-41-86(config-management-OFFICE-MGMT )# https 443 source 192.168.10.0/24
ap622-i-63-41-86(config-management-OFFICE-MGMT )# ssh 22 source 192.168.10.0/24
ap622-i-63-41-86(config-management-OFFICE-MGMT )# no telnet
ap622-i-63-41-86(config-management-OFFICE-MGMT )# exit
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# use management policy OFFICE-MGMT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# commit

Ecnu TpebyeTcs nnamsuayanbHas policy ansi ogHou AP, 3afarite eé B Device context:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use management policy OFFICE-MGMT
ap622-i-63-41-86(config-ap622-i-63-41-89)# commit



Masa 11. HacTtponka DHCP policy

1. HazHayeHue rnaBbl

B aToit rnase npueeaeHsl komaHas! Hactpoiiku DHCP policy.
DHCP policy 3agaér napameTpsl DHCP server scope:

. address pool;
. default router;
. DNS servers;
. lease time;
. domain name;
DHCP options;
. static DHCP bindings.

DHCP policy siensietcst koHgurypaumoHHsiM o6bekTom. Mamerenus 8 DHCP policy context nonagatot 8 context config u tpe6ytotr commit ans npumererns 8
running-config. ina coxpaHexus nocne nepeaarpysku ucnonbayetcs commit write.

Policy HaunHaeT paGoTaTtk Tonbko nocne npuesasku k VLAN Ha yposHe Device:

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>

2. O6wasa moanenb DHCP policy

DHCP policy onucsisaet napameTpei, kotopsle DHCP server Bbigaét knmeHTam B BbiGpaHHom VLAN.
OO6bI4HO HacTpoOViKka COCTOUT U3 TPEX YacTei:

1. cospatb unm uameruts ip dhep policy <name>;

2. y6eauTbes, UTo Ha HyxHoM Device cywectsyeT cootsetcTaytowmn interface vian <VLAN ID>;

3. npusszate DHCP policy k atomy VLAN Ha yposHe Device.
Mpumep obLueit cBA3KN:

ip dhcp policy DEFAULT

address-range 172.27.72.100 172.27.72.200

default-router 172.27.72.1

dns primary 8.8.8.8

dns secondary 8.8.4.4

lease-time 86400

exit

device ap622-i-63-41-86
interface vlan 200
no shutdown
ip address 172.27.72.1/24
exit
use ip dhcp policy DEFAULT vlan 200
exit
DHCP policy He npussisbiBaeTcs k Profile. Mpussiaka BbINOMHAETCS Ha ypoBHE KOHKpeTHoro Device v koHkpeTHoro VLAN.

3. Bxoa B DHCP policy context

CuHTakcuc
ip dhcp policy <DHCP-policy name>

HasHauyeHue

Boitu B DHCP policy configuration context.

MapameTpbl
gapaMeT OnucaHue
<DHCP-
policy Wmsi DHCP policy.
name>

PekomeHpgauumn

KomaHnpaa BeinonHsieTcs u3 global configuration mode.
Ecnu policy yxe cywectsyeT, CLI oTkpbiBaeT eé Tekywmii context. Ecnu cosgaértcs Hoast policy 1 u3MeHeHusi He MpuMeHsitoTes, revert otkateiBaeT context k
Tekywemy running-config.
Mpumep Bxopa B DHCP policy context:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip dhcp policy DEFAULT
ap622-i-63-41-86(config-dhcp-DEFAULT )#



4. DHCP policy context prompt
Mpumep prompt:
ap622-i-63-41-86(config-dhcp-DEFAULT )#
B aToi rnase Takoin pexum Hassisaetcs DHCP policy configuration context.

5. Mpumep DHCP policy
Mpumep DHCP policy:

ip dhcp policy DEFAULT

address-range 172.27.72.100 172.27.72.200

default-router 172.27.72.1

dns primary 8.8.8.8

dns secondary 8.8.4.4

lease-time 86400

exit
B atom npumepe DHCP server Bbinaét agpeca us guanasora 172.27.72.100-172.27.72.200, nepenaért knuenTtam default gateway 172.27.72.1, nsa DNS
servers u lease time 86400 seconds.

6. AoctynHblie DHCP policy commands
Ecnu He ykasaHo oTAerbHO, koMaHbl 3Tol rnasbl BeinonHstoTcs 3 DHCP policy configuration context.
OcHoBHble gocTynHble komaHasl DHCP policy context:

address-range <A.B.C.D> <A.B.C.D>
no address-range

default-router <A.B.C.D>
no default-router

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns <A.B.C.D>

no dns primary

no dns secondary

no dns all

lease-time <seconds>

domain-name <String>
no domain-name

option <code> ascii <String>
option <code> hex <1A:2B:3C...>
option <code> int <Integer>
option <code> ip <A.B.C.D>

no option <code>

binding <MAC> <IP>
no binding <MAC>
no binding all
Mpuesaska DHCP policy k VLAN BbinonHsietcs us Device configuration context:

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>
no use ip dhcp policy vlan <VLAN ID>

7. address-range

CuHTaKkcuc

address-range <A.B.C.D> <A.B.C.D>
no address-range

HasHa4yeHue
3agatb unm yganute DHCP address pool.

MapameTpbl

MapameTp Onwucaxue

Mepabin H % IPv4 add

<ABCD> adanbHbIn IPVv4 aadress gnana3oHa.

Btopoin ;
<A.B.C.D> KoHeuHbIln IPv4 address ananasoHa.



PekomeHaauuun
address-range 3agaét amanasoH agpecos, us kotoporo DHCP server Boinaér leases.
no address-range ygansiet address pool us DHCP policy.
Mpumep HacTpoiku address pool:
ap622-i-63-41-86(config-dhcp-DEFAULT )# address-range 172.27.72.100 172.27.72.200
Mpumep yaaneHus address pool:
ap622-i-63-41-86(config-dhcp-DEFAULT)# no address-range

8. default-router

CuHTakcmuc

default-router <A.B.C.D>
no default-router

Ha3HaueHue

Bagatb unu yaanutb default gateway, kotopbiit DHCP server nepenaét knveHTtam.

MapameTpbl

LE(EL A OnucaHue

p

;é'B'C' IPv4 address default router.

PekomeHpauumn

default-router <A.B.C.D> 3agaér default gateway ans DHCP clients.

no default-router yaanset default router us DHCP policy.

Mpumep HacTpoiku default router:
ap622-i-63-41-86(config-dhcp-DEFAULT )# default-router 172.27.72.1

Mpumep yaanenus default router:
ap622-i-63-41-86(config-dhcp-DEFAULT )# no default-router

9. dns

CuHTakcmuc

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns <A.B.C.D>

no dns primary

no dns secondary

no dns all

HasHauyeHue

3agatb unu yaanute DNS servers, kotopble DHCP server nepenaét knneHtam.

MapameTpbl

JERERTD Onwucanue

P

<A.B.C. IPv4 address DNS
D> server.
PekomeHpauun

dns primary <A.B.C.D> sagaért primary DNS server.

dns secondary <A.B.C.D> sapaér secondary DNS server.
no dns primary yaansiet primary DNS server.

no dns secondary yaansiet secondary DNS server.

no dns <A.B.C.D> ynanset DNS server no agpecy.

no dns all ynansiet sBce DNS servers us DHCP policy.
Mpumep HacTpoiku DNS servers:

ap622-i-63-41-86(config-dhcp-DEFAULT)# dns primary 8.8.8.8
ap622-i-63-41-86(config-dhcp-DEFAULT)# dns secondary 8.8.4.4

Mpumep yaaneHns sBcex DNS servers:
ap622-i-63-41-86(config-dhcp-DEFAULT)# no dns all



10. lease-time

CuHTaKkcuc

lease-time <seconds>

HasHauyeHue

3apatb Bpems apeHabl DHCP lease.

MapameTpbl

MEFERD Onwucaxue

P

<secon Lease time B cekyHaax
ds> yraax.

PekomeHpauum

lease-time <seconds> 3apaét cpok aencteus DHCP lease, KOTOpbI BbIAAETCA KNMEHTaM.
Mpumep HacTpoku lease time Ha 24 vaca:

ap622-i-63-41-86(config-dhcp-DEFAULT)# lease-time 86400

11. domain-name

CuHTakcuc
domain-name <String>
no domain-name

HasHauyeHue

3apaTb unu yaanutb domain name, kotopbiii DHCP server nepenaét knveHtam.

MapameTpbl
NELE) OnucaHue
MeTp
<Stri )
Domain name.
ng>
PekomeHpaauuu

domain-name <String> no6aenset unu nameHsieT domain name 8 DHCP policy.
no domain-name yaansiet domain name us DHCP policy.
Mpumep HacTporikn domain name:

ap622-i-63-41-86(config-dhcp-DEFAULT )# domain-name example.local
Mpumep yaanexns domain name:

ap622-i-63-41-86(config-dhcp-DEFAULT)# no domain-name

12. option

CuHTakcuc

option <code> ascii <String>
option <code> hex <1A:2B:3C...>
option <code> int <Integer>
option <code> ip <A.B.C.D>

no option <code>

HasHauyeHue

3agatb v yaanute DHCP option.

MapameTpbl
MapameTp Onucanue
<code> Homep DHCP option.

ascii <String>  ASCII string value.

hex Hex value B hopmarte 6ainTos,



MapameTtp OnucaHue

<1A:2B:3C...>  pasgenéHHbIX :.
int <Integer> Integer value.

ip <A.B.C.D> IPv4 address value.

PekomeHpauumn
KomaHga option ncnonbayetcs anst DHCP options, koTopble He BbiHeCEHbI B OTAeNbHbIe komangsl DHCP policy.
[nsi CTPOKOBOrO 3HAYEHUsS UCTIONb3YeTCs TvM asCii.
[ins hex-3Ha4yeHuns ucnonb3yeTcst hopMmaT ¢ pasaenuTenem : Mexay Gaiitamu, Hanpumep:
1A:2B:3C
no option <code> yaansier DHCP option no Homepy.
Mpumep ASCII option:
ap622-i-63-41-86(config-dhcp-DEFAULT )# option 43 ascii controller.example.local
Mpumep hex option:
ap622-i-63-41-86(config-dhcp-DEFAULT)# option 43 hex 01:02:03:04
Mpumep integer option:
ap622-i-63-41-86(config-dhcp-DEFAULT )# option 100 int 10
Mpumep IP option:

ap622-i-63-41-86(config-dhcp-DEFAULT)# option 43 ip 192.168.88.200
ap622-i-63-41-86(config-dhcp-DEFAULT)# option 138 ip 192.168.88.200

DHCP options 43 n 138 moryT ucnonb3aosaTbes Ansa nepeagadm managed AP agpeca koHTponnepa, ecnv AP 1 controller HaxoasaTes B pasHbix L2 segments n
aBTOMaTnueckoe L2 discovery HegocTynHo.

Mpumep yaanenus DHCP option:
ap622-i-63-41-86(config-dhcp-DEFAULT)# no option 43

13. binding

CuHTakcuc

binding <MAC> <IP>
no binding <MAC>
no binding all

Ha3HauyeHue
3agaTtb unu yaanutb static DHCP binding.

MapameTpbl
MapameTtp OnucaHue
<MAC> MAC address knueHTa.
<Ip> IPv4 address, HasHauaeMmblii
KIMEHTY.
all Ypanutb Bce static bindings.
PekomeHaauumn

binding <MAC> <IP> coapaér static DHCP binding ans knuenTa.
IP address ans static binding normker HaxoauTses BHyTpu configured address-range.
no binding <MAC> yganser binding ans ykazanHoro MAC address.
no binding all ygansiet Bce static bindings n3 DHCP policy.
Mpumep static binding:
ap622-i-63-41-86(config-dhcp-DEFAULT)# binding AA:BB:CC:DD:EE:FF 172.27.72.150
Mpumep yaaneHus ogHoro binding:
ap622-i-63-41-86(config-dhcp-DEFAULT)# no binding AA:BB:CC:DD:EE:FF
Mpumep yaanenus scex static bindings:
ap622-i-63-41-86(config-dhcp-DEFAULT)# no binding all

14. NMpueaska DHCP policy k Device VLAN

CuHTakcuc

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>
no use ip dhcp policy vlan <VLAN ID>



HasHauyeHue
Mpuesasate nnu yaanute DHCP policy ans koHkpeTtHoro VLAN Ha Device.

MapameTpbl
;Iapame'r OnwucaHue
<DHCP-
policy Wms DHCP policy.
name>
<VLAN
D> VLAN ID.

PekomeHpauumn

OTn koMaHAk! BeinonHsTcs 3 Device configuration context.
DHCP policy npuss3biBaeTcst He npocTto k Device, a k koHkpeTHoMy VLAN. [Ins no6aBneHns npuea3sku ykasbisaeTcst umsi policy:
use ip dhcp policy DEFAULT vlan 200
[nsa yaaneHus NpyvBa3sku ums policy He yka3blBaeTcs:
no use ip dhcp policy vian 200
Mpumep npuesizkv DHCP policy:
ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip dhcp policy DEFAULT vlan 200
Mpumep yaaneHus npuBasku:
ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip dhcp policy vian 200

15. NMpnMmeHeHMe n NnpoBepkKa

WMamenenuns B8 DHCP policy u npussske Ha ypoBHe Device npuMeHsoTCS Yepes cTaHAapTHYIO0 Mogernb KOHMbUrypaumm:
commit
[Ins coxpaHeHusi nocrne nepesarpy3ky UCnosb3yeTcs:
commit write
Ansa npoeepkn DHCP configuration u runtime state ucnoneayire:
show context
show running-config
show startup-config

show ip dhcp
show device-config <AP ID>

show context nokasbisaeT Tekylme n3mMeHeHUs B OTKpLITOM context Ao npumerenus. Show running-config nokaseisaet npumeréHHyo koHdurypaumio. show
device-config <AP ID> nonesa+a Ansi NpoBepkM UTOroBOI KOH(UrypaLuum koHkpeTHo AP ¢ yuéTom Profile n Device settings.



FnaBa 12. Hactpounka NAT policy

1. HasHayeHue rnaBbl

Pa3spen nocssiwén Hactpoiike NAT policy.
NAT policy 3apaét npaBuna TpaHCnsiuMmM agpecos v NOPTOB:

. inside VLAN;

. outside VLAN;

. redirect / port-forwarding rules;
. ynaneHue redirect rules.

NAT policy sensaetca koHdurypaumoHHsim o6bektom. Uamenerus 8 NAT policy context nonagatot B context config n Tpe6yror commit ans npumereHus B
running-config. inst coxpaHeHusi nocne nepesarpysku vcnonbayetcs commit write.

Policy HaunHaeT paboTtars Tonbko nocre npuessku k Device:

use ip nat policy <NAT policy name>

2. O6was mopgenb NAT policy

NAT policy onvceisaet, mexay kakumu VLAN Beinontsietcss NAT, 1 kakve BXOASLME COEAMHEHUS MEPEHANpPaBrsioTCs Ha BHYTPEHHUE aapeca.
OB6bIYHO HaCTpPOViKa COCTOUT U3 HECKOMNBbKUX YaCTeN:

1. cosfatb unm uameHuTs ip Nat policy <name>;
2. HasHaunTb inside VLAN;

3. HasHaunTb outside VLAN;

4, npu HeobxoaumocTu fobasute redirect rules;

5. npussizate NAT policy k HyxHomy Device.

Mpumep obLLel CBA3KNK:

ip nat policy OFFICE-NAT

interface inside vlan 10

interface outside vlan 100

redirect from 203.0.113.10 port 8443 proto tcp to 192.168.20.100:443
exit

device ap622-i-63-41-86
use ip nat policy OFFICE-NAT
exit

inside VLAN 06biuHO cooTBeTCTBYeT BHyTpeHHer cetn. outside VLAN oBbI4HO COOTBETCTBYET BHELLHEN CeTH, Yepes KoTopyto npoxoant NAT-Tpaduk.

redirect ucnonbayetcs ans port forwarding: Bxogswumii Tpacuk Ha yKkasaHHbI aapec, NOPT M MPOTOKOI NMepeHanpasnsaeTcs Ha BHYTpeHHuin IPv4 address. Ecriv B
napametpe to ykasaH nopr, destination port Takxe nsmeHsietcs.

3. Bxoa B NAT policy context

CuHTaKkcuc

ip nat policy <NAT policy name>

HasHauyeHue

Bontu B NAT policy configuration context.

MapameTpbl
gapaMeT Onucanue
<NAT
policy Mms NAT policy.
name>

PekomeHpauum

KomaHnga BeinonHseTca u3 global configuration mode.
Ecnu policy yxe cywiectsyeT, CLI oTkpbiBaeT eé Tekywmii context. Ecnm cozgaéresa Hosas policy 1 n3ameHeHusi He NpumeHsiloTes, revert otkateisaet context k
Tekywemy running-config.
Mpumep Bxopa B NAT policy context:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip nat policy OFFICE-NAT
ap622-i-63-41-86(config-nat-OFFICE-NAT )#



4. NAT policy context prompt
Mpumep prompt:
ap622-i-63-41-86(config-nat-OFFICE-NAT )#
B aToit rnase Takoi pexum Hasbisaetcs NAT policy configuration context.

5. NMpumep NAT policy
Mpumep NAT policy:

ip nat policy OFFICE-NAT

interface inside vlan 10

interface outside vlan 100

redirect from 203.0.113.10 port 8443 proto tcp to 192.168.20.100:443
exit

B atom npumepe VLAN 10 ucnonsayetcs kak inside VLAN, VLAN 100 ucnonbayetcs kak outside VLAN, a sxoaswuin TCP traffic Ha port 8443 nepenanpasnsietcs Ha
BHyTpeHHui host 192.168.20.100 u destination port 443.

6. JoctynHble NAT policy commands

Ecnun He ykasaHo oTaenbHO, koMaHabl 3Tol rnasbl BeinonHsaoTes nd NAT policy configuration context.
OcHoBHble AocTynHble komaHabl NAT policy context:

interface inside vlan <VLAN ID>
interface outside vlan <VLAN ID>

redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D>
redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

no redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D>
no redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

Mpuesaska NAT policy k ycTponcTsy BbinonHsieTcs ua Device configuration context:

use ip nat policy <NAT policy hame>
no use ip nat policy

7. interface inside vlan

CuHTaKkcuc

interface inside vlan <VLAN ID>

HasHauyeHue
HasHaunTb inside VLAN ana NAT policy.

MapameTpbl

MapameTtp OnucaHue

<VLAN VLAN ID BHyTpeHHero
D> VHTepdeinca.

PekomeHpauumn

interface inside vlan <VLAN ID> sagaét VLAN, koTopblit paccmaTpuBaeTcsi kak BHyTpeHHsisi ctopoHa NAT policy.

Inside VLAN 06bI4HO COOTBETCTBYET KITMEHTCKOW UNW BHYTPEHHEN CEeTU, M3 KOTOPOI Tpadmk AomkeH npoxoanTb Yeped NAT, nubo cetu, roe HaxoasTes hosts ans
redirect rules.

Ecnu inside VLAN Hy>HO M3MeHUTb, BbIMOMHWUTE KOMaHAy MoBTOPHO ¢ HOoBbIM VLAN ID.
Mpumep:
ap622-i-63-41-86(config-nat-OFFICE-NAT)# interface inside vlan 10

8. interface outside vlan

CuHTakcuc

interface outside vlan <VLAN ID>

HasHauyeHue
HasnaunTb outside VLAN ans NAT policy.

MapameTpbl

Mapametp  OnucaHue

<VLAN VLAN ID BHeluHero



Mapametp  OnucaHue

ID> nHTEperica.

PekomeHpauumn

interface outside vlan <VLAN ID> sagaét VLAN, koTOpbIii paccMaTpuBaeTcs kak BHeLwHss ctopoHa NAT policy.
Outside VLAN o6blyHo cooTBeTcTBYeT Uplink, WAN nnu apyroii BHelHen ceTu, Yepes koTtopyto npoxoaut NAT-Tpadmk.
B ogHoit NAT policy moryT 6biTb 3agaHbl inside v outside VLAN ojHOBpeMeHHO.
Ecnu outside VLAN Hy>HO U3MeHUTb, BbINOMHWUTE KOMaHAy nNoBTOopHO ¢ HoBbIM VLAN ID.
Mpumep:

ap622-i-63-41-86(config-nat-OF FICE-NAT)# interface outside vlian 100

9. redirect

CuHTakcuc
redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D>
redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

Ha3HauyeHue

Cospartb redirect / port-forwarding rule.

MapameTpbl
MapameTp OnucaHue
from <A.B.C.D> IPv4 address Bxoasiuero Tpacuka, Ans KoToporo cosnaétcs redirect rule.
port <port> Bxopsawwmin TCP unn UDP port.
proto <tcp\|udp> Protocol redirect rule.
to <A.B.C.D> BHyTpeHHwit IPv4 address HasHayeHusi 6e3 nameHeHus destination port.
to <A.B.C.D:PORT> BHyTpeHHwit IPv4 address u destination port ¢ u3meHeHvem port.
PekomeHpgauun

redirect cosnaér port-forwarding rule.
Ecnu destination port MeHsATb He HyXHO, ncnonbaynrte popmy:
redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D>
Ecnu HyxHo nameHnThb destination port, ykaxute port B napameTpe to:
redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D:PORT>
[ocTynHele 3HaveHus protocol:
tcp
udp
BBoA kOMaHAbl BbIMOHAETCS B NOPAAKE:
redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D[:PORT]>
Mpwu npocmoTpe koHdurypauum CLI moxeT oTobpaxaTs redirect rule B HopmanM3oBaHHOM nopsiake:
redirect port <port> proto <tcp|udp> from <A.B.C.D> to <A.B.C.D[:PORT]>
370 TonbKO hopmat oToGpaxkeHns. [ns BBoAa KOMaHAbI UCMOMNb3YNTe CUHTAKCUC U3 Grioka « CUHTAKCUCY.
Mpumep 6e3 nsmeHeHus destination port:
ap622-i-63-41-86(config-nat-OFFICE-NAT)# redirect from 203.0.113.10 port 8080 proto tcp to 192.168.20.100
Mpumep ¢ namenernem destination port:
ap622-i-63-41-86(config-nat-OF FICE-NAT)# redirect from 203.0.113.10 port 8443 proto tcp to 192.168.20.100:443
Mpumep UDP redirect:
ap622-i-63-41-86(config-nat-OFFICE-NAT)# redirect from 203.0.113.10 port 1194 proto udp to 192.168.20.100

10. no redirect

CuHTakcuc
no redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D>
no redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

HasHauyeHue

YpanuTe redirect rule.



MapameTpbl

MNapameTp OnucaHue

from <A.B.C.D> IPv4 address, ykasaHHbIi B redirect rule.

port <port> Port, ykasaHHbIn B redirect rule.

proto <tcp\|udp> Protocol, ykasaHHbli1 B redirect rule.

to <A.B.C.D> IPv4 address HasHaueHusi, ykadaHHbli B redirect rule.

to <A.B.C.D:PORT> IPv4 address u destination port HazHaueHusl, ykasaHHble B redirect rule.
PekomeHaauuun

[nsa yoanenus redirect rule ncnonb3ayertcs nosnHas NO-hopMa C TEMMU Xe apryMeHTamu, YTo v Npu cozpaxnu rule.
Naxe ecnn B show context redirect rule oTo6paxaeTcsi B HOpMan“3oBaHHOM NOPSAKE, YAaneHue BbiNoNHAETCs B UCXOAHOM dhopme BBOAa:

no redirect from <A.B.C.D> port <port> proto <tcp|udp> to <A.B.C.D[:PORT]>
Mpumep:
ap622-i-63-41-86(config-nat-OFFICE-NAT)# no redirect from 203.0.113.10 port 8443 proto tcp to 192.168.20.100:443

11. use ip nat policy

CuHTakcuc
use ip nat policy <NAT policy name>
no use ip nat policy

HasHauyeHue

3agaTtb unu yaanute NAT npussiska policy Ha yposHe Device.

MapameTpbl
gapame'r Onwucaxue
<NAT
policy Mms NAT policy.
name>

PekomeHaauumn

OT1u komaHabl BeinonHsoTest n3 Device configuration context.
use ip nat policy <name> npussiabisaet NAT policy K KOHKPETHOMY YCTPOWCTBY.
no use ip nat policy ynansier NAT npussiaka policy n3 Device context.
Mprmep npuBA3Ku:
ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip nat policy OFFICE-NAT
MpyMep yoaneHus NpuBaA3ku:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip nat policy

12. NMpnmeHeHne n NnpoBepKa KOHdUrypaumum

NAT policy ucnonb3ayet o6bl4HYt0 MoAenb NPUMEHEHNUS KOHAUIYpaLmu:

context config -> commit -> running-config
context config -> commit write -> running-config + startup-config
revert -> discard uncommitted context changes
MuHMManbHas nocnegoBaTenbHOCTb HaCTpOVIKMZ
configure terminal
ip nat policy OFFICE-NAT
interface inside vlan 10
interface outside vlan 100
exit

device ap622-i-63-41-86
use ip nat policy OFFICE-NAT
exit
commit
[Ansa coxpaHeHusi koHUrypauum nocne nepesarpy3ku UCNosb3ynTe:
commit write
[Ana npocMoTpa NPUMEHEHHON KOHMUIypaLn MOXHO NCMOMb30BaTh!



show running-config

show device-config <AP ID>
show ip interface

show ip route

show context B NAT policy context nokasbiBaeT TekyLme M3MEHEHMs 3TOro context 40 NPUMEHeHUs Yepes commit.



IFnaBa 13. HacTtpouka Firewall policy

1. HazHayeHue rnaBbl

B a1oit rnase cobpaHbl komaHab! HacTpoiiku Firewall policy.
Firewall policy sagaét npaeuna cdunstpaumm IPv4-Tpaduka:

. match no source IP;

. match no destination IP;

. match no protocol;

. match no destination port;

. fevictue Ans cosnasLero traffic: permit, deny v log;
. yaanexue rules no Homepy.

Firewall policy siBnsietcs koHdurypaumoHHsim o6bektom. Mamerenus B Firewall policy context nonagatot 8 context config u TpeGytor commit anst npumereHms B
running-config. ins coxpaHerusi nocne nepesarpysku ncnonbayercs commit write.

Policy HaunHaeT paboTtarts Tonbko nocre npusssku k Profile unm Device:

use ip firewall policy <Firewall policy name>

2. O6wan mogensb Firewall policy
Firewall policy cocrout ns HaGopa numbered rules. Kaxgas rule onucbisaet ycrosus coBnageHus traffic v 4encTare, KOTOPoe HyXXHO BIMOMHUTL A1 COBMaBLLEro
traffic.
Ob6Lwwas cTpykTypa rule:
rule <number> src-ip <src> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>
[1nsi NpocTbIX CIy4aeB MOXHO cO3AaThb rule Tonbko ¢ action:
rule <number> action <permit|deny|log>
B aTom cniyyae octanbHble match-nons npyHumMaloT 3HaveHve any.
OBbIYHO HACTpoiika COCTOUT U3 YETBIPEX YacTeil:

1. coagatb nim uamenmTs ip firewall policy <name>;

2. no6aeuts rules;

3. npusssaTk Firewall policy k HyxHomy Profile unu Device;
4. BbINOMHWTE COMMIt.

Firewall policy MOXeT BNUsiITb B TOM YucCrie Ha AOCTYN kK management services. Mpasuna IPFW / firewall policy umetot npuoputet Hag Management policy: ecnin
firewall rule 3anpewaet Tpaduk, gocTyn GyaeT 3abnokvpoBaH Aaxe Npu paspeluaroLlein HacTpoike B Management policy.

3. Bxopa B Firewall policy context

CuHTakcuc

ip firewall policy <Firewall policy name>

HasHauyeHue

Bontu B Firewall policy configuration context.

MapameTpbl
Mapametp  OnucaHue
<Firewall
policy Wwms Firewall policy.
name>
PekomeHpgauun

KomaHnpaa BeinonHsieTcs u3 global configuration mode.

Ecnu policy yxe cywiectsyeT, CLI oTkpbiBaeT eé Tekywmii context. Ecnm cozgaéresa Hosas policy v n3ameHeHusi He NpumeHsiloTes, revert otkateisaet context k
Tekylemy running-config.

Mpumep Bxopa B Firewall policy context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip firewall policy OFFICE-FW
ap622-i-63-41-86(config-firewall-OFFICE-FW)#

4. Firewall policy context prompt
Mpumep prompt:
ap622-i-63-41-86(config-firewall-OF FICE-FW)#
B aToil rnase Takoi pexum Hasbisaetcs Firewall policy configuration context.



5. NMpumep Firewall policy
Mpumep Firewall policy:

ip firewall policy OFFICE-FW

rule 10 src-ip 192.0.2.0/24 dst-ip 172.27.72.1 protocol tcp dst-port 22 action permit
rule 20 src-ip any dst-ip 172.27.72.1 protocol tcp dst-port 23 action deny

rule 30 src-ip any dst-ip any protocol icmp dst-port any action permit

exit

B atom npumepe SSH access k appecy 172.27.72.1 pa3spewé us noacetn 192.0.2.0/24, Telnet access k Tomy xe agpecy 3anpeluéH, a ICMP traffic paspeluéH.

6. JoctynHble Firewall policy commands

Ecnu He ykasaHo oTaesbHO, koMaHAbl 3To rnaBbl BeiMonHstoTcs 3 Firewall policy configuration context.
OcHoBHble AOCTYNHble koMaHap! Firewall policy context:

rule <number> action <permit|deny|log>
rule <number> src-ip <src> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>

no rule <number>
Mpueaska Firewall policy k ycTporictBam BbinonHsietcs u3 Profile unu Device configuration context:

use ip firewall policy <Firewall policy name>
no use ip firewall policy

7. rule

CuHTakcuc

rule <number> action <permit|deny|log>

rule <number> src-ip <src> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>

HasHauyeHue

Cospgatb Firewall rule.

MapameTpbl

Mapametp OnucaHue

<

>number Homep Firewall rule.

<src> Source IP match.

<dst> Destination IP match.

<

>pr0tOCOI Protocol match.

<port> Destination port match.

permit Paspewuts cosnasLwuii traffic.

deny 3anpeTuTh coBnaswui traffic.

o JlorvpoBaTb coBnaBLLNA

9 traffic.

PexomeHaauun
rule <number> action <permit|deny|log> coagaér rule ¢ ykazanHbim action u match-nonsimu any.
Mpumep:

ap622-i-63-41-86(config-firewall-OFFICE-FW)# rule 10 action permit
MonHasa dopma rule 3agaét Bce match-nons ssHo:

ap622-i-63-41-86(config-firewall-OF FICE-FW)# rule 10 src-ip 192.0.2.0/24 dst-ip 172.27.72.1 protocol tcp dst-port 443 action permit
[na nameHeHus cyuiecTsytoLlei rule ncnonbayiite 6esonacHyo Moaesnb: yaanute rule no Homepy 1 co3fanTe eé 3aHOBO C HYXXHbIMW NapameTpami.

no rule <number>
rule <number> src-ip <src> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>



8. src-ip

CuHTaKkcuc

src-ip any

src-ip <A.B.C.D>
src-ip <A.B.C.D/mask>
src-ip <src-list>

HasHauyeHue

3apatb source IP match BHyTpu nomnHom cTpokm rule.

MapameTpbl
MNapameTp OnucaHue
any Toboii source IP.
<A.B.C.D> OpnuHouHbI IPv4 source address.
<A.B.C.D/mask> IPv4 source prefix 8 CIDR-cpopme.
<src-list> Cniucok IPv4 address nnu IPv4 prefixes, pasnenéHHbix 3ansTbimMu.
PekomeHaauumn
SIC-ip MCNONb3yeTcst TOMLKO Kak YacTb MOMHOM CTpoku rule.
Mpumepsb:

rule 10 src-ip any dst-ip any protocol any dst-port any action permit

rule 20 src-ip 192.0.2.10 dst-ip any protocol tcp dst-port 443 action permit

rule 30 src-ip 192.0.2.0/24 dst-ip any protocol tcp dst-port 443 action permit

rule 40 src-ip 192.0.2.10,192.0.2.20 dst-ip any protocol tcp dst-port 443 action permit

9. dst-ip

CuHTakcuc
dst-ip any
dst-ip <A.B.C.D>
dst-ip <A.B.C.D/mask>

HasHauyeHue

3apgatb destination IP match BHyTpu nonHoit cTpoku rule.

MapameTpbl
MapameTtp OnwucaHue
any ITioGoii destination IP.

<A.B.C.D> OpumHouHbin IPv4 destination address.

<A.B.C.D/m -
ask> IPv4 destination prefix B CIDR-bopme.
PekomeHpauumn

dst-ip ucnonbayertcs Tonbko Kak 4acTk NosiHoM cTpoku rule.
Mprmepbr:
rule 10 src-ip any dst-ip any protocol any dst-port any action permit

rule 20 src-ip any dst-ip 172.27.72.1 protocol tcp dst-port 22 action permit
rule 30 src-ip any dst-ip 172.27.72.0/24 protocol icmp dst-port any action permit

10. protocol

CuHTaKkcuc

protocol any
protocol tcp
protocol udp
protocol icmp
protocol tcp,udp



HasHauyeHue

3apgatb protocol match BHyTpY nomnHom cTpoku rule.

MapameTpbl
Z::aqeu Onucanune
any Jlo6oii protocol.
tcp TCP.
udp UDP.
icmp ICMP.

tcp,udp  Cnucok protocol values.

PekomeHpauumn
protocol ucnonbayeTcs TonbKO Kak 4acTb NOSHOM cTpokm rule.
Mpumepbi:

rule 10 src-ip any dst-ip any protocol tcp dst-port 443 action permit
rule 20 src-ip any dst-ip any protocol udp dst-port 53 action permit
rule 30 src-ip any dst-ip any protocol tcp,udp dst-port 53 action permit
rule 40 src-ip any dst-ip any protocol icmp dst-port any action permit

11. dst-port

CuHTakcmuc

dst-port any

dst-port <port>

dst-port <first-port>-<last-port>
dst-port <port-list>

HasHauyeHue

3apatb destination port match BHyTpu nonHoit ctpoku rule.

MapameTpbl
MapameTtp OnucaHue
any Tlo6oir destination port.
<port> OpuHouHbli destination port.

<first-port>-<last-

nanasoH destination ports.
port> il p

<port-list> Cnncok ports Unu ranges, pasfenéHHbIX 3ansTbIMU.

PekomeHpauumn
dst-port ncnonbayetcs TonbKko kak 4acTb NOMHON CTPoku rule.
Mpumepsbi:

rule 10 src-ip any dst-ip any protocol tcp dst-port 443 action permit
rule 20 src-ip any dst-ip any protocol tcp dst-port 1000-2000 action deny
rule 30 src-ip any dst-ip any protocol tcp,udp dst-port 53,123 action permit

[ns protocol icmp o6biuHo ncnonbayetcs dst-port any.

12. action

CuHTakcuc

action permit
action deny
action log

Ha3HauyeHue

3apatb gevicteue BHyTpy Firewall rule.



MapameTpbl

3HauyeHne  OnucaHue

Paspewwmtb coBnaewmmn

permit traffic.
deny 3anpeTnTh coBnaswwui traffic.
o JlornpoBaTb coBnaBLLWiA
9 traffic.
PekomeHaauumn

action aensetca obszaTenbHoR YacTbio rule.
Mpumepsi:

rule 10 src-ip any dst-ip any protocol any dst-port any action permit
rule 20 src-ip any dst-ip any protocol any dst-port any action deny
rule 30 src-ip any dst-ip any protocol any dst-port any action log

13. no rule

CuHTakcuc

no rule <number>

HasHauyeHue

Ynanute Firewall rule no Homepy.

MapameTpbl

Napam OnwucaHue

eTp

<numb Howmep Firewall rule.
er>
PekomeHaauuun

no rule <number> yananser rule ¢ ykasaHHbIM HOMepoM U3 Tekywien Firewall policy.
Mpumep:
ap622-i-63-41-86(config-firewall-OF FICE-FW)# no rule 10

14. NMpueaska Firewall policy Kk Profile

CuHTakcuc
use ip firewall policy <Firewall policy name>
no use ip firewall policy

HasHauyeHue

Mpuesasate Firewall policy k Profile nnu yaanutb npuesasky.

MapameTpbl
Mapametp  OnucaHue
<Firewall
policy Wwmsi Firewall policy.
name>
PekomeHpauumn

KomaHngab! BbinonHstotces ns Profile configuration context.

Ecnu Profile ucnone3ayet Firewall policy, oHa npumeHsietcs ko Bcem AP, koTopble ucnonb3ytoT a1oT Profile, ecnivu Ha ypoBHe Device He 3apaHa cobecTBeHHas per-device
npues3ka.

Mpumep:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# use ip firewall policy OFFICE-FW
Mprmep yaaneHns npueasku:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# no use ip firewall policy



15. NMpuenaska Firewall policy k Device

CuHTaKkcuc

use ip firewall policy <Firewall policy name>
no use ip firewall policy

HasHauyeHue

3agatb unu yaanutb per-device Firewall npussiska policy.

MapameTpbl
Mapametp  OnucaHue
<Firewall
policy Wwms Firewall policy.
name>
PekomeHpgauum

KomaHngab! BbinonHstoTcs ns Device configuration context.
Ecnu Firewall policy 3agaHa Ha yposHe Device, oHa paboTaeT kak per-device override. Ecnu per-device npuesska oTcyTcTBYeT, Ucnonb3yeTtcs noBeaeHve Profile.
Mpumep:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip firewall policy OFFICE-FW
Mpumep yaanenus per-device NpuBa3ku:
ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip firewall policy

16. TunoBon nopsapok Hactpouku Firewall policy

Mpumep cospanus Firewall policy n npusssku k Profile:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip firewall policy OFFICE-FW
ap622-i-63-41-86(config-firewall-OF FICE-FW)# rule 10 src-ip 192.0.2.0/24 dst-ip 172.27.72.1 protocol tcp dst-port 22 action permit
ap622-i-63-41-86(config-firewall-OFFICE-FW)# rule 20 src-ip any dst-ip 172.27.72.1 protocol tcp dst-port 23 action deny
ap622-i-63-41-86(config-firewall-OFFICE-FW)# exit
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip firewall policy OFFICE-FW
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT # commit

Ecnn Tpebyetcs nHamsuayaneHas Firewall policy ans ogHow AP, 3apaite eé B Device context:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip firewall policy OFFICE-FW
ap622-i-63-41-86(config-ap622-i-63-41-89)# commit



IFnaBa 14. HacTtpomka Route policy

1. HazHayeHue rnaBbl

Pasgen onuceisaet HacTporiky Route policy.
Route policy sagaét cratuyeckme IPv4 routes:

. route k IPv4 prefix B CIDR-copme;

. default route;

. next-hop ans static route;

. yaaneHwue static route;

. npusssky Route policy k Profile unn Device.

Route policy sinsietcs koHdurypaumoHHbsiM o6bekTom. Mamerenus B Route policy context nonagatot 8 context config u tpe6ytor commit ans npumeretmns B
running-config. ins coxpaHerus nocne nepesarpysku ncnonbayercs commit write.

Policy HaunHaeT paboTaTb Tonbko nocre npuesasku k Profile unn Device:

use ip route policy <Route policy name>

2. O6wan mogenb Route policy
Route policy conepxut Habop static IPv4 routes. Kaxpaas route 3agaércs destination prefix n next-hop address.
BasoBas copma static route:
ip route <A.B.C.D/mask> <A.B.C.D>
Default route sapaétcs kak IPv4 prefix 0.0.0.0/0:
ip route 0.0.0.0/0 <A.B.C.D>
B show context route oto6paxaetcsi ¢ gononHutensHbIM nonem O:
ip route <A.B.C.D/mask> <A.B.C.D>0
Mone 0 saBnsertca route metric. B Texkywem Buioae default metric pasex 0.
OBbI4HO HACTpoiika COCTOUT U3 YETBIPEX YacTeil:

1. coagatb UM uaMeHuTb ip route policy <name>;

2. nobaeuThb static routes;

3. npusssaTh Route policy k HyxHomy Profile unn Device;
4. BbINOMHWTE COMMIt.

Ecnun Route policy 3agaHa Ha yposHe Profile, oHa npumeHsieTcs ko Bcem AP, koTopble ncnonb3ytoT a1oT Profile. Ecnu Ha yposHe Device 3agana cob6cTBeHHast Route
policy, oHa paboTaeT kak per-device override.

3. Bxoa B Route policy context

CuHTaKkcuc

ip route policy <Route policy name>

HasHauyeHue

Bontu B Route policy configuration context.

MapameTpbl
gapamer Onwucaxue
<Route
policy Wwms Route policy.
name>

PekomeHaauumn

KomaHnpaa BeinonHsieTcs u3 global configuration mode.
Ecnu policy yxe cywiectsyeT, CLI oTkpbiBaeT eé Tekywmii context. Ecnm cozgaéres Hosas policy v n3ameHeHusi He NpumeHsiloTes, revert otkateisaet context k
Tekylemy running-config.
Mpumep Bxoaa B Route policy context:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip route policy OFFICE-ROUTES
ap622-i-63-41-86(config-route-OFFICE-ROUTES #

4. Route policy context prompt
Mpumep prompt:
ap622-i-63-41-86(config-route-OF FICE-ROUTES)#
B aToil rnase Takoi pexum Hasbiaetcs Route policy configuration context.



5. NMpumep Route policy
Mpumep Route policy:

ip route policy OFFICE-ROUTES
ip route 0.0.0.0/0 172.27.72.1 0
ip route 192.0.2.0/24 172.27.72.254 0
exit
B atom npumepe sagaH default route Yepes next-hop 172.27.72.1 n otaensHbii route k prefix 192.0.2.0/24 vyepes next-hop 172.27.72.254.

6. JocTtynHbie Route policy commands

Ecnu He ykasaHo oTaenbHO, koMaHdbl 3TOV rnaBsbl BeIMOMHATCA 13 Route policy configuration context.
OcHoBHble AOCTYNHblE kKoMaHAapk! Route policy context:

ip route <A.B.C.D/mask> <A.B.C.D>

no ip route <A.B.C.D/mask> <A.B.C.D>
no ip route <A.B.C.D/mask> <A.B.C.D> 0

Mpueaska Route policy k ycTporicTBam BbinonHsetcs us Profile nnn Device configuration context:

use ip route policy <Route policy name>
no use ip route policy

7. ip route

CuHTakcuc
ip route <A.B.C.D/mask> <A.B.C.D>

Ha3HauyeHue

[o6asuTs static IPv4 route B Route policy.

MapameTpbl

MapameTtp OnucaHue

<A.B.C.D/m  Destination IPv4 prefix 8 CIDR-
ask> ¢opme.

<A.B.C.D> IPv4 next-hop address.

PekomeHpauum

ip route <prefix> <next-hop> go6asnser static route B Tekywyto Route policy.
[ns default route ucnonsayiite prefix 0.0.0.0/0:

ap622-i-63-41-86(config-route-OF FICE-ROUTES)# ip route 0.0.0.0/0 172.27.72.1
[ns route kK KOHKPeTHOW IPv4-ceTn ykaxuTe HyxHbIR prefix:

ap622-i-63-41-86(config-route-OF FICE-ROUTES)# ip route 192.0.2.0/24 172.27.72.254
Mocne Beoga route B show context ctpoka oto6paxaerca ¢ metric O:

ip route 192.0.2.0/24 172.27.72.254 0
B aT0i1 Bepcum komaHapl metric He 3agaétcs oTAeNbHLIM NapaMeTpom npu AobasreHun route.

8. no ip route

CuHTakcuc

no ip route <A.B.C.D/mask> <A.B.C.D>
no ip route <A.B.C.D/mask> <A.B.C.D> 0

Ha3HauyeHue

YpanuTh static IPv4 route n3 Route policy.

MapameTpbl
MapameTtp OnucaHue
<A.B.C.D/mask> Destination IPv4 prefix B8 CIDR-chopme.

<A.B.C.D> IPv4 next-hop address.

Route metric, koTopsili oTobpaxaeTtcs B Show
context.



PekomeHpauumn

[nsa yaaneHus route TpebyeTcs ykasatk destination prefix u next-hop.
MoxHo yaanuTb route KOpoTKon HopMoNn:

ap622-i-63-41-86(config-route-OFFICE-ROUTES)# no ip route 192.0.2.0/24 172.27.72.254
Taroke MOXHO Mcrnonb3osaTh hopmy ¢ metric 0. OHa COOTBETCTBYET CTPOKE, KOTOPYIO Norb3oBatesns BuauT B Show context:
ap622-i-63-41-86(config-route-OF FICE-ROUTES)# no ip route 192.0.2.0/24 172.27.72.254 0

9. NpuBsaska Route policy k Profile

CuHTakcuc
use ip route policy <Route policy name>
no use ip route policy

HasHauyeHue

Mpuesasatb Route policy k Profile unu yaanute npussaky.

MapameTpbl
gapame'r Onwucaxue
<Route
policy Wwms Route policy.
name>

PekomeHpgauuu

KomaHngb! BeinonHstotces ns Profile configuration context.
Ecnu Profile ncnonbsyet Route policy, oHa npumeHsieTcs ko BceM AP, koTopble ncnonbaytoT aToT Profile, ecnu Ha yposHe Device He 3aaaHa cobcTBeHHas per-device
npues3ka.

Mpumep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# use ip route policy OFFICE-ROUTES

Mpumep yaaneHuns npuBaA3Ku:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use ip route policy

10. NMpuBaska Route policy k Device

CuHTakcuc
use ip route policy <Route policy name>
no use ip route policy

Ha3HauyeHue
3apatb unu yganutb per-device Route policy override.

MapameTpbl
Eapamer OnucaHue
<Route
policy Wwms Route policy.
name>

PekomeHpauumn

KomaHngab! BbinonHstoTcs ns Device configuration context.

Ecnu Route policy 3agaHa Ha ypoeHe Device, oHa nepeonpegensiet Route policy, yHacnenosaHHyto yepes Profile. Ecnu per-device npussiska oTCyTCTBYeT,
ucnonb3yeTtcs noseaeHve Profile.

Mpumep:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip route policy OFFICE-ROUTES
Mpumep yaaneHus per-device NpuBSA3Ku:
ap622-i-63-41-86(config-ap622-i-63-41-89)# no use ip route policy



11. TunoBoun nopsanokK HacTpoukn Route policy
Mpumep cospaHms Route policy u npuessku k Profile:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip route policy OFFICE-ROUTES
ap622-i-63-41-86(config-route-OF FICE-ROUTES)# ip route 0.0.0.0/0 172.27.72.1
ap622-i-63-41-86(config-route-OFFICE-ROUTES)# ip route 192.0.2.0/24 172.27.72.254
ap622-i-63-41-86(config-route-OFFICE-ROUTES )# exit
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip route policy OFFICE-ROUTES
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# commit

Ecnu TpebyeTcs nHamsuayaneHasi Route policy ans oaHon AP, 3apaiite eé B Device context:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip route policy OFFICE-ROUTES
ap622-i-63-41-86(config-ap622-i-63-41-89)# commit



naBa 15. NMpunatne AP (AP adoption)

1. HazHayeHue rnaBbl

B aTon rnase onucaH npouecc NPpUHATUA ynpaendeMbIX TOYEK JOCTYNa KOHTPOIEPOM.
AP adoption orseuaer 3a:

. o6HapyxeHue AP, KOTOPbIE 3aMpOCHIN MPUHSITUE KOHTPOIINIEPOM;

. nepesog AP us coctositna JOIN_REQ B coctositne ADOPTED;

. XpaHeHue COCTosHUS MPUHATUS BO BHYTpeHHen adoption database;

. oTobpaxeHue cocTosiHus yepes show adoption;

. cBsi3b npuHsToin AP ¢ KoHurypauvonHoit cekupvein device <AP ID>;

. 3anyck auto-provision workflow anst AP, KoTopble yxe NpUHATLI, HO elwé He uMetoT device-cekumu.

Adoption He siBrsieTcs 0BbI4HON KOHUIypaLMOHHON cekumern. COCTosHUE NPUHSATUSE HE coxpaHsieTcs B running-config unu startup-config u He namensietcs
komaHaamv commit / commit write Hanpsamyio.

2. O6wan mopenb adoption

B adoption workflow y4acTByloT 4eTbipe OCHOBHbIE CYLLHOCTM:

adoption database
device-cekuus

auto provision policy
show adoption table

adoption database xpanut coctositme npuHsTus AP Ha koHTponnepe. Komangsl system adopt u no system adopt pa6oraiot ¢ atort 6ason Hanpsimyio.
3T KOMaHAbI BLIMOMHATCS HEMEANEHHO:

system adopt <AP ID>
no system adopt <AP ID>

OHW He TpebyioT:
commit
OHM He co3patoT CTPOKM B:

show running-config
show startup-config

KoHdburypaums koHkpeTHoW AP XpaHWUTCS OTAENbHO B CEKLMK:
device <AP ID>

device <AP ID> onucbiBaeT HacTpoiiku AP, Ho He o3HayaeT cam dhakT NpuHaTHs AP KoHTposnepom. dakT adoption onpegensetcs TonNbKo COCTOSHUEM BO
BHyTpeHHen adoption database u oto6paxaetcs 8 show adoption.

3. show adoption

CuHTakcmuc

show adoption

Ha3HaueHue

Mokasatb cocTosiHne adoption AP, U3BECTHbIX KOHTPONIEpPY.

MapameTpbl

Her.

PekomeHpauumn

show adoption nokasbiaet Tabnuuy AP, KoTopble U3BECTHbI KOHTPOMMepy B koHTekcTe adoption.
OcHoBHble Nons Tabnuubi:

Mone Onucanue

ID AP ID.

IP Management IP AP.

STATUS CocrosiHue adoption.

VERSION Firmware version AP.

ONLINE MpusHak cesan ¢ AP.

CONFIG Mpr3HaK HanM4Ms KOHMUIrypPaLMOHHOW Cexumum

device <AP ID>.

OcHoBHble cocTosHus STATUS:



STATUS OnucaHue

AP 3anpocuna npuHsiTue, HO eLwé He NpuHsaTa

JOIN_REQ KOHTPOINEepoM.

ADOPTED AP npuHsSITa KOHTPONNEPOM.
3nauenns ONLINE:

ONLINE Onucanue

+ AP HaxoguTcsi online.

AP offline unu ceasb ¢ AP

MycTto
oTCyTCTBYeT.
3HaveHuss CONFIG:

CONFIG OnucaHue

+ [na AP ecTb KOHUrypaLMoHHas ceKums
device <AP ID>.

Mycro ,U,J'ISI.AP HeT KOHUIypaLMOHHON CeKkLnn
device <AP ID>.

BaxHo pasnuyate STATUS u CONFIG. CoctosHne ADOPTED osHauaer, uto AP npunaTta kontponnepom. MNMone CONFIG nokasbisaeTt Tonbko Hanuuue unm
oTCyTCTBME KOHUrypaLmoHHoi device-cexumn.
TWNOBbLIE COCTOSIHUS:

CocTtosiHue 3HaueHue

AP ofHapyxuna KoOHTponmep v 3anpocuna npuHsT1e, Ho

JOIN_REQ + CONFIG empty eWé He npwHsTa

ADOPTED + CONFIG empty AP npuHsiTa, Ho Ans Heé ewwé HeT device-cekumu.

ADOPTED + CONFIG + AP npuHsTa, n ans Heé ecTb device-cekums.

Mpumep komaHabl:
ap622-i-63-41-86# show adoption

4. system adopt

CuHTakcmc

system adopt <AP ID>
system adopt <AP ID> <AP ID> ...

HasHauyeHue

MpuHATL 04HY UK Heckonbko AP Ha KOHTponnep.

MapameTpbl

MapameTtp OnucaHve

WpeHtudukartop AP, 3anpocusLuein

<AP ID>
NpUHATHE.

PekomeHpgauun
system adopt <AP ID> suinonHsietcsi HemeasnieHHo 1 namensiet adoption database.
Komanaa He TpeGyeT commit, He cozpaét device-cekumio u He fobaensieT cTpoku B running-config unu startup-config.
Mocne ycnewHoro npuHaTua AP oto6paxaetcs B show adoption co cratycom:
ADOPTED
Komanaa nogaepxusaeT rpynnoBoe NpuHATUE Heckonbkux AP ogHON CTPOKOW:
system adopt <AP ID> <AP ID> <AP ID>
Mpw rpynnoeom npuHsTum CLI Bo3BpaluaeT pesynbTat no kaxaon AP. MNMopsiaok CTpok pesyrbTaTta MOXET OTnMyaTbes oT nopsiaka AP B komMaHge.
Mpumep NpuHATWS oaHo AP:
ap622-i-63-41-86# system adopt ap622-i-63-41-89
MpuMep rpynnoBoro NPUHATUNA:
ap622-i-63-41-86# system adopt ap622-i-63-41-89 ap622-i-63-41-95



5. no system adopt

CuHTakcuc
no system adopt <AP |D>
no system adopt <AP ID> force

HasHauyeHue

Ypanutb cocTosiHne npuHatus AP u3 adoption database. n nHMumpoBaTb COPOC TOUKM K 32aBOACKUM HAaCTPOMKaMm.

MapameTpbl
MapameTp Onucanue
<AP ID> MpeHTudukaTop AP.

MpvHYyANTENBbHO YAANUTL TOYKy M3 adoption

force database

PekomeHpauumn

no system adopt <AP ID> srinonHsietcs HemeaneHHo 1 usmersiet adoption database. BHumanvie: CLI 3anpawvsaeT NoATBEPXAEHUE Yepes Yes nepeq
BbINOMHEHNEM KOMaHAbI.

Komanaa He TpeByet commit u He yaansiet koHdurypaumonyto cekumnio device <AP ID> ua running-config unu startup-config. Otnpasnsier Touke komaHgy Ha
cBpocC K 3aBOACKMM HAaCTPOMKaM.
KomaHnfa cpabaTbiBeT TOMbKO ecrnn Touka noaTeepauna eé npuHatue. B npoTuBHOM criydae nonb3oBaTtenb nofyvaeT cooblieHne o6 owwmnbke.

Force-thopma ncnonbsyetca ans npuHyanTenbHoro yaaneHus adoption:
no system adopt <AP ID> force

Mpw ncnonb3soeaHuu force koHTpornnep yaansert coctosiHne adoption BHe 3aBUCUMOCTU OT JOCTYMHOCTY TOYKU
Mpumep obbivHOro yaanexus adoption:

ap622-i-63-41-86# no system adopt ap622-i-63-41-89
Mpumep force-chopmbi:

ap622-i-63-41-86# no system adopt ap622-i-63-41-89 force

no system adopt otHocuTes K disruptive operational commands. Mepes BbinonHeHVem NpoBepbTe, YTo yaaneHue AP 13 adoption geicTButensHo TpebyeTcs u He
npuBeaET Kk notepe ynpasnexus AP.

6. Adoption n device-cekuus

device <AP ID> u system adopt <AP |D> BbinonHsiioT pasHbie 3agaqu.

KomaHpga Tun HasHa4veHue
system adopt <AP ID> Immediate action command MpuHumaet AP B adoption database.
no system adopt <AP ID> Immediate action command Yaanset adoption state us adoption

database.

Co30aéT nnm nsmeHsieT

device <AP ID> Configuration command
KOHGOUrypaLmoHHyto cekumto AP.

YpanseT KOHUrypauMoHHYIo CeKLmIo

no device <AP ID> Configuration command AP U3 0BbI4HOT KOHAUTYPaLMI.

MuHumansHas device-cekumns managed AP MOXET COAepaThb TONbKO NpuBsiaky K Site u Profile:

device <AP ID>
use site DEFAULT-SITE
use profile snr-ap622-i DEFAULT
exit
Takas cekuns o3HayaeT, 4to ana AP ecTb koHdurypauus. Cam dakt npuHsatus AP onpegensetcsa adoption database n nposepsietcs yepes:
show adoption

7. Auto-provision nocne adoption
Auto-provision cBsizbiBaeT adoption workflow ¢ 06bI4HOI KOHUIypaLuroHHow Mogenbto CLI.
Auto-provision 3anyckaeTcsi npu:
commit
unu:
commit write
Auto-provision o6pabaTeiBaeT AP, kOTOpble 04HOBPEMEHHO HAXOASTCSH B COCTOSHUM:

ADOPTED
CONFIG empty

Ecnu AP naxoputest B coctosiinm JOIN_REQ), auto-provision He cosgaét ans Heé device-cekumio.
Ecnu AP yxe umeeT device-cekumio, auto-provision He co3faéT eé NnosTopHO.



Mpw coenaaeHun AP ¢ npaeusiom auto provision policy KOHTposnep co3aaét MuHManbHyto device-cexkuuio, HanpuMep:

device <AP ID>

use site DEFAULT-SITE

use profile snr-ap622-i DEFAULT

exit
Mocnie oBbluHOro COMMIt cozganHas cekums nosiBnsietcs B running-config. Mocne commit write oHa Takke coxpansietcs B startup-config.
Mogpo6Has HacTpoiika Npasu auto-provision onucsiBaeTcs B 0TAensHou rnase Auto provision policy.

8. controller adoption

CuHTakcmc

controller adoption

Ha3HauyeHue

BrrounTs controller adoption service B device-cekuuy nokansHOro ycTponcTea.

MapameTpbl

Her.

PekomeHaauuun
controller adoption — ato configuration command B Device configuration context.
Owa otnnyaeTtcs ot system adopt <AP ID>:

Komanpa Tun HasnauyeHue

Bkntouaet controller adoption service

controller adoption Configuration command .
Ha f1oKarnbHOM YCTpolicTBe.

MpuHumaeT KoHkpeTHyto AP B adoption

system adopt <AP ID> Immediate action command database.

[nsa nokaneHoro controller device cTpoka 06bl4HO HaxoauTcs B devViCe-cekuumn KoHTponnepa:

device <Controller AP ID>

controller adoption

exit
Mamenenve controller adoption sisnsietcs 06bI4HBIM M3MEHeHMeM koHUrypauumn v Tpebyet commit Ans npumeHeHns.
Mpumep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# controller adoption
ap622-i-63-41-86(config-ap622-i-63-41-86)# commit

9. TunoBou nopsaaok npuHaTua AP
1. MpoBepbTe cnncok AP, N3BECTHBIX KOHTPONNEpPY:
show adoption
2. Hangute AP B cocTosiHum JOIN_REQ.
3. Mpumunte ogHy AP:
system adopt <AP ID>
unu Heckonbko AP ogHoi komaHaoii:
system adopt <AP ID> <AP ID> ...
4. [MoBTOPHO NPOBEPLTE COCTOSAHME:
show adoption
Mocne npuHaTua AP gonxHa nepeittu B coctosiine ADOPTED.
5. Ecnu y AP ewé Het device-cekuum, BeinonHnte commit unu commit write, urobel 3anyctuts auto-provision:
commit
unu:
commit write
6. MpoBepbTe Hannune KoHdurypaummn ans AP:

show adoption
show device-config <AP ID>

Ecnu HyxHO cpagy cospatb device-cekumio u coxpaHnTs eé Nnocre nepesarpysku, Mcronbayite commit write.

10. TunoBoun nopsapok yaaneHusa adopted AP

[ina nonHoro yaanenus npuxstoin AP cHavana yaanute adoption state, saTem yaanute KoHUrypaunoHHyo device-cekumio.
PekomeHayembli nopsigok:



no system adopt <AP ID>
configure terminal

no device <AP ID>
commit write

no system adopt <AP ID> ygansiet cocrosiHue adoption us adoption database.

no device <AP ID> ygansiet KoHdurypaumoHHyo cexkumio AP 13 06bIMHOM KOHUTypaLuum.
commit write npumMeHsieT uameHeHne 1 coxpaHsieT koHdurypaumio 8 startup-config.
Ecnu HyxHO npuHyauTensHo yaanutb adoption 1 nHnummnposarts reset AP, ncnonbaynre:

no system adopt <AP ID> force

11. KpaTtkas kapTa KOMaHpA rnaBbl

KomaHpa HasHa4yeHue

show adoption MokasaTb cocTosiHue adoption AP.

system adopt <AP ID> MpuHsATb ogHy AP.

system adopt <AP ID> <AP ID> ... MpuHATL Heckonbko AP 0HOM KOMaHZOoM.

no system adopt <AP ID> Ypanuts adoption state ans AP.

no system adopt <AP ID> force MpuHyauTensHo yaanuTh adoption state n MHMLMMpoBaTk reset AP.
device <AP ID> OTKpbITb MU CO3AaTb KOH(UIYpPaLMOHHYLO cekumio AP.

no device <AP ID> Ypanutb KOHUrypaLumoHHyto cekumio AP.

controller adoption Bkntoumnts controller adoption service B device-cekumum nokanbHOro ycTpoiicTea.



IFnaBa 16. HacTtpomka Auto provision policy

1. HazHayeHue rnaBbl

Pasgen nocssiwén HacTpoiike Auto provision policy.

Auto provision policy sagaér npasuna asTomatuueckoro HasHaueHus Profile n Site ans ynpasnsiembix AP, KoTopble e NpUHSTbI KOHTPOIIEPOM, HO ELLEé He
MMetoT cOBCTBEHHOM KoHUrypauwmorHon cekuun device <AP ID>.

Auto-provision ncnone3yetcsa ans cessm adoption workflow ¢ 06b14HOI KOHMUrypaumoHHoi mogenbto CLI. OH He npuHumaeT AP cam no cebe. MpuHATME BbINONHAETCA
komaHpamu system adopt, a auto-provision coapaét muHumansHyto device-cekumio ans yxe npuHsTon AP.

Auto provision policy sisnsietcsa koHurypaumoHHsim 06bekToM. MiameHeHus B Auto provision policy context nonagatot B context config n TpeGytor commit gns
npumMeHeHus B running-config. ns coxpaHerusi nocne nepesarpysku ncnonbayetcs commit write.
Cawm auto-provision workflow 3anyckaeTcsi Bo Bpemsi:
commit
unm:

commit write

2. O6was mopenb Auto-provision

B auto-provision workflow yyacTsytoT cregytowme cyLHOCTU:

auto provision policy
adoption database
device-cekuus
profile
site
commit
KoHTponnep npoBepsieT adoption database n uwet AP, koTopble OAHOBPEMEHHO HaXOAATCA B COCTOSIHUN:

STATUS = ADOPTED
CONFIG = empty

Ecnu AP naxoputes B coctosiinn JOIN_REQ, auto-provision He cospaét ans Heé device-cekumio.
Ecnin AP yxe nmeet device-cekunio n B show adoption otobpaxaetcs kak CONFIG +, auto-provision He co3gaét eé nosTopHo.
Mpw coBnaaexun AP ¢ npasurnom Auto provision policy KoHTponnep co3gaét MuHumansHyto device-cekuuio:

device <AP ID>
use site <SITE name>
use profile <Board name> <Profile name>
exit
Mocne oBbluHOro cCommit cozganHas cekums nosiensietcs B running-config. Mocne commit write oHa Takke coxpansietcs B startup-config.

3. Bxoa B Auto provision policy context

CuHTakcuc

auto provision policy <Auto-provision policy name>

HasHauyeHue

Bointu B Auto provision policy configuration context.

MapameTpbl
MapameTp Onucanve
<Auto-
provision Wwms Auto provision policy.

policy name>

PekomeHagauun

KomaHnpaa BeinonHsieTcs u3 global configuration mode.

Ecnu policy yxe cywectsyeT, CLI oTkpbiBaeT eé Tekywmii context. Ecnu cosgaércs Hoast policy v M3MeHeHusi He MpUMeHsitoTes, revert otkateiBaeT context k
Tekylemy running-config.

Mpumep Bxoaa B Auto provision policy context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# auto provision policy DEFAULT
ap622-i-63-41-86(config-auto-provision-DEFAULT )#

4. Auto provision policy context prompt
Mpumep prompt:

ap622-i-63-41-86(config-auto-provision-DEFAULT )#
B aToi rnase Takon pexum Hasbiaetcst Auto provision policy configuration context.



5. NMpumep Auto provision policy
Mpumep policy:

auto provision policy DEFAULT

rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT site DEFAULT-SITE

rule 951 model snr-cpe-ax2 action profile snr-cpe-ax2 DEFAULT site DEFAULT-SITE

exit
B atom npumepe AP Mogenu snr-ap622-i nonyyaer profile snr-ap622-i DEFAULT u site DEFAULT-SITE. AP mogenu snr-cpe-ax2 nonyuaert profile snr-
cpe-ax2 DEFAULT u tot xe Site.

6. JocTynHblie Auto provision policy commands

Ecnu He ykasaHo oTaenbHO, koMaHAbl 3TO rnaBsbl BeiMonHsATCS u3 Auto provision policy configuration context.
OcHOBHbIE AOCTYNHbIE KOMaHap! Auto provision policy context:

rule <number> any action profile <Board name> <Profile name> site <SITE name>

rule <number> model <Model name> action profile <Board name> <Profile name> site <SITE name>

rule <number> ip-address <IP match> action profile <Board name> <Profile name> site <SITE name>

rule <number> mac-address <MAC match> action profile <Board name> <Profile name> site <SITE name>
rule <number> serial-number <String> action profile <Board name> <Profile name> site <SITE name>

no rule <number>

7. rule

CuHTakcmuc

rule <number> <match-type> <match-value> action profile <Board name> <Profile name> site <SITE name>
[na match-Tuna any otaensHoe match value He ykasbiBaeTcs:

rule <number> any action profile <Board name> <Profile name> site <SITE name>

HasHauyeHue

Cospatb nnu nameHuts rule B Auto provision policy.

MapameTpbl
MNapameTp OnucaHue
<number> Howmep rule.
<match-type> Tun ycnosus BeiGopa AP: any, model, ip-address, mac-address, serial-number.
<match-value> 3HayeHue ycrnosus Bbl6opa AP. [ins any He ncrnonbayeTcs.
<Board name> Mms annapaTHom nnatdopmel / board ans HasHauaemoro Profile.
<Profile name> Wwms Profile.
<SITE name> Mwms Site.
PekomeHagauun

Rule onvceiBaet ycnosue Beibopa AP 1 aeiicTBue, KOTOpOe KOHTPONIep AOMKEH BbIMOMHUTL Npu auto-provision.
[HencTBue Bceraa 3agaértcs B hopme:

action profile <Board name> <Profile name> site <SITE name>
Mocne cosnageHusi AP ¢ npaBusiom KOHTporsiep cospaét device-cekumio ¢ HasHaueHHbiMm USe profile n use site.
Mpumep:
ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT site DEFAULT-SITE

8. action profile / site

CDparmeHT CUHTaAKCuUca

action profile <Board name> <Profile name> site <SITE name>

Ha3HauyeHue
Bapartb Profile u Site, koTopble 6yayT HasHayeHbl AP npu cpabaTsiBaHuu rule.

MapameTpbl
MapameTp OnucaHue
<Board

name> Mms annapatHoi nnatdopmbl / board.



MapameTtp OnucaHue

<Profile Vmst Profile.

name>

<SITE Mwms Site.

name>
PekomeHpauumn

dparment action profile ... site ... ucnonbayetcs BHyTpY komaHgbi rule.
Mpumep:
rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT site DEFAULT-SITE
Ora rule o3HavaeT: ecriv AP cooTBeTcTBYeT Moaenu Snr-ap622-i, npu auto-provision ans Heé 6yaeT cosnaHa cekums:

device <AP ID>

use site DEFAULT-SITE

use profile snr-ap622-i DEFAULT
exit

9. any

CuHTakcuc

rule <number> any action profile <Board name> <Profile name> site <SITE name>

HasHauyeHue

Cospartb rule, koTopas noaxoawT Ans Nbon NpuHsaToit AP 6e3 device-cekuuu.

MapameTpbl
MapameTtp OnucaHue
<number> Homep rule.
<

Board Mms annapaTtHon nnatdopmbl / board.
name>
<Profile wmsi Profile.
name>
<SITE Mwms Site.
name>
PekomeHaauun

any MOXHO ucrnonb3oBaTh kak obliee npaBuno Ans AP, KoTopble A0MKHBI NONy4nTh oauHakoBble Profile n Site.
He cospaBaiiTe Heckornbko nepecekatowymxcs rules, ecnu anst AP gormkeH 6bITb CTPOro oA4HO3HaYHbIN pedynbTaT auto-provision.
Mpumep:
ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 999 any action profile snr-ap622-i DEFAULT site DEFAULT-SITE

10. model

CuHTakcuc

rule <number> model <Model name> action profile <Board name> <Profile name> site <SITE name>

HasHauyeHue

Cospartb rule, kotopas BeiGupaet AP no model name.

MapameTpbl
MapameTp OnucaHue
<number> Howmep rule.
<
Model Wms mopenn AP.
name>
<
Board Wwmsi annapaTHon nnatdopmsl / board.
name>
<Profile

Wwms Profile.
name>



MapameTtp OnucaHue

<SITE
name>

Mwms Site.

PekomeHpauumn

model — ocHoBHoM croco6 aBTomaTuyeckoro HasHaueHus Profile, koraa Profile saBucuT ot annapatHoit mogenv AP.
Mpumep:
ap622-i-63-41-86(config-auto-provision-DEFAULT )# rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT site DEFAULT-SITE

11. ip-address

CuHTakcmuc

rule <number> ip-address <IP match> action profile <Board name> <Profile name> site <SITE name>

Ha3HauyeHue

Cospartb rule, koTopas Bblbupaet AP no management IP address.

MapameTpbl
MapameTtp Onucanue
<number> Howmep rule.
<IP match> Ycnosue cosnageHus management IP

address.
<Board name> Wwms annapatHoi nnatdopmsl / board.

<Profile
name>

Wwms Profile.

<SITE name>  Wwms Site.

PekomeHaauumn
ip-address moxHo ucnonb3oBath Ans HasHaueHust Profile u Site no koHkpeTHoMy IP address, wildcard, ananasoHy agpecos unu IP network.
[ocTtynHble hopmbl match:

ip-address <A.B.C.D>
ip-address <A.B.C.*>
ip-address <A.B.C.D-E.F.G.H>
ip-address <A.B.C.D/mask>

Mpumep TouHoro IP address:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 100 ip-address 192.0.2.10 action profile snr-ap622-i DEFAULT site DEFAULT-SITE
Mpumep wildcard:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 101 ip-address 192.0.2.* action profile snr-ap622-i DEFAULT site DEFAULT-SITE
Mpymep ananasoHa:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 102 ip-address 192.0.2.10-192.0.2.20 action profile snr-ap622-i DEFAULT site
DEFAULT-SITE

Mpumep IP network:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 103 ip-address 192.0.2.0/24 action profile snr-ap622-i DEFAULT site DEFAULT-
SITE

12. mac-address

CuHTaKkcmc

rule <number> mac-address <MAC match> action profile <Board name> <Profile name> site <SITE name>

Ha3HauyeHue

Cospgartb rule, kotopast Bbibvpaet AP no MAC address.

MapameTpbl
MapameTtp OnucaHue
<number> Howmep rule.
<MAC

match> Ycnosue cosnageHus MAC address.



MapameTtp OnucaHue

<
Board Mms annapaTtHon nnatdopmsl / board.
name>
<Profile wmsi Profile.
name>
<SITE Mwms Site.
name>
PekomeHaauuu

mac-address MoxHo ncnonb3oBaTh ANA TOYEYHOro UM ANANa3oHHOro HadHadveHus Profile n Site.
[octynHele hopmbl match:

mac-address <MAC>
mac-address <wildcard>
mac-address <range>

Mpumep TouHoro MAC address:

ap622-i-63-41-86(config-auto-provision-DEFAULT )# rule 200 mac-address 02:00:00:00:00:10 action profile snr-ap622-i DEFAULT site
DEFAULT-SITE

Mpumep wildcard:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 201 mac-address 02:00:00:* action profile snr-ap622-i DEFAULT site DEFAULT-
SITE

Mpumep ananasoHa:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 202 mac-address 02:00:00:00:00:10-02:00:00:00:00:20 action profile snr-ap622-i
DEFAULT site DEFAULT-SITE

13. serial-number

CuHTakcuc

rule <number> serial-number <String> action profile <Board name> <Profile name> site <SITE name>

HasHauyeHue

Cospartb rule, koTopas BblGupaet AP no serial number.

MapameTpbl
MapameTtp OnucaHune
<number> Howmep rule.
<String> Serial number AP.
<
Board Mms annapatHon nnatdopmsl / board.
name>
< )
Profile wms Profile.
name>
<
SITE Mwms Site.
name>
PekomeHaauumn
serial-number ucnonsayetcs ans HasHadenns Profile u Site koHkpeTHOM AP no eé serial number.
Mpumep:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 300 serial-number TEST-SERIAL action profile snr-ap622-i DEFAULT site
DEFAULT-SITE

14. no rule

CuHTaKkcuc

no rule <number>

HasHauyeHue

YpanuTtb rule ns Auto provision policy.



MapameTpbl
Mapa

Onucanue
meTp
<nu
mbe  Howmep rule.
r>
PekomeHpauumn

Komanaa ynansiet ykasaHHyto rule us Tekyiero Auto provision policy context.
UameHeHve TpebyeT commit Ans npumerenrmus B running-config. ins coxpaHeHus nocrie nepesarpyaku ucronbayetcs commit write.
Mpumep:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# no rule 950

15. MNMpuBaska Auto provision policy Kk controller device

CuHTakcuc

use auto provision policy <Auto-provision policy name>
no use auto provision policy

HasHauyeHue

3apatb unu yaanute Auto provision npuesska policy Ha yposHe Device.

MapameTpbl
MapameTp Onucanve
<Auto-
provision Wwms Auto provision policy.

policy name>

PekomeHaauun

Komangab! BbinonHstotcs ns Device configuration context nokansHoro controller device.

use auto provision policy <name> 3agaért policy, koTopyto KOHTPOIEp Ucronb3yeT Ans auto-provision NpuHsTLEIX AP 6e3 device-cekumm.
no use auto provision policy yaansiet npussiaky policy.

Mpumep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# use auto provision policy DEFAULT

16. Auto-provision workflow

TwvnoBon Nopaaok:

show adoption

system adopt <AP ID>
show adoption

commit

show adoption

show device-config <AP ID>

o auto-provision AP MmoxeT oTobpaxaTtbesi B Show adoption kak:
ADOPTED, CONFIG empty

Mocne commit, ecnn ans AP HangeHo noaxogsuiee npasuno Auto provision policy, koHTponnep cosgaét device-cekumio n show adoption nokassisaer CONFIG
+.

MuH1ManbHas co3faHHaa Cekumns BbIMAAUT Tak:

device <AP ID>
use site <SITE name>
use profile <Board name> <Profile name>
exit
UT0o6bI CO34aHHas CekumMst cCoxpaHunach nocrne nepesarpysku, MCNonb3ymnre:

commit write

17. JOIN_REQ u cyuwecTtByrouwas device-cekums
Auto-provision He cosgaét device-cekumio anst AP B cocTosiHAK:

JOIN_REQ

CHauana AP gomkHa 6biTb NPUHSATa KOHTPONepoM Yepes:
system adopt <AP ID>



Auto-provision Takke He co3naét nosTopHyto device-cekumio ans AP, y KOTOPOM yxe eCTb KOHUrypauwms 1 kotopas otobpaxaeTcs 8 show adoption kak:

CONFIG +

18. commit u commit write

CuHTakcuc

commit
commit write

Ha3HauyeHue

3anyctute NpMMeHeHne koHdUrypauum n auto-provision workflow.

MapameTpbl

Her.

PekomeHpauumn

commit npumMeHsieT uameHexns B running-config v sanyckaet auto-provision ans adopted AP 6e3 device-cekuuu.

Ecnu auto-provision cosaaét device-cekumio Bo Bpemsi 06sl4HOro commit, cekuus nosiensietcst B running-config, Ho He coxpansietcs B startup-config.

commit write npumensieT namerexus B running-config u coxpawsiet pesynstar 8 startup-config.

19. TunoBoun nopsapokK HacTpoukn Auto provision policy

Mpumep HacTponkn Auto provision policy n npussasku k controller device:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# auto provision policy DEFAULT

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT site DEFAULT-SITE

ap622-i-63-41-86(config-auto-provision-DEFAULT)# exit
ap622-i-63-41-86(config)# device ap622-i-63-41-86

ap622-i-63-41-86(config-ap622-i-63-41-86)# use auto provision policy DEFAULT

ap622-i-63-41-86(config-ap622-i-63-41-86)# commit write

Mocne npuHaTHa AP 1 BbINONHEHUs COMMIt koHTponnep cosgact MuHUManbHyto device-cexkumio ans AP, ecriv oHa cooTeeTcTByeT rule 1 ewé He umeeTt device-

cekumm.

20. KpaTtkasa kapTa KomaHA rnasbl

Komanpa
auto provision policy <Auto-provision policy name>

rule <number> any action profile <Board name> <Profile
name> site <SITE name>

rule <number> model <Model name> action profile <Board
name> <Profile name> site <SITE name>

rule <number> ip-address <IP match> action profile <Board
name> <Profile name> site <SITE name>

rule <number> mac-address <MAC match> action profile
<Board name> <Profile name> site <SITE name>

rule <number> serial-number <String> action profile <Board
name> <Profile name> site <SITE name>

no rule <number>

use auto provision policy <Auto-provision policy name>
no use auto provision policy

show adoption

commit

commit write

HasHauyeHue

Boitu B Auto provision policy context.

Cospgarb rule ans no6oi AP.

Cospgarb rule no model name.

Cospgarb rule no management IP address.

Cospgarb rule no MAC address.

Cosparsb rule no serial number.

Ypanutb rule n3 Auto provision policy.

MpuBsasatb Auto provision policy k controller device.
Ypanutb npueasky Auto provision policy.

Mposeputs STATUS, ONLINE n CONFIG agnsa AP.
MprMeHNTb KoHGUrypaumio 1 3anycTutb auto-provision.

MpUMeHNTL KOHMUIypaLuwmio, 3anycTuTb auto-provision 1 coxpaHuTb pesynbTar B startup-
config.



IFnaBa 17. Firmware, boot, upgrade u reload

1. HazHayeHue rnaBbl

B aTon rase COﬁpaHbI KOMaH[bl, CBsI3aHHbIE C XXWU3HEHHbIM LMKIoM firmware u onepaunoHHbIMW AENCTBUAMU Hag YyCTPONCTBaMMU:

. npocmoTp boot slots;

. BbIGOp slot Ans cnepytoLleit 3arpysku;

. npocmoTp firmware bank ans ynpasnsiembix AP;

. 3arpysky AP firmware image B firmware bank;

. yaanexue AP firmware image u3 firmware bank;

. nokarbHoe o6HoBreHve firmware yepes system upgrade;

. nepesarpysky riokanbHOro ycTpoucTsa, BCex YCTPOVWCTB Unu otaensHon AP;
. BbIrPY3Ky 1 3arpy3ky configuration file;

. cbpoc ycTtporicTa k factory defaults.

BonbLUMHCTBO KOMaHZ, 3Toi rnaebl oTHocKTCs k System / operational workflow. OHU BbINOMHSIOTCS HEMEANEHHO W He UCMONL3YIOT 0BbIYHYI0 KOHDUIYPALIMOHHYIO
MOZENb:
context config -> commit -> running-config -> startup-config

Ecnu komaHga sisnsietcs configuration command, 3To ykasaHo oTAesibHO. B ocTanbHbIx crydasix commit He TpeGyetcs.

2. O6wan mogensb firmware lifecycle

Boot slots
YcTpoiicTBo ncnonb3yeT Aea firmware slots:
slot0
slot1
Komanaa show boot nokasbisaeT, kakve images HaxogsaTcs B slots, U3 kakoro slot yCTpoNCTBO 3arpyxeHo cenyac v kakoi slot 6yaeT ncnonb3osaH Npu criegytoLen
3arpyske.
Komanga system boot next-boot slotO|slot1 mensiet Tonbko aHaueHne Next Boot. Mepesarpyaka npu cmeHe Next Boot He BbinonHsieTcs asTomaTtudecku.

AP firmware bank

AP firmware bank — ato xpaHunuwe firmware images ans ynpaensiembix AP.
C HUM paboTaloT KOMaHAbI:
show device upgrade firmware

system firmware ap add <URL>
system firmware ap delete <Firmware name>

3arpyska firmware image B bank cama no cebe He o3HavaeT HemeaneHHoe obHoBneHne Bcex AP. OHa Tonbko AobaBnseT image B XpaHunuLLe KOHTponnepa.

Local firmware upgrade

system upgrade <URL> o6Hosrsiet firmware nokansHoro yctponctaa us image, goctynHoro no URL. KomaHza ckaumBaeT image, BhIMOrHSET NPOBEpKy, COXpaHsieT
configuration files, 3anyckaeT upgrade n nepesarpyxaeT yCTPONCTBO.

3. Safety model

Komangb! firmware, reload, upgrade, factory reset un configuration import moryT npepBath ynpaBrneHue ycTpoiicTBOM mUnu n3meHuTsb persistent state.
[ins onacHblx komang CLI 3anpaluvBaeT noaTBEPXAEHWE Yeped Yes. Ecnu noaTBepxAeHe He BBEAEHO, Onepauys He BbIMOMHAETCS.
K TakMm KomaHaam oTHOCSTCS:

system upgrade <URL>

system reload self

system reload all

system reload ap <AP ID>

system configure download <URL>

system factory default self

system factory default ap <AP ID>

system firmware ap delete <Firmware name>

BHumanme: system firmware ap add <URL> takxe BbinonHsieTcsi HeMeAneHHo 1 namensieT AP firmware bank, Ho B TekyLLeM penuae He 3anpalumsaet
noaTeepxaeHue Yepes yes. Mepep 3anyckom npoeepbTe URL 1 Hanuune cBobogHoro mecta B firmware bank.

Mepes BLIMOMHEHNEM TakUX KOMaHA PEKOMEHAYETCs MPOBEPUTL TEKyLLIee COCTOSIHME YCTPONCTBA M COXPAHNTL KOH(UNYpaUmio, €Crin UBMEHEHUS A0IMKHbBI NEPeXnTb
nepesarpyaky:

show boot

show running-config
show startup-config
show version

show adoption

4. URL syntax

KomaHnab! 3arpy3ku v Beirpy3ku dannos ncrnonssyot URL.
Ang firmware image n configuration file gocTynHel cneaytowme transport protocols:



sftp
tftp
http
Tunosble chopmbl URL:

tftp://<hostname|IP>[:port]/path/file
sftp://<user>:<pwd>@<hostname|IP>[:port]/path/file
http://<hostname|IP>[:port]/path/file

Mpwu ncnonbsosaHumn URL c credentials yunTbiBaiiTe, 4TO CTpOKa kOMaHAbl MOXeT nonacTtb B uctoputo CLI unu operational logs.

5. [locTynHble KOMaHAbI

Ecnu He ykasaHo oTAerbHO, koMaHAbl 3Tol rnasbl BeiMonHsoTcs 3 Admin mode unu global configuration mode.
OCHOBHble KoMaHab!:

show boot
show boot ap <AP ID>

system boot next-boot slotO
system boot next-boot slot1

show device upgrade firmware

system firmware ap add <URL>
system firmware ap delete <Firmware name>

system upgrade <URL>
system upgrade <URL> in <seconds>

system reload self

system reload self in <seconds>

system reload all

system reload all in <seconds>

system reload ap <AP ID>

system reload ap <AP ID> in <seconds>

no system reload self
no system reload all
no system reload ap <AP ID>

system configure upload <URL>
system configure download <URL>

system factory default self
system factory default ap <AP ID>

6. show boot

CuHTaKkcmc

show boot
show boot ap <AP ID>

HasHauyeHue

Moka3aTb boot slots nokanbHOro ycrponcTsa unu ykasaHHon AP.

MapameTpbl

MapameTtp OnucaHue

ap <AP MokasaTb boot status ykasaHHoM
ID> AP.

PekomeHpauumn

show boot nokasbiBaet boot slots nokanbHoro ycTpoiictea.
show boot ap <AP ID> nokasbisaet boot slots koHkpeTHoit AP.
B BbIBOAE BaXHbI CrieaytoLLyve nons:

Mone Onucanue

IMAGE Firmware slot: slot0 vunu slot1.
BUILD DATE [Nata c6opku firmware image.
REVISION Firmware revision.

Current Boot Slot, n3 KOTOPOro YCTPONCTBO 3arpyXeHo cenyac.



Mone OnucaHue
Next Boot Slot, koTopbIii ByaeT ncnonb3oBaH Npu cneayoLLen 3arpyske.

Mpumep:
ap622-i-63-41-86# show boot
Mpumep ans AP:
ap622-i-63-41-86# show boot ap ap622-i-63-41-89

7. system boot next-boot

CuHTakcuc
system boot next-boot slotO
system boot next-boot slot1

HasHaueHue

Bbi6paTth firmware slot ans cnepytoluei 3arpysku.

MapameTpbl
MapameTtp OnucaHue
slot0 Wcnonbsosats Slot0 npu crepytoweit
3arpyske.
slot1 Wcnonbsosats Slot1 npu cnepyroweit
3arpyake.
PekomeHpauumn

Komanaa mexsiet Tonbko Next Boot. OHa He nepesarpykaet yCTponcTBo aBToMaTn4ecky.
Mocne namexeHus slot npoBepbTe pesynbTaT KOMaHAOM:

show boot
Mpumep:

ap622-i-63-41-86# system boot next-boot slot0
ap622-i-63-41-86# show boot

YTo6bl BEpHYTH Criedytowmii boot Ha Apyro slot, BLINOMHUTE kKOMaHAY € APYTYM 3HAYEHNEM:

ap622-i-63-41-86# system boot next-boot slot1
ap622-i-63-41-86# show boot

8. show device upgrade firmware

CuHTakcuc

show device upgrade firmware

Ha3HauyeHue
MokasaTb cogepxumoe AP firmware bank un nHdopmauuio o storage usage.

MapameTpbl

Her.

PekomeHpauumn

Komanaa nokasbiBaeT firmware images, 3arpyxeHHble B AP firmware bank.
B BbIBOAE BaXHbI CrieaytoLLme nons:

Mone Onwucanne
Name Wwms firmware image.
Revision Firmware revision.

Upload Date  [lata 3arpysku image B firmware bank.
Size (MB) Pa3wmep image.
Total Storage ~ O6Luit paamep storage.

Used by

X MecrTo, 3aHsToe firmware images.
firmware



Mone Onwucaxue

Available

OCTYNHOE MECTO.
space Recry

Mpumep:
ap622-i-63-41-86# show device upgrade firmware

9. system firmware ap add

CuHTakcuc

system firmware ap add <URL>

HasHauyeHue

3arpy3utb AP firmware image B firmware bank.

MapameTpbl
Napam Onucanue
eTp

<URL> URL firmware image.

PekomeHpaauumn
KomaHnaa ckaumsaeT firmware image no ykazaHHomy URL u go6aensiet ero B AP firmware bank.

KomaHza BhINONHAETCA HEMEANEHHO M HauMHaeT 3arpy3ky firmware image cpasy nocre Beoga. B Tekywem peruae CLI He sanpalumsaeT noaTBEpXaeHUE Yepes Yes
Ans aTon komaHabl. KomaHga He Tpebyet commit n He go6asnsiet ctpokw B running-config unu startup-config.

Mocne 3arpy3ku nposepbTe firmware bank:
show device upgrade firmware
Mpumep:

ap622-i-63-41-86# system firmware ap add sftp://user:password@example.com/path/to/SNR-AP622-1_v0.2.1-dev.bin
ap622-i-63-41-86# show device upgrade firmware

10. system firmware ap delete

CuHTakcuc

system firmware ap delete <Firmware name>

Ha3HauyeHue

Ypanutb AP firmware image u3 firmware bank.

MapameTpbl

MapameTp OnucaHue

<Firmware

name> Wwms firmware image B firmware bank.

PekomeHaauun
Komanga ygansert firmware image n3 AP firmware bank.
KomaHaa BbinonHsietcs HemeaneHHo. OHa He TpebyeT commit u He meHsieT running-config unu startup-config.
Mepen ynaneHvem nposepbTe CNUCOK images:
show device upgrade firmware
Mpumep:

ap622-i-63-41-86# show device upgrade firmware
ap622-i-63-41-86# system firmware ap delete SNR-AP622-_v0.2.1-dev.bin

11. system upgrade

CuHTakcuc
system upgrade <URL>
system upgrade <URL> in <seconds>

HasHaueHue

O6HoBMTL firmware nokanbHoOro yctpocTtaa us image, goctynHoro no URL.



MapameTpbl

Napam
eTp

Onwucanue

<URL> URL firmware image.

in
<seco 3annaHvMpoBaTb OTNIOXEHHOE OGHOBNEHNE CUCTEMBI,
BpeMS B CEeKyHAaXx.
nds> P Y
PekomeHpauumn

Komanpga BeinonHsieT local firmware upgrade.
lNocne nogTBepXXaeHNs koMaHaa ckaymnBaeT firmware image, npoBepsieT ero, coxpaHsieT configuration files, 3anyckaet upgrade n nepesarpyxaeT yCTpOMUCTBO.
KomaHaa BbINofiHAeTCst HeMeAneHHo 1 He TpebyeT commit.
Mpumep:
ap622-i-63-41-86# system upgrade sftp://user:password@example.com/path/to/SNR-AP622-_v0.2.1-dev.bin

12. system reload self

CuHTakcmuc

system reload self
system reload self in <seconds>

HasHaueHue

MepesarpysuTb NokanbHoe YCTPOMCTBO.

MapameTpbl

MapameTtp OnucaHue

36I‘IJ‘IaHMpOBaTb OTNOXEHHbIV 3anyck KOMaHabl,

in <seconds>
BpeMS B CEKyHAaXx.

PekomeHpauumn

KomaHnga nepesarpyxaeT fiokanbHoe yCTPOWCTBO NOCNE UHTEPAKTUBHOMO NOATBEPXAEHNS.
[ns ynanénHow CLI session aTo NpuBoauT k paspbiBy coeanHeHus. MNepen BbiNonHeHneM KoMaHabl pekomeHayeTcs ybeauTbes, 4To ecTb pabounii cnocob
NOBTOPHOro AOCTyNa K yCTPOUCTBY nocre reload.

Mpumep:
ap622-i-63-41-86# system reload self

13. system reload all

CuHTakcmc

system reload all
system reload all in <seconds>

HasHaueHue

MepesarpysuTb ynpasrsemyto CeTb UK BCe YCTPOICTBA, OTHOCSLLMECS K KOHTPOMIIEPY.

MapameTpbl
MapameTtp OnucaHue

3annaH MpoBaTb OTNOXEHHbIN 3anyck

in <seconds>
KOMaHAbl, BPEMS B CEKyHAaX.

PekomeHpgauun
Komanpa BbinonHseT reload nocrne MHTepakTUBHOIO NOATBEPXAEHNS.
Vcnonbayiite eé Tonbko B maintenance window, notomy yto reload npepbiBaeT paboTy koHTponnepa v ynpasnsiemMbix AP.
Mpumep:
ap622-i-63-41-86# system reload all



14. system reload ap

CuHTakcuc
system reload ap <AP ID>
system reload ap <AP ID> in <seconds>

Ha3sHauyeHue
Mepesarpy3nTb KOHKpeTHy0 AP.

MapameTpbl
Napam OnwucaHue
eTp
|<|:')A;P WpeHtndmkatop AP.
in .
<seco SaI'IJ'IaHMpOBaTb OTNIOXEHHbIN 3anyCK KOMaHAbl,
BpemMsA B CeKyHOax.
nds>
PekomeHpauumn

KomaHpa BbinonHsieT reload ykaszanHon AP nocne MHTepakTMBHOIO NOATBEPXKAEHNS.
[nsa nposepkun coctosiHust AP nepep reload ncnonbayite:

show adoption
show boot ap <AP ID>
show version ap <AP ID>

Mpumep:
ap622-i-63-41-86# system reload ap ap622-i-63-41-89

15. no system reload

CuHTaKkcuc

no system reload self
no system reload all
no system reload ap <AP ID>

Ha3HauyeHue

OTMeHUTb 3annaHupoBaHHbIN reload.

MapameTpbl
MapameTtp OnucaHue
OTmeHuTb reload nokansHOro
self

ycTponcTBa.

OTmeHuTb reload Bceii ynpaBnsiemon

I
a ceTu.

ap <AP ID>  OTmeHuTb reload ykasaHHow AP.

PekomeHpauum

Komangsl no system reload ... ncnonbaytotes ans otmeHs! reload, ecnv reload 6bin 3annaHMpoBaH 1 ewé He BbIMOSHEH.
[Ina npocMOTpa OTNOXEHHbIX 3a4a4 UCMONb3yNTe:

show system delayed
show system delayed ap <AP ID>

Mpumep:
ap622-i-63-41-86# no system reload ap ap622-i-63-41-89

16. system configure upload

CuHTakcuc

system configure upload <URL>

HasHauyeHue

BoIrpy3utb Tekywun running config Ha ykasanHbii URL.



MapameTpbl

MNapameTp Onwucaxue

URL ans Beirpy3ku configuration

<URL> file.

PekomeHpauumn

KomaHga BbirpyxaeT Tekywumin running-config.
OHa BbINOMHAETCS HEMEATIEHHO 1 He TpebyeT commit.
Mpumep:
ap622-i-63-41-86# system configure upload tftp://192.168.88.100/backups/config.txt

17. system configure download

CuHTakcuc

system configure download <URL>

HasHauyeHue

CkauaTb configuration file n coxpanuTs ero kak startup-config.

MapameTpbl
Napawe OnucaHue
TP

<URL>  URL configuration file.

PekomeHpaauumn
Komanga ckaumsaeT configuration file, napcut ero, coxpansier kak startup-config u npegnaraet binonHuTs reboot.
370 He 06bIuHbLIN cCOMMt write workflow. Komanga mensieT startup-config yepes onepauuorHyto npoueaypy umnopra.
Ecnv nocne sarpysku configuration file BbinonHsieTcs reboot, yctporctso craptyeT ¢ umnoptuposanHoro startup-config.
Mpumep:

ap622-i-63-41-86# system configure download tftp://192.168.88.100/backups/config.txt

18. system factory default

CuHTakcuc
system factory default self
system factory default ap <AP ID>

HasHauyeHue

CbpocuTb nokansHoe yCTPOWCTBO Unu ykasaHHyto AP k factory defaults.

MapameTpbl
Napame OnucaHue
™
self JlokarnbHoe yCTpoNCTBO.
ap <AP
D> KoHkpeTHas AP.
PekomeHaauuun

KomaHpaa yaanseT TekyLume HacTpOKM YCTPOCTBa 1 BO3BpaLLaeT ero k factory defaults nocne UHTEpaKTMBHOIO NOATBEPXAEHNS.
system factory default self npumensieTcst k nokansHomy ycrtporictay.

system factory default ap <AP ID> npumeHsieTcs k ykazaHHom AP.

Mocne factory reset ycTpoiCTBO MOXeT MoTepsTb TekyLmuii management address, adoption state nnu napameTpbl NnogkmnoYeHNs kK koHTpornepy. Mcnoneayite
KOMaHZy TOMNbKO NPU HanNM4uM NnaHa BOCCTaHOBIEHUA AOCTyna.

Mprmep Ans NokanbHOro yCTponcTBa:
ap622-i-63-41-86# system factory default self
Mpumep anst AP:
ap622-i-63-41-86# system factory default ap ap622-i-63-41-89



19. TunoBoun nopsanoOK 6e3onacHOro o6HOBINEHUA NOKaNbLHOro yCTpoucTea

1. MpoBepbTe Tekywwmin boot state u firmware version:

show boot
show version

2. CoxpaHuTe BaxHYH KOHUrypaumio:

show running-config
system configure upload tftp://<server>/backups/<file>

3. 3anyctute local firmware upgrade:
system upgrade <URL>
4. Mocne nepesarpysku npoeepbTe firmware version u boot slot:

show version
show boot

20. TunoBou nopsapok pabotbl ¢ AP firmware bank

1. MpoBepbTe TekyLlee cogepxumoe firmware bank:
show device upgrade firmware

2. 3arpysute firmware image:
system firmware ap add <URL>

3. MpoBepbTe, YTO image nossuscs B firmware bank:
show device upgrade firmware

4. Ecnu image 6orbLue He HyXXeH, yaanuTte ero:

system firmware ap delete <Firmware name>



naBa 18. ACS (Auto Channel Select)

1. HazHayeHue rnaBbl

Pasaen onucbiBaeT HacTpoiiky v ucnonbsosaHme ACS — Auto Channel Select.
ACS vcnonb3yeTcs Ans aBTomaTnyeckoro Bolbopa radio channel Ha AP. B CLI ACS cocTouT 13 AByx YacTten:

. acs policy <ACS policy name> — koHcurypauuorHas policy ¢ npasunamu Beibopa kaHana;

. system acs policy <ACS policy name> scan start — operational-komarpa 3anycka ACS scan.
ACS policy moxeT 3agasartb:

. KaHarbl, KoTopble Hernb3si BbIGUpaThb;

. MeTop Bblibopa kaHana;

. BO3MOXHOCTb CkaHupoBaHusi AP ¢ akTuBHbIMY client associations;

. pacnucanue ACS scan.
ACS HaumHaeT BnusATh Ha radio TONMbKO eCru BbIMOMHEHbI BCE YCIOBUS:

1. ACS policy cosgaHa.

2. ACS policy npumetena k Profile unu Device.

3. Radio interface ncnonsayet channel acs unu channel acs width <width>.

2. O6was mopenb ACS

ACS policy sensetcs koHbUrypaumoHHsIM o6bekToM. MameHeHus 8 ACS policy context nonapatot 8 context config u Tpe6ytor commit ans npumenerns s
running-config. [ins coxpaHeHns nocne nepeaarpyaku ucnosbayetcs commit write.

Mpuesaska ACS policy BeinonHseTcs Ha ypoBHe Profile unu Device:

profile <Board name> <Profile name>
use acs policy <ACS policy name>

device <AP ID>
use acs policy <ACS policy name>

Ha radio interface HyxHo Bkntounte ACS channel selection:

interface radio <1|2>
channel acs

unu 3agatb ACS BmecTe ¢ channel width:

interface radio <1|2>
channel acs width <width>

3anyck ACS scan yepes system acs ... ssnsetcs immediate action. Takas koMaHfa BbINOMHSETCS OTAENLHO OT 06bluHOro workflow context Config -> commit ->
running-config u He TpeGyet commit.

BHumanue: ACS scan MOXeT BPEMEHHO NOBMUATL Ha wireless service, NOToMy 4To AP BbINOMHSIOT CKAHUPOBAHUE M MOTYT M3MEHWUTb pabouuii kaHan. Mepen 3anyckom
CLI 3anpalwumBaeT noATBepXAEHME Yepes YEsS.

3. Bxoa B ACS policy context

CuHTakcmc

acs policy <ACS policy name>

Ha3HauyeHue

Bontu B ACS policy configuration context.

MapameTpbl
Napame Onucanue

™

<ACS

policy Mms ACS policy.
name>
PekomeHpauun

KomaHnga BbinonHsieTcsa u3 global configuration mode.

Ecnu policy yxe cywectsyeT, CLI oTkpbiBaeT eé Tekywmii context. Ecnin cosgaércs Hosast policy v M3MeHeHUst He MPUMEHSIOTCS, revert otkateiBaeT context k
Tekywemy running-config.

Mpumep Bxoaa B ACS policy context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# acs policy TEST
ap622-i-63-41-86(config-acs-TEST)#

4. ACS policy context prompt
Mpumep prompt:
ap622-i-63-41-86(config-acs-TEST)#



B a1oit rnase Takoi pexum Hasbisaetcs ACS policy configuration context.

5. Mpumep ACS policy
Mpumep ACS policy:
acs policy TEST
scan-method gbss
force-scan
denied-channels 2.4 channels 1 13
denied-channels 5 channels 36 40
exit

B atom npumepe ACS ucnonbayeT meToa qbss, paspeluaet scan Ans AP ¢ akTuBHbIMK client associations u nckntouaeT ykasaHHble kaHanbl 13 BeiGopa.

6. AoctynHblie ACS policy commands

Ecnu He ykasaHo oTaernbHO, koMaHbl 3Tol rnasbl BeinonHsoTcs u3 ACS policy configuration context.
OcHoBHble AocTynHble komaHabl ACS policy context:

denied-channels 2.4 channels <channel-list>

denied-channels 5 channels <channel-list>

no denied-channels 2.4

no denied-channels 5

force-scan
no force-scan

scan-method ap-count
scan-method noise
scan-method gbss

scan-schedule time <HH:MM>
no scan-schedule

7. denied-channels

CuHTakcuc

denied-channels 2.4 channels <channel-list>
denied-channels 5 channels <channel-list>
no denied-channels 2.4

no denied-channels 5

HasHauyeHue

3apath Unu yaanuTb CIUCOK kaHasos, koTopble ACS He JorkeH Bbibupats.

MapameTpbl
MapameTtp OnucaHune
2.4 2.4 GHz band.
5 5 GHz band.
<channel-
. Cnncok kaHanoB Yepes npoben.
list>
PekomeHaauumn

denied-channels 2.4 channels <channel-list> 3apaér nckniouérHbie kaHansl gns 2.4 GHz band.
denied-channels 5 channels <channel-list> sapnaér nckniouénnbie kanans ans 5 GHz band.

no denied-channels 2.4 ynanset cnmcok nckmioYéHHbIX kaHanoe ans 2.4 GHz band.

no denied-channels 5 yaansiet cnmcok uckniouéHHbIx kaHanos ans 5 GHz band.

Mpumep:

ap622-i-63-41-86(config-acs-TEST)# denied-channels 2.4 channels 1 13
ap622-i-63-41-86(config-acs-TEST)# denied-channels 5 channels 36 40

8. force-scan

CuHTakcuc

force-scan
no force-scan



HasHauyeHue

Paspewmntb unu 3anpetnte ACS scan ans AP ¢ akTuBHbIMK client associations.

MapameTpbl

Her.

PekomeHpauumn

Ecnu force-scan skniouéH, ACS scan MoXeT BbINONHATLCA Ha AP, rae ecTb NoakmnioyYéHHble wireless clients.
Ecnin force-scan He BkriouéH, AP ¢ aktusHbIMK client associations nponyckatotcst npu ACS scan. 3T0 CHUKAET PUCK BIMSIHUS SCAN Ha YXXe MOAKIIIOYEHHBIX KITUEHTOB.
Mprmep BkNOYEHNS:
ap622-i-63-41-86(config-acs-TEST)# force-scan
MpuMep oTKIIOYEHNS:
ap622-i-63-41-86(config-acs-TEST)# no force-scan

9. scan-method

CuHTakcuc

scan-method ap-count
scan-method noise
scan-method gbss

Ha3HauyeHue

3apatb MmeTog Bbibopa kaHana ACS.

MapameTpbl

3HauyeHue OnucaHue

ap-count MeToa Ha ocHoBe konudyecTsa AP Ha kaHarne.

noise MeTog Ha OCHOBE ypOBHS LUyMa.

bss MeTop Ha ocHoBe QBSS / channel utilization

a information.
PekomeHaauumn
KomaHnpa 3apaét metog, kotopbit ACS ncnonb3yeT npu OLeHKe AOCTYMHbIX KaHanoB.
Mpumep:

ap622-i-63-41-86(config-acs-TEST)# scan-method gbss

10. scan-schedule

CuHTakcuc
scan-schedule time <HH:MM>
no scan-schedule

HasHauyeHue

3apaTb vnu yaanutb pacnucaHve ACS scan.

MapameTpbl
e OnucaHue
™
<HH:M  Bpewms sanycka ACS
M> scan.
PekomeHpauumn

scan-schedule time <HH:MM> sagaét spems nnaHosoro ACS scan.
no scan-schedule ygansiet pacnucanue ACS scan us policy.
Mpumep:

ap622-i-63-41-86(config-acs-TEST)# scan-schedule time 03:00



11. NMpuBaska ACS policy k Profile

CuHTakcuc
use acs policy <ACS policy name>
no use acs policy

Ha3Ha4yeHue
Mpueasate ACS policy k Profile unu yoanute npusssky.

MapameTpbl
JERERTD OnucaHue
P
<ACS
policy Wms ACS policy.
name>
PekomeHpauumn

KomaHngab! BbinonHstotes ns Profile configuration context.

Ecnu Profile ucnonsayet ACS policy, oHa npumeHsietcs ko Bcem AP, koTopble ucnonb3aytoT aT10T Profile, ecnu Ha ypoeHe Device He 3apaHa cobcTBeHHast per-device
npvBesiaka.

[ns daktudeckoit pabotsl ACS Ha radio interface Tawke Tpe6yetcs channel acs nnn channel acs width <width>.
Mpumep:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# use acs policy TEST
Mpumep yaaneHuns npuBA3Kn:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use acs policy

12. NMpuBaska ACS policy k Device

CuHTakcuc
use acs policy <ACS policy name>
no use acs policy

Ha3Ha4yeHue
BapgaTb unn yganute per-device ACS policy override.

MapameTpbl
TEERR OnucaHue
TP
<ACS
policy Wwmsi ACS policy.
name>
PekomeHpauumn

KomaHngb! BbinonHsoTces n3 Device configuration context.

Ecnu ACS policy 3agaHa Ha yposHe Device, oHa nepeonpenensiet ACS policy, yHacnegoBaHHyto Yepes Profile. Ecnn per-device npuBsiska oTCyTCTBYET, MCMONb3yeTCA
nosepnexue Profile.

[ns daktudeckoin pabotsl ACS Ha radio interface Tawke Tpebyetcs channel acs nnm channel acs width <width>.
Mpumep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use acs policy TEST

Mpumep yaanenus per-device NpuBa3ku:
ap622-i-63-41-86(config-ap622-i-63-41-89)# no use acs policy

13. BknrouyeHue ACS Ha radio interface

CuHTakcuc

channel acs
channel acs width <width>



Ha3HauyeHue
Mepepats BbIGOp channel Ha radio interface mexaHnamy ACS.

MapameTpbl

MapameTp OnucaHue

<width> Channel width. JocTynHble 3HaveHus 3aBucsiT oT radio band u regulatory settings.
PekomeHaauumn

KomaHngab! BbinonHsitotest 3 Radio interface configuration context BHyTpu Profile unu Device.

channel acs skniouaet aBTomatnyeckwit Beibop channel 6e3 siBHOro ykasanus channel width B komaHze.
channel acs width <width> skntouaet asTomaTtuyeckuin BiGop channel 1 sagaét channel width.
Mpumep ans Profile:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface radio 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# channel acs width 20

OoctynHblie channel width u kaHanbl 3aBucsT oT BeIGpaHHoro country code B Site. Country code npUMeHsiET perynsTopHble OrpaHUYeHus BbIGPaHHOM CTpaHbI.

14. show acs policy result

CuHTaKkcmc

show acs policy <ACS policy name> result

Ha3HauyeHue

MokasaTb pesynbTaT nocnegHero ACS scan ans ykasaHHoii policy.

MapameTpbl
LELE Onucahnue
Y
<ACS
policy Mms ACS policy.
name>
PekomeHpauumn

KomaHpa siBnsetcs read-only v He MeHsieT KoHdUrypaumio.
PesynbTaT nokasbiBaeT summary nocrnegHero ACS scan. B BbiBoge BaxHbI crieqyioliye AaHHble:

Mone / 6Gnok OnucaHve

Last Scan start time Bpemsi Hayana nocnegHero scan.

Last Scan finish time Bpemsi 3aBepLUEHWs NOCNEeAHEro scan.

Access Points Channel Changes Tabnuua nameHeHuin kaHanos no AP 1 band.
Summary Konm4ecTBo N3MEHEHHbBIX 1 Hen3MeH&HHbIX radio.
Note MosicHeHne nosefexus force-scan.

Ecnn ACS scan eLué BbINOSHSETCS, pe3ynbTaT MOXeT nokasbiBaTb NpeaynpexaeHne 0 TOM, YTO Scan HaXOAUTCS B NPOLLECCe BbIMOMHEHUS.
Mpumep:
ap622-i-63-41-86# show acs policy TEST result

15. system acs policy scan start

CuHTaKkcuc

system acs policy <ACS policy name> scan start
system acs policy <ACS policy name> scan start in <seconds>

HasHauyeHue

3anyctutb ACS scan HemeaneHHO Unn ¢ 3af,epXKKON.

MapameTpbl

MapameTtp Onucaxune



MapameTtp OnucaHue

<ACS policy 1 acs policy.

name>

in

<Seconds> 3a,qep>KKa 3anycka scan B ceKkyHaax.
PekomeHpauumn

KomaHnaa oTHocuTes k System v BeinonHaeTcs kak immediate action.
OHa He CO30aET KOHUrypaLMOHHbIE CTPOKU U He TpebyeT commit.
Mepen 3anyckom ACS scan CLI BeiBoguT npeaynpexaeHne. [nst npoAoHKEHNS HYXXHO BBECTU:
yes
ACS scan MOXeT BPEMEHHO HapylLMTb wireless service ns-3a CKaHNpOBaHMs 1 BO3MOXHOM cMeHbl kaHanos. Ecnin force-scan we skmiouéH, AP ¢ akTuHbIMK client
associations nponyckatotcs.
Mpumep HemeaneHHOro 3anycka:
ap622-i-63-41-86# system acs policy TEST scan start
Mpumep oTnoxeHHoro 3anycka:
ap622-i-63-41-86# system acs policy TEST scan start in 60

16. show system delayed ana ACS

CuHTakcuc

show system delayed
show system delayed ap <AP ID>

HasHauyeHue

MokasaTb OTNOXeEHHbIE System tasks, Bkntovas oTnoxeHHbIn ACS scan.

MapameTpbl
MapameTp OnucaHue

[MokasaTb OTNOXeHHbIe tasks ons

ap <AP ID> ykasaHHoun AP.

PekomeHpauumn

Ecnmn ACS scan 6bin 3annaHuposaH Yepes system acs policy <ACS policy name> scan start in <seconds>, ero moxHo yBuaeTb yepes show system
delayed.
KomaHga nokasbiBaeT uaeHTudmkatop task, uMs task 1 octasleecs Bpemsi 4o 3anycka.
Mpumep:
ap622-i-63-41-86# show system delayed

17. TunoBoun nopsaok HacTponku ACS

Mpumep HacTporku ACS policy u BknoveHnst ACS channel selection Ha radio:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# acs policy TEST
ap622-i-63-41-86(config-acs-TEST)# scan-method gbss
ap622-i-63-41-86(config-acs-TEST)# denied-channels 2.4 channels 1 13
ap622-i-63-41-86(config-acs-TEST)# denied-channels 5 channels 36 40
ap622-i-63-41-86(config-acs-TEST)# exit
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# use acs policy TEST
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface radio 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# channel acs width 20
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio )# exit
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# interface radio 2
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)# channel acs width 20
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)# exit
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# commit

Mocne npumeHeHns koHdUrypaumm MoxHo 3anyctute ACS scan n npoBepuTb pesynbTar:

ap622-i-63-41-86# system acs policy TEST scan start
ap622-i-63-41-86# show acs policy TEST result
ap622-i-63-41-86# show wireless radio



nmaBa 19. [inarHocTUKa, MOHUTOPUHI U CECCUMN

1. HazHayeHue rnaBbl

B aToil rnase cobpaHbl KoMaHAb! ANs AMarHOCTUKWM, MOHUTOPWHra 1 ynpaeneHus CLI/Web-ceccusimu.
B rnaBy BxoasT:

. 6asoBas nposepka IP-gocTynHocTn Yepes ping v traceroute;

. noAKIYeHVe K ApyriM yanam Yepes connect ssh u connect telnet;

. NPOCMOTP COCTOSIHWS YCTPOWCTBA, MHTEpdencos, P, wireless u knneHToB;
. NPOCMOTP KOHUIrypauum Anst ANarHOCTUKK;

. npocMoTp U 3akpbitne CLI/Web-ceccuir;

. NpOCMOTp rnonb3oBaTenei;

. NOTOKOBbIN NPoCMOTp system logs;

. Hactpoiika loglevel u logserver Ha yposre Profile u Device.

[nasa He 3ameHsieT cneumanuaposaHHsle rmasbl no show, System commands, Radio, WLAN, ACS, Firmware, Adoption u policy contexts. 3aeck komanzb!
CrpyNnMpOoBaHbI MO ANArHOCTUMECKUM 3aadam.

2. Obwasa mopenb diagnostics

ﬂmarHocmquKme KOMaHObl AEeNATCA Ha TpW rpynnbl.
Read-only Show-komaHzb! He MeHSIIOT KoHUrypaLwio 1 He TpeBytoT commit:
show health
show interface brief
show ip route
show wireless ap
show sessions
Operational-komaHAb! BbINONHSAOT AecTBrne cpasy:
ping <host>
traceroute <host>
connect ssh <username> <host>
connect telnet <host>
system monitor
system session kill <Session ID>
Configuration-komangp! Ans logging meHsioT koHurypaumio Profile unm Device un tpebyior commit ans npumerermns:

loglevel <level>

logserver file

logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>

3. ping

CuHTaKkcuc

ping <host>

HasHauyeHue

MposepuTtb IP-AOCTYNHOCTL Y3na.

MapameTpbl

MapameTtp OnucaHue

<host> IPv4 address unu hostname, ecnu hostname resolution gocTyneH B TekyLuen KoHdUrypaumm.
PekomeHaauumn

Komanpga vicnone3yetcs ansi 6asoson npoeepkm reachability. Ona goctynHa n3 Admin mode, global configuration mode n 6onbwmHcTBa configuration contexts.
ping <host> otnpasnsiet Heckonbko ICMP probes 1 nokasbiBaeT cTatucTuky packet loss 1 round-trip time.
Mpumep:
ap622-i-63-41-86# ping 192.168.88.201
B CLI help Takke oToGpaxaeTcs BeTka Proto, Ho aHaueHus protocol B 3Tol rmase He packpbIBaOTCS.

4. traceroute

CuHTakcmuc

traceroute <host>

HasHauyeHue

MokasaTb nyTb IP-nakeToB A0 yAanéHHoro yana.



MapameTpbl

MNapameTp OnucaHue
<host> IPv4 address nnu hostname, ecnu hostname resolution gocTyneH B TekyLuein koHdurypauum.
PekomeHpauumn

KomaHnaa vicnonb3yeTcs Anst AMarHocTukvM mapLupyTa Ao yaanéHHoro y3na. OHna goctynHa n3 Admin mode, global configuration mode n 6onblmHcTBa configuration
contexts.

Mpumep:
ap622-i-63-41-86# traceroute 192.168.88.201

B CLI help Takxe oTobpaxaeTcsi BeTka proto, Ho 3HaueHus protocol B 3Toii rnaBe He packpbiBaloTCs.

5. connect

CuHTakcuc
connect ssh <username> <host>
connect telnet <host>

HasHauyeHue

OTkpbITb terminal session k gpyromy host no SSH nnu Telnet.

MapameTpbl
MNapameTp OnucaHue
ssh OTkpbITb SSH session.
telnet OtkpbiTb Telnet session.
<username> Mwmsa nonbsoBatens ana SSH-nogknoveHus. na Telnet He ucnonb3ayetcs.
<host> IPv4 address nnu hostname yaanénHoro yana.
PekomeHaauumn

connect ssh <username> <host> ucnonbayetcs ans noaknoyeHns k yaanéHHomy yany no SSH.

Mpwu nepsom SSH-noakntoueHnn k host CLI moxeT 3anpocutb noaTBepxaeHue trusted host fingerprint. Mocne storo CLI 3anpawwusaeT password ykasaHHOro
nonb3oBaTens.

Mpu noakntoyeHnn k managed AP, koTopasi ynpaBnsieTcsi KOHTPOSINEePOM, MOXET OTKPbITLCS NokarnbHoe MeHo AP. [ns BbIxoAa U3 HEro UCMOIb3YeTCs NYHKT:
0. Exit

connect telnet <host> ucnonbayetca ansa nogkntoyeHus no Telnet. Telnet He UcnonbayeT NapameTp <USErName> B CUHTaKCUCe KOMaHAb!.

Mpumepbi:
ap622-i-63-41-86# connect ssh Admin 192.168.88.202
ap622-i-63-41-86# connect telnet 192.168.88.200

Telnet nepenaét faHHble 6e3 WwWndpoBaHus. [ns 06bIMHOMO YAANEHHOIO YNpaBneHNs NPeanoYTUTENBHO Ucnonb3oBaTb SSH.

6. Hardware and device diagnostics

CuHTakcmuc

show health

show health ap <AP ID>
show version

show version ap <AP ID>
show boot

show boot ap <AP ID>

HasHauyeHue

Mokasatb hardware health, firmware version, identity information u boot slot status nokanbHoro yctpoiicTsa unu ykasaHHown AP.

MapameTpbl
MapameTtp OnucaHue

Moka3aTb MHOpMaLMio Ans

ap <AP ID> ykasaHHomn AP.



PekomeHaauuun
show health nokaswiBaet hardware health nokansHoro yctpoiictea. show health ap <AP ID> nokasbiBaet hardware health konkpeTHoit AP. BriBog conepxut
CPU, RAM, storage n temperature information.

show version nokasbisaer version v identity information nokansHoro yctpoiictea. show version ap <AP ID> nokaabiBaeT Takyto MHPOPMaLMIO A1t KOHKPETHOM
AP. BeiBop cogepxuT firmware version, uptime, CPU, base Ethernet MAC, serial number n model number.

show boot n show boot ap <AP ID> ucnonbaytotcs ansi nposepku boot slots: TekyLero slot, slot ans cnepytoLlen 3arpysku, revision u build date. Mogpo6GHoe
onucaHve boot workflow npueegeHo B rmase Firmware, boot, upgrade and reload.
Mprmepb:

show health

show health ap ap622-i-63-41-89
show version

show version ap ap622-i-63-41-89
show boot

show boot ap ap622-i-63-41-89

7. Interface diagnostics

CuHTaKkcuc

show interface brief
show interface counters
show interface switchport

Ha3HauyeHue

[MokasaTb cocTosiHWe huandeckmx nHTepdericos, counters un switchport/VLAN information.

MapameTpbl

Her.

PekomeHpaauuun
show interface brief nokasbisaet kpaTkoe cocTosiHMe dmanyecknx HTepdericos. OcHoBHbIE Nons: interface name, status, MAC, speed u duplex.
show interface counters nokassisaer traffic counters dpmandecknx nHTepdericos: RX/TX packets, bytes u drops.

show interface switchport nokassisaet switchport mode n VLAN information. Komanga nonesHa npw nposepke access/trunk mode, access VLAN, native VLAN n
allowed VLAN list.
Mpumep:

show interface brief

show interface counters
show interface switchport

8. IP diagnostics

CuHTaKkcmc

show ip interface
show ip interface brief
show ip route

show ip arp

show ip dns

show ip dhcp

Ha3Ha4yeHue
MokasaTtb IP interfaces, routing table, ARP table, DNS information n DHCP status.

MapameTpbl

Her.

PekomeHaauumn
show ip interface nokassisaet detailed IP interface data.
show ip interface brief nokassizaet kpatkyto Tabnuuy IP interfaces.

show ip route nokaseisaet routing table. OcHoBHble nonsi: destination, gateway, flags, interface u metric. B BbiBogie MoryT ucrnonb3osatbes flags ans connected,
gateway, static u DHCP routes.

show ip arp nokassisaet ARP table.
show ip dns nokasbisaeT DNS information.
show ip dhcp nokasbisaeT DHCP status, Bkriodas policy/device/VLAN/site/leases information.
Mpumep:
show ip interface brief

show ip route
show ip arp



show ip dns
show ip dhcp

9. Wireless diagnostics

CuHTakcmuc

show wireless ap

show wireless radio

show wireless wlan

show wireless client connect

show wireless client connect ap <AP ID>

show wireless client connect wlan <WLAN policy name>
show wireless client detail

show wireless client detail ap <AP ID>

show wireless client detail wlan <WLAN policy hame>
show wireless client info

show wireless client info ap <AP ID>

show wireless client info wlan <WLAN policy name>

Ha3HauyeHue
MNokasaTb coctosiHe AP, radio, WLAN u wireless clients.

MapameTpbl

MapameTp Onucaxue

ap <AP ID> dunbTp no AP.

Wla.n <WLAN ®unbtp no WLAN policy name.
policy name>
PekomeHaauuun

show wireless ap nokassisaeT AP summary: AP ID, hostname, Site, radios, mode, client count u IPv4 address.
show wireless radio nokasbisaeTt radio summary: radio, radio MAC, RF mode, state, channel, transmit power u client count.
show wireless wlan nokasbisaet WLAN summary: WLAN policy, SSID, clients v radios.

show wireless client connect nokaswisaeT, kak wireless clients nogkntoueHs! yepea radio. Monesusie nons: client, signal, current bandwidth, rate, connection time u
AP/radio.

show wireless client detail nokasbiBaeT aetanbHyto UHgopMaLwmio o wireless clients.
show wireless client info nokasbisaet IP/VLAN/WLAN information no wireless clients.

dunbTpaums no AP uin WLAN policy nogaepxana ans show wireless client connect, show wireless client detail n show wireless client info.
Mprmepb:

show wireless ap

show wireless radio

show wireless wlan

show wireless client connect

show wireless client connect ap ap622-i-63-41-89
show wireless client info wlan DEFAULT

10. Configuration inspection

CuHTaKkcmc

show context

show context sensitive

show running-config

show running-config sensitive
show startup-config

show startup-config sensitive
show device-config <AP ID>

HasHauyeHue

MpoBepuTb Tekywumin context, MPUMEHEHHYIO KOHUIYpaLMIO, COXPaHEHHYIO KoHdUrypaumio u merged config koHkpeTHo AP.

MapameTpbl
MapameTtp OnucaHve
<AP ID> AP ID ans npocmMoTpa UTorosow
KoHurypaumm AP.
sensitive MokasaTb sensitive values OTKPbITbIM

TEKCTOM.



PekomeHpaauun

show context nokassiBaet koHdUrypaumio Tekywero CLI context ¢ HE3aKOMMUYEHHBIMY U3MEHEHUSMM.
show running-config nokasbiBaeT TekyLLy0 NPUMEHEHHYIO KOHUIYPaLMIO.

show startup-config nokasbiBaeT koHpUrypaLmio, CoxpaH&HHyIo Arsi IPUMEHEHUS NOCHe nepesarpysku.
show device-config <AP ID> nokasbiBaet utoroyio koHdurypaumio AP ¢ yuétom Profile n Device override.

BapuaHTbl ¢ Sensitive BbiBogsT YyBCTBUTENbHBIE 3HAYEHUST OTKPbITLIM TEKCTOM. MCMosb3ayiTe UX TOMbKO NpU HEOBXOAMMOCTU U HE COXPaHsANTe Takol BbIBOA B
obLmne anarHocTuyeckne norn 6ea O4NCTKN CEKPeToB.
Mpumep:

show context

show running-config

show startup-config

show device-config ap622-i-63-41-89

11. show system delayed

CuHTakcuc

show system delayed
show system delayed ap <AP ID>

HasHauyeHue

MokasaTb scheduled system tasks.

MapameTpbl

MapameTp Onucaxue

Moka3aTk scheduled tasks ans

ap <AP ID> ykasaHHon AP.

PekomeHaauun

KomaHnga nokasbiBaeT pending scheduled tasks. OcHoBHble nonsi: task ID, name 1 remaining time.
Komanga nonesHa nocne 3anycka delayed operations, Hanpumep ACS scan ¢ 3aep>Kou.
Mpumep:

show system delayed
show system delayed ap ap622-i-63-41-89

12. show sessions

CuHTakcmuc

show sessions

Ha3sHauyeHue
MokasaTb akTuBHble CLI/Web sessions.

MapameTpbl

Her.

PekomeHpauumn

Komanpga nokasbiBaeT active CLI/Web sessions. OcHoBHble nons: session ID, username, start time, source u role.
Session ID ncnonb3ayetcsi kKomaHOoi:

system session kill <Session ID>
Mpumep:

show sessions

13. system session Kkill

CuHTaKkcuc

system session kill <Session ID>

HasHaueHue

3akpbITb akTMBHYO CLI/Web-ceccuto.



MapameTpbl

MNapameTp OnwucaHue

<Session ID akTMBHOM ceccumn n3 Show

ID> sessions.
PekomeHaauun

KomaHnga oTHocuTes kK immediate system action commands. OHa BbInonHseTcst cpasy 1 He TpebyeT commit.
Mepen BbinonHeHveM nonyuute ID HyXHO session kKOMaHOoM:

show sessions
Mpumep:

show sessions
system session kill dfbabd4cd8a0151
show sessions

KomaHnpga moxeT npepsaTtb pa60Ty Apyroro agMUHUCTpaTopa. Ecnu 3aKpblBaeTcsa Tekyliasa cobcTBeHHast SSH session, oTaenbHoe npeaynpexneHue He BbIBOOUTCA, a
coenHeHne npepbiBaeTcA.

14. show user

CuHTakcmuc

show user

Ha3HaueHue

MokasaTb nokanbHbIX system users.

MapameTpbl

Her.

PekomeHpauumn
KomaHpaa nokasbiBaeT Tabnuuy system users. OCHOBHbIE MOMsi: username, role u access.
Mpumep:

show user

15. system user commands

CuHTakcmuc

system user add <username> role <admin|guest> access <all|clijnone|web>
system user edit <username> access <all|cliinone|web>

system user edit <username> role <admin|guest>

system user edit <username> password

no system user <username>

HasHauyeHue

YnpaBnsTb nokanbHbIMK system users.

MapameTpbl
MEFERD Onwucaxue
P
<usern

ame> Wms none3osatens.

admin  Admin role.

guest Guest role.

all CLI and Web access.

cli CLI access.

web Web access.

none Access disabled.
PekomeHpauumn

KomaHrabl oTHoCSITCS K SyStem commands v MeHsiloT NokanbHyto user database. OHU BbINONHSAIOTCSH HEMEANEHHO U He Tp€6yI'OT commit.



system user add ... cosnaét nonb3osarens u MHTEpaKTUBHO 3anpalwwvsaeT password u confirmation.
Mpumepsb:

system user add clitest role guest access cli
system user edit clitest access all

system user edit clitest role admin

system user edit clitest password

no system user clitest

[nsi npuMepoB pekoMeHyeTCsi MCMoNb3oBaTh username 6e3 creumarnbHbIX cMMBOIOB, Hanpuvep clitest.

16. system monitor

CuHTakcmuc

system monitor
no system monitor

HasHauyeHue

3anycTutb nnm ocTaHoBUTL NOTOK System logs B Tekywei CLI session.

MapameTpbl

Her.

PekomeHpauum

system monitor sanyckaer streaming output cucTeMHbIX NoroB npsiMo B Tekywien CLI session. CTpoku umetoT syslog-like opmat n oToGpaxarorcs no mepe
NosiBIIEHNs COBBITUI.
no system monitor ocraHasnuBaeT NOTOK NOrOB M BO3BPALLAET 06bIUHLIN prompt.

Bo Bpems streaming output prompt MoXeT B1U3yanbHO NOSIBMATLCSH MexXAy CTPOKamu foroB. ATO HYXKHO y4uTbiBaTh Npu py4Hoi paboTte v npu pastope noros CLI
session.

system monitor He cregyeT 3anyckatb B aBTOMaTUYeckux read-only cLeHapusix kak 0BbIMHYH KOMaHAy, NOTOMY YTO OHa 3anyCcKaeT HenpPepbIBHbINA NOTOKOBbIN
BbIBOA,.

Mpumep:

system monitor
no system monitor

17. loglevel

CuHTakcuc
loglevel <level>
no loglevel

HasHauyeHue

3agaTtb unu yaanute log level Ha yposHe Profile nnn Device.

MapameTpbl

MapameTp OnucaHue

<level> Log level nz CLI help. Mpumepsb sHauennii: DEBUG, INFO.
PekomeHpauumn

KomaHnga BeinonHsieTcs u3 Profile configuration context unu Device configuration context.
loglevel <level> sagaér yposeHb noruposanus ans cootsetcTayowero Profile unu Device.
no loglevel yaansiet HacTtpoiiky loglevel na tekyuwiero context.

KomaHga ssnsietcs configuration command v Tpebyet commit ans npumerexuns.

Mpumep ana Profile:

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT )# loglevel DEBUG

Mpumep ans Device:

ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# loglevel INFO

18. logserver

CuHTakcmuc

logserver file
logserver syslog <A.B.C.D>



logserver syslog <A.B.C.D:PORT>
no logserver file syslog

Ha3HauyeHue

3apatb logging destination Ha yposHe Profile unu Device.

MapameTpbl
MapameTtp OnucaHue
file File logging destination.
syslog
<AB.C.D> Syslog server IPv4 address.
syslog
<A.B.C.D:PO Syslog server IPv4 address u port.
RT>
PekomeHpauumn

Komanaa BeinonHsieTcs u3 Profile configuration context nnu Device configuration context.
logserver file skntouaer file logging destination.

logserver syslog <A.B.C.D> sapaér syslog server Ha ctaHgapTHom port.

logserver syslog <A.B.C.D:PORT> aapaér syslog server u port.

no logserver file syslog ucnonbayetcs ans yaanenus syslog destination B goctynHom no-gpopme.
KomaHpga sisnsietcs configuration command v Tpebyet commit ans npumerexuns.

Mpumep:

logserver file
logserver syslog 192.168.88.1:514

19. TunoBblie gnarHocTuyeckme workflows

AP online / adoption diagnostics

show adoption

show wireless ap

show version ap <AP ID>
show health ap <AP ID>
show device-config <AP ID>
show wireless radio

Vcnonb3yeTcs, YToGbl NPOBEPUTL, BUAMT N koHTponnep AP, online nn AP, ecTb nu device config, kakas Bepcusi firmware n B kakoM cocTosiHuM HaxoaaTes radios.

Radio / WLAN diagnostics

show wireless radio

show wireless wlan

show wireless client connect

show wireless client detail

show wireless client info

show acs policy <ACS policy name> result
show device-config <AP ID>

Wcnonb3yeTcs, utoGel npoBepuTh radio state, channel, transmit power, npuesisky WLAN, Hanuuue clients n pesynstat ACS.

IP connectivity diagnostics

show ip interface brief
show ip route
show ip arp
show ip dns
ping <host>
traceroute <host>
WcnonbayeTcsi, 4tobbl npoBeputh IP interfaces, mapwpyTel, ARP, DNS u reachability.

DHCP diagnostics

show ip dhcp

show wireless client info
show ip interface brief
show running-config

Wcnonbayetcs, 4tobel npoBepnTts DHCP npuss3ka policy, leases, VLAN KNMeHTOB M NPUMEHEHHYI0 KOHUIypaumio.

Interface / VLAN diagnostics

show interface brief
show interface counters



show interface switchport
show ip interface brief
show device-config <AP ID>
VcnonbayeTcs, 4Tobbl NPOBEPUTL COCTOSIHUE hM3NYECKUX MHTepdericoB, counters, switchport mode, VLAN u IP interfaces.

Config diagnostics

show context

show running-config

show startup-config

show device-config <AP ID>

Wcnonb3yeTcs, 4Tobbl CpaBHUTL HE3aKOMMUYEHHBIV context, running-config, startup-config u merged AP config.

Logging diagnostics
system monitor
no system monitor
show sessions
[ononnnTenbHas logging configuration moxeT 6bITb 3aaaHa Ha ypoBHe Profile unu Device:

profile snr-ap622-i DEFAULT
loglevel DEBUG

logserver file

logserver syslog 192.168.88.1:514



IFnaBa 20. KpaTtkasa kapTta CLI-komaHA

1. HazHayeHue rnaBbl

naBa cnyxwuT 6bicTpoit kapToi CLI-komaHa koHTponnepa v ynpasnsiembix Wi-Fi AP.
Moapo6bHoe onucaHne cMHTaKcKUca, NnapaMeTpoB, OrpaHNYEHNA 1 NPUMEPOB HaXxoaUTCA B TeMaTuieckux rmasax 1-19. Ecnn ana komaHabl BaxHbl yCroBus
npYMeHeHuns, nogaepXaHHble NO-hopMbl UMK NPeayNPeXaeHNs, UCNONb3yNTe TeMaTUYECKYO rMaBy Kak OCHOBHOWN UCTOYHVK.

2. KpaTtkasa mogenb CLI

CLI ncnonb3yeT nepapxu4eckmue pexummbl:

<hostname>#

<hostname>(config)#

<hostname>(config-...J#
Configuration commands 13MeHsII0T koHbUrypaumio TekyLuero context. iameHneHus npumensioTes k running-config uepes commit; ans coxparerus nocne
nepeaarpysku ucnonbayetcs commit write; revert otépacbiBaeT He3aKOMMUYEHHBIE U3MEHEHUSI.
system commands BbINOMHAOTCA HEMEANEHHO MU NOCNE MHTEPAKTUBHOMO NOATBEPXKAEHUS, ECMN OHO NPELYCMOTPEHO KOMaHAON. OHM He NPUMEHSIOTCS Yepes
commit u He oTkaTkiBatoTcs Yepes revert.
AP adoption xpaHuTcsi 0TAENLHO 0T 06bIuHOI KoH(Mrypaumu. Komanaer system adopt u no system adopt pa6otatot ¢ adoption database, a device <AP ID>
onuceiBaeT KoHdurypauuo AP.

3. OCHOBHbIE pPeXUMbl U BXO, B KOHTEKCThI

Context

Admin / EXEC mode

Global configuration mode

Site

Profile

Device

Ethernet interface
VLAN interface
Radio interface
WLAN policy
Management policy
DHCP policy

NAT policy

Firewall policy
Route policy

ACS policy

Auto provision policy

Context

Admin / EXEC mode

Admin / EXEC mode

Any configuration context

Any configuration context

Nested context

Configuration output

KomaHaa Bxopa

<hostname>#
configure, configure terminal
site <SITE name>

profile <Board name> <Profile name>
device <AP ID>, self

interface Ge0/0, interface Ge0/1

interface vlan <VLAN ID>

interface radio <1\|2>

wlan <WLAN policy name>

management policy <Management policy name>
ip dhcp policy <DHCP-policy name>

ip nat policy <NAT policy name>

ip firewall policy <Firewall policy name>

ip route policy <Route policy name>

acs policy <ACS policy name>

auto provision policy <Auto-provision policy name>

4. ba3zoBble komaHabl CLI

KomaHpa

configure
configure terminal

exit

end

Ha3sHauyeHune

BepxHui operational prompt.
Bxoa B pexum HacTponku.
HacTporika Site.

Hactporika Profile.

HacTtpovika koHKpeTHon AP nnn nokanbHOro
yCTpOWCTBa.

Ethernet context BHyTpu Profile.

VLAN context BHyTpu Profile nnu Device.
Radio context BHyTpu Profile nnu Device.
HacTtpowika WLAN policy.

HacTtpoiika gocTtyna k ynpasneHuio.
HacTpoiika DHCP server scope.
Hactporika NAT u redirect rules.
Hactporika firewall rules.

HacTpolika static routes.

HacTpoliika Auto Channel Select.

HacTpoliika automatic provisioning ans adopted AP.

HasHauyeHune

Boritn B global configuration mode.

Boritu B global configuration mode, Cisco-like
copma.

BbIATW Ha OAUH ypOBeHb BbILLE.
BeiiTn B Admin / EXEC mode.
BbIiTW Ha OAUH YpOBEHb BbILLE.

Comment / separator B CLI.



Context

Any context
Configuration context

Configuration context

Configuration context

Configuration context

Komanpa

?

show context

commit

commit write

revert

5. KomaHabl show

Context

Any context
Any context
Any context
Any context

Configuration context

Configuration context

Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context

Any context

KomaHpa

show adoption

show boot

show boot ap <AP ID>
show clock

show context
show context sensitive

show device upgrade firmware
show device-config <AP ID>
show health

show health ap <AP ID>
show interface brief

show interface counters
show interface switchport
show ip arp

show ip dhcp

show ip dns

show ip interface

show ip interface brief

show ip route

show ntp

show ntp ap <AP ID>

show running-config

show running-config sensitive
show sessions

show startup-config

show startup-config sensitive
show system delayed

show system delayed ap <AP ID>
show user

show version

HasHaueHue

Moka3aTb context-sensitive help.
MokasaTb koHurypaumio TekyLero context.
MprMeHNTb M3amMeHeHust B running-config.

MPUMEHNTB U3MEHEHUSA U COXPaHUTb ux B Startup-
config.

OT6DOCVITI: He3aKOMMU4YeHHble U3MEeHEHUA TeKyLlero
context.

Ha3sHauyeHune

MokasaTb cocTosiHMe adoption AP.

MokasaTb boot slots nokaneHOro yctponcrea.
MokasaTb boot slots AP.

MokasaTb TekyLlee Bpemsi.

MokasaTb KoHdUrypaumio TekyLero context.

MokasaTb KOHUrypauumio TekyLero context ¢
sensitive values.

MokasaTb AP firmware bank.

[Moka3aTb MTOroBY0 KOH(UrypaLumo KOHKpeTHon AP.
MokasaTb hardware health nokanbHoro yctponcrsea.
MokasaTb hardware health AP.

MokasaTb kpaTkoe cocTosHMe interfaces.
Moka3aTb interface counters.

MokazaTb switchport state.

Moka3aTb ARP table.

Moka3saTb DHCP state.

MokasaTb DNS state.

Moka3aTb IP interface details.

MokasaTb kpaTkoe coctosiHue IP interfaces.
MokasaTb routing table.

MokasaTb NTP state nokanbHoro ycrponcrea.
Moka3saTb NTP state AP.

MokasaTtb running-config.

MokazaTtb running-config c sensitive values.
Moka3aTb akTuBHbIe CLI/Web sessions.
Mokasatb startup-config.

Mokasatb startup-config c sensitive values.
MokasaTb delayed system tasks.

MokasaTb delayed system tasks koHkpeTHo AP.
Moka3saTb nokanbHbIX NOMb30oBaTeNen.

MokasaTb version information nokansHoro



Context

Any context
Any context
Any context
Any context
Any context

Any context

Any context

Any context

Komanpa

show version ap <AP ID>
show wireless ap

show wireless radio

show wireless wlan

show wireless client connect

show wireless client detail
show wireless client info

show acs policy <ACS policy name> result

6. KomaHabl system

Context

Any context
Any context
Any context
Any context

Any context

Any context

Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Current CLI session
Current CLI session
Any context
Any context
Any context
Any context

Any context

Any context

Any context
Any context
Any context

Any context

KomaHpa

system adopt <AP ID>

system adopt <AP ID> <AP ID> ...

no system adopt <AP ID>

no system adopt <AP ID> force

system acs policy <ACS policy name> scan start

system acs policy <ACS policy name> scan start in
<seconds>

system boot next-boot slot0
system boot next-boot slot1

system configure upload <URL>
system configure download <URL>
system factory default self

system factory default ap <AP ID>
system firmware ap add <URL>
system firmware ap delete <Firmware name>
system monitor

no system monitor

system reload self

system reload all

system reload ap <AP ID>

system session kill <Session ID>
system upgrade <URL>

system user add <username> role <admin\|guest> access
<all\|cli\[none\|web>

system user edit <username> access <all\|cli\|none\|web>
system user edit <username> role <admin\|guest>
system user edit <username> password

no system user <username>

HasHaueHue

yCTpOWCTBa.

Moka3aTb version information AP.

Moka3aTb wireless AP state.

MokasaTb wireless radio state.

MokasaTb wireless WLAN state.

[NokasaTb NogkntoYEHHbIX wireless clients.
MokasaTb detailed wireless client information.

Moka3aTb IP/VLAN/WLAN information no wireless
clients.

Moka3aTb pe3ynbTaT ACS scan.

Ha3HauyeHune

MpuHATE AP Ha KOHTponnep.

MpuHATL Heckonbko AP oHOM KOMaHAoM.

Ypanutb AP 13 adoption database.
MpuHyauTensHo yaanute AP 13 adoption database.

3anyctutb ACS scan.

BannaHuposatb ACS scan.

Bei6parts slot0 ans cnepytoweit sarpysku.
Bei6parts slot1 ans cnepytowert 3arpysku.
Bbirpysuts running-config.

3arpyanTb configuration file B startup-config.
CbpocuTb fokansHoe ycTponcTBo k factory defaults.
C6pocutb AP k factory defaults.

[o6asutb AP firmware image B firmware bank.
Ypnanutb AP firmware image u3 firmware bank.
Banyctutsb streaming system log output.
OcTaHoBuUThL streaming system log output.
Mepe3arpysuTb nokaribHOe YCTPOWCTBO.
Mepesarpy3utb ceTb.

Mepesarpysutb AP.

3akpbiTe CLI/Web session.

O6HoBMTL firmware nokansHoro yctponcTsaa.

Co3aaTb NoKanbHOro nonb3oBaTtens.

M3meHuTb access nokanbHOro nonb3oBarens.
M3meHuTb role nokanbHOro nonb3oBaTens.
M3meHuTb password nokansHOro nonb3oBaTens.

YpanuTb nokansHoro nosib3oBaTens.



7. KomaHabl KOHTEKCTOB KOHhUrypawumm

Site

Context
Site
Site
Site
Site
Site
Site
Site
Site
Site
Site
Site

Site

Komanpa

location <String>

no location

country code <Country
code>

time-zone <Time zone>

contact comment
<String>

contact name <String>

contact email <String>

contact phone <String>

no contact comment

no contact name

no contact email

no contact phone

Ha3HauyeHnue

3apartb location ansa
Site.

Ypanutb location.

3apaTb country code.

3apartb time zone.

3apatb contact
comment.

3apatb contact
name.

3apatb contact
email.

3apatb contact
phone.

Ypanutb contact
comment.

Ypanutb contact
name.

Ypanutb contact
email.

Ypanutb contact
phone.

country code Bnusiet Ha gocTynHble radio settings: KOHTPOMMNEP NPUMEHSIET PErYATOPHbIE OrpaHUYEHUsI BbIGpaHHOW CTpaHbl.

Profile

Context

Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile

Profile

KomaHpa

use management policy <Management policy name>

no use management policy

use acs policy <ACS policy name>

no use acs policy

use ip firewall policy <Firewall policy name>

no use ip firewall policy

use ip route policy <Route policy name>

no use ip route policy

control vlan <VLAN ID>

dns primary <A.B.C.D>

dns secondary <A.B.C.D>

no dns primary

no dns secondary

no dns all

ntp server <NTP server list>

no ntp server

loglevel <level>

Ha3HauyeHune

Mpussizatb Management policy.
Ypanutb npueasky Management policy.
Mpuesasate ACS policy.

Ypanutb npusasky ACS policy.
Mpuesasath Firewall policy.
Ypanutb npusssky Firewall policy.
MpuesasaTte Route policy.
YnanuTb npusssky Route policy.
3apatb control VLAN.

3apatb primary DNS.

3apaTb secondary DNS.

Ypanutb primary DNS.

Ypanutb secondary DNS.
Ypanutbe DNS settings.

3apaTtb NTP servers.

Yaanute NTP servers.

3aparts log level.



Context

Profile
Profile
Profile
Profile

Profile

Device

Context

Global configuration mode
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

Device
Device

Device
Device

Device

Komanpa

no loglevel

logserver file

logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>

no logserver file syslog

KomaHpa

self

use site <SITE name>

use profile <Board name> <Profile name>

use management policy <Management policy name>
no use management policy

use acs policy <ACS policy name>

no use acs policy

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>

no use ip dhcp policy vlan <VLAN ID>

use ip firewall policy <Firewall policy name>

no use ip firewall policy

use ip nat policy <NAT policy name>

no use ip nat policy

use ip route policy <Route policy name>

no use ip route policy

use auto provision policy <Auto-provision policy name>
no use auto provision policy

host <String>

controller adoption
clean override

loglevel <level>
logserver file

logserver syslog <A.B.C.D>

[ns controller device komanaa clean override ounwaet Tonbko radio overrides.

8. KomaHabl uHTepcencoB

Context

Profile Ethernet interface

Profile Ethernet interface

Ethernet interface

Ethernet interface

Ethernet interface

Komanpa

interface Ge0/0
interface Ge0/1
shutdown

no shutdown

duplex auto

HasHaueHue

Ynanutb log level.

JlormpoBaTb B nokanbHslii file output.
3apaTb syslog server.

3apaTb syslog server ¢ port.

Ypanutb logging destination.

HasHauyeHune

Borit B Device context nokanbHoro ycrponctea.
Mpuesizatb AP k Site.

MpuessaTtb AP k Profile.

3apatb per-device Management policy.

Ypanutb per-device Management policy.

3apatb per-device ACS policy.

Ynanutb per-device ACS policy.

Mpuesasate DHCP policy k VLAN Ha Device.
Ypanute npusasky DHCP policy ana VLAN.
3apartb per-device Firewall policy.

Ynanutb per-device Firewall policy.

3apatb per-device NAT policy.

Ynanutb per-device NAT policy.

3apatb per-device Route policy.

YpanuTb per-device Route policy.

Bapatb Auto provision policy ans controller device.
Ypanutb Auto provision policy.

3apaTb hostname override.

Bkntountb controller adoption role Ha device.

Ouuctutb Device-level overrides, coxpaHue Site n
Profile.

3apatb per-device log level.
3apatb per-device file logging.

3apartb per-device syslog server.

HasHauyeHue

Bowitn B Ethernet interface context.
Bowitn B Ethernet interface context.
Administratively disable interface.
Administratively enable interface.

3apaTb automatic duplex.



Context

Ethernet interface

Ethernet interface

Ethernet interface

Ethernet interface

Ethernet interface

Ethernet interface

Profile or Device VLAN interface

VLAN interface

VLAN interface

VLAN interface

Device VLAN interface

VLAN interface

Komanpa

speed auto

switchport mode access

switchport mode trunk

switchport access vlan <VLAN ID>
switchport trunk native vlan <VLAN ID>
switchport trunk allowed vlan <VLAN list>
interface vlan <VLAN ID>

shutdown

no shutdown

ip address dhcp

ip address <A.B.C.D/mask>

no ip address

Static IP address 3agaétcsi Ha yposHe Device. Ha ypoBHe Profile ucnonsayetcsa DHCP.

9. KomaHabl pagno-uHtepdgencon

Context

Profile or Device

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

DoctynHble channel, width, power u rates 3aBucsT ot radio band, mode u country code.

Komanpa

interface radio <1\|2>

shutdown

no shutdown

airtime-fairness

no airtime-fairness

mode <radio-mode>

channel <channel-number> width <width>
channel random width <width>
channel acs

channel acs width <width>

power <1-26>

max-clients <number>

basic-rates default

basic-rates custom <rate> [<rate> ...]
802.11k

no 802.11k

802.11v

no 802.11v

802.11r

no 802.11r

use wlan <WLAN policy name> bssid <1-4>

no use wlan bssid <1-4>

HasHaueHue

3apaTb automatic speed.

3apatb access mode.

3apaTb trunk mode.

3apaTh access VLAN.

3apatb native VLAN.

3apatb allowed VLAN list.

Boritn B VLAN interface context.
Administratively disable VLAN interface.
Administratively enable VLAN interface.
Monyyatb IPv4 address uepes DHCP.
3apartsb static IPv4 address.

Ypanutb IPv4 address setting.

HasHauyeHune

BowiTu B radio interface context.
OTkntounTb radio.

Bkntountb radio.

Bkniountb airtime fairness.
OtkniounTb airtime fairness.

3apaTb 802.11 mode.

3apatb fixed channel n channel width.
Mcnonb3sosaTtk random channel selection.
Mcnone3osatb ACS channel selection.
Mcnonb3oBatb ACS ¢ 3agaHHon width.
3apartb transmit power.

3apartsb client limit.

Mcnonb3sosatb default basic rates.
3apaTb custom basic rates.

Bkniounts 802.11k.

OtkntounTb 802.11k.

Bkntounts 802.11v.

OTkntounTb 802.11v.

Bkntounts 802.11r.

OtkniounTb 802.11r.

Mpuesizate WLAN k BSSID slot.

Ynanutb npussaky WLAN.



10. KomaHabit WLAN

Context

WLAN policy
WLAN policy

WLAN policy

WLAN policy

WLAN policy

WLAN policy
WLAN policy
WLAN policy

WLAN policy

WLAN policy

WLAN policy
WLAN policy
WLAN policy
WLAN policy
WLAN policy
WLAN policy

WLAN policy

Komanpga

ssid <SSID value>
broadcast-ssid

no broadcast-ssid

client-client-communication

no client-client-communication

security-type open
security-type <personal\lenterprise mode>

no security-type

encryption-settings security-psk-key <8-63 ASCII characters>

encryption-settings enterprise server <A.B.C.D> port <port>

secret <secret>

no encryption-settings
protected-mgmt-frames mandatory
protected-mgmt-frames optional
no protected-mgmt-frames

vlan <1-4095>

shutdown

no shutdown

11. KomaHAabl NONUTUK

Management policy

Context

Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy

Management policy

KomaHpa

http, http <port>

http source <A.B.C.D\|A.B.C.D/mask>

http <port> source <A.B.C.D\|A.B.C.D/mask>
no http

no http source <A.B.C.D\|A.B.C.D/mask>
https, https <port>

https source <A.B.C.D\|A.B.C.D/mask>

https <port> source <A.B.C.D\|A.B.C.D/mask>
no https

no https source <A.B.C.D\|A.B.C.D/mask>
ssh, ssh <port>

ssh source <A.B.C.D\|A.B.C.D/mask>

ssh <port> source <A.B.C.D\|A.B.C.D/mask>
no ssh

no ssh source <A.B.C.D\|A.B.C.D/mask>

telnet, telnet <port>

Ha3sHauyeHune

3apatb SSID.
Bkrountb nyénvnkauymto SSID.
OtkniounTb nybnukauuio SSID.

Pa3pelunts 06meH mexay wireless clients BHyTpu
WLAN.

3anpeTutb 06MeH mMexay wireless clients BHyTpu
WLAN.

3apatb open security type.
3apatb WPA/WPA2/WPA3 security type.
YpanuTb security type.

3apaTb PSK.

3apatb enterprise RADIUS settings.

Ynanutb encryption settings.
TpebosaTb PMF.

Cpenatb PMF optional.
Ypanutb PMF setting.
Bapatb client VLAN.
OtkntounTts WLAN policy.

Bkmtounts WLAN policy.

HasHauyeHue

Bkntounts HTTP access.

[o6asutb orpaHnyeHne HTTP no source address.
Bkntounte HTTP Ha port n nobasutb source entry.
Otkniounts HTTP.

Ypanutb HTTP source entry.

Bkrtounte HTTPS access.

[o6aBuTtk orpaHnyerne HTTPS no source address.
Bkntounte HTTPS Ha port n po6asutb source entry.
OtkntounTte HTTPS.

Ynanute HTTPS source entry.

Bknountb SSH access.

[o6aBuTtk orpaHnyenne SSH no source address.
Bkntounte SSH Ha port u fo6aBuTb source entry.
OTkniounTb SSH.

Ynanute SSH source entry.

Bknountb Telnet access.



Context

Management policy
Management policy
Management policy

Management policy

Management policy

Management policy

Komanpa

telnet source <A.B.C.D\|A.B.C.D/mask>

telnet <port> source <A.B.C.D\|A.B.C.D/mask>

no telnet

no telnet source <A.B.C.D\|A.B.C.D/mask>

enforced-auth

no enforced-auth

HasHaueHue

[o6aBuTtb orpaHnyeHmne Telnet no source address.
Bkntountb Telnet Ha port n fo6aBuTb source entry.
OtkniounTb Telnet.

Ypanutb Telnet source entry.

BknounTb CMHXPOHM3aLMIO NokanbHoW Ha3sbl
nonb3oBaTenen u naponen KOHTponnepa ¢
ynpasnsiembiMu AP.

OTkntounTb Takylo CUHXpOoHU3aUuto.

Ecnu source entries He 3agaHbl, Management policy He orpaHuunBaeT service no source address. Firewall policy umeeT nproputeT Hag Management policy.

DHCP policy

Context

DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy

DHCP policy

NAT policy
Context

NAT policy

NAT policy

NAT policy
NAT policy

NAT policy

KomaHpa

address-range <A.B.C.D> <A.B.C.D>
no address-range

default-router <A.B.C.D>

no default-router

dns primary <A.B.C.D>

dns secondary <A.B.C.D>

no dns primary

no dns secondary

no dns all

lease-time <seconds>
domain-name <String>

no domain-name

option <code> ascii <String>
option <code> hex <1A:2B:3C...>
option <code> int <Integer>
option <code> ip <A.B.C.D>

no option <code>

binding <MAC> <IP>

no binding <MAC>

no binding all

KomaHpa

interface inside vlan <VLAN ID>

interface outside vlan <VLAN ID>

redirect from <A.B.C.D> port <port> proto <tcp\ludp> to

<A.B.C.D>

redirect from <A.B.C.D> port <port> proto <tcp\ludp> to

<A.B.C.D:PORT>

no redirect from <A.B.C.D> port <port> proto <tcp\|udp> to

<A.B.C.D>

HasHauyeHune

3apatb address pool.

YpanuTb address pool.

3apatb default router.

Ypaanute default router.

3apatb primary DNS.

3apatb secondary DNS.

Ypanutb primary DNS.

Ypanutb secondary DNS.

Ypanute DNS settings.

3apatb lease time.

3apaTtb domain name.

Yaanute domain name.

3apatb DHCP option B ASCII form.
3apatb DHCP option B HEX form.
B3apatb DHCP option kak integer.
3apatb DHCP option kak IPv4 address.
Ypanute DHCP option.

3aparts static DHCP binding.
Ypanutb static DHCP binding.

Ynanutb Bce static DHCP bindings.

Ha3HaueHune

HasHauuTb inside VLAN.

HasHaunTb outside VLAN.

Cospartsb redirect rule 6e3 nsmeHenus port.

Cosparsb redirect rule c target port.

YpaanuTe redirect rule.



Context Komanpa

no redirect from <A.B.C.D> port <port> proto <tcp\|udp> to

NAT policy <A.B.C.D:PORT>

Firewall policy

Context KomaHpa

Firewall policy rule <number> action <permit\|deny\|log>

rule <number> src-ip <src> dst-ip <dst> protocol <protocol>

Firewall policy dst-port <port> action <permit\|deny\|log>

Firewall policy no rule <number>

Firewall policy nmeet npuoputeT Hag Management policy aAns goctyna kK management services.

Route policy

Context Komanpa

Route policy ip route <A.B.C.D/mask> <A.B.C.D>
Route policy ip route 0.0.0.0/0 <A.B.C.D>

Route policy no ip route <A.B.C.D/mask> <A.B.C.D>
Route policy no ip route <A.B.C.D/mask> <A.B.C.D> 0

Routes B show context otobpaxatorca ¢ metric 0, ecnu metric He 3aaaH sBHO.

Auto provision policy

Context KomaHaa

Global configuration mode auto provision policy <Auto-provision policy name>

. ) rule <number> any action profile <Board name> <Profile

Auto provision policy .
name> site <SITE name>

. ) rule <number> model <Model name> action profile <Board

Auto provision policy . .
name> <Profile name> site <SITE name>

- . rule <number> ip-address <IP match> action profile <Board

Auto provision policy X .
name> <Profile name> site <SITE name>

Auto brovision polic rule <number> mac-address <MAC match> action profile

P policy <Board name> <Profile name> site <SITE name>

- . rule <number> serial-number <String> action profile <Board

Auto provision policy X .
name> <Profile name> site <SITE name>

Auto provision policy no rule <number>

Device use auto provision policy <Auto-provision policy name>

Device no use auto provision policy

HasHaueHue

Ypanutb redirect rule ¢ target port.

HasHaueHune

Cospgartb rule ¢ action n default match fields.

Cosparb rule ¢ match fields.

Yaanuts firewall rule.

HasHaueHue

[o6asuTs static route.
[o6asuTb default route.
YpanuTb static route.

Ypanuts static route ¢ metric 0.

Ha3sHauyeHune

BoiTu B Auto provision policy context.

Cospaatb rule gna nobbix AP.

Cospaatb rule no model.

Cospatb rule no management IP.

Cospgartb rule no MAC address.

Cospaartb rule no serial number.

YpanuTb auto provision rule.
MpuesasaTh policy k controller device.

YpanuTb npuBsaaky.

Auto-provision sanyckaeTcs Bo Bpems commit unm commit write ana AP 8 coctosHum ADOPTED, y kotopbix ewé HeT device-cekumu.

12. KomaHabl npuHaTua AP
Context KomaHpa

Any context show adoption

Any context system adopt <AP ID>
Any context system adopt <AP ID> <AP ID> ...

Any context no system adopt <AP ID>

HasHauyeHune

MokasaTb adoption state AP.
MpuHsTL AP.
MpuHATL Heckonbko AP.

Ypanutb adoption state AP.

Any context no system adopt <AP ID> force MpuHyauTensHo yaanuTtk adoption state AP.

Device controller adoption BknitounTb controller adoption role Ha device.

device <AP ID> onucsiaeT koHdurypaumio AP, Ho He siBnsieTcs chaktom adoption. Mone CONFIG 8 show adoption nokasbisaeT Hanuuve device-cekumu.



13. KomaHabl NMPOLUUBKU, 3arpy3Ku, OOHOBIEHUA U nepe3arpy3kum

Context

Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context
Any context

Any context

[ns onacHbix komaHa CLI 3anpawmBaeT NnoaTeepXxaeHue Yepes Yes, ecnu 3To ykasaHo B TemaTnyeckou rnase.

Komanpga

show boot

show boot ap <AP ID>

system boot next-boot slot0

system boot next-boot slot1

show device upgrade firmware

system firmware ap add <URL>

system firmware ap delete <Firmware name>
system upgrade <URL> [in <seconds>]
system reload self [in <seconds>]

system reload all [in <seconds>]

system reload ap <AP ID> [in <seconds>]
system configure upload <URL>

system configure download <URL>
system factory default self

system factory default ap <AP ID>

3arpysKy cpasy nocrne Bsofa 1 B TEKyLLEM penn3e He 3anpalnBaeTt yes.

14. KomaHabl ACS

Context

Global configuration mode
ACS policy
ACS policy
ACS policy

ACS policy

ACS policy

ACS policy

ACS policy

ACS policy

ACS policy

ACS policy

ACS policy
Profile or Device
Profile or Device
Radio interface
Radio interface

Any context

Any context

KomaHpa

acs policy <ACS policy name>
denied-channels 2.4 channels <channel-list>
denied-channels 5 channels <channel-list>
no denied-channels 2.4

no denied-channels 5
force-scan

no force-scan

scan-method ap-count
scan-method noise

scan-method gbss

scan-schedule time <HH:MM>

no scan-schedule

use acs policy <ACS policy name>
no use acs policy

channel acs

channel acs width <width>

system acs policy <ACS policy name> scan start

system acs policy <ACS policy name> scan start in

<seconds>

Ha3sHauyeHune

MokasaTb boot slots nokanbHOro yctponcTea.
MokasaTb boot slots AP.

Boi6partb slotO ans cnepytowuert sarpysku.
Boi6partb slot1 ans cnepytowert sarpysku.
MokasaTb AP firmware bank.

[o6asutb AP firmware image.

Ypanutb AP firmware image.

O6HOBUTL firmware nokansHOro ycTponcTea.
Mepe3arpysuTb NokaribHOe YCTPOWCTBO.
Mepesarpy3utb ceTb.

Mepesarpysutb AP.

Bbirpyauts running-config.

3arpyauTb configuration file B startup-config.
C6pocuTb fokanbHoe yCTPOWCTBO.

C6pocutb AP.

system firmware ap add <URL> HauuHaeTt

HasHauyeHue

Boritn B ACS policy context.

Wckntountb 2.4 GHz channels n3 ACS selection.
Wckntounte 5 GHz channels n3 ACS selection.
Ynanute denied channels ans 2.4 GHz.
Yaanutb denied channels ansa 5 GHz.

PaspewwmnTtb scan gns AP ¢ akTMBHbIMU client
associations.

BanpeTtuTb forced ACS scan behavior.
BbibpaTb scan method no AP count.
BeibpaTb scan method no noise.

BbibpaTb scan method no QBSS.

3apaTb scan schedule.

Ypanutb scan schedule.

Mpuesizate ACS policy k Profile nnu Device.
Ynanutb npussaky ACS policy.

Bkmounts ACS channel selection Ha radio.
Bkmounts ACS channel selection ¢ width.

3anyctutb ACS scan.

3annanupoBaTb ACS scan.



Context

Any context

15. lnarHocTuUKa,

Context

Any context
Any context
Any context
Any context
Any context
Any context

Any context
Any context

Any context

Any context

Any context

Any context
Current CLI session
Current CLI session
Any context

Profile or Device
Profile or Device
Profile or Device

Profile or Device

Komanpa

show acs policy <ACS policy name> result

MOHUTOPUHI N CeCCUn

Komanpa

ping <host>

traceroute <host>

connect ssh <username> <host>
connect telnet <host>

show sessions

system session kill <Session ID>
show user

system user add <username> role <admin\|guest> access
<all\|cli\[none\|web>

system user edit <username> access <all\|cli\|none\|lweb>
system user edit <username> role <admin\|guest>
system user edit <username> password

no system user <username>

system monitor

no system monitor

show system delayed

loglevel <level>

logserver file

logserver syslog <A.B.C.D>

logserver syslog <A.B.C.D:PORT>

16. Kateropun onepaumMoHHOro pucka

HekoTopble immediate commands namensitoT runtime unu persistent state. NMepep BINONHEHMEM yunTbIBaliTE YPOBEHb PUCKa N BO3MOXHOCTb BOCCTaHOBIEHMUS

AocTtyna.

MUameHsoT runtime unu persistent state

system boot next-boot slotO
system boot next-boot slot1

system configure upload <URL>

system firmware ap add <URL>

system user add <username> role <admin|guest> access <all|cliinone|web>
system user edit <username> access <all|clijnone|web>

system user edit <username> role <admin|guest>

system user edit <username> password

no system user <username>

HasHaueHue

Moka3aTb ACS result.

HasHauyeHune

MposepwuTs IP reachability.

MokasaTk route trace Ao host.

OTkpbITb SSH session k host.

OTkpbITb Telnet session k host.
MokasaTb akTveHble CLI/Web sessions.
3akpbITb session.

MokasaTb nokanbHbIX NoNb3oBaTeNen.

Cospatb nonb3oBaTens.

MN3meHUTb access nonb3osaTens.
MN3meHuTb role nonbsosarens.
MN3meHuTb password nonb3oBaTens.
YpanuTe nonb3oBaTtensi.

3anyctutsb streaming logs.
OcTtaHoBuTb streaming logs.
MokasaTb delayed tasks.

3apgarts logging level.

BkrounTs file logging setting.
3apartb syslog server.

3apatb syslog server c port.

MoryT npepBaTtb Tekywyto CLI/Web session agmuHuctpaTtopa

system session kill <Session ID>

system monitor
no system monitor

system monitor He uameHsieT koHdUrypaumio, Ho 3anyckaeTt streaming log output B Tekyweii CLI session. system session kill <Session ID> sakpbisaet

BbiGpaHHyto CLI/Web session.

Disruptive nnu destructive ana ycrpouncrea nnum cetm

system acs policy <ACS policy name> scan start
system acs policy <ACS policy name> scan start in <seconds>
system configure download <URL>

system factory default self



system factory default ap <AP ID>

system firmware ap delete <Firmware name>

system reload self

system reload all

system reload ap <AP ID>

system upgrade <URL>

no system adopt <AP ID>

no system adopt <AP ID> force
BHuMaHWe: komaHabl 3TOW rpynfbl MOryT NpepBaTh yrpaBrieHne YCTPOWCTBOM, U3MEHWTL persistent state unu notpe6osate nosTopHoro goctyna. CLI 3anpawmvsaet
noaTBepXKAeHUe Yepes YES, ecnu 3TO yKa3aHO B ONMCAHUM KOHKPETHOW KOMaHAbI.
system firmware ap add <URL> uamensiet AP firmware bank u HauMHaeT 3arpyaky cpasy nocrne BBOAa KOMaHbl, HO HE 3anpaluusaeT NoATBEPXAEHME Yepes Yes.

17. BbICcTpble cueHapun

MpuMeHNTL U3MeHeHne KOHdUrypauum

configure terminal
<context command>
<configuration commands>
commit

[ins coxpaHeHusi nocne nepesarpysku:

commit write

MpuHaTtb AP u co3pgaTb device-cekuuro Yyepes auto-provision

show adoption

system adopt <AP ID>
show adoption

commit

show adoption

show running-config

NMpoBepuTb ynpaBneHue un sessions

show sessions
show user
show running-config

Ecnu ncnone3yetca Management policy source allow list, Takxe nposepbTe firewall policy u IP reachability.

NMpoBeputb wireless state

show wireless ap

show wireless radio

show wireless wlan

show wireless client connect



