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naBa 1. O630p nHTepdenca KOMaHaAHON CTPOKMU

1. Ha3HavyeHue rnaBbl

B aton rmase npueenéH 063op CLI koHTponnepa n ynpasnsembix Wi-Fi AP: kak untaTb CMHTaKCMC KOMaHA, Kakne pexummbl
NCMNOMb3yHTCS, Kak NPUMEHSIETCS KOHUIYpaLMsa 1 YeM OTIIMYAKOTCS KOMaHAbl TOMbKO OIS YTEHUS, KOMaHAbI
KOHdUrypauum n komaHabl HeMeAneHHOro 4encTBuS.

['maBa He ABNSIETCA NOMHbIM nepe4yHem KomaHa. I'Iop,po6Hoe onncaHmne cuHTakcuca, napameTpoB U ocobeHHocTen
ncnonb3oBaHNA NPUBOOUTCA B CrieQyroLwWnX rnaBax crpaBoOYHUKa.

2. ObnacTtb gencrBus

CnpaBoyHuMK onunckiBaeT nonb3oBatenbckue komaHabl SNR-AP622-1 ¢ MO NWS 1.2.0 B pexxume KOHTpornnepa u
ynpaBsnisieMblx To4ek JocTyna. B npumepax ncnonb3ytoTcs yCNoBHble agpeca U MMeHa 06bEeKTOB; NOACTaBbTe 3HAYEHUS]
CBOEW ceTu.

3. CornaweHusi N0 CUHTaKcucy

dukcnpoBaHHble cnoea CLI 3anucbiBatoTcs kak ecTb. [onb3oBaTenb BBOAUT UX ByKBanbHO.
show running-config

[MepeMeHHble 3Ha4YEHNs 3aNNCLIBAOTCS B YIIOBbIX CKOOKaX.
device <AP ID>

Heobs3aTenbHble napaMeTpbl 3anMCcbiBalOTCA B KBagpaTHbIX CKOOKax.
commit [write]

B3avMovckroyatoLive BapuaHTbl 3anvcbiBaloTCa Yepes BepTuKanbHyto YepTy. B Takoi no3uumm BeibrpaeTcs oguH ns
BapWaHTOB.

self|all|ap <AP ID>
[oBTOpsSieMble 3NIEMEHTLI 3aNNCbIBAOTCS C MHOTOTOUYUEM.

system adopt <AP ID> [<AP ID> ...]

4. Pexkumbli CLI

CLI ncnonb3yeT Heckornbko ypoBHen paboTel. MNpurnawenue CLI nokasbiBaeT TEKYLUMUA PEXUM.

Pexum O6wWwmn BMA npuyrnawieHus HasHauyeHue
AOMVUHUCTPATUBHbI <hostname># OnepaumoHHBIN PEXNM BEPXHENO YPOBHS.
1 pexxum (EXEC) Vcnonb3yeTcsa ans NpocMoTpa COCTOSIHMSA U

BbINOMHEHNS KOMaHA, KOTopble He TpebyloT Bxoaa
B PEXUM KOHGUrypauumm.

Pexum rnobanbHont  <hostname>(config)# OCHOBHOW pexuM HacTpowku. 13 Hero

KOHdUrypaumm BbINOJSIHAETCS Nepexop, B KOHTEKCTbI KOHdMrypaLumm
ANS HAaCTPOMKN OTAENbHbIX OOGBEKTOB, NONUTHK U
NHTEpdENCoB.
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Pexum O6wWwurn BuA NnpyurnawieHus HasHaueHue

KoHTekcT <hostname>(config-...# HacTtpolika KOHKpeTHOro 06bekTa, MONUTUKM UK
KOHdpurypaumm / BINOXEHHOro nHTepdenca.

BIIOXXEHHbIN

KOHTEKCT

Bxog B global configuration mode BbinonHsieTca komaHgamu configure unu configure terminal. O6e opMbI BbINOMHAT
O[1HO 1 TO Xe AeNcTBue.

TunoBas cxema nepexona Mexay pexxmMmamu:

<hostname># configure terminal
<hostname>(config)# <context command>
<hostname>(config-...)# exit
<hostname>(config)# exit

<hostname>#

|-|0D,p06HbIe KOMaHAbl HaBurawumm, TodHble prompt examples M npumMepbl nepexonoB onncaHbl B rnaBe 2.

5. Tunbl KomaHp,

5.1 KomaHabl TONbKO ANA YTeHus

Read-only commands nokasbiBaloT COCTOAHUE CUCTEMBI, KOHUIypaL Mo unu runtime-mHdopmMaLmio U He SOMKHbI
N3MEHSITb KOHPUrypaLmio nnmn CoCTostHNe yCTPOUCTBa.

Tpu KOMaHabl CBA3aHbl C 00Lelt MOAENbO KOHUrypaLmn:

Komanpa Ponb

show context [MokasbiBaeT kOHUrypaumto TekyLero context, Bkrovas ewé He NPUMEHEHHbIe
N3MEHEHUS.

show running-config [Moka3sbiBaeT NpMMeHEHHYIO running-config.

show startup-config MokasbiBaeT coxpaHEéHHyto startup-config.

OctanbHble show commands onucbIBalOTCSA B rNaBe 3 U TEMaTUYECKUX rnaBax.

5.2 KomaHgbl KoHdurypaumm

Configuration commands nameHsoT KoHpurypaumio TekyLero context. Takne nsmMeHeHns NpUMeHsOTCS K running-config
TOnbKO nocne commit. Ecriv nameHeHns OOmKHbI COXpaHuTbes nocne reboot, ncnonbdyetca commit write.

Configuration commands 06bI4HO BbINONHATCA BHYTpU configuration contexts: WLAN, profile, device, site, management
policy, DHCP policy, NAT policy, firewall policy, route policy, auto-provision policy n gpyrux tematudeckux pasgenos CLI.

5.3 KomaHgb! system 1 KOMaHAbI HeMeONeHHOro OelUCTBUA

system commands u gpyrue immediate actions BbinonHawTcs HemeaneHHo. OHM He TpebyT commit 1 He oTkaTbiBalOTCA
yepes revert.

K KomaHgam HeMeaneHHoro AeNCcTBUSt OTHOCATCS TakMe kaTeropum AeNcTBuii, kak npuHsaTue AP, onepaunm ¢ NpoLLMBKON,
nepesarpyska, ynpasreHue nonb3oBaTensmMu, yrnpaBneHne ceccusiMm, MOHUTOPUHE U QUarHOCTUKa CETEBOWN CBSA3HOCTU.
[MoApo6HbBIN CMHTAKCMC M NpeaynpexaeHns Ans KOHKPeTHbIX KOMaHA ONMChbIBalOTCS B rNaBe 2 1 TeMaTuyecknx rnaBax.

6. Moaenb npuMeHeHUs KOHcUrypaumm

CLI ncnoneayert staged configuration model.

context config -> commit -> running-config
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context config -> commit write -> running-config + startup-config
revert -> discard uncommitted context changes

commit npMMeHsAeT nameHeHus k running-config.

commit write npuMeHsAeT nameHeHns 1 coxpaHseT ux B startup-config.

revert oTbpacbiBaeT MU3MEHEHMS KOHTEKCTHOW KOHUIypaLmm, eLLé He NPUMEHEHHbIE KOMaHZoNW commit.

7. KOHTeKCTHaA cnpaBKa

CLI nopgaepkmBaeT KOHTEKCTHYIO cripaBky Yepes ?. MNogpobHble npasuna 1ernonb3oBaHus ?, npumMepsl 1 help-BbiBoabl
OMUCBLIBAIOTCS B rMaBe 2 U TeMaTUYecKux rnasax.

8. NO-chopmbl

no-chopma - 3To oTpuLaTenbHas hopMa KOMaHAbl, KOTOpas UCNOMb3yeTCs AN OTMEHbI, YAaNEeHUs U OTKIMHYEHNS
paHee 3agaHHoW HacTpoviku. [Inga configuration commands nameHeHus Yepes no-hopMbl MPUMEHSTCS K running-config
nocrne commit. NMogpo6Hoe onucaHne no <command> npuBeaeHo B rnaee 2. KOHKpeTHble NO-OpMbl OMMCLIBAOTCS B
TeMaTU4eCKMX rnaBax psgoM ¢ COOTBETCTBYHOLLMMU KOMaHAaMMU.

9. KoHdhmaeHuManbHble 3Ha4YeHUNA

l‘|yBCTBVITeJ'Il:HbIe AaHHble B NMpumMepax MaCcKMpyrTCcd, HanpumMmep:
encryption-settings security-psk-key ***k¥***

MoagpobHOCTM NoBefeHNst KOHKPETHBLIX KOMaHA U BbIBOAOB, CBA3aHHbIX C sensitive data, onucbiBatoTcs B
COOTBETCTBYIOLLMX pasgenax crnpaBoYHMKa.
10. NMpumMepbl B cnpaBo4YHUKE

B npumepax MoryT ncnonb3oBaTbCA YCrOBHbIE 3HaYeHus, Hanpumep <hostname>, <AP ID> n <NAME>. PearnbHble
3Ha4YeHns B BbIBOA4AX NPUBOAATCS TOMbKO TaM, rge OHu

HY>XHbl A4 NOHMMaHuA nosegeHnsa KoOoMaHabl.
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naBa 2. HaBurauusa n pabota ¢ KoHUrypauveu

1. HazHayeHue rnaBbI

B aton rmaBe cobpaHbl 6a3oBble komaHabl CLI gna paboTbl ¢ koHTponnepom u ynpasnsaemMbimu Wi-Fi AP.
B rnasy Bxog4r:

BxoZ B configuration mode;

Bbixoq 13 CLI contexts;

nepexon Mexay BNOXeHHbIMU contexts;
npocmoTp context help yepes ?;
NpPOCMOTp TeKyLlero context;
NPUMEHEHME U OTKAT U3MEHEHWN;
6a3soBble diagnostic commands;

obwas mogenb system, no n shutdown.

KoHuenTyansHasa mogenb context config, running-config, startup-config, commit, commit write n revert BBogutcs B rmase 1.
3aech onvcaHbl KOMaHAbl, KOTOPble UCNOMb3yTcsA B 3ToM workflow.

2. NMpurnaweHue CLI n pexnmsbl
CLI prompt noka3sblBaeT TEKYLLUA PEXUM.

Admin mode:
ap622-i-63-41-86#

Global configuration mode:
ap622-i-63-41-86(config)#

Object configuration context:

ap622-i-63-41-86(config-wlan-DEFAULT)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)#
ap622-i-63-41-86(config-ap622-i-63-41-89)#
ap622-i-63-41-86(config-management-DEFAULT)#
ap622-i-63-41-86(config-dhcp-DEFAULT)#
ap622-i-63-41-86(config-firewall-TEST)#
ap622-i-63-41-86(config-route-TEST)#
ap622-i-63-41-86(config-nat-TEST)#
ap622-i-63-41-86(config-auto-provision-DEFAULT)#

Nested interface context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge@/0)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)#
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)#
ap622-i-63-41-86(config-ap622-i-63-41-86-radio2)#
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3. O6wan obnactb AOCTYNHOCTU

YacTb komaHz 3TOM rnaBsbl ABnsieTcst rnobansHom 1 gocTynHa u3 pasHbix CLI contexts.

Ecnn B onncaHum KOHKpeTHOW KoMaHAabl He ykaszaHo uHoe, 6a3oBble operational commands MOXHO BbINOMHATL U3:
Admin mode;

global configuration mode;

configuration contexts, rae goctynHa cooTBeTCTBYOLWas rnobansHas komaHaa.

KomaHabl Bxoga B configuration mode, komaHabl Bbixoga 13 contexts n komaHabl HACTPOMKU agMUHUCTPaTMBHOMO
COCTOSIHMSA UMEOT CODCTBEHHYO obnacTb NnpuMmeHeHusi. OHa onucaHa B pasgene «Pekomergaumm» cooTBETCTBYHOLLEN
KOMaHabl.

4. configure

CuHTaKkcuc

configure

configure terminal

HasHauyeHue

Bowitu B global configuration mode.

MapameTpbl

Her.

PekomeHaauun

configure - kopoTkas chopma komaHgbl. configure terminal - nogaepxaHHas Cisco-like extended form. O6e hopmbl
BbIMOSHSAOT OOHO U TO Xe aencteue: nepeoasT CLI B global configuration mode.

Komanga sbinonHsaetca n3 Admin mode. Cama no cebe oHa He MeHsieT running-config n He TpebyeT commit.

Mocne Bxoaa B global configuration mode MoXxHO nepexoanTb B KOHKpeTHble configuration contexts ansa HacTpownikn WLAN,
profile, device, site, management policy, IP policies, auto-provision policy n gpyrnx o6bvekros CLI.

|_|0D,p06H06 ornvcaHue KOHKpPEeTHbIX contexts npvBedeHo B TeMaTU4ecknx rmnaBax

Mpumep

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)#

5. exit/ ..

CuHTaKkcuc

exit

HasHauyeHue

Bobiitn 13 Tekywero CLI context Ha ognH ypoBeHb Bbilwe nnm 3asepwntb CLI-ceccuto 3 Admin / EXEC mode.
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MapameTpbl

Her.

PekomeHaauun

KomaHngbl exit u .. asnswTcs paBHo3HadHbIMK, O6e hopmbl BEIMOMHAT 04HO 1 To e gencteue B CLI. B configuration
contexts komaHaa Bo3BpaiyaeTt CLI Ha poanTenbCKUn ypOBEHb.

Mpumep n3 WLAN context:

ap622-i-63-41-86(config-wlan-DEFAULT)# exit ap622-i-63-41-86(config)#

Mpumep m3 nested radio context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio1)# .. ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)#
B Admin / EXEC mode exit u .. 3aBepLuatoT TekyLyto CLI-ceccuto.

Mpu 3aBepLUEHNN TEPMUHATBHON CECCUM KOMaHZON exit U3 kopHeBoro pexuma CLI npoBepseT Hanuune HenpUMEHEHHbIX
n3MeHeHu. Ecnu oHn ecTb, BbIMONHUTE commit ANA NPUMEHeHUs Nnbo revert AnNs OTMEeHbI, 3aTEM NOBTOPUTE BbIXOA.
commit write JOMOMHUTENBHO COXPAHSAET KOHUIypaLumio ANs CreayoLLen 3arpysku.

[na npocMoTpa M3MeHeHUN NCNOoNb3yNTe show context U CPABHEHME C show running-config.
6. end
CuHTakcuc

end

HasHaueHue

Beimtu u3 configuration context k Admin mode.

MapameTpbl

Hert.

PekomeHaauunmn

end ucnonb3yeTcst Ans ObICTPOro Bbixoda u3 BnoxeHHoro configuration context k BepxHemy CLI prompt.

Mprmep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# end
ap622-i-63-41-86#

7. .. - alias for exit.

8.!

CuHTakcuc

HasHaueHue

CnyxebHas cTpoka / pasgenuTenb, kKoTopbin BcTpedaeTcs B CLI help n configuration output.
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MapameTpbl
Her.

PekomeHaauun

! BCTpe4yaeTCa B BbiIBOAE KOHqL)I/IpraLLI/IVI KaK BI/I3yaJ'IbeIIZ pasgenuntenb CeKUnN.

B 06bI4HbIX NOMb30BaTENBLCKUX CLIEHAPUSIX HACTPOMKU BBOAMTL | BpyUHYto He TpebyeTcs.

9. CnpaBka 4yepe3 ?

CuHTakcuc
?

<partial-command> ?

HasHaueHue

MokasaTb AOOCTYMHble KOMaHAbl TEKYLLEro context nnu BapuaHTbl NpOAOIMKEHNA KOMaHAbI.

MapameTpbl

MapameTp OnucaHue

? [MokasaTtb help TekyLiero context unun TekyLlen BETKM KOMaHabI.
PekomeHaauumn

? ucnonedyetca Ans npocmotpa gepesa CLI.

Mprmepsbl:

?

show ?
system ?
wlan ?
profile ?
device ?

interface radio ?

Ecnun komaHga ewwé He 3aBepLleHa, ? nokasblBaeT OonyctuMbie NPOAOIDKEHUA.

10. show

CuHTakcuc

show <command>

HasHauyeHue

Mokasatb operational nnu configuration information.

MapameTpbl

3aBMCAT OT KOHKpeTHoM show command.
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PekomeHaauumn

show - rmobansHaa command group. OHa ucnonb3yeTcst 4NA NPOCMOTPa COCTOSHUSA CUCTEMbI, KOHUIypaLmm n
runtime-mHdopmaymu.

BazoBbie hopmbi:

show context

show running-config

show startup-config

show device-config <AP ID>
show adoption

show version

show health

show interface brief

show ip route

show wireless ap

show sessions

[MonHbIM cnucok show commands onucbiBaeTcA B rnase 3.

11. show context

CuHTakcuc

show context [compact]

HasHauyeHue

MokasaTb KOH(*)I/IpraLWIPO TEeKyLlero KOHTeKCTa, BKI4as HeI'IpI/IMeHéHHbIe N3MEHEHUS 3TON Ceccumn.

MapameTpbl

MapameTp OnucaHue

compact CkpbIBaeT Heucnornb3yemble 06beKTbl KOHpUrypaLum.
PekomeHpauumn

Be3 compact BbIBOAMTCA NOnHasa KOHUrypaums BelopaHHOro tuna. PunbTp MeHSEeT TONbKO oTobpaxeHue: 06bekTbl He
yOansaTcs, KOHUrypaumsi He NPUMEHSAETCA N He coxpaHdaeTcd. [Ina aHannsa HenpuBA3aHHbIX NOSIMTUK UCMONb3YNTe
NOMHbIN BbIBOA,

show context

show context compact

12. show running-config

CuHTakcuc

show running-config [compact]

HasHauveHue

MokazaTb NPUMEHEHHYIO KOHUIypauuio.

Pepakuus - 30.09.2026
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MapameTpbl

MapameTp OnucaHue

compact CkpbIBaeT Hencnonb3yemble 06beKTbI KOHpUIypaLum.
PekomeHgauunmn

Be3 compact BbIBOAMTCA NOnHasa KOHUrypaums BelopaHHoro tuna. @unbTp MeHSET TONbKO OToOpaXeHne: 00bEKTbI HE
yOansTcs, KOHpUrypauus He NpMMEHSAETCA U He coxpaHsaeTcs. [Ang aHannsa HenpuBs3aHHbIX NOSIUTUK UCMOMb3ynTe
MOJTHbIN BbIBOA.

show running-config

show running-config compact

13. show startup-config

CuHTakKkcuc

show startup-config [compact]

HasHa4eHune

MokasaTb KOHGUrypaLuo, COXpPaHEHHYIO A8 CrieaytoLLei 3arpysku.

MapameTpbl

MapameTp OnucaHue

compact CkpbIBaeT Hencnornb3yemble 06beKTbI KOHPUIypaLum.
PekomeHpauuu

Be3 compact BbIBOAMTCA NOnHasa KOHUrypaums BelopaHHoro tuna. dunbTp MeHSIET TONbKO OTOOpaXeHne: 00bEKTbI He
yOansTcs, KOHpUrypauus He NpMMEHSAETCA U He coxpaHsaeTcs. [na aHannsa HenpuBs3aHHbIX NOSIUTMK UCMOMb3ynTe
MOJTHbIN BbIBOA.

show startup-config

show startup-config compact

14. NMpocmoTp KOHdUrypauum c sensitive

CnepgytoLime popMbl MOTyT BbIBOAUTE sensitive values OTKpbITbIM TEKCTOM:
show context sensitive
show running-config sensitive

show startup-config sensitive

OTn KOMaHAbl He cnegyet ncnonb3oBaThb B 00ObIYHbIX MONb30BaTENbLCKMX OTHETaX 6e3 HeobxoanMOoCTH.

15. commit

CuHTakcuc

Pepakuus - 30.09.2026 11
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commit

HasHaueHue

MpMMeHnTb He3aKOMMUYEHHBbIE N3MEHEHWS B running-config.

MapameTpbl

Hert.

PekomeHaauunmn

KpaTtkas cxema:
context config -> running-config

commit NpUMEHSAET U3MeHeHUs, HO He coxpaHsaeT ux B startup-config.

Mocrne o6blYHOro commit KOHUIypaLmMsi MOXeT BbiTb MOTepsiHa Nocre nepesarpysku, ecriv He BbIMOMHUTL commit write.

Mpumep

commit

16. commit write

CuHTakcuc

commit write

HasHauveHue

MpYMEHUTb M3MEHeHMs1 U CoXpaHuUTb Ux B startup-config.

MapameTpbl

Hert.

PekomeHaauumn

KpaTtkas cxema:
context config -> running-config + startup-config

commit write ncnonb3yeTcs, Koraa namMeHeHust AOSMKHbI COXpPaHNTbLCs nocne reboot.

Mpumep

commit write

17. revert

CuHTakcuc

revert

Pepakuus - 30.09.2026
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HasHaueHue

OTKaTUTb HE3aKOMMMUYEHHbBIE N3MEHEHUS TeKyLlero context.

MapameTpbl

Hert.

PekomeHaauumn
revert oTkaTbiBaeT TONMbKO nameHeHus context config.

KomaHaa He oTMeHseT yxxe BblinonHeHHble immediate system commands.

Mpumep

revert

18. ping

Komanga anarHoctuku. CuHTakcuc, napameTpbl 1 NpUMepbl NpUBEAEHbI B pa3gernie ping rnasbl «[marHocTuka,
MOHUTOPUHT N CECCUN».

19. traceroute

KomaHga amarHoctuku. CUHTaKcuc, napameTpbl U NprMepbl NpuBeeHbl B pasferne traceroute rmasbl « JUarHocTmka,
MOHWTOPUHT 1 CECCUMNY.

20. connect

Komanga anarHoctukun. CuHTakcuc, napamMeTpbl U NpUMepbl NpuBeaeHbl B pa3aerie connect rnaBbl «[unarHocTuka,
MOHUTOPUHT N CECCUN».

21. system

KomaHabl system BbIMOMHAOT onepaLnoHHble aencteus. Ob6Lme npaBuna u ykasaTternb NpuBedeHbl B rrase 4; noapobHble
OnucaHusi pacrnosioXeHbl B TeMaTUYECKUX FraBax.

22. no

CuHTakcuc

no <command>

HasHauyeHue

YnanuTb, OTKIIOYNUTL UINK 3a4aTb OTpULUaTENbHY dopMy napameTpa.

MapameTpbl

3aBucAarT oT KOHerTHOIZ KOMaHObl.

PekomeHaauum
NO-popPMbI 3aBUCHT OT KOHKPETHOTO context U He Bceraa cMMMeTpUYHbI positive commands.

Henb3sa BbIBOOUTL no-qaopmy no aHanoruu. KOHerTHbIe nO-CbOprI OnncbiBarTCA B TEMATUYECKUX MMaBax BMeCTe C
COOTBETCTBYHOLWMMN KOMaHOaMWU.

HekoTopble no system ... komaHgbl aBnstoTca immediate actions 1 He oTHocATcs kK 06blivHONM configuration model.
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23. shutdown / no shutdown

CuHTakcuc

shutdown

no shutdown

HasHaveHue

OTKNIOUYNTD NN BKITIOYNTE OOBEKT.

PekomeHaauumn

KomaHga BCTpeYaeTcsi B HECKONbKMX contexts

Context

Ethernet interface
VLAN interface
Radio interface

WLAN context

O6uee 3Ha4YeHue

OTKMOYNUTL UNWN BKMOYUTE PU3NYECKMI MOPT.

OtkntounTb nnm Bkntountb VLAN interface.
OTKNIOYNTb UNK BKIKOUNTL radio.

OTkntounTb unu BrkntoumTe WLAN policy.

MoapoGHOCTM ONUCLIBAOTCS B TEMATUYECKMX rMaBax Ansi COOTBETCTBYHOLLMX contexts.

Mpumepbl

interface radio 1
shutdown
interface vlan 200

no shutdown

24. NMpnmepbl HaBUraummn

24.1 WLAN context

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# wlan DEFAULT

ap622-i-63-41-86(config-wlan-DEFAULT)# show context

ap622-i-63-41-86(config-wlan-DEFAULT)# exit

ap622-i-63-41-86(config)#

24.2 Profile radio context

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface radio 1

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# show context
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# ..
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)#

24.3 Device VLAN context

Pepakuus - 30.09.2026
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ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# interface vlan 200
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)# show context
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)# end
ap622-i-63-41-86#

Pepakuus - 30.09.2026
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naBa 3. KomaHabl show: obwume npaBuna u
yKasaTtenb

1. Ha3HauyeHue

KomaHabl show NCNonNb3yTCA oA NpoCMOoTpa KOH(bMpraLI,VIVI N TeKyLlero COCToAHUA CUCTEMbI. OHU He n3meHsiIoT

KOHUrypauuto nnm coctosiine adoption. 3Ta rmaBa NoMoraeT HaNTW HYXXHYHO KOMaHZy; NMOSHbIA CUHTaKCcKC, MapameTpbl 1

npuMepbl HaXog4ATCA B pa3genax rno ccblyikam.

2. O6nacTb AOCTYNHOCTHU

show siBnsaetca rmobanbHo command group.

Ecnu B onncaHuy KOHKpeTHOW KOMaHAbl He YKazaHO UHOe, KOMaHAbl 3TOW rnaBbl MOXHO BbIMOMHATL M3:
Admin mode;

global configuration mode;

configuration contexts, rae goctynHa rmobansHas komaHga show.

O6wun Bua:
show <command>

[ocTynHble BETKM MOXHO NOCMOTPETh Yepes context-sensitive help:
show ?

Ocobbin cnyyan - show context. 3ta komaHaa 3aBucuT oT Tekyulero CLI context n nokasbiBaeT KOHPUIypaLMO UMEHHO
TOro context, U3 KOTOPOro oHa BbINOHEHA.

3. Bbibop npeacraBneHus KoHdpurypaumm

show context NOKa3blBaeT TEKYLLMIN KOHTEKCT C HENMPUMEHEHHBIMWU U3MEHEHUAMW; show running-config - NPUMEHEHHYIO
KOHpUrypaumio; show startup-config - COXpaHEHHYI0. PUNbLTP compact CKpbIBAET HEMCMNOMb3yeMble 06beKTbl TOMLKO B
BbiBoAe. [TogpobHOCTM NpuBeaeHbI B rnaee o paboTte ¢ KoHdUrypaumen.

4. YKkasaTtenb KOMaHpA

Komanpa HasHauyeHue NMoppobHoe onucaHue
show acs policy Moka3atb pe3ynbTat nocrnegHero ACS scan. maBa 14
<ACS policy name>

result

show adoption Moka3aTb cocTosiHue adoption AP. naBa 20
show boot MokasaTb boot slots nokansHOro ycrtponcraa. [naea 22
show boot ap <AP Moka3aTb boot slots koHkpeTHON AP. [naBa 22
ID>

show clock lMokasaTb Tekyllee CUCTEMHOE BPEMS. [naBsa 7
show context Moka3aTb koHdurypaumio TekyLero context. naBa 2
[compact]

Pepakuus - 30.09.2026
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Komanpga

show context
sensitive

show device
upgrade firmware

show device-config
<AP ID>

show health

show health ap
<AP ID>

show hotspot
clients ap <AP ID>
wlan <name>

show hotspot status
[ap <AP ID>]

show interface brief

show interface
counters

show interface
switchport

show ip arp
show ip dhcp

show ip dhcp
binding <name>

show ip dhcp
leases [ap <AP ID>
[policy <name>]]

show ip dns
show ip interface

show ip interface
brief

show ip route
show ntp

show ntp ap <AP
ID>

show
running-config
[compact]

show
running-config
sensitive

show sessions

Pepakuus - 30.09.2026

HasHaueHune

MokasaTb TekyLmi context ¢ sensitive values.

Moka3zatb AP firmware bank.

MokasaTtb merged configuration koHkpeTHON AP.

Moka3aTtb hardware health nokaneHoro ycrponcrea.

Moka3atb hardware health koHkpeTHOM AP.

KnuneHnTtbl BbiopaHHon WLAN Ha Hotspot-wuntose.

Cogka Hotspot.

Moka3aTb kpaTKyto MHOPMaLMo 0 hr3nyecknx
NHTepdencax.

MokasaTb counters U3NYECKNX MHTEPENCOB.

Moka3atb switchport mode n VLAN information.

MokasaTtb ARP table.

Mokasatb DHCP status.

Cratudeckme pesepsupoBaHus DHCP.
ApeHabl BCen ceTn nnm BbIbpaHHOro
YCTPOWCTBA/MONUTUKN.

Mokasatb DNS information.

Moka3satb detailed IP interface status.

Moka3aTb kpaTkyto uHdopmauumto ob IP interfaces.

MokasaTtsb IP routing table.
MokasaTtb NTP status nokaneHoro yctponcraea.

Mokasatb NTP status koHkpeTHou AP.

MokasaTb running-config.

MokasaTb running-config ¢ sensitive values.

MokasaTb active CLI/Web sessions.

MoapobHoe onucaHue

[maea 2

[naBa 22

maea 7

[naBa 23

maBa 23

maea 18

maBea 18

[maBa 7

maea 7

[naBa 7

maea 7
masa 9

maea 9

maBa 9

maea 7

[maBa 7

maBa 7

maea 10
[maBa 6

[maBa 6

maBa 2

[maBa 2

[maBa 23
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Komanpga

show startup-config
[compact]

show startup-config
sensitive

show system
delayed

show system
delayed ap <AP
ID>

show user

show version

show version ap
<AP ID>

show wireless ap

show wireless client
connect

show wireless client
detail

show wireless client
info

show wireless radio

show wireless
roaming-assist

show wireless wlan
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HasHaueHune

MokasaTb startup-config.

Mokasatb startup-config ¢ sensitive values.

MokasaTb delayed system tasks.

Moka3atb delayed system tasks koHkpeTHon AP.

MokasaTb system users.

Moka3aTb version u identity nokanbHoro yctponcTaa.

MokasaTb version u identity KoHkpeTHON AP.

Mokasatb AP summary.

MokasaTb client connection/radio information.

Moka3saTb detailed wireless client information.

Mokasatb IP/VLAN/WLAN information no clients.

Mokasatb radio summary.

MpuBAskn 1 pexumbl Roaming Assist.

Mokaszatb WLAN summary.

MoapobHoe onucaHue

[maea 2

[naBa 2

maea 23

[naBa 23

maea 23

[naBa 23

maBa 23

maBa 7

maBea 19

maea 19

maBea 19

maea 13

maea 17

maea 15
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naBa 4. KomaHAabl system: oOwme npaBuna u
yKasaTtenb

1. Ha3HauyeHue

KomaHabl system BbIMONHAT onepaunoHHble AencTeus: npuHaTue AP, ckaHupoBaHne ACS, obHosneHue M0,
nepesarpysky, nepegavy ¢annos, ynpasreHne BpeMeHeM, Nonb3oBaTensiMm 1 ceccusimu. MNonHble onMcaHnsa HaxoaaTcs
B TEMATUYECKNX rMaBax Mo CCbifikaM U3 ykasaTerns.

2. O6nacTb AOCTYNHOCTHU

prnna system JOCTyNnHa B aAMUHUCTPATUBHOM peXxnme U B Tex KOHq)I/lrypaLI,VIOHHbIX KOHTEKCTaXx, rae npeaycMoTpeHa
rnobanbHasi KomaHaa system. ,D,OCTyI'I 3aBUCUT OT poJIn NoJfib3oBaTensd n KOHerTHOVI onepauun.

system <command>

system ?

3. Mopgenb BbINOJIHEHUA

KomaHabl BbINOMHAITCA HEeMeaIeHHO NMBo CTaBAT AeNCcTBME B oMepeab C Yka3aHHOW 3agepkon. OHu He TpebytoT commit
N He oTKaTbIBalOTCs Yepes revert. [1Ns1 HEKOTOPbLIX Onepaumnii NpeayCMOTPEHO NHTEPAKTUBHOE MNOATBEPXKAEHNE; €50
Hanu4yme ykaszaHo B ONMcaHuyM KoMaHabl.

KomaHaa MoxeT MeHsTb OTAeNbHOE NOCTOSIHHOe COCTosiHMeE, HanpuMep 6a3y nonb3osaTtenein, adoption, 6aHK NPOLIMBOK
Uy crnegyroLwuin 3arpy3o4HbIn crnoT, 6e3 gobasneHns cTpokm B running-config. NO-chopmbl ocTaHaBnmuBaoT unm
OTMEHSIIOT AeNCTBME TONbKO TaMm, r4e 370 NpegyCMOTPEHO CUHTaKCHUCOM.

4. NpoBepkKa nepen BbINOJSIHEHUEM

Mepen onepauueri npoBepbTe BbibpaHHOE YCTPOWCTBO U €€ napameTpbl. [epesarpyska, obHoBneHve, cbpoc 1 usMeHeHune
adoption moryT npepBatb 06cnyxunBaHne Unm OCTyn K yCTponcTay. [NogaepxvBaemble NpOTOKOMbI nepegayn ¢annos u
dopmat URL nprBeaeHbl B ONMCaHUM KOHKPETHOM KoMaHabl. OTNOXEHHbIE 3a4a4n NPOBEPSATCA Yepes show system
delayed.

5. YKaszaTtenb KomaHa

KomaHga Ha3HaueHue Moppo6Hoe onucaHue
system acs policy 3anyctntb ACS scan HemeafeHHo. naBa 14
<ACS policy name>

scan start

system acs policy B3annaHumposarthb 3anyck ACS scan Yepes ykazaHHOe naBa 14
<ACS policy name>  Bpewms.

scan start in

<seconds>

no system adopt Ypanutb coctossHue adoption ana AP. naBa 20
<AP ID>

system adopt <AP MpuHATL oaHY nnn Heckonbko AP Ha KoHTpornnep. [naea 20
ID> [<AP ID> ...]

no system adopt MpuHyanTenbHO yaanuts adoption 1 nHMLMMpoBaTb naBa 20
<AP ID> force reset AP.
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Komanpga

system boot
next-boot slot0 [ap
<AP ID>]

system boot
next-boot slot1 [ap
<AP ID>]

system clock set
<DD-MM-YYYY>
<HH:MM>

system clock set ap
<AP ID>
<DD-MM-YYYY>
<HH:MM>

system configure
download <URL>

system configure
upload <URL>

system factory
default ap <AP ID>

system factory
default self

system firmware ap
add <URL>

system firmware ap
delete <Firmware

name>

no system locator
ap <AP ID>

system locator
<seconds>

system locator ap
<AP ID>

[<seconds>]

system log upload
<URL>

system log upload
ap <AP ID> <URL>

system monitor
<AP ID>

system monitor

no system monitor

system reload all [in
<seconds>]

Pepakuus - 30.09.2026

Ha3HauyeHue
BbibpaThb slotO0 aons cneaytoueii 3arpysku nokanbHoro

YCTPOWCTBa Unn ykasaHHon AP.

BbibpaThb slot1 gnsa cnepgytoLuen 3arpysku nokanbHOro
yCTPONCTBa UNu ykasaHHon AP.

YcTaHoBKa BPEMEHU NOKarnbHOro yCTponcTea.

YcTaHoBka BpemeHu ynpasnsemon AP.

CkavaTb configuration file n coxpaHuTb ero kak startup

config.

Boirpyautb running config Ha ykasaHHbii URL.

C6pocutb ykasaHHyto AP k factory defaults.

Cb6pocuTb nokanbHoe ycTponcTeo k factory defaults.

3arpy3utb AP firmware image B firmware bank.

Ypanutb AP firmware image u3 firmware bank.

OcTaHoBKa MHOMKaLMK Noucka.

Mounck nokanbHOro YyCTpoMCcTBa MO UHAMKALUN.

Mouck ynpaensiemont AP no nHaukauum.

BbIrpy3nTb nokanbHble hansbl 10roB KOHTponsepa.

BbIrpy3nTb nokanbHble gansbl ToroB ykasaHHon AP.

[MoToK »ypHanoB BblIOpaHHOW TOYKM.

3anycTntb NOTOK CUCTEMHbIX N10roB B TekyLen CLI
session.

OcTaHOBWTb NMOTOK CUCTEMHbIX FTOTOB.

Mepe3arpy3nTb BClO ceTb / BCe ynparnsiemble
yCTpOWCTBa.

MoapobHoe onucaHue

maea 22

maBa 22

maea 7

nmaBa 7

[maBa 22

maBa 22

[maBa 22

maBa 22

[maBa 22

maBa 22

[naBa 23

maea 23

[naBa 23

maea 23

maBa 23

maea 23

maBa 23

maea 23

[naBa 22
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Komanpga

system reload ap
<AP ID> [in
<seconds>]

system reload self
[in <seconds>]

no system reload
self|alllap <AP ID>

system session kill
<Session ID>

system upgrade
<URL> [in
<seconds>]

no system user
<username>

system user add
<username> role
<admin|guest>
access
<all|cliinone|web>

system user edit
<username>
access
<all|clijnone|web>

system user edit
<username>
password

system user edit
<username> role
<admin|guest>
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HasHaueHune

Mepesarpy3nTb ykadaHHyo AP.

Mepe3arpy3uTb fokaribHoe YCTPONCTBO.

OTMeHa 3annaHMpoBaHHON Nnepesarpyskiu.

3akpbITb akTuBHYt0 CLI/Web session.

BbinonHuTe local firmware upgrade u reboot.

Ypanute system user.

Cosgatb nokarnbHoro system user.

M3ameHunTb allowed access system user.

M3ameHunTb password system user.

M3meHuTb role system user.

MoapobHoe onucaHue

maea 22

maBa 22

[maBa 22

maBa 23

[maBa 22

maBa 23

[maea 23

maBa 23

maBa 23

maea 23

21



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

naBa 5. HacTtpouka Site (Site configuration)

1. HazHayeHue rnaBbI

Paspen noceswéH HacTpolike Site B CLI koHTponnepa.

Site ncnonb3yeTcs kak KOHTENHep rpynnupoBkM AP. B TekyLen rmaBe onncaHbl 4OCTYMHble aTpnbyThl Site:
location;

country code;

time-zone;

contact information.

Site sBNseTCcA KOHUrypaunoHHbIM 06bekToM. MameHeHus B Site context nonagatoT B context config n TpebyroT commit
Ans npumeHeHuns B running-config. [na coxpaHeHusa nocre nepesarpysku Ucnonb3yetcs commit write.

2. O6wan mopens Site
Site 3agaét atpubyThbl, KOTOPbIE UCMOMb3YTCA ANA NOMMYECKOro pasmMeLLeHns 1 onucaHmsa AP.

Touka goctyna npuBsasbiBaeTcd k Site Ha ypoBHe KoHdurypaumm device.

device <AP ID>

use site <SITE name>
Komanga site <SITE name> oTkpbiBaeT otaenbHbiv Site configuration context. Ecnu Site yxe cywectsyeT, show context

nokasblBaeT TeKyLLyto KoHdurypauuto atoro Site. Ecnn HoBbIM Site co3gaH Tonbko B context config n nameHeHus He
npUMeHeHbl, revert oTbpacbiBaeT 3TN U3MEHEHMS.

3. Bxop B Site context

CuHTakcuc

site <SITE name>

HasHaueHue

Bowtu B Site configuration context.

MapameTpbl
MapameTp OnucaHue
<SITE name> Wms Site.
PekomeHpauumn

KomaHga BbinonHsaeTcsa us global configuration mode.

Mpumep Site:

site DEFAULT-SITE

Mpumep Bxoaa B context:

ap622-i-63-41-86# configure terminal

Pepakuus - 30.09.2026
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ap622-i-63-41-86(config)# site DEFAULT-SITE
ap622-i-63-41-86(config-site-DEFAULT-SITE)#

4. Site context prompt

Mpumep prompt ans site DEFAULT-SITE:
ap622-i-63-41-86(config-site-DEFAULT-SITE)#

B aTow rmaBe aTOT pexum HasbiBaeTcs Site configuration context.

5. Mpumep site DEFAULT-SITE

Mpumep Site:

site DEFAULT-SITE

location default

country code RU

time-zone GMT+3

contact comment shop.nag.ru

exit

B npumMepe 3aaaHbi:

MapameTp 3HauyeHue
location default
country code RU
time-zone GMT+3
contact comment shop.nag.ru

6. locTtynHble Site commands
Ecnun He yka3aHo oTAenbHO, KOMaHAbl 3TON rnasbl BbINONHATCA 13 Site configuration context.

OcHoBHbIe AOCTYMNHbIE kKOMaHabl Site context:
location <String>
country code <Country code>
time-zone <time zone>
contact comment <String>
contact name <String>

contact email <String>

contact phone <String>

7. location

CuHTakcuc
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location <String>

no location

HasHaveHue

3apgaTtb unu yganute location ans Site.

MapameTpbl

MapameTp OnucaHue

<String> CTtpokoBoe onucaHue location.
PekomeHaauun

location <String> 3agaét TekcToBOE onncaHve pasmelleHns Site. 3To NPON3BONBHO 3anonHAEMOoe Mnore, 3HaYyeHe
oTobpakaeTcs kak BBEAEHO.

no location yaansiet location n3 Site context.

Mpumep:
ap622-i-63-41-86(config-site-DEFAULT-SITE)# location OFFICE
YpaneHvne 3Ha4yeHus:
ap622-i-63-41-86(config-site-DEFAULT-SITE)# no location

M3ameHeHne sBnsieTca 00bIYHOWM n3MeHeHeM KoHduUrypaumm n Tpebyet commit Ans npyMeHeHus.

8. country code

CuHTaKkcuc

country code <Country code>

HasHaueHue

3apatb country code gns Site.

MapameTpbl

MapameTp OnucaHue

<Country code> [Byx6ykBeHHbIN country code. B npumepe ucnoneayetca RU.
PekomeHaauunmn

country code <Country code> 3agaért site-level country attribute. 3agaHHbin country code BnusaeTt Ha 4OCTYMNHbIE
HacTpoliku radio interfaces: kOHTporep NPUMEHSIET PerynsaTopHble orpaHnyeHns BbIOpaHHOW CTpaHbl A4S KaHanos,
LUIMPWHBI KaHana, MOLWHOCTK nepenayn n gpyrnx radio-napameTpOB.

Mpuwmep:

ap622-i-63-41-86(config-site-DEFAULT-SITE)# country code RU

M3ameHeHne aBnseTcs 0ObIYHOM M3MEHEHMEM KOHUIypaummn n TpedyeT commit 4ns npyMeHeHus.

Pepakuus - 30.09.2026 24



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

9. time-zone

CuHTakcuc

time-zone <Time zone>

HasHaueHue

3apaTb time zone gnsa Site.

MapameTpbl

MapameTp

<Time zone>

PekomeHaauumn

OnucaHune

3HaveHue time zone. MonHbIN cnMcok 3HadYeHun goctyneH B CLI yepes [TAB].

Komanpga 3apaét time zone ana Site. MonHbIN cnncok time-zone values cnnwkom 6onbLUOW ANst 3TOW rhaBbl;
nonb3oBaTernb MOXET NOCMOTPETb AOCTYMHble 3HayeHusi B CLI uepes [TAB].

Mprmepsbl:

time-zone GMT+3

time-zone GMT+4

Mprmep:

ap622-i-63-41-86(config-site-DEFAULT-SITE)# time-zone GMT+4

N3meHeHe ABNAeTCs 0BbIMHON 3MEHEHUEM KOHUIypaumu 1 TpebyeT commit Ans nprMeHeHus.

10. contact

CuHTakcuc

contact comment <String>
contact name <String>
contact email <String>

contact phone <String>

no contact comment
no contact name
no contact email

no contact phone

HasHaueHue

3apatb unu yganuTe contact information ans Site.

MapameTpbl

MapameTp

comment

Pepakuus - 30.09.2026

OnucaHue

CBoboaHbI kKoMMmeHTapuii ansa Site contact information.
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MapameTp OnucaHue

name VIMsi KOHTaKTHOTO N UMK rpynnbl.

email Email contact.

phone Phone contact.

<String> CTpokoBOE 3HaYeHne COOTBETCTBYHOLLErO Nossi.
PekomeHpauuu

Komangbl contact ... 3agatot otgenbHble contact fields B Site context. 9To Npon3BonNbHO 3anonHAEMbIe NOfs, 3HAYEHUS
oToOpaxalTcs Kak BBEAEHbI.

[Mprmepbl HAaCTPOKKN:
ap622-i-63-41-86(config-site-DEFAULT-SITE)# contact comment shop.nag.ru
ap622-i-63-41-86(config-site-DEFAULT-SITE)# contact name NOC

ap622-i-63-41-86(config-site-DEFAULT-SITE)# contact email noc@example.com
ap622-i-63-41-86(config-site-DEFAULT-SITE)# contact phone +7-000-000-00-00

YpaaneHne otaenbHbix fields BeinonHaeTca oTaenbHbIMKU NO-hopMaMMu:
ap622-i-63-41-86(config-site-DEFAULT-SITE)# no contact comment
ap622-i-63-41-86(config-site-DEFAULT-SITE)# no contact name
ap622-i-63-41-86(config-site-DEFAULT-SITE)# no contact email

ap622-i-63-41-86(config-site-DEFAULT-SITE)# no contact phone

N3meHeHe ABNAeTCs 0BbIMHON 3MEHEHWEM KOHUIypaumu 1 TpebyeT commit Ans nprMeHeHus.
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naBa 6. HacTtpouka Profile (Profile configuration)

1. HasHayeHue rnaeBbl
Pasgen onuceiBaeT HacTpoliky Profile B CLI koHTponnepa.

Profile 3agaét 6a3soByto koHdUrypaumto ans AP onpegenéxHHon annapaTtHo mogenu. Hactpoiiku Profile npumeHsitoTcs ko
BceM AP, koTopble ncnonb3yoT aToT Profile, ecnun kKoHKpeTHast HacTporika He nepeonpeneneHa Ha ypoeHe Device.

B Profile 3apatoTcs:

Ethernet interface settings;

VLAN interface settings;

PPPoE client settings;

radio interface settings;

npueaskn management, ACS, firewall n route policies;
control VLAN;

DNS, NTP un logging settings.

Profile sBnseTca koHurypaunoHHbim o6bekToM. MiameHeHus B Profile context nonagatot B context config n Tpebytot
commit onsa npumeHeHuns B running-config. [lns coxpaHeHusa nocrne nepesarpysku ncnonb3yetcs commit write.

2. Obwaa mogensb Profile

Profile onuceiBaeT 6a3oByto koHdurypaumio AP ons koHkpeTHon annapaTtHon nnatdgopmel. msa Profile coctonT ns aByx
yactem:

<Board name> <Profile name>
Mpuwmep:
profile snr-ap622-i DEFAULT
AP npuBssbiBaeTcs k Profile Ha ypoBHe device:

device <AP ID>

use profile <Board name> <Profile name>

Device context moxeT copepxaTb per-device overrides. Ecnu ogHa 1 Ta e HacTponka 3agaHa B Profile n
nepeonpegerneHa B Device, ntorosas koHdurypauns AP onpegensetcs merged device configuration.

CocTaB hmsmyecknx MHTepPdENCoB 3aBUCUT OT annapaTHON MOAENN.
3. Bxop B Profile context
CuHTakcuc

profile <Board name> <Profile name>

HasHa4eHune

Bowitu B Profile configuration context.

MapameTpbl
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MapameTp OnucaHue
<Board name> Wima annapatHon nnatdgopmel / board.
<Profile name> Wima npodumns.

PekomeHpgauum

KomaHga BbinonHsaeTcsa us global configuration mode.

Ecnun Profile yxe cywiectsyeT, show context nokasbiBaeT TekyLyto koHdurypaumto atoro Profile. Ecniv HoBbi Profile
co3paH Tonbko B context config n nsMeHeHns He NpUMeEHEHBI, revert oTépacbiBaeT 3T N3MEHEHNS.

Mpumep Bxoga B context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)#

4. Profile context prompt

Mpumep prompt ans profile snr-ap622-i DEFAULT:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)#

B aTown rmaBse aTOT pexum HasbiBaeTcs Profile configuration context.

Nested interface contexts ncnonb3sytoT pacmpeHHbin prompt. MNprumepsi:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlanl)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl-pppoe)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)#

5. Mpumep profile snr-ap622-i DEFAULT

Mpumep npoduns:

profile snr-ap622-i DEFAULT
interface Ge0@/0
no shutdown
duplex auto
speed auto
switchport mode access
switchport access vlan 1
exit

interface Geo/1
no shutdown
duplex auto
speed auto
switchport mode access
switchport access vlan 1
exit

interface vlan 1
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no shutdown

ip address dhcp

exit
interface radio 1

no shutdown

no airtime-fairness

mode ax

channel random width 20
power 17

no 802.11r

802.11k

802.11v

use wlan DEFAULT bssid 1
exit
interface radio 2

no shutdown

no airtime-fairness

mode ax

channel random width 20
power 17

no 802.11r

802.11k

802.11v

use wlan DEFAULT bssid 1
exit

use management policy DEFAULT
control vlan 1

exit

6. AoctynHble Profile commands
Ecnun He yka3aHo oTAenbHO, KOMaHAbl 3TON rNaBbl BbiNOnHATCS U3 Profile configuration context.

OcHoBHbIe AoCTYMNHbIEe koMaHabl Profile context:
interface Ge0@/0
interface Ge0@/1
interface vlan <VLAN ID>

interface radio <1]|2>

use management policy <Management policy name>

no use management policy

use acs policy <ACS policy name>

no use acs policy

use ip firewall policy <Firewall policy name>

no use ip firewall policy

use ip route policy <Route policy name>

no use ip route policy
control vlan <VLAN ID>
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dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all

ntp server <server> [<server> ...]

no ntp server

loglevel <level>

no loglevel

logserver file
logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>

no logserver file syslog

7. use management policy

CuHTakcuc

use management policy <Management policy name>

no use management policy

HasHauveHue

MpussasaTe unu yaanute management policy ans Profile.

MapameTpbl
MapameTp OnucaHue
<Management policy name> Mmst management policy.
PekomeHnpauunu

use management policy <name> 3agaét management policy gnsa AP, ncnone3ytowmx atot Profile, ecnu policy He
nepeonpeferneHa Ha yposHe Device.

no use management policy yaansaet cTpoky npmesasku u3 Profile context.

B npumepe profile snr-ap622-i DEFAULT 3agaHo:

use management policy DEFAULT
Mpumep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use management policy DEFAULT
YnaneHve NPUBA3KNU!

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use management policy
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8. use acs policy
CuHTakcuc

use acs policy <ACS policy name>

no use acs policy

HasHaveHue

MpuesasaTe unu yganute ACS policy gnsa Profile.

MapameTpbl
MapameTp OnucaHue
<ACS policy name> Mmsa ACS policy.
PekomeHaauun

use acs policy <name> 3agaét ACS policy ans radio interfaces, Bxogsawwx B Profile. Ins pabotel ACS radio interface
porkeH ucnonb3oBatb ACS channel selection.

no use acs policy yaanset npusasky ACS policy n3 Profile context.

Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use acs policy TEST
YaaneHvne npuBsA3Ku:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use acs policy

9. use ip firewall policy

CuHTakcuc

use ip firewall policy <Firewall policy name>

no use ip firewall policy

HasHauyeHue

MpussasaTb unu yganuts firewall policy ana Profile.

MapameTpbl
MapameTp OnucaHue
<Firewall policy name> Wwms firewall policy.
PekomeHaauumn

use ip firewall policy <name> 3apgaért firewall policy Ha ypoBHe Profile.
no use ip firewall policy ynansert firewall npuesska policy u3 Profile context.

Mpumep:

Pepakuus - 30.09.2026

31



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip firewall policy OFFICE-FW
YnaneHve NPUBA3KNU!

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use ip firewall policy

10. use ip route policy

CuHTakcuc

use ip route policy <Route policy name>

no use ip route policy

HasHaueHue

MpussasaTe unu yaanuts route policy ans Profile.

MapameTpbl
MapameTp OnucaHue
<Route policy name> Wwms route policy.
PekomeHnpauunun

use ip route policy <name> 3agaéT route policy Ha ypoBHe Profile.
no use ip route policy yaanset route npuBaska policy n3 Profile context.

Mprmep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip route policy OFFICE-ROUTES
YpaaneHve npuBAsKku:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use ip route policy

11. control vilan

CuHTakcuc

control vlan <VLAN ID>

HasHa4eHune

3apgatb VLAN ans control / management traffic B Profile.

MapameTpbl
MapameTp OnucaHue
<VLAN ID> VLAN ID. JoctynHbii ananasoH: 1-4095.
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PekomeHaauumn

Komanga 3agaét VLAN, ncnonb3yemsbinn Profile ansi control / management traffic.

B npumepe profile snr-ap622-i DEFAULT 3agaHo:
control vlan 1
Mprmep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# control vlan 200

12. dns

CuHTakcuc

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all

HasHauyeHue

3apatb unu yganute DNS servers Ha ypoBHe Profile.

MapameTpbl

MapameTp OnucaHue

<A.B.C.D> IPv4 address DNS server.
PekomeHgauunmn

dns primary <A.B.C.D> 3agaét primary DNS server.
dns secondary <A.B.C.D> 3agaét secondary DNS server.

no dns primary yganset Toneko primary DNS. no dns secondary yaanset Tonbko secondary DNS. no dns all ygansert Bce
DNS settings u3 Profile context.

Ecnn DNS servers He 3agaHbl IBHO, COOTBETCTBYHOLLME CTPOKM He oTobpaxatotcs B Profile context.

Mpuwmep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# dns primary 8.8.8.8
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# dns secondary 8.8.4.4

Ypanenue Bcex DNS settings:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no dns all

13. ntp server

CuHTakKkcuc
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ntp server <server> [<server> ...]
no ntp server
ntp local server vlan <VLAN ID> [<VLAN ID> ...]

no ntp local server

HasHauyeHue

3apaTb BHELUHME cepBepbl BpEMEHM 1 NPpU HEOBXOAMMOCTHM BKMOUNTL NnokanbHbin NTP-cepep Ha VLAN-uHTepdericax
ycTpoucTtBa. Hactporika goctynHa B Profile n Device.

MapameTp OnucaHue
<server> DNS-ums unu IPv4-agpec NTP-cepBepa. Heckornbko 3HaueHuin pasgenstoTcs
npo6enamu.
<VLAN ID> VLAN-unHTEpdenc, Ha KOTOpOM NnokanbHbln cepep oTBedaeT NTP-knueHTam.
PekomeHaauumn

Cnncok cepBepoB BBOAMTCS OAHOM KOMaHaov Yepes npobensl. PazgenvTens ; U3 npeaplayLmnx BEPCUIi He UCTIoNb3yeTCs.

VLAN-nHTepderchl Ana NokanbHOro cepsepa AOMKHbI CyLLEeCTBOBaTb B 3PMEKTUBHOM KOHMUIypaLmMmn yCTPOUCTBa.
HacTtpoika npoBepsieTcsa npu npumeHeHun. KnueHTbl obpaluatotcs k IP-agpecy cootseTtcTBytowlero VLAN-nHTepderica;
MexXay KNMeHTOM 1 cepBepoM gormkeH npoxoamts NTP-tpacuk UDP/123.

no ntp local server OTKMOYaET fiokanbHblIn NTP-cepBep un coxpaHseT CMCOK BHELLHUX CEPBEPOB. no ntp server
yAansieT CrncoK BHELLHUX CEPBEPOB.

ntp server @.pool.ntp.org 192.0.2.10

ntp local server vlan 1 200

Mocrne HaCTPOWKKM BbIMOSHUTE commit UM commit write. MpoBepsiiTe (HaKTUYECKYH0 CUHXPOHU3ALMIO KOMaHAaMM show ntp
“ show ntp ap <AP ID>. Hanmuuue agpeca B KoHdurypauum camo no cebe He noATBepXKAaeT CUHXPOHM3aumio. CnMcok
HaCTPOEHHbIX CEePBEPOB NpeacTaBnseT Habop KaHAMAATOB, a He OAHOBPEMEHHYH CUHXPOHM3ALMI0 CO BCEMU HUMM.

14. show ntp

CuHTakcuc

show ntp
show ntp ap <AP ID>

HasHauyeHue

MokasaTtb NTP synchronization status u server list nokanbHoro yctporctsa nnu ykasaHHon AP.

MapameTpbl

MapameTp Onucaxue

ap <AP ID> Mokasatb NTP status koHkpeTHOn AP.
PekomeHgauumn

show ntp BbInonHsieTcst 6€3 AONONHUTENBHBIX apPryMEHTOB.

show ntp ap <AP ID> nokasbiBaeT NTP status koHkpeTHon AP.
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15. loglevel
CuHTakcuc

loglevel <level>

no loglevel

HasHaveHue

3apatb unu yganute log level Ha yposHe Profile.

MapameTpbl
MapameTp OnucaHue
<level> Log level. OoctynHele ypoeHu: ALERT, CRIT, DEBUG,EMERG, ERR, INFO,
NOTICE, WARNING
PekomeHaauumn

loglevel <level> 3apaért log level gna AP, ncnonb3ytowmx Profile. [NoBTOpHbIN BBOA KOMaHAbl 3aMeEHSIET paHee 3ajaHHoe
3Ha4yeHue.

no loglevel yoanseT siBHO 3agaHHbIl log level n3 Profile context.

Mpumepsi:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# loglevel DEBUG
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# loglevel INFO

YpaneHne 3Ha4yeHus:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no loglevel

16. logserver

CuHTaKkcuc

logserver file
logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>

no logserver file syslog

HasHaueHue

HactpowuTb logging destination Ha ypoBHe Profile.

MapameTpbl
MapameTp OnucaHue
file BknitouunTs file logging destination.
syslog <A.B.C.D> B3apaTb syslog server IPv4 address.
syslog <A.B.C.D:PORT> 3apaTb syslog server IPv4 address u port.
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PekomeHaauumn

logserver file Bkntoyaer file logging destination.
logserver syslog <A.B.C.D> 3agaét syslog server 6e3 sBHoro port.
logserver syslog <A.B.C.D:PORT> 3agaért syslog server ¢ siBHbIM port.

HoctynHas no-chopma:
no logserver file syslog
Mpumepsi:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# logserver file
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# logserver syslog 192.168.88.1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# logserver syslog 192.168.88.1:514

17. Profile interface contexts

Profile moxeT cogepxatb nested interface contexts:
interface Ged/0
interface Ge@/1

interface vlan <VLAN ID>

interface radio <1]|2>

Ethernet interface n VLAN interface commands onucaHbl HUXe B 9TOW rnaBe.

Radio interface context goctynen us Profile n Device contexts. NogpobHble radio commands onucaHel B OT4ENbHON rnaee
Radio interface configuration.

18. Ethernet interface context

CuHTaKkcuc

interface Ge@/0
interface Ge@/1

HasHauyeHue

Bowitu B Ethernet interface configuration context BHyTpu Profile.

MapameTpbl

Her.

PekomeHaauun

Komanga sbinonHsaetcsa us Profile configuration context.
CocrtaB dumsnyeckux Ethernet interfaces 3aBucut ot annapatHon mogenu. B npumepe Profile gpoctynHbl Ge0/0 n Ge0/1.

Mpumep Bxoaa B context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface Ged/0
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge@/0)#

Mpumep ons Ge0/0 n Ge0/1:
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interface Ge0/@

no shutdown

duplex auto

speed auto

switchport mode access
switchport access vlan 1

exit

19. Ethernet administrative state

CuHTakcuc

shutdown

no shutdown

HasHa4eHune

OTkntounTb Unu BkItounTb Ethernet interface B Profile.

MapameTpbl

Her.

PekomeHaauumn

Komange! BeinonHstotcsa n3 Ethernet interface configuration context.
shutdown oTtkntouaeT Ethernet interface. no shutdown skntouaet Ethernet interface.

B npumepe Ethernet interfaces BkntoyeHb!:

no shutdown

20. duplex

CuHTakcuc

duplex auto
duplex full
duplex half

HasHauyeHue

3apaTtb duplex mode Ethernet interface.

MapameTpbl

Hert.

PekomeHpauuu
Komanga sbinonHsaetcsa ns Ethernet interface configuration context.

,D,OCTyI'IHbIe 3Ha4YeHnA:

duplex auto

duplex full
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duplex half
B npumepe 3agaHo:

duplex auto

21. speed

CuHTakKkcuc

speed auto
speed 100
speed 1000

HasHauyeHue

3apaTtb speed Ethernet interface.

MapameTpbl

Her.

PekomeHpauuu
KomaHga BbinonHsaetcsa us Ethernet interface configuration context.
[ocTynHble 3HaYeHus:

speed auto

speed 100

speed 1000

B npumepe 3agaHo:

speed auto

22. switchport mode access

CuHTaKkcuc

switchport mode access

switchport access vlan <VLAN ID>

HasHauyeHue

Hactpoutb Ethernet interface kak access port.

MapameTpbl

MapameTp OnucaHue

<VLAN ID> Access VLAN ID. JocTtynHbii Avana3soH: 1-4095.
PekomeHgauunmn

Komangb! BeinonHstoTca n3 Ethernet interface configuration context.
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switchport mode access 3agaét access mode.
switchport access vlan <VLAN ID> 3apgaét access VLAN.

B npumepe 3agaHo:

switchport mode access

switchport access vlan 1
Mprmep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge0/0)# switchport mode access
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge@/0)# switchport access vlan 200

23. switchport mode trunk

CuHTakcuc

switchport mode trunk

switchport trunk native vlan <VLAN ID>
switchport trunk native tagged

switchport trunk allowed vlan <vlan-list>

no switchport trunk native tagged

HasHauyeHue

HacTtpoutb Ethernet interface kak trunk port.

MapameTpbl
MapameTp OnucaHue
<VLAN ID> Native VLAN ID. JoctynHbin agnanasoH: 1-4095.
<vlan-list> VLAN ID nnu cnncok VLAN yepes 3anaTtyto.
PekomeHaauun

Komangb! BeinonHstoTcsa n3 Ethernet interface configuration context.
switchport mode trunk nepesogut Ethernet interface B trunk mode.
switchport trunk native vian <VLAN ID> 3agaét native VLAN.
switchport trunk native tagged BkntoyaeT tagged native VLAN behavior.
switchport trunk allowed vlan <vlan-list> 3agaét allowed VLAN list.

HoctynHas no-copma:
no switchport trunk native tagged

Mpumepsbl:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge@/0)# switchport mode trunk
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge@/0)# switchport trunk native vlan 200

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge@/0)# switchport trunk native tagged
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-ge@/0)# switchport trunk allowed vlan 10,20,30
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24. VLAN interface context

CuHTaKkcuc

interface vlan <VLAN ID>

HasHaueHue

Bowitn B VLAN interface configuration context BHyTpu Profile.

MapameTpbl

MapameTp OnucaHue

<VLAN ID> VLAN interface ID. [JoctynHbI grnanasoH: 1-4095.
PekomeHaauunmn

KomaHga BbinonHseTcs u3 Profile configuration context.

Mpumep Bxoaa B context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface vlan 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1anl)#

Mpumep:

interface vlan 1
no shutdown

exit

25. VLAN interface administrative state

CuHTaKkcuc

shutdown

no shutdown

HasHauyeHue

OTtkntounTb unu Bkntountb VLAN interface B Profile.

MapameTpbl

Her.

PekomeHaauun

Komange! BeinonHstotea n3 VLAN interface configuration context.
shutdown oTkntodaeT VLAN interface. no shutdown Bkntodaet VLAN interface.

B npumepe VLAN interface Bkno4éH:

no shutdown
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26. ip address

CuHTakcuc

ip address dhcp
ip address <A.B.C.D/MASK>

no ip address

HasHaueHue

3apatb IP addressing mode gnst VLAN interface B Profile.

MapameTpbl
MapameTp OnucaHue
dhep Monyuvatb IPv4 address no DHCP.
<A.B.C.D/MASK> Static IPv4 address B CIDR-hopme.
PekomeHpgauunun

Komange! BeinonHstotca n3 VLAN interface configuration context.

ip address dhcp 3agaér DHCP addressing mode.

ip address <A.B.C.D/MASK> 3apgaér static IPv4 address B CIDR-copwme.
no ip address yaansert IP address setting n3 VLAN interface context.

B npumepe 3agaHo:
ip address dhcp
Mpumepsi:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl)# ip address dhcp
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl)# ip address 172.27.72.10/24

YpaneHue address setting:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl)# no ip address

27. PPPoE client context

CuHTakcuc

pppoe-client

no pppoe-client

HasHa4yeHune

Bowitn B PPPOE client context unu yganute PPPOE client section n3 VLAN interface.

MapameTpbl

Her.
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PekomeHaauumn

KomaHga pppoe-client BoinonHsetcst n3 VLAN interface configuration context n oTkpbiBaeT BnoxeHHbin PPPOE client
configuration context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-vlanl)# pppoe-client
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl-pppoe)#

MycTtas PPPoE section otobpaxaeTcs kak section 6e3 napameTpos:

pppoe-client

exit
no pppoe-client n3 VLAN interface context ygansaet scto PPPOE client section.

28. PPPoOE settings

CuHTakcuc

ac <String>

service <String>

username <String>

password <String>

mtu <Interface MTU>

inactivity <Unsigned integer>
lcp-echo-failure <Unsigned integer>

lcp-echo-interval <Unsigned integer>

no ac
no service

no mtu

no inactivity

no lcp-echo-failure

no lcp-echo-interval

HasHauyeHue

Hactpoute PPPOE client parameters.

MapameTpbl
MapameTp OnucaHue
ac <String> Access concentrator name.
service <String> PPPoE service name.
username <String> PPPoE username.
password <String> PPPoE password.
mtu <Interface MTU> PPPoE interface MTU.
inactivity <Unsigned integer> Inactivity timer value.
Icp-echo-failure <Unsigned integer> LCP echo failure threshold.
Icp-echo-interval <Unsigned integer> LCP echo interval.
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PekomeHaauumu

Komangb! BeinonHstoTca n3 PPPoE client configuration context.

Mpyvmepbl HACTPOWKK:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl-pppoe)# ac TEST-AC
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl-pppoe)# service TEST-SERVICE

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl-pppoe)# username testuser

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1anl-pppoe)# password testpass

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1anl-pppoe)# mtu 1492
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl-pppoe)# inactivity 300
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1anl-pppoe)# lcp-echo-failure 5
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-v1lanl-pppoe)# lcp-echo-interval 20

HocTynHble no-gopmbl yaangaT cooTBeTcTBylowmne PPPoE parameters:

no
no
no
no
no

no

29.

ac
service

mtu

inactivity
lcp-echo-failure

lcp-echo-interval

Radio interface context in Profile

CuHTakcuc

interface radio <1|2>

HasHaueHue

BowTtu B radio interface configuration context BHyTpu Profile.

MapameTpbl
MapameTp OnucaHue
1 2.4 GHz radio.
2 5 GHz radio.
PekomeHaauumn

KomaHga BbinonHseTcs 3 Profile configuration context.

Mpumepsbl Bxoga B context:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface radio 1

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)#

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface radio 2
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)#

Pepakuus - 30.09.2026

43



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

B Profile radio context 3agaétcsa 6a3oas radio configuration gna AP, ncnonb3ytowmx atot Profile. MogpobHoe onncaHve
radio commands HaxoguTcs B oTAenbHon rnaese Radio interface configuration.
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naBa 7. HacTtpouka Device (Device configuration)

1. HasHayeHue rnaeBbl
B aTon rmase npuBeneHbl komaHabl HacTponku Device B CLI koHTponnepa v ynpaensembix Wi-Fi AP.

Device 3agaét koHdurypauuto koHkpeTHor AP. B otnnume ot Profile, koTopbili onvckiBaeT 6a30Byt0 KOHUrypauuto ans
rpynnbl AP ogHon annapaTHon mogenu, Device ncnonb3yeTtcs ons npmessku koHkpeTHon AP k Site n Profile, a Takke ona
NMHAMBUOYanbHbIX HACTPOEK u per-device overrides.

Device context ncnonbsyetcsa ans:

npueaskn AP k Site;

npuBsa3kn AP k Profile;

3apgaHus per-device npmBsaskn policy;

HacTponku device-level VLAN interface;

HacTponkn PPPoE client Ha VLAN interface;

3apanus radio interface overrides;

3agaHus hostname override;

oumncTkm per-device overrides yepes clean override;

HaCTPOMKM PONK NoKarnbHOro KOHTponnepa vepes controller adoption.

Device aBnsieTcst KoHpUrypaumoHHeiM o6bekToM. M3ameHeHunsa B Device context nonagatoT B context config n Tpebytot
commit ansa npumeHeHuns B running-config. [ns coxpaHeHusa nocrne nepesarpyskun ncnonb3yetcs commit write.

CoctosHne AP adoption He xpaHuTcs B device-cekummn. OHO XxpaHUTCHa OTAENbHO BO BHYyTpeHHel adoption database.
device <AP ID> onucbiBaeT koHGurypaumio AP, a He cam (hakT NpuHATUS AP KOHTPONNepom.

2. Oowaa mogenb Device
Device-cekuus cBasblBaeT KOHKPETHYHO AP ¢ ocTanbHbIMU KOHUIYpaLMOHHBIMU 06 beKTaMm.

TunoBasi MMHUManbHasa cekuus ynpasnsemon AP cogepxuT:

device <AP ID>
use site <SITE name>
use profile <Board name> <Profile name>

exit

Mocne atoro AP nonyyaet 6a3oByto kKoHdurypaumio ns Profile. Ecnu Ha ypoHe Device 3agaHbl 4ONONHUTENbHbIE
HaCTPOWKK, OHM paboTatoT Kak per-device overrides.

Device context He 06s13aH cogepxxaTtb nonHyto konuto Profile. Hanpumep, radio, VLAN interface, DNS, NTP, logging n
policy settings moryT HacnepoBaTbcst U3 Profile, noka cooTBeTCTBYHOLWME NapaMeTpbl He 3adaHbl Ha ypoBHe Device.

MToroByto KoHdUrypaumto KoHKkpeTHon AP MOXXHO cMOTpeTb Yepe3 merged device configuration:
show device-config <AP ID>

B show adoption none CONFIG nokasbiBaeT, ectb nin ansa AP koHdurypaumoHHas device-cekums. OTo none He 3aMeHsaeT
cocTtosiHne adoption n He 03Ha4yaeT camo no cebe, UTo AP NpuHATa KOHTPONEPOM.
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3. Bxoa B Device context
CuHTakcuc
device <AP ID>

HasHaueHue

Bowtu B Device configuration context koHkpeTHon AP.

MapameTpbl

MapameTp OnucaHue

<AP ID> WpoeHtudukaTtop AP.
PekomeHpgauum

KomaHga BbinonHsaeTcsa us global configuration mode.

Mpumep Bxoaa B context:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)#

4. self

CuHTakcuc

self

HasHauyeHue

Bowitu B Device configuration context nokaneHoro yctponcTsa.

MapameTpbl

Hert.

PekomeHaauun

KomaHpaa BeinonHseTcs ns global configuration mode n ncnonbeayeTtcs kak 6bicTpbili nepexon B Device context nokansHoro
controller AP.

[ns koHTponnepa ap622-i-63-41-86 komaHAaa:
self

3KBUBAmNeHTHa BXoay B:
device ap622-i-63-41-86

Mpumep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# self
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ap622-i-63-41-86(config-ap622-i-63-41-86)#

5. Device context prompt

Mpumep prompt Ans nokanbHoro device:
ap622-i-63-41-86(config-ap622-i-63-41-86)#

B aTow rmaBe aTOT pexum HasbiBaeTcs Device configuration context.

Nested interface contexts ncnonbaytoT pacmpeHHbin prompt. Mprmepsbl:

ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)#
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)#
ap622-i-63-41-86(config-ap622-i-63-41-86-radiol)#
ap622-i-63-41-86(config-ap622-i-63-41-86-radio2)#

6. Mpumep device-cekunn nokarnbLHOro KOHTporssiepa

Mpumep device-cekuun anga nokaneHoro controller AP:

device ap622-i-63-41-86
interface vlan 200
no shutdown
ip address 172.27.72.1/24
exit
use site DEFAULT-SITE
controller adoption
use ip dhcp policy DEFAULT vlan 200
use profile snr-ap622-i DEFAULT
use auto provision policy DEFAULT

exit
B Takom npumepe nokansbHoe YCTPOICTBO:
nmeeT VLAN interface vlan 200 co static IPv4 address;
npuBsa3aHo k site DEFAULT-SITE;
paboTaeT kak koHTponnep (controller adoption);
ncnone3dyet DHCP policy DEFAULT gns VLAN 200;
ucnonbayeT Profile snr-ap622-i DEFAULT;

ucnonbdyeT Auto provision policy DEFAULT.

7. Mpumep device-cekunn ynpasnsemon AP
Mprmep MuHUManbHon device-cekumu ang managed AP:

device ap622-i-63-41-89

use site DEFAULT-SITE

use profile snr-ap622-i DEFAULT

exit
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Ina managed AP Takas cekunst MoxeT BbiTb goctaTouHon: AP nonyyaeT Site n Profile, a octanbHble napameTpbl
HacnegaytoTca u3 Profile, ecnv He 3agaHbl Kak per-device overrides.

Auto-provision MOXeT co3gaBaTb TakMe MMHUMarnbHble device-cekumn ana AP, KOTOpbIE yKe HAaXOASATCS B COCTOSHUN
ADOPTED, Ho eLé He MMelT KOHPUIypaLMOHHOWM CEKLUN.

8. JoctynHble Device commands
Ecnu He ykasaHo oTaenbHO, KOMaHAbl 3TON rnaebl BbiNonHALTCA u3 Device configuration context.

OcHoBHble gocTynHble komaHabl Device context:

use site <SITE name>

use profile <Board name> <Profile name>

use management policy <Management policy name>

no use management policy

use auto provision policy <Auto-provision policy name>

no use auto provision policy

use acs policy <ACS policy name>

no use acs policy

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>
no use ip dhcp policy vlan <VLAN ID>

use ip firewall policy <Firewall policy name>

no use ip firewall policy

use ip nat policy <NAT policy name>

no use ip nat policy

use ip route policy <Route policy name>

no use ip route policy
control vlan <VLAN ID>

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all

ntp server <server> [<server> ...]

no ntp server

loglevel <level>

no loglevel

logserver file
logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>

no logserver file syslog
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host <String>
clean override

controller adoption

interface vlan <VLAN ID>

interface radio <1]|2>

9. use site

CuHTakcuc

use site <SITE name>

HasHaueHue

MpuessaTb AP k Site.

MapameTpbl
MapameTp OnucaHue
<SITE name> Wms Site.
PekomeHaauun

Device gomxkeH nmeTb npmBAsky K Site. B npumepax ncnonb3yeTcs:
use site DEFAULT-SITE

[na nameHeHuns Site 3aganTe HoBoe 3HaveHne Yepes use site <SITE name>.

Mprmep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# use site DEFAULT-SITE

10. use profile

CuHTaKkcuc

use profile <Board name> <Profile name>

HasHa4yeHune

MpuesizaTtb AP k Profile.

MapameTpbl
MapameTp OnucaHue
<Board name> Wma annapatHon nnatdgopmsl / board.
<Profile name> Wwms Profile.

Pepakuus - 30.09.2026

49



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

PekomeHaauumn

Device gomxeH nmeTb npussasky K Profile. B npumepax ncnonbsyetcs:
use profile snr-ap622-i DEFAULT

[Ona namenenuns Profile 3agante HoBoe 3HaveHue Yepes use profile <Board name> <Profile name>.

Mprmep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# use profile snr-ap622-i DEFAULT

11. use management policy

CuHTakcuc

use management policy <Management policy name>

no use management policy

HasHauveHue

3apatb vnu yganuTe management npuesska policy Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<Management policy name> Mmst management policy.
PekomeHnpgauunun

use management policy <name> 3agaét management policy ons koHkpeTHon AP n nepeonpegenseT nosegexHve,
3apaHHoe Ha ypoBHe Profile.

no use management policy yoanseTt per-device npuessky. Nocne yganenus yctponctso ucnonedyet Profile behavior.

Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-89)# use management policy DEFAULT
YpnaneHue NPUBA3KN:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no use management policy

12. use auto provision policy

CuHTakcuc

use auto provision policy <Auto-provision policy name>

no use auto provision policy

HasHayeHue

3apatb unu yganutb Auto provision npussa3ska policy Ha yposHe Device.
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MapameTpbl
MapameTp OnucaHue
<Auto-provision policy name> Wmsa Auto provision policy.
PekomeHpauuu

use auto provision policy <name> 3agaért policy, KOTOpyt0 KOHTpOnep UCNonb3yeT And aBToMaTU4eCcKoro co3aaHus
device-cekuni managed AP npu commit.

B npumepe nokansHoro controller device 3agaHo:

use auto provision policy DEFAULT
Mpuwmep:

ap622-i-63-41-86(config-ap622-i-63-41-86)# use auto provision policy DEFAULT
YaaneHvne npuBA3Ku:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use auto provision policy

13. use acs policy

CuHTakcuc

use acs policy <ACS policy name>

no use acs policy

HasHauyeHue

3apatb vnu yganute ACS npussa3ska policy Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<ACS policy name> Mmsa ACS policy.
PekomeHaauunmn

use acs policy <name> 3agaét ACS policy anst koHkpeTHon AP. Yto6bl ACS ynpaensn Bbibopom kaHana, radio interface
Takke gorkeH ucnonb3osatk ACS channel selection.

no use acs policy yaanset ACS npuss3ska policy n3 Device context.

Mpuwmep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# use acs policy TEST

YpaaneHve npuBA3sKu:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no use acs policy
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14. use ip dhcp policy
CuHTakcuc

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>
no use ip dhcp policy vlan <VLAN ID>

HasHaveHue

Mpuesasate unu yganute DHCP policy ansa koHkpeTHoro VLAN Ha Device.

MapameTpbl

MapameTp OnucaHue

<DHCP-policy name> Wms DHCP policy.

<VLAN ID> VLAN ID. JoctynHbii ananasoH: 1-4095.
PekomeHpauum

DHCP policy npuesisbiBaeTcs k koHkpeTHoMY VLAN Ha KOHKpeTHOM device.

[nsa nobaBneHns NpuBs3KkM ykasbiBaeTcst uMs policy:
use ip dhcp policy DEFAULT vlan 200
Onsa ynaneHns npueasku ykasbisaetcs VLAN, HO He ykasbiBaeTca nms policy:
no use ip dhcp policy vlan 200
Mprmep:
ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip dhcp policy DEFAULT vlan 200
YpaneHvne npuBa3sku:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip dhcp policy vlan 200

15. use ip firewall policy

CuHTakKkcuc

use ip firewall policy <Firewall policy name>

no use ip firewall policy

HasHaueHue

3apatb vnu yganuTte firewall npussska policy Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<Firewall policy name> Wwms firewall policy.
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PekomeHaauumn

use ip firewall policy <name> 3apaér firewall policy ans koHkpeTHow AP.
no use ip firewall policy ynanset firewall npuesaska policy n3 Device context.

Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip firewall policy OFFICE-FW
YaaneHvne npuBsA3Ku:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no use ip firewall policy

16. use ip nat policy

CuHTakcuc

use ip nat policy <NAT policy name>

no use ip nat policy

HasHauyeHue

3apatb nnu yganute NAT npussiska policy Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<NAT policy name> Mmsa NAT policy.
PekomeHgauumn

use ip nat policy <name> 3agaét NAT policy ans koHkpeTHon AP.
no use ip nat policy ynanset NAT npussska policy us Device context.

Mpumep:
ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip nat policy OFFICE-NAT
YpnaneHue NPUBA3KN:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip nat policy

17. use ip route policy

CuHTakcuc

use ip route policy <Route policy name>

no use ip route policy

HasHayeHue

3apatb unu yganuTb route npmesaska policy Ha yposHe Device.
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MapameTpbl
MapameTp OnucaHue
<Route policy name> Wms route policy.
PekomeHpauuu

use ip route policy <name> 3agaért route policy ans koHkpeTHon AP.
no use ip route policy yaanset route npuesiska policy ns Device context.

Mpuwmep:
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip route policy OFFICE-ROUTES
YaaneHve npuBA3sKku:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no use ip route policy

18. control vian

CuHTakcuc

control vlan <VLAN ID>

HasHauyeHue

3apatb VLAN gns control / management traffic Ha yposHe Device.

MapameTpbl

MapameTp OnucaHue

<VLAN ID> VLAN ID. JocTynHbiv gnanasoH: 1-4095.
PekomeHaauumn

Komanpa 3apaét device-level control VLAN override.

Ecnu control VLAN He 3agaH Ha ypoBHe Device, yCTpoNCTBO UCMosb3yeT noBeaeHne, onpegensiemoe Profile n Tekywen
KOHdurypaumen nHtepdencos.

Mpuwmep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# control vlan 200

19. dns

CuHTakcuc

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all
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HasHa4eHune

3apatb vnu yganuTte DNS servers Ha yposHe Device.

MapameTpbl

MapameTp OnucaHue

<A.B.C.D> IPv4 address DNS server.
PekomeHaauumn

dns primary <A.B.C.D> 3agaét primary DNS server.
dns secondary <A.B.C.D> 3agaét secondary DNS server.

no dns primary ygansiet Toneko primary DNS. no dns secondary yganset Tonbko secondary DNS. no dns all ygansiet Bce
DNS settings n3 Device context.

Mprmepsbl:

ap622-i-63-41-86(config-ap622-i-63-41-89)# dns primary 8.8.8.8
ap622-i-63-41-86(config-ap622-i-63-41-89)# dns secondary 8.8.4.4

Ypanenue Bcex DNS settings:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no dns all

20. ntp server

B Device HacTpoika NTP 3agaétca ans BblopaHHoro yctponctea. CMHTaKcuC ntp server, ntp local server vlanu
cootBeTcTBYtoWw X NO-cpopm npuseaéH B pasgene NTP. NpoBepka cocTosiHuA: show ntp. IaMeHeHns npumeHsaoTcs
yepes commit UK commit write.

21. system clock set

CuHTakcuc

system clock set <DD-MM-YYYY> <HH:MM>
system clock set ap <AP ID> <DD-MM-YYYY> <HH:MM>

Py4dHas ycTtaHOBKa faTbl M BPEMEHU IOKANbHOMO YCTPOWCTBA MW BbIOpaHHON ynpasnsiemon ToUkn Yyepes ap. [aTa
yKa3blBaeTCs B MOPSAKe OeHb-MeCsL-roA, BpeMms - B 24-4acoBom hopmaTe, B HaCOBOM MOsICE LLeNeBOro yCTponcTaa.
CekyHAbl ycTaHaBnNMBatoTCA B 00. HEBO3MOXHbIE KaneHaapHble AaTbl U HEKOPPEKTHOE BPEMS OTKITOHSOTCS.

KomaHga BbinonHaeTca HemeaneHHo, 6e3 commit. [poBepsiiTe pesynbTat Yepes show clock. [pu paboTtatowem NTP
BpEMSI MOXET 3aTeM M3MEHUTLCA B pe3ynbTaTe CUHXPOHU3ALMN.

system clock set 16-09-2026 14:30

show clock

22. show clock

CuHTakcuc
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show clock

HasHaueHue

MokasaTb TEKyLLEee CUCTEMHOE BPEMSI.

MapameTpbl

Her.

PekomeHaauunmn

KomaHga vucnonbayetcs ansa 6bICTpon NpoBepKM CUCTEMHOTO BpeMeHu nepef aHanuaom logs, delayed tasks n NTP state.
23. loglevel

CuHTakcuc

loglevel <level>

no loglevel

HasHaueHue

3apatb vnu yganute log level Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<level> Log level. JocTtynHble 3HadeHnss DEBUG u INFO; octanbHble 3HayeHns cnegyet
BblGnpaTh no CLI help TekyLiero penusa.
PekomeHaauumn

loglevel <level> 3apaét log level onsa koHkpeTHOW AP. [OBTOPHbLIV BBOA KOMaHAbl 3aMeHsIeT paHee 3agaHHOe 3HadeHune.
no loglevel yganset aBHO 3agaHHbIv log level ns Device context.

Mprumepsbl:

ap622-i-63-41-86(config-ap622-i-63-41-89)# loglevel DEBUG
ap622-i-63-41-86(config-ap622-i-63-41-89)# loglevel INFO

YpaneHve 3HayeHns:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no loglevel

24. logserver

CuHTakcuc

logserver file
logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>

no logserver file syslog
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HasHaueHue

HacTtpouTb logging destination Ha yposHe Device.

MapameTpbl
MapameTp Onucaxue
file BknitounTs file logging destination.
syslog <A.B.C.D> 3apaTb syslog server IPv4 address.
syslog <A.B.C.D:PORT> 3apaTb syslog server IPv4 address u port.
PekomeHaauun

logserver file BkntoyaeT file logging destination.
logserver syslog <A.B.C.D> 3agaért syslog server 6e3 siBHOro port.
logserver syslog <A.B.C.D:PORT> 3agaért syslog server ¢ siBHbIM port.

HoctynHas no-copma:
no logserver file syslog
Mpumepsi:
ap622-i-63-41-86(config-ap622-i-63-41-89)# logserver file

ap622-i-63-41-86(config-ap622-i-63-41-89)# logserver syslog 192.168.88.1
ap622-i-63-41-86(config-ap622-i-63-41-89)# logserver syslog 192.168.88.1:514

25. host

CuHTakcuc

host <String>

HasHa4eHune

3apatb hostname override ans Device.

MapameTpbl
MapameTp OnucaHue
<String> Hostname.
PekomeHpauuu

KomaHga 3agaét hostname override ans koHkpeTHon AP.

[nsa nameHeHnsa hostname override noBTopHO BbinonHuTe host <String> ¢ HOBbIM 3Ha4YeHneM.

Mpumepsi:

ap622-i-63-41-86(config-ap622-i-63-41-86)# host TEST-HOST
ap622-i-63-41-86(config-ap622-i-63-41-89)# host TEST-MANAGED
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26. clean override

CuHTakcuc

clean override

HasHaueHue

OuncTnTb HacTpOKKM, 3adaHHble Ha ypoBHe Device, coxpaHuB obs3aTenbHble npueaskn Site n Profile.

MapameTpbl

Hert.

PekomeHaauunmn

KomaHga ounwaet per-device overrides B Tekywiem Device context. [Ina managed AP nocne BbINONTHEHNA KOMaHAbl B
device-cekummn OCTalOTCA TONBKO NPUBSI3KM:

use site <SITE name>

use profile <Board name> <Profile name>
Hanpumep, ecnu Ha ypoBHe managed AP 6binn 3agaHbl interface radio override u host, komanga yganut atu device-level

HaCTpOViKK, HO ocTaBuT Npuesa3ku Site n Profile. MiameHeHne oTHocuTes K KoHurypauum Device context u Tpebyet commit
ONst NPUMEHEHNS.

[nsa koHTponnepa komanaa paboTaeT orpaHUYeHHo: ovmaeTcst Tonbko radio override. CLI BbIBoAUT npegynpexaeHune:
Warning: On controller, only radio override will be cleared.
Mprmep:

ap622-i-63-41-86(config-ap622-i-63-41-89)# clean override

27. controller adoption

CuHTakcuc

controller adoption

HasHauyeHue

3apaTb device kak controller device.

MapameTpbl

Hert.

PekomeHaauumn

controller adoption oTHOCUTCS K KOHGUrypaLmm ponu ycTponcTea. B npumepe nokansHoro controller device ata ctpoka
yXKe 3agaHa:

controller adoption

OTa KomMaHaa He siBnsieTcst 3amMmeHon operational-komaHabl:
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system adopt <AP ID>

system adopt paboTtaeT c adoption database n npuHnmaeT managed AP Ha koHTpornnep. controller adoption siBnsetcs
configuration command BHyTpu device <AP ID> n TpeGyeT commit Ans NnpyMeHeHus.

Mpuwmep:

ap622-i-63-41-86(config-ap622-i-63-41-86)# controller adoption

28. VLAN interface context

CuHTaKkcuc

interface vlan <VLAN ID>

HasHaueHue

Bowitn B VLAN interface configuration context BHyTpu Device.

MapameTpbl

MapameTp OnucaHue

<VLAN ID> VLAN interface ID. [JoctynHbI AnanasoH: 1-4095.
PekomeHaauunmn

KomaHga BbinonHsaeTtca n3 Device configuration context.

Mpumep Bxoaa B context:

ap622-i-63-41-86(config-ap622-i-63-41-86)# interface vlan 200
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)#

Mpumep VLAN interface B device-cekuumn nokansHoro KOHTponsnepa:

interface vlan 200
no shutdown
ip address 172.27.72.1/24

exit

29. VLAN interface administrative state

CuHTakKkcuc

shutdown

no shutdown

HasHaueHue

OtkntounTe nnu Brkntountb VLAN interface Ha yposHe Device.

MapameTpbl

Hert.
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PekomeHaauumn

KomaHngpl BeinonHstotes us VLAN interface configuration context.
shutdown otkntoyaeTt VLAN interface. no shutdown Bkntoyaet VLAN interface.

B npumepe VLAN interface Bknto4éH:

no shutdown

30. ip address

CuHTakcuc

ip address dhcp
ip address <A.B.C.D/MASK>

no ip address

HasHauyeHue

3apatb IP addressing mode ans VLAN interface Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
dhcp Monyyatb IPv4 address no DHCP.
<A.B.C.D/MASK> Static IPv4 address B CIDR-dopme.
PekomeHpgauum

Komange! BeinonHstotea n3 VLAN interface configuration context.
ip address dhcp 3agaétr DHCP addressing mode.

ip address <A.B.C.D/MASK> 3agaér static IPv4 address B CIDR-copme. B otnnune ot Profile, Ha ypoHe Device MOXHO
3apaBarb static IPv4 address ans koHkpeTHon AP.

no ip address ypanseTt IP address setting ns VLAN interface context.

B npumepe nokansHoro controller device 3agaHo:
ip address 172.27.72.1/24
Mprumepsbl:

ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)# ip address dhcp
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)# ip address 172.27.72.10/24

YpnaneHve address setting:

ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)# no ip address

31. PPPoE client context

CuHTakcuc
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pppoe-client

no pppoe-client

HasHaveHue

Bowtu B PPPOE client context unu yganute PPPOE client section n3 VLAN interface.

MapameTpbl

Her.

PekomeHaauum

Komanga pppoe-client BeinonHsietca n3 VLAN interface configuration context n otkpbiBaeT BnoxeHHbIn PPPOE client
configuration context:

ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200)# pppoe-client
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)#

Myctas PPPoE section otobpaxaeTcs kak section 6e3 napameTpos:

pppoe-client

exit
no pppoe-client ua VLAN interface context ynansaet Bcto PPPOE client section.

32. PPPoE settings

CuHTakcuc

ac <String>

service <String>

username <String>

password <String>

mtu <Interface MTU>

inactivity <Unsigned integer>
lcp-echo-failure <Unsigned integer>

lcp-echo-interval <Unsigned integer>

no ac
no service

no mtu

no inactivity

no lcp-echo-failure

no lcp-echo-interval

HasHauyeHue

Hactpoutb PPPOE client parameters.

MapameTpbl
MapameTp OnucaHue
ac <String> Access concentrator name.
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MapameTp OnucaHue

service <String> PPPoE service name.

username <String> PPPoE username.

password <String> PPPoE password.

mtu <Interface MTU> PPPoE interface MTU.

inactivity <Unsigned integer> Inactivity timer value.

Icp-echo-failure <Unsigned integer> LCP echo failure threshold.

Icp-echo-interval <Unsigned integer> LCP echo interval.
PekomeHnpgauunun

Komange! BeinonHstotca n3 PPPoE client configuration context.

Mpumepbl HacTpoKiKK:

ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)# ac TEST-AC
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)# service TEST-SERVICE
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)# username testuser
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)# password testpass
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)# mtu 1492
ap622-i-63-41-86(config-ap622-i-63-41-86-v1lan200-pppoe)# inactivity 300
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)# lcp-echo-failure 5
ap622-i-63-41-86(config-ap622-i-63-41-86-v1an200-pppoe)# lcp-echo-interval 20

HocTynHble no-cbopmbl yaanstoT cooTBeTcTByoWmne PPPoE parameters:

no ac
no service

no mtu

no inactivity

no lcp-echo-failure

no lcp-echo-interval

password B 06b614HOM show context MoxeT oToBGpaxaTbCs OTKPbITbIM TEKCTOM. Y4UuTbIBanTe 3TO Npu paboTe ¢ BbIBOAOM
CLI v npy nepegaye oMarHoCTUYECKNX MaTepmarnos.

33. Radio interface context in Device

CuHTakcuc

interface radio <1|2>

HasHaueHue

BoniTtu B radio interface configuration context BHyTpu Device.

MapameTpbl
MapameTp OnucaHue
1 2.4 GHz radio.
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MapameTp OnucaHue
2 5 GHz radio.
PekomeHaauumn

Komanga BbinonHsaetca ns Device configuration context.

Mpumepsl Bxoga B context:

ap622-i-63-41-86(config-ap622-i-63-41-89)# interface radio 1
ap622-i-63-41-86(config-ap622-i-63-41-89-radiol)#

ap622-i-63-41-86(config-ap622-i-63-41-89)# interface radio 2
ap622-i-63-41-86(config-ap622-i-63-41-89-radio2)#

Device radio context ncnonssyetca ans sparse radio override. Ecnu radio HacTpowikn He 3agaHbl Ha yposHe Device, AP
HacnegyeT radio configuration n3 Profile.

Moppo6Hoe onucaHne radio commands HaxoauTcst B oTAenbHow rmaee Radio interface configuration.
34. Npussaska Hotspot k WLAN

use hotspot policy <Policy name> wlan <WLAN name>

no use hotspot policy <Policy name> wlan <WLAN name>

HacTpolika BbINOMHAETCS Ha YCTPOMCTBE, koTopoe obpabatbiBaeT L3-Tpadumk rocteBoro VLAN 1 BbINonHSAeT pornb
Hotspot-untosa. WLAN moxeT o6cnyxuBaTbecs ApYyrMMuy ynpasnsembiMu To4KaMu, ecnv Ao winto3a obecrnedeHa goctaeka
eé VLAN. MpegsaputensHo HacTponte VLAN-uHtepderic, DHCP v BbIXxoa KNMEHTCKON ceTy Yepes MmapLupyTusaLmio nnm
NAT.

Moppo6Has Mogens 1 napameTpbl MONUTHKK NpUBeaeHs! B rnase 18.

35. show device-config

CuHTakcuc

show device-config <AP ID>

HasHauyeHue

MokasaTtb merged configuration koHkpeTHON AP.

MapameTpbl

MapameTp OnucaHue

<AP ID> WpeHTtndumkatop AP.
PekomeHaauun

KomaHga nokasbiBaeT utorosyto koHdurypaumio AP ¢ yuétom Profile configuration, Device configuration, per-device
overrides v npmBA3skK policy.

Onsa controller AP merged config BkntoyaeT nokanbHble HacTponku controller device. [na managed AP merged config
nokasblBaeT UTOrOBY0 KOH(PUrypauumio, KOTOPYH KOHTponnep chopMupyeT Ans aton AP.
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36. show interface brief
CuHTakcuc
show interface brief

HasHaueHue

MokasaTb kpaTkyto MHOPMaLMIO O MHTEPAENcax yCTpoMCTBa.

MapameTpbl

MapameTp OnucaHue

ap <AP ID> [NokasaTb nHdopmauuo Ang ykasaHHon AP.
PekomeHpgauum

KomaHaa ncnonb3ayeTcs anst 6bICTPOoN NPoBepKY COCTOSHUA MHTEPdENCcoB YCTPOMCTBRa.

B BbiBOAE oTO6paxatotcs cmnsmyeckme Ethernet-nHrepdencel n norndeckne VLAN-uHTepdencel. nsa kaxgoro
NHTepderica nokasbiBatoTcst Ums, operational status, MAC address, speed 1 duplex mode.

[nsa nornyecknx MHTEpdencoB oTAenbHble Nons, Takne kak speed n duplex, moryT otobpaxaTtbca kak N/A..

37. show interface counters

CuHTakcuc

show interface counters

HasHaueHue

[MokasaTb CHETUMKM NAKETOB PU3NHECKNX UHTEPENCOB.

MapameTpbl

MapameTp Onucaxue

ap <AP ID> [MokasaTb nHopmaumio ans ykasaHHon AP.
PekomeHgauumn

KomaHga ncnonesyetca ansa npocmoTpa packet/byte counters un drop counters no dousunveckum nHtepgencam.

CuéTtumkm BknovaoT RX/TX packets, bytes u drops.

38. show interface switchport

CuHTakcuc

show interface switchport

HasHaueHue

MokasaTb switchport mode 1 VLAN information.

MapameTpbl
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MapameTp OnucaHue
ap <AP ID> [MokasaTb nHopmaumio ans ykasaHHowm AP.
PekomeHaauumn

KomaHnga vcnonbayetca ansa nposepku access/trunk state n VLAN assignment Ha Ethernet interfaces.

BbiBOoA ncnonb3yeTtcs ans npoeepku access/trunk mode, access VLAN, native VLAN u allowed VLAN list.

39. show ip arp

CuHTakcuc

show ip arp

HasHauyeHue
Mokasatb ARP table.
MapameTpbl
MapameTp OnucaHue
ap <AP ID> [MokasaTb nHpopmaumio anst ykazaHHowm AP.

vlan <VLAN ID> lNoka3aTtb nHdopmaumto gnsa ykazaHHoro VLAN

PekomeHgauunmn

KomaHga ncnonbayetcsa ana nposepku L2/L3 reachability cocegHux IPv4 hosts.

40. show ip dns

CuHTakcuc

show ip dns

HasHauyeHue

MokasaTtb DNS information.

MapameTpbl

MapameTp OnucaHue

ap <AP ID> [MokasaTb nHpopmaumio ans ykasaHHom AP.
PekomeHnpauunun

Komanga ncnonb3syetca ansa nposepku DNS configuration/state yctporictsa.

41. show ip interface

CuHTaKkcuc

show ip interface

show ip interface ap <AP ID>
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show ip interface brief
show ip interface brief ap <AP ID>

show ip interface vlan <VLAN ID>

HasHaueHue

Mokasatb coctosiHme IP interfaces n napametpbl Layer 3 VLAN-uHTEpencos.

MapameTpbl
MapameTp OnucaHue
ap <AP ID> MokasaTb IP interfaces ykasaHHon AP.
brief MokasaTtb kpaTtkyto Tabnuuy IP interfaces
vlan <VLAN ID> MokasaTb nogpobHyto nHpopmaumio no ykasaHHomy VLAN interface
<VLAN ID> VLAN ID B gnanasoxe 1-4095.
PekomeHpauum

show ip interface nokasbiBaeT nogpobHyto nHopmaumio o6 IP interfaces ycTtporictea
show ip interface brief nokasbiBaeT kpaTkyto nHpopmauuio o6 IP interfaces yctponcrtea
show ip interface ap <AP ID> noka3sbiBaeT noapobHyto nHdopmauumto ob IP interfaces ykasaHHon AP

show ip interface brief ap <AP ID> nokaseiBaeT KpaTkyto nHdopmaumio ob IP interfaces ykasanHon AP show ip interface
vlan <VLAN ID> noka3sbiBaeT nogpobHyto nHpopmauuto no ykazaHHomy VLAN interface.

42. show wireless ap

CuHTakcuc

show wireless ap
show wireless ap detail

show wireless ap detail ap <AP ID>

HasHauyeHue

MokasaTb MHopMaumio o Tovkax goctyna (AP) , M3BECTHbIX KOHTpONNepy.

MapameTpbl
MapameTp OnucaHue
detail MokasaTb noapobHyto MHpopmaLmio aAns ykasaHHom AP.

ap <AP ID> OrpaHninTb NogpobHbIf BbiIBOA yka3aHHOM AP.

PekomeHaauun

KomaHga nokasbiBaeT summary no AP, n3BectHbiM KOHTpOInepy.
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naBa 8. HacTtpouka Management policy

1. HazHayeHue rnaBbI

Pasgen onuceiBaeT HacTporiky Management policy.

Management policy 3agaét cnocobbl AocTyna K ynpaBreHuo YCTPONCTBOM:
HTTP access;

HTTPS access;

SSH access;

Telnet access;

TCP ports anst management services;

CNNCOK paspeLléHHbIX source address Ansa management services;

pexum enforced-auth.

Management policy sBnseTcs koHurypaunoHHsim o6bektom. MismeHeHns B Management policy context nonagatoT B
context config u TpebytoT commit Ans npumeHeHus B running-config. [Ins coxpaHeHunsi nocne nepesarpy3ku NCnonb3yeTcs
commit write.

Policy HaunHaeT BNMATbL Ha YCTPOMCTBO TONbKO nocne npuesa3sku K Profile nunn Device komaHaomu:

use management policy <Management policy name>

2. O6wan mogenb Management policy

Management policy onuceiBaeT, kakme management services JOCTYMNHbI HA ycTponcTee 1 kakne TCP ports oHu
NCMONb3YHoT.

Policy moxeT npyMeHATbCA Ha ABYX YPOBHSIX:

profile <Board name> <Profile name>

use management policy <Management policy name>

device <AP ID>

use management policy <Management policy name>

Ecnn Management policy 3agaHa Ha ypoBHe Profile, oHa npumeHseTcsa ko Bcem AP, KoTopble ncnonb3ytoT aToT Profile.
Ecnun Ha ypoBHe Device 3agaHa cobctBeHHaa Management policy, oHa paboTtaeT kak per-device override.

dakTnyeckasa 4oCTynHOCTb management service Takke 3aBucuT oT IP connectivity, VLAN/interface configuration, firewall
policy n o6uero network path mexay KnMeHToM ynpaBneHus 1 yCTPOUCTBOM.

[nsa kaxgoro management service MOXHO 3afaTb CNMCOK paspeLlénHbiX source address: cnncok IPv4-agpecos nnm
IPv4-ceTen, ¢ KOTOPbIX paspeLlLéH AOCTyN K aToMy service. Ecnn gns service He 3agaHo HM ogHoro source, Management
policy He orpaHu4MBaeT JOCTYn No source address, 1 service OCTYMNeEH C MOObIX UCTOYHUKOB, KOTOPbIE HE
3a6roKMpoBaHbl ApYrMMyY MexaHn3mamu.

Mpasuna IPFW / firewall policy umetot npuoputet Hag Management policy. Ecnn IPFW 3anpewiaet Tpaduk, goctyn 6yget
3abnoKk1poBaH Aaxe nNpu HanM4Mmn paspeluatollero source B Management policy.

3. Bxoa B Management policy context

CuHTakcuc
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management policy <Management policy name>

HasHaueHue

Bowtn B Management policy configuration context.

MapameTpbl
MapameTp OnucaHue
<Management policy name> Mma Management policy.
PekomeHpgauum

KomaHga BbinonHsaeTcsa us global configuration mode.

Ecnu policy yxe cywectyeT, CLI oTkpbiBaeT eé Tekywuii context. Ecnu cosgaércs Hosas policy u nasmeHeHus He
npuMeHstoTCs, revert otTkatbiBaeT context K TekyLemy running-config.

Mpumep Bxoga B Management policy context:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# management policy DEFAULT
ap622-i-63-41-86(config-management-DEFAULT)#

4. Management policy context prompt

Mpumep prompt:
ap622-i-63-41-86(config-management-DEFAULT)#

B aTon rmaBe Takoun pexum HasbiBaeTca Management policy configuration context.

5. Mpumep Management policy

Mpumep Management policy:

management policy DEFAULT
no http
https 443
ssh 22
no telnet

exit

B aTtom npumepe HTTP n Telnet otkntoueHsl, HTTPS goctyneH Ha TCP port 443, SSH goctyneH Ha TCP port 22, a
enforced-auth aBHO He 3agaH.
6. JloctynHble Management policy commands

Ecnun He yka3aHo oTAenbHO, KOMaHAbl 3TON rnaBebl BbiNonHALTCA n3 Management policy configuration context.
OcHoBHble gocTynHble koMaHabl Management policy context:

http

http <port>

http source <A.B.C.D|A.B.C.D/mask>
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http <port> source <A.B.C.D|A.B.C.D/mask>
no http
no http source <A.B.C.D|A.B.C.D/mask>

https
https <port>
https source <A.B.C.D|A.B.C.D/mask>

https <port> source <A.B.C.D|A.B.C.D/mask>

no https
no https source <A.B.C.D|A.B.C.D/mask>

ssh

ssh <port>

ssh source <A.B.C.D|A.B.C.D/mask>

ssh <port> source <A.B.C.D|A.B.C.D/mask>
no ssh

no ssh source <A.B.C.D|A.B.C.D/mask>

telnet
telnet <port>
telnet source <A.B.C.D|A.B.C.D/mask>

telnet <port> source <A.B.C.D|A.B.C.D/mask>

no telnet

no telnet source <A.B.C.D|A.B.C.D/mask>

enforced-auth

no enforced-auth

Cnucok paspeléHHbIX source address ans management services

Ona HTTP, HTTPS, SSH un Telnet moxHo 3agaTtb orpaHnyeHne no source addresss. OrpaHmyeHmne no source address
onpegenseT, ¢ kakunx IPv4-agpecos unu IPv4-ceTen pa3pelléH gocTyn K BbIbpaHHOMY management service.

OOLWMn CUHTaKCKUC:

<service> source <A.B.C.D|A.B.C.D/mask>

<service> <port> source <A.B.C.D|A.B.C.D/mask>

no <service> source <A.B.C.D|A.B.C.D/mask>

e <service> - oguH n3 management services:

http
https
ssh

telnet

Ecnun ons service He 3agaHO HWM OQHOrO source, AOCTYM K 3TOMy service He orpaHudmBaeTcs Management policy no source

address.

Mprmep orpaHnyennss SSH access NoAceTbio ynpaBrneHus:

ssh 22 source 192.168.10.0/24

Mpumep yaaneHus source entry ans SSH:
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no ssh source 192.168.10.0/24

7. http

CuHTakcuc

http

http <port>

http source <A.B.C.D|A.B.C.D/mask>
http source <A.B.C.D|A.B.C.D/mask>

no http

no http source <A.B.C.D|A.B.C.D/mask>

HasHauyeHue

Bkrtountb nnu otknounts HTTP access B Management policy.

MapameTpbl
MapameTp OnucaHue
<port> TCP port gna HTTP access.
<A.B.C.D> IPv4-agpec nctovHuka, ¢ kotoporo paspewwéH HTTP access.
<A.B.C.D/mask> IPv4-ceTb MCTOYHMKOB, C KOTOpPbIX pa3pelléH HTTP access.
PekomeHpgauum

http BkntowaeT HTTP access Ha TCP port 80.

http <port> Bkntoyaet HTTP access Ha ykazaHHom TCP port.

http source <A.B.C.D|A.B.C.D/mask> nobaensiet orpaHuyeHune no source address gns HTTP
no http source <A.B.C.D|A.B.C.D/mask> yganset source entry ana HTTP access.

no http otkntoyaet HTTP access. B koHdurypaumm ato oTo6paxaeTcs SSBHOW CTPOKOIA:

no http

Mpumep BrkntoveHns HTTP Ha ctaHgapTHOM port:

ap622-i-63-41-86(config-management-DEFAULT)# http

Mpumep BkntoveHns HTTP Ha HecTaHgapTHOM port:

ap622-i-63-41-86(config-management-DEFAULT)# http 8080

Mpumep orpaHnyenns HTTP access noaceTbto ynpaBnieHus:

ap622-i-63-41-86(config-management-DEFAULT)# http source 192.168.10.0/24

Mpumep yoaneHus source entry ans HTTP:

ap622-i-63-41-86(config-management-DEFAULT)# no http source 192.168.10.0/24
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Mpumep oTknoveHna HTTP:

ap622-i-63-41-86(config-management-DEFAULT)# no http

8. https

CuHTakcuc

https

https <port>

https source <A.B.C.D|A.B.C.D/mask>

no https

no https source <A.B.C.D|A.B.C.D/mask>

HasHauyeHue

Bkntounte nnu otkntounte HTTPS access B Management policy.

MapameTpbl
MapameTp OnucaHue
<port> TCP port gna HTTPS access.
<A.B.C.D> IPv4-agpec nctovHuka, ¢ kotoporo paspelléH HTTPS access.
<A.B.C.D/mask> IPv4-ceTb NCTOYHMKOB, C KOTOpbIX pa3pewéH HTTPS access.
PekomeHaauumn

https Bkntowaet HTTPS access Ha TCP port 443.
https <port> Bkntouaet HTTPS access Ha ykasaHHom TCP port.

https source <A.B.C.D|A.B.C.D/mask> gobasnsieT orpaHnyeHne no source address ans HTTPS access. https <port>
source <A.B.C.D|A.B.C.D/mask> no3BonseTt ykasatb TCP port n orpaHudeHne no source address ofHoOM KOMaHZOMN.

no https source <A.B.C.D|A.B.C.D/mask> ygansieT source entry gna HTTPS access.

no https otkntodaet HTTPS access. B koHdurypaumm ato otobpaxaeTcsi ABHOW CTPOKOMW:

no https

Mpumep BkntoveHns HTTPS Ha ctaHgapTHOM port:

ap622-i-63-41-86(config-management-DEFAULT)# https

Mpumep BkntoveHna HTTPS Ha HecTaHgapTHOM port:

ap622-i-63-41-86(config-management-DEFAULT)# https 8443

Mpumep orpaHnyennss HTTPS access noaceTbto ynpaBneHus:

ap622-i-63-41-86(config-management-DEFAULT)# https source 192.168.10.0/24

Mpumep yoaneHus source entry ans HTTPS:
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ap622-i-63-41-86(config-management-DEFAULT)# no https source 192.168.10.0/24
Mpumep oTkntoveHna HTTPS:

ap622-i-63-41-86(config-management-DEFAULT)# no https

9. ssh

CuHTakcuc

ssh

ssh <port>

ssh source <A.B.C.D|A.B.C.D/mask>

ssh <port> source <A.B.C.D|A.B.C.D/mask>
no ssh

no ssh source <A.B.C.D|A.B.C.D/mask>

HasHauveHue

Bkrtountb nnu otknounts SSH access B Management policy.

MapameTpbl
MapameTp OnucaHue
<port> TCP port gna SSH access.
<A.B.C.D> IPv4-agpec nctovHuka, ¢ koToporo paspeléH SSH access.
<A.B.C.D/mask> IPv4-ceTb MCTOYHMKOB, C KOTOPbLIX pa3peléH SSH access.
PekomeHpauum

ssh BkntoyaeT SSH access Ha TCP port 22.
ssh <port> BkntoyaetT SSH access Ha ykasaHHom TCP port.

ssh source <A.B.C.D|A.B.C.D/mask> go6aBnsieT orpaHnyeHmne no source address ana SSH access. ssh <port> source
<A.B.C.D|A.B.C.D/mask> nossonseT ykasatb TCP port n orpaHuyeHune no source address ogHoOM KOMaHAOMN.

no ssh source <A.B.C.D|A.B.C.D/mask> ygansiet source entry ana SSH access.

no ssh otkntoyaeT SSH access. B koHdurypaumm ato oTobpaxaeTcs SsBHON CTPOKOIA:

no ssh

Mepen oTkntoveHnem SSH ybeautecsh, 4To ocTaétcsa Apyrov pabounii cnocob ynpasneHus yCTpoMCTBOM, HanpumMep
console unu HTTPS access.

Mpumep BkntoveHns SSH Ha ctaHgapTHOM port:

ap622-i-63-41-86(config-management-DEFAULT)# ssh

Mpumep BkntoveHna SSH Ha HecTaHAapTHOM port:

ap622-i-63-41-86(config-management-DEFAULT)# ssh 2222
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Mpumep orpaHmyeHns SSH access NoAceTblo yrpaBrieHus:
ap622-i-63-41-86(config-management-DEFAULT)# ssh 22 source 192.168.10.0/24

Mpumep yoaneHus source entry anst SSH:
ap622-i-63-41-86(config-management-DEFAULT)# no ssh source 192.168.10.0/24

Mpumep oTknoyeHnss SSH:

ap622-i-63-41-86(config-management-DEFAULT)# no ssh

10. telnet

CuHTaKkcuc

telnet

telnet <port>

telnet source <A.B.C.D|A.B.C.D/mask>

telnet <port> source <A.B.C.D|A.B.C.D/mask>
no telnet

no telnet source <A.B.C.D|A.B.C.D/mask>

HasHauyeHue

Bkntounte nnu otkntounte Telnet access B Management policy.

MapameTpbl
MapameTp OnucaHue
<port> TCP port gnsa Telnet access.
<A.B.C.D> IPv4-agpec nctovHumka, ¢ KoToporo paspeluéH Telnet access.
<A.B.C.D/mask> IPv4-ceTb NCTOYHMKOB, C KOTOPbIX pa3pelléH Telnet access.
PekomeHpauum

telnet BkntovaeT Telnet access Ha TCP port 23.
telnet <port> BkntovaeT Telnet access Ha ykasaHHom TCP port.

telnet source <A.B.C.D|A.B.C.D/mask> nobaBnsieT orpaHuyeHue no source address ans Telnet access. telnet <port>
source <A.B.C.D|A.B.C.D/mask> no3ssonsieT ykasaTtb TCP port n orpaHnyeHne no source address ogHON KOMaHOOW.

no telnet source <A.B.C.D|A.B.C.D/mask> ygansieT source entry gnsa Telnet access.

no telnet oTkntoyaeT Telnet access. B koHurypauum ato otobpaxkaeTcs ABHOWM CTPOKOW:
no telnet

Telnet nepepaér gaHHble 6e3 wWudposaHus. [na o6biYHOIO yaanéHHoro ynpaBneHus npeanoyTMTenbHO UCNoMNb30BaTh
SSH unn HTTPS.

Mpumep BktoveHns Telnet Ha ctaHgapTHOM port:
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ap622-i-63-41-86(config-management-DEFAULT)# telnet
Mpumep BkntoveHns Telnet Ha HecTaHgapTHOM port:
ap622-i-63-41-86(config-management-DEFAULT)# telnet 2323
Mpumep orpaHnyenns Telnet access noaceTblo yNpaBneHus:
ap622-i-63-41-86(config-management-DEFAULT)# telnet 23 source 192.168.10.0/24
Mpumep yoaneHus source entry ana Telnet:
ap622-i-63-41-86(config-management-DEFAULT)# no telnet source 192.168.10.0/24
Mpumep oTkntoveHus Telnet:

ap622-i-63-41-86(config-management-DEFAULT)# no telnet

11. enforced-auth

CuHTaKkcuc

enforced-auth

no enforced-auth

HasHauyeHue

BknounTb nnn oTKNYNTb CUHXPOHM3aLMIO NOKarbHON 6a3bl nonb3oBaTenem n napornew KoHTponrepa ¢ ynpasnaeMbiMn
AP.

MapameTpbl

Her.

PekomeHgauunmn

enforced-auth BkntoYaeT CMHXPOHMU3ALMIO NTOKANbHOW Ga3kbl Nonb3oBaTeNeln U Naposien KOHTpornepa ¢ ynpaBnseMbiMm
AP.

Ecnn napameTp BKMOYEH, NOOYMHEHHbIE TOYKN NOMYyYatloT akTyarnbHble YY4ETHbIE 3anvCy YNpaBneHus ¢ KOHTpornepa. 3710
No3BOMNSET UCMONb30BaTb eANHbIE NoKanbHble credentials ons gocTyna K KOHTponnepy 1 ynpasnsembim AP.

Ecnn napameTp OTKITHOYEH, CUHXPOHM3aLMs foKaribHbIX Nonb3oBaTenen 1 naporen ¢ ynpasndaeMbIiMU AP He
BbIMNOJTHAETCA.

enforced-auth no6aenset B Management policy cTpoky:
enforced-auth

no enforced-auth go6aensieT B Management policy cTpoky:
no enforced-auth

[Mpumep BKNOYEHUS:

ap622-i-63-41-86(config-management-DEFAULT)# enforced-auth

Pepakuus - 30.09.2026 74



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

Mpumep oTpuuatensbHoOr hOpPMbI:

ap622-i-63-41-86(config-management-DEFAULT)# no enforced-auth

12. NMpuBaska Management policy k Profile

CuHTakcuc

use management policy <Management policy name>

no use management policy

HasHa4eHune

Mpuesizate Management policy k Profile unv yganute npmneasky.

MapameTpbl
MapameTp OnucaHue
<Management policy name> Mmsa Management policy.
PekomeHpauum

Komangb! BeinonHsitoTcsa n3 Profile configuration context.

Ecnu Profile ncnonssyet Management policy, oHa npumeHsieTcs ko Bcem AP, koTopble ncnonb3ytoT a1oT Profile, ecnu Ha

ypoBHe Device He 3agaHa cobcTBeHHas per-device npuBsiska.

Mprmep:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use management policy DEFAULT

Mpumep yaaneHns npuBsKu:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use management policy

13. NMpuesaska Management policy k Device

CuHTakcuc

use management policy <Management policy name>

no use management policy

HasHauyeHue

3apatb unu yganutb per-device Management policy override.

MapameTpbl
MapameTp OnucaHue
<Management policy name> Mms Management policy.
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PekomeHaauumn

Komangb! BeinonHstoTcsa n3 Device configuration context.

Ecnn Management policy 3agaHa Ha ypoBHe Device, oHa nepeonpefenseT Management policy, yHacrnenoBaHHyo Yepes
Profile. Ecnu per-device npvBsiska oTCyTCTBYET, Ucnonb3yeTtcsa nosegeHune Profile.

Mprmep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use management policy DEFAULT

Mpumep yoaneHus per-device NpuBA3KM:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no use management policy

14. TunoBon nopsaaok HacTponkn Management policy

Mpumep BkntoveHns HTTPS 1 SSH Ttonbko u3 nogceTtn ynpaenexHus n otkntodenns HTTP/Telnet:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# management policy OFFICE-MGMT
ap622-i-63-41-86(config-management-OFFICE-MGMT)# no http
ap622-i-63-41-86(config-management-OFFICE-MGMT)# https 443 source 192.168.10.0/24
ap622-i-63-41-86(config-management-OFFICE-MGMT)# ssh 22 source 192.168.10.0/24
ap622-i-63-41-86(config-management-OFFICE-MGMT)# no telnet
ap622-i-63-41-86(config-management-OFFICE-MGMT)# exit

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use management policy OFFICE-MGMT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# commit

Ecnu TpebyeTca nngmnsupyansHas policy anst ogHon AP, 3aparite eé B Device context:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89

ap622-i-63-41-86(config-ap622-i-63-41-89)# use management policy OFFICE-MGMT
ap622-i-63-41-86(config-ap622-i-63-41-89)# commit
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naBa 9. Hactpouka DHCP policy

1. HazHayeHue rnaBbI

B aTow rmase npuBeaeHbl komaHabl HacTponku DHCP policy.
DHCP policy 3apaét napametpsl DHCP server scope:
address pool;

default router;

DNS servers;

lease time;

domain name;

DHCP options;

static DHCP bindings.

DHCP policy siBnsetca koHdurypaumnoHHeiM o6bektom. MameHeHns B DHCP policy context nonagatot B context config n
TpebyoT commit Ana npumMeHeHus B running-config. [ina coxpaHeHus nocne nepesarpysku ncnonb3dyeTcs commit write.

Policy HaunHaeT paboTaTtb Tonbko nocne npuesskm kK VLAN Ha ypoBHe Device:

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>

2. O6was mopenb DHCP policy

DHCP policy onuckiBaeT napameTpsl, koTopble DHCP server BblgaéT knveHTam B BoibpaHHom VLAN.
OObIYHO HacTpoka COCTOUT U3 TPEX YacTew:

cosgaTb unu nameHunTs ip dhep policy <name>;

ybeautbces, 4To Ha HyHoM Device cyulecTByeT cooTBeTCTBYOWMI interface vian <VLAN ID>;
npuesasate DHCP policy k atomy VLAN Ha yposHe Device.

Mpumep obLyen cea3Ku:

ip dhcp policy DEFAULT

address-range 172.27.72.100 172.27.72.200
default-router 172.27.72.1

dns primary 8.8.8.8

dns secondary 8.8.4.4

lease-time 86400

exit

device ap622-i-63-41-86
interface vlan 200
no shutdown
ip address 172.27.72.1/24
exit
use ip dhcp policy DEFAULT vlan 200

exit

DHCP policy He npuBsasbiBaeTcs k Profile. MNprBsa3ska BeINONHSAETCS Ha ypoBHE KOHKpeTHOoro Device n koHkpeTHoro VLAN
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3. Bxog B DHCP policy context
CuHTakcuc
ip dhcp policy <DHCP-policy name>

HasHaueHue

Bowitn B DHCP policy configuration context.

MapameTpbl
MapameTp OnucaHue
<DHCP-policy name> Wmst DHCP policy.
PekomeHpgauum

KomaHga BbinonHsaeTcsa us global configuration mode.

Ecnu policy yxe cywectsyeT, CLI oTkpbiBaeT eé Tekywuii context. Ecnu cosgaércs Hosas policy u nsmeHeHus He
npuMeHsoTCs, revert otTkatbiBaeT context K TekyLemy running-config.

Mpumep Bxoga B DHCP policy context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip dhcp policy DEFAULT
ap622-i-63-41-86(config-dhcp-DEFAULT)#

4. DHCP policy context prompt

Mpumep prompt:
ap622-i-63-41-86(config-dhcp-DEFAULT)#

B aTown rmaBse Takou pexum HasbiBaeTcs DHCP policy configuration context.

5. NMpumep DHCP policy
Mpumep DHCP policy:

ip dhcp policy DEFAULT

address-range 172.27.72.100 172.27.72.200
default-router 172.27.72.1

dns primary 8.8.8.8

dns secondary 8.8.4.4

lease-time 86400

exit

B sTtom npumepe DHCP server Bblgaét agpeca us gnanasona 172.27.72.100-172.27.72.200, nepenaét knneHtam default
gateway 172.27.72.1, aBa DNS servers n lease time 86400 seconds.

6. AoctynHble DHCP policy commands

Ecnn He yka3aHo oTAenbHO, KoMaHAbl 3ToN rnasbl BbinonHAoTes n3 DHCP policy configuration context.

Pepakuus - 30.09.2026 78



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

OcHoBHble aocTynHble komanabel DHCP policy context:

address-range <A.B.C.D> <A.B.C.D>

no address-range

default-router <A.B.C.D>

no default-router

dns primary <A.B.C.D>

dns secondary <A.B.C.D>

no dns <A.B.C.

no dns primary

D>

no dns secondary

no dns all

lease-time <seconds>

domain-name <String>

no domain-name

option <code>
option <code>
option <code>

option <code>

ascii <String>

hex <1A:2B:3C...

int <Integer>

ip <A.B.C.D>

no option <code>

binding <MAC> <IP> [hostname <HOST-LABEL>]

no binding <MAC> [<IP>] [hostname <HOST-LABEL>]

no binding all

Mpuesiska DHCP policy k VLAN BbeinonHsieTca n3 Device configuration context:

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>

no use ip dhcp policy vlan <VLAN ID>

7. address-range

CuHTakcuc

address-range <A.B.C.D> <A.B.C.D>

no address-range

HasHa4eHune

3apatb vnu yganute DHCP address pool.

MapameTpbl

MapameTp

Mepsbii <A.B.C.D>

Btopown <A.B.C.D>
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PekomeHaauumn

address-range 3agaét AnanasoH agpecos, u3 kotoporo DHCP server BblgaéT leases.
no address-range yganset address pool ns DHCP policy.

Mpumep HacTponkm address pool:
ap622-i-63-41-86(config-dhcp-DEFAULT)# address-range 172.27.72.100 172.27.72.200
Mpumep yoaneHus address pool:

ap622-i-63-41-86(config-dhcp-DEFAULT)# no address-range

8. default-router

CuHTakcuc

default-router <A.B.C.D>

no default-router

HasHauyeHue

3apatb nnu yganute default gateway, kotopein DHCP server nepegaét knveHTam.

MapameTpbl

MapameTp OnucaHue

<A.B.C.D> IPv4 address default router.
PekomeHgauumn

default-router <A.B.C.D> 3agaét default gateway ans DHCP clients.
no default-router ynansiet default router na DHCP policy.

Mpumep HacTpowku default router:
ap622-i-63-41-86(config-dhcp-DEFAULT)# default-router 172.27.72.1
Mpumep yoanenus default router:

ap622-i-63-41-86(config-dhcp-DEFAULT)# no default-router

9. dns

CuHTakcuc

dns primary <A.B.C.D>
dns secondary <A.B.C.D>
no dns <A.B.C.D>

no dns primary

no dns secondary

no dns all
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HasHaueHue

3apatb nnu yganute DNS servers, kotopbie DHCP server nepegaét knveHtam.

MapameTpbl

MapameTp OnucaHue

<A.B.C.D> IPv4 address DNS server.
PekomeHgauumn

dns primary <A.B.C.D> 3apgaét primary DNS server.

dns secondary <A.B.C.D> 3agaét secondary DNS server.
no dns primary ygansiet primary DNS server.

no dns secondary yaansiet secondary DNS server.

no dns <A.B.C.D> yganset DNS server no agpecy.

no dns all ygansaet sBce DNS servers ns DHCP policy.

Mpumep HacTponkn DNS servers:

ap622-i-63-41-86(config-dhcp-DEFAULT)# dns primary 8.8.8.8
ap622-i-63-41-86(config-dhcp-DEFAULT)# dns secondary 8.8.4.4

Mpumep yoaneHus Bcex DNS servers:

ap622-i-63-41-86(config-dhcp-DEFAULT)# no dns all

10. lease-time

CuHTaKkcuc

lease-time <seconds>

HasHa4yeHune

3apatb Bpems apeHabl DHCP lease.

MapameTpbl

MapameTp OnucaHue

<seconds> Lease time B cekyHaax.
PekomeHaauumn

lease-time <seconds> 3anaét cpok gericteust DHCP lease, koTopblIi BbIZAETCA KIMEHTaM.

Mpumep HacTpolnku lease time Ha 24 yaca:

ap622-i-63-41-86(config-dhcp-DEFAULT)# lease-time 86400
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11. domain-name
CuHTakcuc

domain-name <String>

no domain-name

HasHaveHue

3apgatb unm yganutb domain name, kotopbii DHCP server nepegaét knneHTam.

MapameTpbl
MapameTp OnucaHue
<String> Domain name.
PekomeHaauun

domain-name <String> gob6asnset unu nameHsietr domain name 8 DHCP policy.
no domain-name ygansiet domain name n3 DHCP policy.

Mpymep HacTponku domain name:
ap622-i-63-41-86(config-dhcp-DEFAULT)# domain-name example.local
Mpumep yoaneHus domain name:

ap622-i-63-41-86(config-dhcp-DEFAULT)# no domain-name

12. option

CuHTakcuc

option <code> ascii <String>
option <code> hex <1A:2B:3C...>
option <code> int <Integer>
option <code> ip <A.B.C.D>

no option <code>

HasHauyeHue

3apatb vnu yaganute DHCP option.

MapameTpbl
MapameTp OnucaHue
<code> Homep DHCP option.
ascii <String> ASCII string value.
hex <1A:2B:3C...> Hex value B doopmaTe 6anToB, pa3genéxHbix .
int <Integer> Integer value.
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MapameTp OnucaHue
ip <A.B.C.D> IPv4 address value.
PekomeHaauumn

KomaHga option ucnons3syetcs ana DHCP options, koTopble He BbiHeCeHbl B oTAenbHble komaHabl DHCP policy.
[Ins cTPOKOBOro 3HaYeHus UCNOoMb3yeTCcs TUM ascii.

[na hex-3HayeHns ncnonb3yeTcs hopmaT ¢ pasgenutenem : Mexay 6anTamu, Hanpuvep:
1A:2B:3C

no option <code> yganset DHCP option no Homepy.

Mpumep ASCII option:
ap622-i-63-41-86(config-dhcp-DEFAULT)# option 43 ascii controller.example.local
Mpumep hex option:
ap622-i-63-41-86(config-dhcp-DEFAULT)# option 43 hex ©1:02:03:04
Mpuwmep integer option:
ap622-i-63-41-86(config-dhcp-DEFAULT)# option 100 int 10
Mpumep IP option:

ap622-i-63-41-86(config-dhcp-DEFAULT)# option 43 ip 192.168.88.200
ap622-i-63-41-86(config-dhcp-DEFAULT)# option 138 ip 192.168.88.200

DHCP options 43 n 138 moryT ncnons3oatbcs Ans nepegadv managed AP agpeca koHTponnepa, ecnu AP u controller
Haxo4aTcs B pasHbix L2 segments n aBTomaTtudeckoe L2 discovery HeOCTYMnHO.

Mpumep yoanenns DHCP option:

ap622-i-63-41-86(config-dhcp-DEFAULT)# no option 43

13. binding

CuHTakcuc

binding <MAC> <IP> [hostname <HOST-LABEL>]
no binding <MAC> [<IP>] [hostname <HOST-LABEL>]

no binding all

HasHa4yeHune

Cospgatb Unu n3ameHnTb ctatudeckoe pesepaupoBanne DHCP. Heobs3aTenbHbIl hostname 3a4aéT cepBepHOe UMS
pesepBaummn ansg DHCP/DNS-cnyx6bl 1 He nepenmeHOBbIBaET KIIMEHTCKOE YCTPONCTRBO.

MapameTp OnucaHue

<MAC> MAC-agpec knueHTa.
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MapameTp OnucaHue
<IP> 3apesepBupoBaHHbIn IPv4-aapec BHyTpu address-range NONUTUKA.
<HOST-LABEL> OpHa DNS host label anuHon 1-63 ASCII-cumBona: naTuHckue 6ykBbl, LdpbI 1

0ednc BHyTPU NMEHN.
Mmsi HaumMHaeTcs u 3akaHunBaeTcsa OykBow unu undpon. Toukn, nogyépkmanns, npodensl n Unicode He gonyckatoTcs.
YHVKanbHOCTb UMeHU npoBepsieTcs 6e3 yuéTa permcTpa.

MoBTOPHbLIN BBOA binding <MAC> <IP> 6€3 hostname yaansieT paHee HasHauYeHHOe CEpPBEPHOE VMSI, COXpaHss
pesepBupoBaHme.

no binding <MAC> ygansiet pesepsupoBarue no MAC. Ecnu gononHutensHo ykasaHbl IP unu hostname, CLI npoBepsieT
NX COOTBETCTBME CYLLECTBYIOLLEN 3anncy Nepes yaaneHmem. no binding all ygansietT Bce pe3epBMPOBaHNUS NMOSNUTUKN.

binding ©2:00:00:00:00:10 192.0.2.110 hostname printer-office
binding ©2:00:00:00:00:10 192.0.2.110
no binding ©2:00:00:00:00:10 192.0.2.110

M3MeHeHns npuMeHsoTCA Yepes commit; commit write Takke coxpaHsieT ux. [Ing yao6HOro MMeHu KnneHTa,
Hesasucumoro ot DHCP, ncnonbayite client alias (rnasa 19).

14. MNMpussaska DHCP policy k Device VLAN
CuHTakcuc

use ip dhcp policy <DHCP-policy name> vlan <VLAN ID>
no use ip dhcp policy vlan <VLAN ID>

HasHauyeHue

Mpuessate unu yganute DHCP policy ansa koHkpeTHoro VLAN Ha Device.

MapameTpbl
MapameTp OnucaHue
<DHCP-policy name> Wmsi DHCP policy.
<VLAN ID> VLAN ID.
PekomeHaauun

OT1un KomaHabl BeinonHaTcsa n3 Device configuration context.

DHCP policy npusssbiBaeTcsa He npocTto k Device, a k koHkpeTHoMy VLAN. [Ins no6aBneHusi NpuMBA3KM yka3blBaeTCs UMsi
policy:

use ip dhcp policy DEFAULT vlan 200

Ons yaaneHus npuesiskm ums policy He ykasbiBaeTcs:

no use ip dhcp policy vlan 200

Mpumep npuesiskn DHCP policy:

ap622-i-63-41-86(config)# device ap622-i-63-41-86
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ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip dhcp policy DEFAULT vlan 200
Mpumep yoaneHns NpuBA3KNU:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip dhcp policy vlan 200

15. NNpumeHeHne U NpoBepKa

M3meHeHns B DHCP policy n npussaske Ha ypoBHe Device npumMeHsoTcs Yepes cTaHAapTHY MOAeNb KOHUrypauum:
commit

[nsa coxpaHeHnsi nocne nepesarpysky CNonb3yeTcs:
commit write

Onsa nposepkmn DHCP configuration u runtime state ncnone3aynire:

show context
show running-config
show startup-config
show ip dhcp

show device-config <AP ID>

show context nokasbiBaeT TeKyLine N3MeHeHns B OTKPbITOM context oo NPUMEHEHUA. show running-config NnokKas3bliBaeT

NpUMeEHEHHY0 koHduUrypaumto. show device-config <AP ID> nonesHa Ansi NpOBEPKN UTOTOBON KOHUIypaLmm KOHKPETHOW

AP c yuyétom Profile n Device settings.

16. show ip dhcp

CuHTakcuc

show ip dhcp
show ip dhcp binding <DHCP-policy name>
show ip dhcp leases [ap <AP ID> [policy <DHCP-policy name>]]

HasHauyeHue

MokaszaTb npumMmeHeHune DHCP-nonutuk, ctatudeckue pes3epBupoBaHna Unmn neﬂcmyroume apeHObl agpecos.

®dopma Pe3ynbTaTr

show ip dhcp Csopgka no nonutukam, yctporicteam, VLAN, Site n uncny akTMBHbIX apeHa.

show ip dhcp binding <DHCP-policy name> CTtaTuyeckme pesepBrMpoBaHus BbIOPAHHOW NOMUTUKA.

show ip dhcp leases ApeHabl BCex NonuTHK Ha BCEX YCTPOMCTBAX C rpynnmMpOBKOM MO YCTPOMCTBAM U
nonuTukam.

show ip dhcp leases ap <AP ID> ApeHabl BCeX NonmTUK BblIOPaHHOM TOYKM.

show ip dhcp leases ap <AP ID> policy ApeHabl OAHOW NONUTUKN Ha BbIDPaHHON TOYKe

<DHCP-policy name>

KrtoueBble croBa ap 1 policy 06si3aTerNbHbI MPY YKasaHUM COOTBETCTBYIOLMX (PUMLTPOB. PUnbTp policy UCMONb3yeTcs
nocne ap.
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Tabnuua apeng cogepxunT VLAN ID, IP Address, MAC Address, Hostname un Lease Expires. MNpu Hanm4inm HaCcTpPOEHHbIX

KIMEHTCKMX anuacoB nepBbiM cTonbuom nosensetcs Alias; anga knueHTa 6e3 anvaca otobpaxaeTcs npoyepk. Alias un
Hostname siBnsoTCA pasHbIMU 3HAYEHUSIMU.

show ip dhcp leases

show ip dhcp leases ap ap622-i-00-00-01
show ip dhcp leases ap ap622-i-00-00-01 policy OFFICE-DHCP
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naBa 10. HacTtponka Route policy

1. HazHayeHue rnaBbI

Pasgen onuceiBaeT HacTporiky Route policy.
Route policy 3agaét cratnyeckue IPv4 routes:
route k IPv4 prefix B CIDR-¢hopme;

default route;

next-hop ans static route;

yoaneHwue static route;

npuBasky Route policy k Profile unu Device.

Route policy saBnsieTcsa koHurypaumnoHHbiM o6bektom. MiameHeHns B Route policy context nonagatoT B context config n
TpebytoT commit 4na NnpMMeHeHus B running-config. [insi coxpaHeHus nocne nepesarpysku ncnonbdyetcs commit write.

Policy HaunHaeT paboTaTtb TonbKo nocne npmessku k Profile unu Device:

use ip route policy <Route policy name>

2. O6wan mogenb Route policy
Route policy copepxut Habop static IPv4 routes. Kaxgas route 3agaétca destination prefix n next-hop address.

BbasoBasi popma static route:
ip route <A.B.C.D/mask> <A.B.C.D>

Default route 3agaétca kak IPv4 prefix 0.0.0.0/0:
ip route 0.0.0.0/0 <A.B.C.D>

B show context route otobpakaeTtcs ¢ gononHuTensHbIM nosem 0:
ip route <A.B.C.D/mask> <A.B.C.D> ©

Mone 0 aBnsetcs route metric. B Tekywem BoiBoge default metric pasen 0.
OBbIYHO HacTpoWka COCTOUT U3 YETbIPEX YacTen:

co3gaTb Unu n3aMeHuTb ip route policy <name>;

nobasuTh static routes;

npuegasaTb Route policy k Hy>kHomy Profile unu Device;

BbINOMHWUTL commit.

Ecnun Route policy 3agaHa Ha ypoBHe Profile, oHa npumeHsieTca ko Bcem AP, KoTopble ucnone3ytoT 310T Profile. Ecnn Ha
ypoBHe Device 3agaHa cobctBeHHas Route policy, oHa paboTtaeT kak per-device override.

3. Bxopa B Route policy context

CuHTakKkcuc

ip route policy <Route policy name>
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HasHa4eHune

Bowitn B Route policy configuration context.

MapameTpbl
MapameTp OnucaHue
<Route policy name> Mms Route policy.
PekomeHaauumn

KomaHga BbinonHsieTcsa u3 global configuration mode.

Ecnu policy yxe cywectsyeT, CLI oTkpbiBaeT eé€ Tekywmi context. Ecnun cosgaérca HoBasi policy 1 nameHeHus He
npuMeHsoTCs, revert otkatbiBaeT context K TekyLiemy running-config.

Mpumep Bxoaa B Route policy context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip route policy OFFICE-ROUTES
ap622-i-63-41-86(config-route-OFFICE-ROUTES)#

4. Route policy context prompt

Mpumep prompt:
ap622-i-63-41-86(config-route-OFFICE-ROUTES)#

B aTow rmaBe Takou pexum HasbiBaeTcsa Route policy configuration context.

5. Mpumep Route policy

Mpumep Route policy:

ip route policy OFFICE-ROUTES
ip route 0.0.0.0/0 172.27.72.1 ©
ip route 192.0.2.0/24 172.27.72.254 0

exit

B atom npumepe 3agaH default route yepes next-hop 172.27.72.1 v otaeneHbin route k prefix 192.0.2.0/24 yepes next-hop

172.27.72.254.

6. JloctynHble Route policy commands
Ecnun He yka3aHo oTaenbHO, KOMaHAbl 3TON rnaBbl BbiNonHATCS u3 Route policy configuration context.

OcHoBHble gocTynHble komaHabl Route policy context:
ip route <A.B.C.D/mask> <A.B.C.D>

no ip route <A.B.C.D/mask> <A.B.C.D>
no ip route <A.B.C.D/mask> <A.B.C.D> @

Mpuesska Route policy k ycTponcteam BbinonHsaetcsa ns Profile nnn Device configuration context:
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use ip route policy <Route policy name>

no use ip route policy

7. ip route

CuHTakcuc

ip route <A.B.C.D/mask> <A.B.C.D>

HasHaueHue

[o6asuTb static IPv4 route B Route policy.

MapameTpbl
MapameTp OnucaHue
<A.B.C.D/mask> Destination IPv4 prefix B CIDR-chopme.
<A.B.C.D> IPv4 next-hop address.
PekomeHaauumn

ip route <prefix> <next-hop> gobasnseT static route B TekyLyyto Route policy.

Onsa default route ncnoneaynite prefix 0.0.0.0/0:
ap622-i-63-41-86(config-route-OFFICE-ROUTES)# ip route ©.0.0.0/0 172.27.72.1

Onsa route K KOHKpeTHOW IPv4-ceTun ykaxnte Hy>xHbIl prefix:
ap622-i-63-41-86(config-route-OFFICE-ROUTES)# ip route 192.0.2.0/24 172.27.72.254

Mocne BBoga route B show context ctpoka oTobpakaeTtcsi ¢ metric O:
ip route 192.0.2.0/24 172.27.72.254 @

B aTon Bepcum komanabl metric He 3agaéTca OTAeNbHBIM NapaMeTpoM npu gobasneHun route.

8. no ip route

CuHTakcuc

no ip route <A.B.C.D/mask> <A.B.C.D>
no ip route <A.B.C.D/mask> <A.B.C.D> ©

HasHauyeHue

YpanuTsb static IPv4 route ns Route policy.

MapameTpbl
MapameTp OnucaHue
<A.B.C.D/mask> Destination IPv4 prefix 8 CIDR-chopme.
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MapameTp OnucaHue

<A.B.C.D> IPv4 next-hop address.

0 Route metric, koTopbIi oTo6paxaeTcst B show context.
PekomeHpgauum

[nsa yoaneHus route TpebyeTtca ykasatb destination prefix n next-hop.

MoxHo yganuTb route KOPOTKON POPMOIA:
ap622-i-63-41-86(config-route-OFFICE-ROUTES)# no ip route 192.0.2.0/24 172.27.72.254

Takke MOXHO ncnonb3oBaTtb hopmy ¢ metric 0. OHa cCOOTBETCTBYET CTPOKe, KOTOPYIO NoNb3oBaTenb BUANT B show
context:

ap622-i-63-41-86(config-route-OFFICE-ROUTES)# no ip route 192.0.2.0/24 172.27.72.254 ©

9. NMpuBsaska Route policy k Profile

CuHTaKkcuc

use ip route policy <Route policy name>

no use ip route policy

HasHauyeHue

MpuesizaTte Route policy k Profile unu yganute npmneasky.

MapameTpbl
MapameTp OnucaHue
<Route policy name> Mmsa Route policy.
PekomeHpauuun

Komangb! BeinonHstoTca n3 Profile configuration context.

Ecnn Profile ncnonessyet Route policy, oHa npumeHsieTcsa ko Bcem AP, koTopble ncnonb3ytoT aToT Profile, ecrnin Ha ypoBHe

Device He 3agaHa cobcTBeHHas per-device npuesika.

Mprmep:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip route policy OFFICE-ROUTES

MpyMep yaaneHust NpUBSA3KK:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use ip route policy
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10. NMpuBsaska Route policy k Device
CuHTakcuc

use ip route policy <Route policy name>

no use ip route policy

HasHaveHue

3apaTtb unu yganutb per-device Route policy override.

MapameTpbl
MapameTp OnucaHue
<Route policy name> Mms Route policy.
PekomeHaauun

Komange! BeinonHstoTcsa n3 Device configuration context.

Ecnun Route policy 3agaHa Ha ypoBHe Device, oHa nepeonpeaensiet Route policy, yHacnegoBaHHyto vyepe3s Profile. Ecnin
per-device npuBsi3ka OTCYTCTBYET, MCnonb3yeTcsa noBegeHune Profile.

Mpumep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip route policy OFFICE-ROUTES

Mpymep yoaneHus per-device NpuBA3KK:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no use ip route policy

11. TunoBon nopsaok HacTpoukn Route policy

Mpumep cospaHma Route policy n npuesasku k Profile:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# ip route policy OFFICE-ROUTES
ap622-i-63-41-86(config-route-OFFICE-ROUTES)# ip route 0.0.0.0/0 172.27.72.1
ap622-i-63-41-86(config-route-OFFICE-ROUTES)# ip route 192.0.2.0/24 172.27.72.254
ap622-i-63-41-86(config-route-OFFICE-ROUTES)# exit

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip route policy OFFICE-ROUTES
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# commit

Ecnun Tpebyetca nngmnsugyansHas Route policy ona ogHon AP, 3aganite e€ B Device context:
ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89

ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip route policy OFFICE-ROUTES
ap622-i-63-41-86(config-ap622-i-63-41-89)# commit
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12. show ip route
CuHTakcuc

show ip route

show ip route <AP ID>

HasHaveHue

MokasaTtb IP routing table.

MapameTpbl

MapameTp OnucaHue

ap <AP ID> [MokasaTb nHpopmaumio anst ykazaHHowm AP.
PekomeHaauun

KomaHga vcrnonb3yeTcst 4fsi npocMoTpa ip MapLupyToB

OcHoeHele nonsa: destination, gateway, flags, interface n metric. ®narn o6o3HavatoT connected, gateway, static u DHCP
routes.
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naBa 11. Hactponka NAT policy

1. HasHa4yeHwue rnasbl

Pasgen nocsswér HacTporike NAT policy.

NAT policy 3agaét npasuna TpaHCcnauum agpecos 1 NOPTOB:
inside VLAN;

outside VLAN;

redirect / port-forwarding rules;

yoaneHue redirect rules.

NAT policy aensetcsa koHdurypaumnoHHbiv ob6bektom. MiameneHnst B NAT policy context nonagatot B context config n
TpebytoT commit 4ns NnpuMeHeHus B running-config. [ins coxpaHeHus nocne nepesarpy3ku ncrnonbdyetcs commit write.

Policy HaunHaeT paboTaTtb TOnbKO nocne npuessku k Device:

use ip nat policy <NAT policy name>

2. Obwan mopgenb NAT policy

NAT policy onuceiBaeT, mexay kakumu VLAN BbinonHseTcs NAT, 1 kakne BxoasLme COeANHEHMS NepeHanpaBnanTcsa Ha
BHYTpPEHHWe agpeca.

OBbI4YHO HacTpoMKa COCTOUT U3 HECKOSbKMX YacTeu:
cosgaTb uUnu naMeHuTb ip nat policy <name>;
HasHa4nTb inside VLAN;

HasHaunTb outside VLAN;

npu HeobxoammocTn fobasuTsb redirect rules;
npussasaTtb NAT policy k Hy>kHomy Device.

Mpumep obLyen cea3Ku:

ip nat policy OFFICE-NAT
interface inside vlan 10
interface outside vlan 100
redirect from 203.0.113.10 port 8443 proto tcp to 192.168.20.100:443

exit

device ap622-i-63-41-86
use ip nat policy OFFICE-NAT

exit

inside VLAN 06bl4HO cooTBeTCTBYET BHyTpeHHen ceTu. outside VLAN 0bbl4HO COOTBETCTBYET BHELLUHEN CETU, Yepe3
koTopyto npoxoanTt NAT-Tpaduk.

redirect ncnonbayetcs gna port forwarding: Bxogswuin Tpadumk Ha yKkasaHHbIA agpec, NopT M NPOTOKOI NepeHanpaBnseTcs
Ha BHyTpeHHW |IPv4 address. Ecnn B napameTpe to ykasaH nopT, destination port Takke nameHsietcs.

3. Bxoa B NAT policy context

CuHTaKkcuc
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ip nat policy <NAT policy name>

HasHaueHue

Bowtu B NAT policy configuration context.

MapameTpbl
MapameTp OnucaHue
<NAT policy name> Mma NAT policy.
PekomeHpgauum

KomaHga BbinonHsaeTcsa us global configuration mode.

Ecnu policy yxe cywectyeT, CLI oTkpbiBaeT eé Tekywuii context. Ecnu cosgaércs Hosas policy u nasmeHeHus He
npuMeHstoTCs, revert otTkatbiBaeT context K TekyLemy running-config.

Mpumep Bxoaa B NAT policy context:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip nat policy OFFICE-NAT
ap622-i-63-41-86(config-nat-OFFICE-NAT)#

4. NAT policy context prompt

Mpumep prompt:
ap622-i-63-41-86(config-nat-OFFICE-NAT)#

B aTown rmase Takoun pexum HasbiBaeTca NAT policy configuration context.

5. NMpumep NAT policy
Mpumep NAT policy:
ip nat policy OFFICE-NAT
interface inside vlan 10
interface outside vlan 100

redirect from 203.0.113.10 port 8443 proto tcp to 192.168.20.100:443

exit

B aTtom npumepe VLAN 10 ncnonesyetcs kak inside VLAN, VLAN 100 ncnonb3yetcs kak outside VLAN, a Bxogsawun TCP
traffic Ha port 8443 nepeHanpaBnsieTcst Ha BHYTpeHHUI host 192.168.20.100 u destination port 443.

6. JoctynHblie NAT policy commands
Ecnun He ykasaHo oTaenbHO, komanabl 3Ton rnaebl BbinonHaAwTes n3 NAT policy configuration context.

OcHoBHble goctynHble komaHabl NAT policy context:

interface inside vlan <VLAN ID>

interface outside vlan <VLAN ID>
redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D>
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redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

no redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D>
no redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

Mpuesaska NAT policy k ycTponcTsy BbinosnHseTcs u3 Device configuration context:

use ip nat policy <NAT policy name>

no use ip nat policy

7. interface inside vilan

CuHTakcuc

interface inside vlan <VLAN ID>

HasHauyeHue

HasHauuTts inside VLAN gns NAT policy.

MapameTpbl

MapameTp OnucaHue

<VLAN ID> VLAN ID BHyTpeHHero nHtepdenca.
PekomeHpauuu

interface inside vlan <VLAN ID> 3agaét VLAN, KOTOpbIli paccMaTpuBaeTcst Kak BHYTpeHHsi cTopoHa NAT policy.

Inside VLAN 06bI4HO COOTBETCTBYET KIMEHTCKOM NN BHYTPEHHEN CETU, U3 KOTOPOW TpaduK AOMKEH NPOXOAUTL Yepe3
NAT, nnbo cetn, roe HaxoaaTcsa hosts ans redirect rules.

Ecnun inside VLAN Hy>XHO N3MeHUTb, BbINOTHUTE KOMaHay NoBTOpPHO € HoBbIM VLAN ID.

Mpumep:

ap622-i-63-41-86(config-nat-OFFICE-NAT)# interface inside vlan 10

8. interface outside vian

CuHTakcuc

interface outside vlan <VLAN ID>

HasHauyeHue

HasHnaunTb outside VLAN gnsa NAT policy.

MapameTpbl
MapameTp OnucaHue
<VLAN ID> VLAN ID BHeluHero uHtepdetrica.
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PekomeHaauumn

interface outside vlan <VLAN ID> 3agaét VLAN, koTopbIln paccMaTpuBaeTcs Kak BHeLHsAst cTopoHa NAT policy.

Outside VLAN o6bl4HO cooTtBeTcTByeT uplink, WAN unu gpyron BHellHen ceTn, Yyepes kotopyto npoxoaut NAT-Tpaduk.

B ogHon NAT policy moryT 6bITb 3aaaHbl inside 1 outside VLAN ogHoBpeMeHHO.
Ecnun outside VLAN Hy>HO M3MeHWTb, BbIMNONTHNUTE KOMaHAy NOoBTOPHO ¢ HOBbIM VLAN ID.

Mprmep:

ap622-i-63-41-86(config-nat-OFFICE-NAT)# interface outside vlan 100

9. redirect

CuHTakcuc

redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D>
redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

HasHaueHue

Cosparb redirect / port-forwarding rule.

MapameTpbl
MapameTp OnucaHue
from <A.B.C.D|A.B.C.D/prefix> IPv4 address Bxogsiiero Tpaduka, 4ns kotoporo co3naétcsa redirect rule.
port <port> Bxogswwmn TCP unm UDP port.
proto <tcp|udp> Protocol redirect rule.
to <A.B.C.D> BHyTpeHHun IPv4 address HasHayeHus 6e3 nameHeHus destination port.
to <A.B.C.D:PORT> BHyTpeHHui IPv4 address u destination port ¢ nameHeHvem port.
PekomeHpauuun

redirect cozgaét port-forwarding rule.

Ecnu destination port MeHATb He HyXHO, ncnonb3ynTe opMy:

redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D>

Ecnun Hy>kHO n3meHnTb destination port, ykaxunTte port B napameTtpe to:

redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

HocTynHble 3HaveHns protocol:

tcp
udp

BBoa KomaHAbl BLINOHAETCS B nopsagke:

redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D[:PORT]>
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Mpu npocmoTpe koHurypauum CLI moxeT oTobpaxats redirect rule B HopmManu3oBaHHOM Nopsiake:
redirect port <port> proto <tcp|udp> from <A.B.C.D|A.B.C.D/prefix> to <A.B.C.D[:PORT]>

OT0 TONbKO hopMaT oTobpaxkeHus. [ins BBoga KOMaHAbl UCMONb3YNTE CUHTAKCUC U3 Broka « CUHTaKcucy.

Mpumep 6e3 nameHeHus destination port:

ap622-i-63-41-86(config-nat-OFFICE-NAT)# redirect from 203.0.113.10 port 8080 proto tcp to 192.168.20.100

Mpumep ¢ nameHeHnem destination port:

ap622-i-63-41-86(config-nat-OFFICE-NAT)# redirect from 203.0.113.10 port 8443 proto tcp to 192.168.20.100:443

Mpumep UDP redirect:

ap622-i-63-41-86(config-nat-OFFICE-NAT)# redirect from 203.0.113.10 port 1194 proto udp to 192.168.20.100

q)l/lanp UCTOYHMUKA NO noaceTu

from NPUHUMaET oauHOYHLIN IPv4-aapec, agpec ¢ /32 unu agpec cetu ¢ AnNnHom npedukca. Ona noacetn HyxxeH
KaHOHUYeCKWUI agpec ceTu: 192.0.2.08/24 AONYCTUM, 192.0.2.1/24 OTKINOHSAETCH M3-3a HEHYNeBOW YacTu agpeca xocTa.

redirect from 192.0.2.0/24 port 8443 proto tcp to 198.51.100.10:443
no redirect from 192.0.2.0/24 port 8443 proto tcp to 198.51.100.10:443

10. no redirect

CuHTakcuc

no redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D>
no redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D:PORT>

HasHa4yeHune

Ypanutb redirect rule.

MapameTpbl

MapameTp OnucaHue

from <A.B.C.D|A.B.C.D/prefix> IPv4 address, ykasaHHbIv B redirect rule.

port <port> Port, ykasaHHbIn B redirect rule.

proto <tcp|udp> Protocol, ykazaHHbiv B redirect rule.

to <A.B.C.D> IPv4 address HasHadeHus, yka3aHHbIN B redirect rule.

to <A.B.C.D:PORT> IPv4 address u destination port HasHaueHus, ykasaHHble B redirect rule.
PekomeHaauun

Onsa yoaneHus redirect rule ncnonb3yeTtcst nonHas no-popmMa ¢ TemMu e apryMeHTaMu, 4To 1 Npu co3gaHum rule.
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Haxe ecnu B show context redirect rule otobpaxaeTcss B HOpMann3oBaHHOM MNopsiake, yaaneHue BbINoNHAeTCs B
ncxogHow oopme BBOAA:

no redirect from <A.B.C.D|A.B.C.D/prefix> port <port> proto <tcp|udp> to <A.B.C.D[:PORT]>
Mpumep:

ap622-i-63-41-86(config-nat-OFFICE-NAT)# no redirect from 203.0.113.10 port 8443 proto tcp to 192.168.20.100:443

11. use ip nat policy

CuHTakcuc

use ip nat policy <NAT policy name>

no use ip nat policy

HasHauyeHue

3apatb unu yganuTte NAT npussaska policy Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<NAT policy name> Mmsa NAT policy.
PekomeHaauumn

O1n komaHabl BeinonHaTcsa 13 Device configuration context.
use ip nat policy <name> npussasbiBaeT NAT policy K KOHKPETHOMY YCTPOMCTBY.
no use ip nat policy ynanset NAT npussska policy us Device context.

MpvMep NpUBSA3KM:

ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip nat policy OFFICE-NAT

MpyMep yaaneHust NpuBsA3Ku:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip nat policy

12. anIMeHEHMe n npoBepkKka KOH(*)VIrypaLIMVI
NAT policy ncnons3syeT 06bl4HY0 MOAENb NPUMEHEHUS KOHbUrypauuu:
context config -> commit -> running-config
context config -> commit write -> running-config + startup-config
revert -> discard uncommitted context changes

MwuHnmanbHas nocnegoBaTenbHOCTb HACTPOWKM:

configure terminal

ip nat policy OFFICE-NAT
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interface inside vlan 10
interface outside vlan 100
exit
device ap622-i-63-41-86
use ip nat policy OFFICE-NAT
exit
commit
[nsa coxpaHeHnst KoOHUrypaLmmn nocre nepesarpyski UCNonb3ynTe:
commit write
[na npocMoTpa NpUMEHEHHOW KOHUIypauum MOXHO UCMONb30BaTh:
show running-config
show device-config <AP ID>

show ip interface

show ip route

show context B8 NAT policy context nokasbiBaeT TekyLumne nameHeHns aToro context 4o npumeHeHus Yyepes commit.
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naBa 12. Hactpounka Firewall policy

1. HazHayeHue rnaBbI

B aTon rmaBe cobpaHbl komaHabl HacTponku Firewall policy.
Firewall policy 3agaét npasuna dpunbtpauuu IPv4-Tpaduka:
match no source IP;

match no destination IP;

match no protocol;

match no destination port;

gewvicteue ang cosnasLuero traffic: permit, deny unu log;
yaaneHue rules no Homepy.

Firewall policy siBnsieTca koHurypaumoHHbim o6bektoM. MiameHeHust B Firewall policy context nonagatoT B context config
n TpebytoT commit Ans npuMeHeHns B running-config. [Ing coxpaHeHns nocne nepesarpysku ncnonb3yerca commit write.

Policy HaunHaeT paboTaTb Tonbko nocne npuesAsky k Profile unu Device:

use ip firewall policy <Firewall policy name>

2. O6wasn mopenb Firewall policy

Firewall policy coctouT n3 Habopa numbered rules. Kaxgas rule onuceiBaet ycnosus cosnagenus traffic n gericteue,
KOTOPOE HYXHO BbINOMHUTL N5 coBnasLuero traffic.

O6was cTpykTypa rule:

rule <number> src-ip <src> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>
,D,J'Iﬂ NPOCTbLIX Clly4YaeB MOXXHO COo34aTb rule Tonbko ¢ action:

rule <number> action <permit|deny|log>

B aTtom cniyyae octanbHble match-nons npyHMMaloT 3HayYeHne any.
O6bI4HO HACTpOWKa COCTOUT U3 YETbIPEX YaCTel:

cosgaTb unu namenuTs ip firewall policy <name>;

nobaBuThb rules;

npueasaTb Firewall policy k Hy>xxHomy Profile nnn Device;
BbINOMHWUTL commit.

Firewall policy moxeT BNuaTb B TOM Yncne Ha JocTyn k management services. Mpasuna IPFW / firewall policy umetot
npuoputeT Hag Management policy: ecnu firewall rule 3anpewaet Tpaduk, goctyn 6yaeT 3abnokMpoBaH gaxe npu
paspeLuatoLlern HacTporike B Management policy.

3. Bxop B Firewall policy context

CuHTakKkcuc

ip firewall policy <Firewall policy name>
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HasHaueHue

Boritn B Firewall policy configuration context.

MapameTpbl
MapameTp Onucaxue
<Firewall policy name> Wwms Firewall policy.
PekomeHgauumn

KomaHga BbinonHsaeTcsa us global configuration mode.

Ecnu policy yxe cywectsyeT, CLI oTkpbiBaeT eé Tekywimi context. Ecnun cosgaérca HoBasi policy 1 naMeHeHus He
npumeHstoTes, revert oTkaTbliBaeT context k TekyLiemy running-config.

Mpumep Bxoaa B Firewall policy context:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# ip firewall policy OFFICE-FW
ap622-i-63-41-86(config-firewall-OFFICE-FW)#

4. Firewall policy context prompt

Mpumep prompt:
ap622-i-63-41-86(config-firewall-OFFICE-FW)#
B aTon rmaBe Takom pexum Ha3biBaeTcs Firewall policy configuration context.

5. NMpumep Firewall policy

Mpumep Firewall policy:
ip firewall policy OFFICE-FW
rule 10 src-ip 192.0.2.0/24 dst-ip 172.27.72.1 protocol tcp dst-port 22 action permit
rule 20 src-ip any dst-ip 172.27.72.1 protocol tcp dst-port 23 action deny
rule 30 src-ip any dst-ip any protocol icmp dst-port any action permit

exit

B sTom npumepe SSH access k agpecy 172.27.72.1 paspeluéH n3 nogcetn 192.0.2.0/24, Telnet access k ToMy e agpecy
3anpelléH, a ICMP traffic paspeLuéH.

6. AocTtynHble Firewall policy commands
Ecnun He yka3aHo oTaenbHO, KOMaHAbl 3TOM rnaBbl BbinonHAwTes u3 Firewall policy configuration context.

OcHoBHble gocTynHble komanabl Firewall policy context:
rule <number> action <permit|deny|log>
rule <number> src-ip <src> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>
no rule <number>

Mpuesaska Firewall policy k ycTponcteam BbinonHaeTcs us Profile unn Device configuration context:

Pepakuus - 30.09.2026 101



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

use ip firewall policy <Firewall policy name>

no use ip firewall policy

7. rule

CuHTakcuc

rule <number> action <permit|deny|log>

rule <number> src-ip <src> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>

HasHaueHue

Cospartb Firewall rule.

MapameTpbl
MapameTp OnucaHue
<number> Howmep Firewall rule.
<src> Source IP match.
<dst> Destination IP match.
<protocol> Protocol match.
<port> Destination port match.
permit Paspewwmntb coBnasLumi traffic.
deny Banpetutb coBnasLuii traffic.
log JlormposaTtb coBnasLumi traffic.
PekomeHnpauunu

rule <number> action <permit|deny|log> co3gaért rule ¢ ykasaHHbIM action n match-nonsmu any.

Mpuwmep:
ap622-i-63-41-86(config-firewall-OFFICE-FW)# rule 10 action permit
MonHas dopma rule 3agaét Bce match-nons sBHO:

ap622-i-63-41-86(config-firewall-OFFICE-FW)# rule 10 src-ip 192.0.2.0/24 dst-ip 172.27.72.1 protocol tcp
dst-port 443 action permit

[ns nameHeHus cylecTBytoLLel rule ucnonbayiite 6esonacHyto Moaerns: yaanute rule no Homepy v cospaiite eé 3aHOBO
C HY>XHbIMV NapaMeTpamu.

no rule <number>

rule <number> src-ip <src> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>
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8. src-ip

CuHTakcuc
src-ip any
src-ip <A.B.C.D>

src-ip <A.B.C.D/mask>

src-ip <src-list>

HasHauyeHue

3apatb source IP match BHyTpu nonHow cTpoku rule.

MapameTpbl

MapameTp

any

<A.B.C.D>
<A.B.C.D/mask>

<src-list>

PekomeHaauumn

OnucaHune
Toboi source IP.
OpauHoyHbI IPv4 source address.

IPv4 source prefix B CIDR-thopme.

Cnucok IPv4 address unu IPv4 prefixes, pasgenéHHbix 3anaTbiMu.

SI’C-ip NCNOJIb3YETCA TOJIbKO KaK 4YacCTb NMOSTHOWN CTPOKMU rule.

Mpumepsi:

rule 10 src-ip any dst-ip any protocol any dst-port any action permit

rule 20 src-ip 192.0.2.10 dst-ip any protocol tcp dst-port 443 action permit

rule 30 src-ip 192.0.2.0/24 dst-ip any protocol tcp dst-port 443 action permit

rule 40 src-ip 192.0.2.10,192.0.2.20 dst-ip any protocol tcp dst-port 443 action permit

9. dst-ip
CuHTakcuc
dst-ip any

dst-ip <A.B.C.D>
dst-ip <A.B.C.D/mask>

HasHa4yeHune

3apatb destination IP match BHyTpu nonHon cTpoku rule.

MapameTpbl

MapameTp
any
<A.B.C.D>

<A.B.C.D/mask>
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PekomeHaauumn

dst-ip ucnonb3dyeTca TONbKO Kak YacTb MONHOW CTPOKM rule.

Mprumepsbl:

rule 10 src-ip any dst-ip any protocol any dst-port any action permit
rule 20 src-ip any dst-ip 172.27.72.1 protocol tcp dst-port 22 action permit
rule 30 src-ip any dst-ip 172.27.72.0/24 protocol icmp dst-port any action permit

10. protocol

CuHTakcuc

protocol any
protocol tcp
protocol udp
protocol icmp

protocol tcp,udp

HasHauyeHue

3apatb protocol match BHyTpu nonHom cTpoku rule.

MapameTpbl

3HauyeHue OnucaHue

any JTrobon protocol.

tcp TCP.

udp UDP.

icmp ICMP.

tcp,udp Cnucok protocol values.
PekomeHpgauum

protocol MCNOoJIb3yeTCA TOJIbKO KaK 4YacCTb NOHON CTPOKK rule.

Mpumepsi:

rule 10 src-ip any dst-ip any protocol tcp dst-port 443 action permit
rule 20 src-ip any dst-ip any protocol udp dst-port 53 action permit
rule 30 src-ip any dst-ip any protocol tcp,udp dst-port 53 action permit

rule 40 src-ip any dst-ip any protocol icmp dst-port any action permit

11. dst-port

CuHTakcuc
dst-port any

dst-port <port>
dst-port <first-port>-<last-port>
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dst-port <port-list>

HasHauyeHue

3apatb destination port match BHyTpM nonHoM cTpoku rule.

MapameTpbl
MapameTp OnucaHue
any JTo6ow destination port.
<port> OpanHouHbIn destination port.
<first-port>-<last-port> [nana3soH destination ports.
<port-list> Cnucok ports unu ranges, pasfenéHHblx 3anaTbiMu.
PekomeHnpauunu

dst-port ncnonb3yeTcst TONbKO Kak YacTb NMOMHON CTPOKK rule.

Mpumepsi:

rule 10 src-ip any dst-ip any protocol tcp dst-port 443 action permit
rule 20 src-ip any dst-ip any protocol tcp dst-port 1000-2000 action deny
rule 30 src-ip any dst-ip any protocol tcp,udp dst-port 53,123 action permit

Onsa protocol icmp 06bI4HO ncnonb3yeTtcs dst-port any.
12. action
CuHTakcuc

action permit

action deny

action log

HasHauyeHue

3apatb gencrteue BHyTpM Firewall rule.

MapameTpbl
3HayeHue OnucaHue
permit Paspelwuntb coBnasLmi traffic.
deny BanpeTtutb coBnasLumi traffic.
log JlormposaTbk coBnasLumii traffic.
PekomeHpauum

action sBnseTca obsa3aTenbHOM YacTbto rule.

Mpumepsbl:

rule 10 src-ip any dst-ip any protocol any dst-port any action permit
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rule 20 src-ip any dst-ip any protocol any dst-port any action deny

rule 30 src-ip any dst-ip any protocol any dst-port any action log

13. no rule

CuHTakcuc

no rule <number>

HasHaueHue

Ypanute Firewall rule no Homepy.

MapameTpbl
MapameTp OnucaHue
<number> Homep Firewall rule.
PekomeHnpauunu

no rule <number> yganseT rule c ykazaHHbIM HOMepoMm 13 TekyLen Firewall policy.

Mpumep:

ap622-i-63-41-86(config-firewall-OFFICE-FW)# no rule 10

14. MNMpuBsaska Firewall policy k Profile

CuHTakcuc

use ip firewall policy <Firewall policy name>

no use ip firewall policy

HasHa4eHune

MpueszaTe Firewall policy k Profile nunu yoanute npuesasky.

MapameTpbl
MapameTp OnucaHue
<Firewall policy name> Wmsa Firewall policy.
PekomeHpauum

Komangb! BeinonHsitoTcsa n3 Profile configuration context.

Ecnu Profile ncnonsayet Firewall policy, oHa npumeHsieTcsa ko Bcem AP, koTopble ncnonb3ytoT aToT Profile, ecnn Ha
ypoBHe Device He 3agaHa cobcTBeHHas per-device npuBsiska.

Mprmep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
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ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip firewall policy OFFICE-FW
Mpumep yoaneHusi NpuUBA3KU:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use ip firewall policy

15. NMpuBsaska Firewall policy k Device

CuHTakKkcuc

use ip firewall policy <Firewall policy name>

no use ip firewall policy

HasHaueHue

3apatb unu yganute per-device Firewall npussaka policy.

MapameTpbl
MapameTp OnucaHue
<Firewall policy name> Wmsa Firewall policy.
PekomeHpgauum

Komangb! BeinonHstoTcsa n3 Device configuration context.

Ecnu Firewall policy 3agaHa Ha ypoBHe Device, oHa paboTtaeT kak per-device override. Ecnu per-device npussiska
OTCYTCTBYET, Ucnonb3yeTcs noseaexHve Profile.

Mpumep:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# use ip firewall policy OFFICE-FW

Mpumep yoaneHus per-device NpuBA3KK:

ap622-i-63-41-86(config-ap622-i-63-41-86)# no use ip firewall policy

16. TunoBon nopsaok HacTtpouku Firewall policy

Mpumep cospaHusa Firewall policy n npussasku k Profile:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# ip firewall policy OFFICE-FW

ap622-i-63-41-86(config-firewall-OFFICE-FW)# rule 10 src-ip 192.0.2.0/24 dst-ip 172.27.72.1 protocol tcp
dst-port 22 action permit

ap622-i-63-41-86(config-firewall-OFFICE-FW)# rule 20 src-ip any dst-ip 172.27.72.1 protocol tcp dst-port 23
action deny

ap622-i-63-41-86(config-firewall-OFFICE-FW)# exit

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use ip firewall policy OFFICE-FW
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# commit
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Ecnun Tpebyetcsa nngmesupyansHas Firewall policy gns ogHon AP, 3apaiite e€ B Device context:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# use ip firewall policy OFFICE-FW
ap622-i-63-41-86(config-ap622-i-63-41-89)# commit

17. src-vlan / dst-vlan

CuHTaKkcuc

rule <number> src-vlan <VLAN ID> dst-vlan <VLAN ID> protocol <protocol> dst-port <port> action <permit|deny|log>
rule <number> src-ip <src> dst-vlan <VLAN ID> protocol <protocol> dst-port <port> action <permit|deny|log>

rule <number> src-vlan <VLAN ID> dst-ip <dst> protocol <protocol> dst-port <port> action <permit|deny|log>

src-vlan BblovpaeT VLAN nctoyHuka, dst-vlan - VLAN HasHayeHus. Jonyctumein VLAN ID: 1-4094. [Ins ogHOWM CTOPOHbI
npasuna ucnonbdyetca nNubo IP, nnb6o VLAN: src-ip 1 src-vlan B3aMOMWCKITIOHaOLWNeE, Kak U dst-ip 1 dst-vlan.

MpaBnna npoBepsitoTCa No nopsaky HomepoB. bonee y3koe paspelueHne pasmellante go obuiero 3anpeta. CmeHa
IP-agpeca VLAN He TpebyeT nameHeHuns npasuna, 3agaHHoro no VLAN ID.

ip firewall policy OFFICE-FILTER
rule 10 src-vlan 200 dst-vlan 1 protocol tcp dst-port 443 action permit
rule 20 src-vlan 200 dst-vlan 1 protocol any dst-port any action deny

exit

Mpumennte nonutuky B Profile nnun Device yepes use ip firewall policy OFFICE-FILTER, 3aT€M BbINOMHUTE commit UMK
commit write.
O6nacTtb hunbTpauun

VLAN-npaBuna gpunbTpytoT TPaH3MTHbIN Tpaduk Mexay cetamu. OHn He 3ameHsaoT Management policy onsa gocryna kK
cobCTBEHHBIM agpecam 1 cepBucam yCTPONCTBaA.

OTBETHbIV 1 YXXe YCTaHOBMEHHbIN Tpaduk (RELATED, ESTABLISHED) o6pabaTtbiBaeTcs 40 NONb30BaTENbCKUX NPaBun.
lMpoBepsnTe 3anpeT Ha HOBbIX CoeaAnHeHUsX. lericTBre log 3anucbiBaeT cobbiTve 1 npogomkaeT 06paboTky; camo no
cebe OHO He 3aBepLUaeT e€ pa3peLleHnemM Unm 3anpeTom.
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maBa 13. Hactpounka Radio interface

1. HazHayeHue rnaBbI

Pasgen nocssiwér HacTpovike radio interface B CLI koHTponnepa u ynpasnsembix Wi-Fi AP.
Radio interface 3agaét napameTtpsbl pabotbl Wi-Fi radio:
aMUHMCTpaTMBHOE cocTosiHue radio;

802.11 mode;

channel selection n channel width;

transmit power;

maximum clients;

mandatory/basic rates;

802.11k, 802.11v 1 802.11r;

airtime fairness;

npueasky WLAN policy k BSSID slot.

Radio interface context noctyneH B AByx mecTax:

profile <Board name> <Profile name>
interface radio <1|2>
device <AP ID>

interface radio <1|2>

B Profile context radio settings 3agatot 6a3oByto koHurypaumo ansa scex AP, ncnone3aytowmux 310t Profile. B Device
context radio settings paboTtatoT kak per-device overrides ans koHkpeTHon AP.

M3meHeHuns B radio interface context asBnstoTCA KOHPUrypaunoHHbIMY n3meHeHmamu. OHy nonagatoT B context config n
TpebytoT commit 4ns NnpuMeHeHus B running-config. [ins coxpaHeHus nocne nepesarpy3ku ncrnonbdyetcs commit write.

2. Oowana moagenb Radio interface

Ons SNR-AP622-1 ncnone3sytotcsa asa radio interface:

Radio HasHaueHue
radio 1 2.4 GHz radio.
radio 2 5 GHz radio.

Profile radio context 06bl4HO copgepxunT nonHbI Habop radio settings. Device radio context 06bI4HO cCOOEPXNUT TONBKO TE
CTpOKU, KoTOopble nepeonpenenstoT Profile ana koHkpeTHon AP.

MycTon Device radio context He o3HavaeT, 4To radio He HacTpoeHo Ha AP. OH o3Ha4vaeT, 4To Ang atoro radio HeT
per-device override n ntoroeas koHdurypauus Hacnegyetcs us Profile. Torosyto merged configuration koHkpeTHon AP
MOXHO CMOTPETb KOMaHAOM:

show device-config <AP ID>
DoctynHble channel, channel width, transmit power n gpyrue radio settings 3aBucaT oT BbiIOpaHHoro country code B Site.
Country code npumMeHsieT perynaTopHble orpaHMYeHns BbIOpaHHONM CTpaHbl, MO3TOMY CMMCOK JOCTYMHbLIX KAHANOB, LUMPUWH

KaHana v yacTb radio-napameTpoB MOXeT oTnnyaTbcs. [JocTynHble 3HavyeHus cnegyet cMmoTtpeTb vYepes CLI help munu
completion TekyLLLEro KOHTEKCTa.
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3. Bxog B Radio interface context ns Profile
CuHTakcuc
interface radio <1|2>

HasHaueHue

BowTtu B radio interface configuration context BHyTpu Profile.

MapameTpbl

MapameTp OnucaHue

<1|2> Mupekc radio interface. 1 - 2.4 GHz radio, 2 - 5 GHz radio.
PekomeHpauuu

Komanga sbinonHsaetcsa us Profile configuration context.

Mpumep Bxoaa B radio 1 u3 Profile:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface radio 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)#

4. Bxop B Radio interface context ns Device

CuHTakcuc

interface radio <1|2>

HasHauveHue

BonTu B radio interface configuration context BHyTpu Device.

MapameTpbl

MapameTp OnucaHue

<1|2> Mupekc radio interface. 1 - 2.4 GHz radio, 2 - 5 GHz radio.
PekomeHpauumn

Komanga sbinonHsaetcsa ns Device configuration context.

Mpumep Bxopa B radio 1 n3 Device:

ap622-i-63-41-86# configure terminal
ap622-i-63-41-86(config)# device ap622-i-63-41-89
ap622-i-63-41-86(config-ap622-i-63-41-89)# interface radio 1
ap622-i-63-41-86(config-ap622-i-63-41-89-radiol)#
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5. Radio interface context prompt

Mpumep prompt gns radio interface BHyTpu Profile:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)#
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)#

Mpumep prompt gns radio interface BHyTpu Device:

ap622-i-63-41-86(config-ap622-i-63-41-89-radiol)#
ap622-i-63-41-86(config-ap622-i-63-41-89-radio2)#

B aTon rmaBe 06a BapuaHTa Ha3biBatoTca Radio interface configuration context. Ecnn BaxxHo pasnuune mexay Profile n
Device, oHO yKkasaHO OTAErbLHO.

6. Mpumep Profile radio interface

Mpumep interface radio 1 B Profile:

interface radio 1

no shutdown

no airtime-fairness

mode ax

channel random width 20
power 17

no 802.11r

802.11k

802.11v

use wlan DEFAULT bssid 1

exit
Mpumep interface radio 2 B Profile:

interface radio 2

no shutdown

no airtime-fairness

mode ax

channel random width 20
power 17

no 802.11r

802.11k

802.11v

use wlan DEFAULT bssid 1

exit

7. Mpumep Device radio override
Mpumep per-device override gnst kKOHKpeTHOM AP:
device ap622-i-63-41-89
interface radio 1

channel acs width 20

exit
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use site DEFAULT-SITE
use profile snr-ap622-i DEFAULT

exit

B aTom npumepe Ha ypoeHe Device nepeonpegenér tonebko channel selection ans radio 1. OctanbHble radio settings
HacnegytoTcs u3 Profile.

8. NocTtynHble Radio interface commands
Ecnun He yka3aHo oTaenbHO, KOMaHnabl 3TON rnaebl BbiNonHATeA 3 Radio interface configuration context.

OcHoBHble gocTynHble komaHabl Radio interface context:

shutdown

no shutdown

airtime-fairness

no airtime-fairness

802.11k
no 802.11k

802.11v
no 802.11v

802.11r
no 802.11r

mode <radio-mode>

channel random width <width>

channel <channel-number> width <width>
channel acs

channel acs width <width>

power <1-26>

max-clients <number>

basic-rates default

basic-rates custom <rate> [<rate> ...]

use wlan <WLAN policy name> bssid <1-4>

no use wlan bssid <1-4>

9. shutdown

CuHTaKkcuc

shutdown

no shutdown
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HasHaueHue
OTkntounTb UK BKIMtoUKUTb radio interface.

MapameTpbl

Hert.

PekomeHaauuu
shutdown nepesoauT radio interface B agMMHUCTPATMBHO OTKIHOYEHHOE COCTOSIHUE.
no shutdown BkntoyaeT radio interface.

B Profile radio context komaHga uameHsieT 6asoBoe coctosiHue radio gna AP, ncnonbayowmx atoT Profile. B Device radio
context komaHaa co3gaéT per-device override.

Mpuwmep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# shutdown
Bkntoyerue radio:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# no shutdown

10. airtime-fairness

CuHTakcuc

airtime-fairness

no airtime-fairness

HasHaueHue

BknounTtb unm oTkMioumnTb airtime fairness Ha radio interface.

MapameTpbl

Hert.

PekomeHpauum

airtime-fairness BkntoyaeT airtime fairness gns BbibpaHHoro radio.

no airtime-fairness otkntoyaeT airtime fairness.

B Profile radio context komaHga 3agaét 6a3zoBoe nosegeHune. B Device radio context komaHaa 3agaét per-device override.

Mpymep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# airtime-fairness
OTkntoveHune:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# no airtime-fairness

11. 802.11k

CuHTakcuc

Pepakuus - 30.09.2026 113



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

802.11k
no 802.11k

HasHaveHue

Bknounte nnu otknounte nogaepxky 802.11k Ha radio interface.

MapameTpbl

Her.

PekomeHpauuu
802.11k BkntovaeT nogaepxky 802.11k gna BeibpaHHoro radio.

no 802.11k otkntoyaeT nogaepxky 802.11k.

B Profile radio context komaHga 3agaét 6a3oBoe nosegeHue. B Device radio context komanaa 3agaét per-device override.

Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# 802.11k
OTkntoveHne:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# no 802.11k

12. 802.11v

CuHTakcuc

802.11v
no 802.11v

HasHaueHue

Bkntounte nnn otkntounte nogaepxky 802.11v Ha radio interface.

MapameTpbl

Hert.

PekomeHgauumn
802.11v BkntovaeT nogaepxky 802.11v ansa BeibpaHHoro radio.

no 802.11v oTknoyaeT nogaepxky 802.11v.

B Profile radio context komaHga 3agaét 6asoBoe noeeneHue. B Device radio context komaHaa 3agaét per-device override.

Mpuwmep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# 862.11v

OTKNOYEHME:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# no 862.11v
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13. 802.11r

CuHTakcuc

802.11r
no 802.11r

HasHaveHue

Bknounte nnu otknounte nogaepxky 802.11r Ha radio interface.

MapameTpbl

Her.

PekomeHpauuu
802.11r BkntoyaeT nogaepxky 802.11r ansa sbibpaHHoro radio.

no 802.11r oTkntovaeT nogaepxky 802.11r.

B Profile radio context komaHga 3agaét 6a3oBoe nosegeHue. B Device radio context komaHaa 3agaét per-device override.

Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# 802.11r
OTkntoyeHme:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# no 802.11r

14. mode

CuHTakcuc

mode <radio-mode>

HasHa4eHune

3apatb 802.11 mode ong radio interface.

MapameTpbl
MapameTp OnucaHue
<radio-mode> Radio mode. [JocTynHble 3Ha4eHus 3aBucaT oT radio interface.

HoctynHble 3HaveHns ans SNR-AP622-|:

Radio HocTynHble 3HaYeHUA

radio 1 ax, bgn, gn

radio 2 ax, ac
PekomeHaauumn

KomaHga 3agaét 802.11 mode BbiGpaHHOro radio.
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B Profile radio context komaHga 3agaét mode gnsa Bcex AP, ucnoneaytowmx Profile, ecrnn Ha yposHe Device HeT override.
B Device radio context komaHga 3agaét mode TonbKO Ans KOHKpeTHou AP.

Mpumep ana 2.4 GHz radio:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# mode ax
Mpumep ana 5 GHz radio:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)# mode ac

15. channel

CuHTakcuc

channel random width <width>
channel <channel-number> width <width>
channel acs

channel acs width <width>

HasHaueHue

3apaTb channel selection mode n channel width gns radio interface.

MapameTpbl
MapameTp OnucaHue
random BbibpaTtb channel aBTomatuuecku npu apply/restart.
<channel-number> Fixed channel number.
acs Mcnonb3oeatb Auto Channel Select.
<width> Channel width.
PekomeHaauumn

channel random width <width> 3agaét aBTOMaTN4YeCckuii BbIGOp KaHana ¢ ykazaHHOW LUIMPUHOW.
channel <channel-number> width <width> 3agaét doukcupoBaHHbIN KaHan v LWUMPUHY KaHana.

channel acs nnu channel acs width <width> Bkntouaet ACS channel selection gns radio. [1ns npaktuyeckoro
ncnonbe3oBaHuns ACS psagom c radio settings 3agaértca ACS npusaska policy Ha yposHe Profile unn Device:

use acs policy <ACS policy name>

DoctynHble channel numbers 1 channel widths 3aBucaT ot radio band, annapaTtHon mogenu n country code BbiIGpaHHOro
Site. [lna SNR-AP622-1 npyMeHstoTCs cnegyowmne TunoBble 3HavyeHust width:

Radio TunoBble width values
radio 1 20, 40
radio 2 20, 40, 80, 160

Mpumep fixed channel ans 2.4 GHz radio:
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ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# channel 6 width 20
Mpumep fixed channel gna 5 GHz radio:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)# channel 36 width 20
Mpumep ACS:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# channel acs width 20

16. power

CuHTakKkcuc

power <1-26>

HasHauyeHue

3apatb transmit power gns radio interface.

MapameTpbl

MapameTp OnucaHue

<1-26> Transmit power B dBm.
PekomeHpauuu

KomaHga 3agaét MoLwHOoCTh nepegaym ans BelbpaHHoro radio.

[ocTynHbIV AnanasoH u hakTnyeckm NpMMeHsieMoe 3HavyeHne MoryT 3aBuceTb OT annapaTHon Mmogenu, radio band,
channel, channel width n perynsiTopHbix orpaHuyeHuii BeilbpaHHoro country code.

Mpumep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# power 17

17. max-clients

CuHTakKkcuc

max-clients <number>

HasHauyeHue

3apgaTtb MakcumanbHoe 4Mcno wireless clients, KOToOpbIM pa3peLueHo accoummpoBaTbes ¢ radio.

MapameTpbl
MapameTp OnucaHue
<number> Maximum number of wireless clients.
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PekomeHaauumn

KomaHga orpaHvymMBaeT KONMYeCcTBO KITMEHTOB Ha BbibpaHHOM radio.
B Profile radio context komaHga 3agaét 6asosbin limit. B Device radio context komaHga 3agaét per-device override.

Mpumep:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# max-clients 32

18. basic-rates

CuHTakcuc

basic-rates default

basic-rates custom <rate> [<rate> ...]

HasHaueHue

3apgatb mandatory/basic rates gns radio interface.

MapameTpbl
MapameTp OnucaHue
default Mcnonb3oBath cuctemHbin Habop mandatory/basic rates.
custom 3apaTb nonb3oBaTenbckmin Habop mandatory/basic rates.
<rate> Radio rate u3 goctynHeix 3naveHn CLI help.
PekomeHaauumn

basic-rates default Bo3BpaLlaeT radio k cuctemHomy Habopy mandatory/basic rates.

basic-rates custom <rate> [<rate> ...] 3agaét nonb3oBaTensckuin Habop mandatory/basic rates. KntoueBoe cnoso custom

ABNAETCA YaCTblO CUHTAKCMCa KOMaHabl.

HoctynHble rates 3aBucaT oT radio band n BeiGpaHHoro mode. [1ns Beibopa KOPPEKTHBIX 3HAYEHUIA UCMONb3YyNTE
context-sensitive help TekyLuero radio context.

Mpumep:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# basic-rates custom 6 12 24
Bosepar k default behavior:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# basic-rates default

19. use wlan

CuHTakcuc

use wlan <WLAN policy name> bssid <1-4>

no use wlan bssid <1-4>
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HasHaueHue

Mpuesasate WLAN policy k radio BSSID slot unun yaanute npussasky no BSSID index.

MapameTpbl
MapameTp OnucaHue
<WLAN policy nhame> Mmst WLAN policy.
<1-4> BSSID index.
PekomeHpauuu

use wlan <WLAN policy name> bssid <1-4> npussasbiBaeT WLAN policy k ykazaHHomy BSSID slot Ha BbiGpaHHoM radio.
no use wlan bssid <1-4> yganset npuasky WLAN no BSSID index. Umss WLAN policy B no-dpoopme He ykasbiBaeTcs.

B Profile radio context komaHga 3agaét 6asoByto npussasky WLAN ansa AP, ncnone3aytowux Profile. B Device radio context
KoMaHga 3agaét per-device override npuesaskn WLAN.

Mpumep npussskn WLAN:
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# use wlan DEFAULT bssid 1
Mpumep yoaneHust NpuBA3KK:

ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# no use wlan bssid 1

20. Ucnonb3oBaHue c ACS
ACS 3agaétcs otaenbHou policy n Bkntovaetcs Ha radio yepes channel selection.

Mpumep Ha yposHe Profile:

profile snr-ap622-i DEFAULT
use acs policy TEST
interface radio 1
channel acs width 20
exit

exit
Mpumep Ha yposHe Device:

device ap622-i-63-41-89
use acs policy TEST
interface radio 1
channel acs width 20
exit

exit
ACS policy n 3anyck ACS scan onuckiBatoTce B otaenbHon rnase ACS.

21. show wireless radio

CuHTakcuc
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show wireless radio
show wireless radio ap <AP ID>

show wireless radio wlan-map

HasHaueHue

MokaszaTb cocTosiHme radio interfaces koHTponnepa u ynpasnsembix AP.

MapameTpbl
MapameTp OnucaHue
ap <AP ID> MokasaTb radio interfaces ykasanHon AP.

wlan-map lMoka3satb npueasky WLAN «k radio interfaces n BSSID.

PekomeHaauum

KomaHga show wireless radio 6e3 fononHMTENbHbIX MAapamMeTpoB NokasbiBaeT summary no radio interfaces koHTponnepa
n ynpasngembix AP. show wireless radio <AP ID> nokasbiBaeT summary no radio interfaces koHkpeTHon AP show wireless
radio wlan-map nokasbiBaeT, kakne WLAN HasHa4veHbl Ha radio interfaces n BSSID.
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naBa 14. ACS (Auto Channel Select)

1. HasHayeHue rnaBbl

Pasgen onuceiBaeT HacTporiky u ncnonb3oBaHme ACS - Auto Channel Select.

ACS ucnonbayeTcsa ans aBToMmatudeckoro Bblbopa radio channel Ha AP. B CLI ACS cocTtonT 13 aByx YacTen:
acs policy <ACS policy name> - koHcurypaumnoHHas policy ¢ npaBunamm Bbibopa kaHana;
system acs policy <ACS policy name> scan start - operational-komanga 3anycka ACS scan.
ACS policy moxeT 3agaBarthb:

KaHanbl, KOTOpble Henb3s BbIOUpaTh;

meToz Bbibopa KaHana;

BO3MOXHOCTb CKaHupoBaHua AP ¢ akTuBHbIMU client associations;

pacnucaHue ACS scan.

ACS HaunHaeT BNusTb Ha radio TOMbKO €Cnu BbINOSIHEHbI BCE YCMNOBUS:

ACS policy cosgaHa.

ACS policy npumeHeHa k Profile unu Device.

Radio interface ncnonesyet channel acs nnu channel acs width <width>.

2. Oobwaa mogenb ACS

ACS policy asnsieTcst KoHUrypaumoHHbiM o6bekToM. MameHeHns B ACS policy context nonagatoT B context config u
TpebyT commit Ana npumMeHeHus B running-config. [ina coxpaHeHus nocne nepesarpysku ncnonb3dyetcsa commit write.

Mpuesiska ACS policy BbinonHaeTca Ha yposHe Profile nnu Device:

profile <Board name> <Profile name>
use acs policy <ACS policy name>
device <AP ID>

use acs policy <ACS policy name>
Ha radio interface Hy>Ho Bkntountb ACS channel selection:

interface radio <1]|2>

channel acs
unu 3apgatb ACS BmecTe ¢ channel width:

interface radio <1|2>

channel acs width <width>

3anyck ACS scan yepes system acs ... aBnsetcs immediate action. Takasi komaH4a BbINOMHAETCA OTAENbHO OT 0BbIYHOTO
workflow context config -> commit -> running-config n He TpebyeT commit.

BHumanme: ACS scan MOXeT BpeMeHHO MoBMuATL Ha wireless service, NoTomy 4To AP BbINOMHSAOT CKaHNMPOBaHWE 1 MOTyT
n3meHnTb paboymn kaHan. MNepep 3anyckom CLI 3anpalumBaeT noaTBepXaeHue Yyepes yes.

3. Bxoa B ACS policy context

CuHTakcuc
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acs policy <ACS policy name>

HasHaueHue

Bowtn B ACS policy configuration context.

MapameTpbl
MapameTp OnucaHue
<ACS policy name> Mms ACS policy.
PekomeHpgauum

KomaHga BbinonHsaeTcsa us global configuration mode.

Ecnu policy yxe cywectyeT, CLI oTkpbiBaeT eé Tekywuii context. Ecnu cosgaércs Hosas policy u nasmeHeHus He
npuMeHstoTCs, revert otTkatbiBaeT context K TekyLemy running-config.

Mpumep Bxoaga B ACS policy context:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# acs policy TEST
ap622-i-63-41-86(config-acs-TEST)#

4. ACS policy context prompt

Mpumep prompt:
ap622-i-63-41-86(config-acs-TEST)#

B aTown rmaBse Takou pexum HasbiBaeTcs ACS policy configuration context.

5. Mpumep ACS policy
Mpumep ACS policy:

acs policy TEST

scan-method gbss

force-scan

denied-channels 2.4 channels 1 13
denied-channels 5 channels 36 40

exit

B saTtom npumepe ACS ucnonbeayeT meTtop qbss, paspeluaeT scan ana AP ¢ akTMBHbIMM client associations v ucknovaet
yKasaHHble KkaHanbl U3 Belibopa.
6. JocTtynHble ACS policy commands

Ecnun He yka3aHo oTAenbHO, KoMaHnAbl 3TON rnasbl BbinonHsATes 3 ACS policy configuration context.
OcHoBHble gocTynHble komaHabl ACS policy context:

denied-channels 2.4 channels <channel-list>

denied-channels 5 channels <channel-list>

no denied-channels 2.4
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no denied-channels 5

force-scan

no force-scan

scan-method ap-count
scan-method noise

scan-method gbss

scan-schedule time <HH:MM>

no scan-schedule

7. denied-channels

CuHTakcuc

denied-channels 2.4 channels <channel-list>
denied-channels 5 channels <channel-1list>
no denied-channels 2.4

no denied-channels 5

HasHaueHue

3agaTb Unu yaanuTb CNUCOK kaHanoB, koTopble ACS He JomKeH Bbibupatsb.

MapameTpbl

MapameTp OnucaHue

24 2.4 GHz band.

5 5 GHz band.

<channel-list> Cnu1cok kaHanoB yepe3 npobern.
PekomeHpgauunun

denied-channels 2.4 channels <channel-list> 3agaét ncknto4yéHHble kaHanbl ana 2.4 GHz band.

denied-channels 5 channels <channel-list> 3agaét ncknto4yéHHble kaHansl ans 5 GHz band.
no denied-channels 2.4 yaansieT Cnncok UCKIMOYEHHbIX kaHanos anst 2.4 GHz band.
no denied-channels 5 yganseTt cnncok UCKNOYEHHbIX kKaHanos ansa 5 GHz band.

Mpumep:

ap622-i-63-41-86(config-acs-TEST)# denied-channels 2.4 channels 1 13
ap622-i-63-41-86(config-acs-TEST)# denied-channels 5 channels 36 40

8. force-scan

CuHTaKkcuc

force-scan

no force-scan
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HasHa4eHune

Paspewntb nnu 3anpetntb ACS scan gna AP ¢ aktuBHbiMu client associations.

MapameTpbl

Her.

PekomeHpauuu
Ecnun force-scan Bkno4éH, ACS scan MoxeT BbINnonHATbeA Ha AP, roe ectb nogkntodYéHHble wireless clients.

Ecnn force-scan He Bknto4éH, AP ¢ akTuBHbIMY client associations nponyckatotcs npu ACS scan. OT0 CHUXKaeT puck
BIMUSIHUS SCan Ha y>Ke MOAKIMHOYEHHBIX KITMEHTOB.

Mpumep BKNHOYEHUS:
ap622-i-63-41-86(config-acs-TEST)# force-scan
Mpumep oTKMOYEHUS:

ap622-i-63-41-86(config-acs-TEST)# no force-scan

9. scan-method

CuHTakcuc

scan-method ap-count
scan-method noise

scan-method gbss

HasHaueHue

3apatb MeTop Bbibopa kaHana ACS.

MapameTpbl

3HauyeHue OnucaHue

ap-count MeTopa Ha ocHoBe konunyecTBa AP Ha kaHane.

noise MeToa Ha ocHoBe ypoBHS LuyMma.

gbss MeToga Ha ocHoBe QBSS / channel utilization information.
PekomeHaauumn

KomaHga 3agaét metog, kotopbin ACS mncnonb3yeT npu oueHke AOCTYMHbIX KaHanoBs.

Mprmep:

ap622-i-63-41-86(config-acs-TEST)# scan-method gbss

10. scan-schedule

CuHTakKkcuc
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scan-schedule time <HH:MM>

no scan-schedule

HasHaveHue

3apatb unu yganutb pacnucanne ACS scan.

MapameTpbl

MapameTp OnucaHue

<HH:MM> Bpewms 3anycka ACS scan.
PekomeHaauun

scan-schedule time <HH:MM> 3agaét Bpems nnaHosoro ACS scan.
no scan-schedule ygansiet pacnucanme ACS scan u3 policy.

Mpymep:

ap622-i-63-41-86(config-acs-TEST)# scan-schedule time ©3:00

11. NMpueaska ACS policy k Profile

CuHTakcuc

use acs policy <ACS policy name>

no use acs policy

HasHaueHue

MpussasaTte ACS policy k Profile nnn yganuts npmessky.

MapameTpbl
MapameTp OnucaHue
<ACS policy name> Mms ACS policy.
PekomeHnpauunu

Komangb! BeinonHstoTcsa n3 Profile configuration context.

Ecnu Profile ncnonssyet ACS policy, oHa npumeHsieTcs ko BceM AP, KoTopble ncnonbaytoT aT1oT Profile, ecnu Ha ypoBHe
Device He 3agaHa cobcTBeHHas per-device npussska.

Ona daktmnyeckon pabotel ACS Ha radio interface Takke Tpebyetcs channel acs nnm channel acs width <width>.
Mpuwmep:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use acs policy TEST

MpumMep yaaneHusi NpUBS3KK:
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ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# no use acs policy

12. NMpuBsaska ACS policy k Device

CuHTakcuc

use acs policy <ACS policy name>

no use acs policy

HasHaueHue

3apatb unu yganutb per-device ACS policy override.

MapameTpbl
MapameTp OnucaHue
<ACS policy name> Mms ACS policy.
PekomeHnpauunu

Komangb! BeinonHstoTcsa n3 Device configuration context.

Ecnn ACS policy 3agaHa Ha yposHe Device, oHa nepeonpegensieTr ACS policy, yHacnegoBaHHyto yepes Profile. Ecnn
per-device npuBsi3ka OTCYTCTBYET, UCNONb3yeTcsa noBeaeHune Profile.

Ona daktnyeckon pabotel ACS Ha radio interface Takke Tpebyetcs channel acs nnu channel acs width <width>.
Mpuwmep:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-89

ap622-i-63-41-86(config-ap622-i-63-41-89)# use acs policy TEST

Mpumep yoaneHus per-device NpuBA3KU:

ap622-i-63-41-86(config-ap622-i-63-41-89)# no use acs policy

13. BknouyeHune ACS Ha radio interface

CuHTakcuc

channel acs

channel acs width <width>

HasHaueHue

MepenaTtb BbIGOp channel Ha radio interface mexaHnamy ACS.

MapameTpbl
MapameTp OnucaHue
<width> Channel width. flocTynHble 3Ha4yeHns 3aBucaT oT radio band u regulatory

settings.
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PekomeHaauumn

KomaHgbl BeinonHstoTes us Radio interface configuration context BHyTpu Profile nnu Device.
channel acs BkntovaeT aBTomaTuyeckmin Boibop channel 6e3 sBHoro ykasaHusi channel width B komaHze.
channel acs width <width> Bkntouaet aBTomaTtuyeckun Boibop channel n 3agaét channel width.

Mpumep onsa Profile:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface radio 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# channel acs width 20

DoctynHble channel width n kaHanel 3aBucaT ot BeibpaHHoro country code B Site. Country code npumeHsieT perynsatopHble
OorpaHnyeHnsl BbIGpaHHONM CTpaHbl.

14. show acs policy result

CuHTakcuc

show acs policy <ACS policy name> result

HasHaueHue

MokasaTb pesynbtaT nocnegHero ACS scan ans ykasaHHon policy.

MapameTpbl
MapameTp OnucaHue
<ACS policy name> Mms ACS policy.
PekomeHpgauum

KomaHga siengetcs read-only 1 He MeHsieT KOHUIypaLmLo.

PesynbTtaT nokasbiBaeT summary nocrnegHero ACS scan. B BbiBoge BaxHbI criefqytoLlimne AaHHbIe:

Mone / 6nok OnucaHue

Last Scan start time Bpems Hayana nocneaHero scan.

Last Scan finish time Bpewms 3aBepLueHns nocnegHero scan.

Access Points Channel Changes Tabnuua nsmeHeHun kaHanos no AP un band.
Summary KonnyectBo M3MEHEHHbBIX U HEM3MEHEHHbIX radio.
Note MNosicHeHune noBeaeHus force-scan.

Ecnn ACS scan el BbINonHAETCS, pe3ynbTaT MOXeT NokasbliBaTb NpeaynpexaeHne o ToM, YTO scan HaxoauTcs B
npoLecce BbINONTHEHUS.

Mprmep:

ap622-i-63-41-86# show acs policy TEST result
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PesynbTaT OTHOCUTCA K NONUTUKE, NpmBA3aHHoM K Profile unu Device, npu ncnonb3oBaHun channel acs Ha paguo. Bo
BPEMS CKaHMPOBaHWS KOMaHAa NoKa3biBaeT COCTOSHUE BbINOMHEHNS; NOCMEe 3aBepLUeHNs - pesynbTaT NocnegHero
CKaHMpOBaHMs.

15. system acs policy scan start
CuHTakcuc

system acs policy <ACS policy name> scan start

system acs policy <ACS policy name> scan start in <seconds>

HasHaueHue

3anyctutb ACS scan HeMefIeHHO U C 3a4epPKKOW.

MapameTpbl

MapameTp OnucaHue

<ACS policy name> Mms ACS policy.

in <seconds> 3apepkka 3anycka scan B CEeKyHAax.
PekomeHaauunmn

KomaHga oTHocuTes K system u BbinonHaeTcs kak immediate action.
OHa He co3gaéT KOHUrypaumoHHble CTPOKK U He TpebyeT commit.

Mepepn 3anyckom ACS scan CLI BbiBoguT npegynpexaexune. [nsg npoaormKeHns HYXXHO BBECTH:
yes

ACS scan MOxeT BpeMEHHO HapyLUUTb wireless service 13-3a ckaHMpoOBaHUSA 1 BO3MOXHOW CMeHbl KaHanos. Ecnn
force-scan He Bknto4éH, AP ¢ akTnBHbIMY client associations nponyckatoTcs.

MprmMep HeMeaneHHoOro 3anycka:
ap622-i-63-41-86# system acs policy TEST scan start
Mpymep OTNOXEHHOro 3anycka:

ap622-i-63-41-86# system acs policy TEST scan start in 60

16. show system delayed ana ACS

[Mocne oTNoXeHHOro 3anycka CkaHMPOBaHWS NPOBEPbLTE 3a4a4y KOMaHAOW show system delayed. [ns BbiGpaHHon AP
NCMNonb3yeTcs BapuaHT C ap <AP ID>. OOLWMIA CUHTAKCUC M NONS BbIBOAA OMUCAHbI B MaBe ANarHoCTUKK.

show system delayed

show system delayed ap ap622-i-63-41-89

17. TunoBon nopsaaok HacTtponkn ACS

Mpumep HacTponkn ACS policy 1 BkntoueHusa ACS channel selection Ha radio:
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ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# acs policy TEST
ap622-i-63-41-86(config-acs-TEST)# scan-method gbss
ap622-i-63-41-86(config-acs-TEST)# denied-channels 2.4 channels 1 13
ap622-i-63-41-86(config-acs-TEST)# denied-channels 5 channels 36 40
ap622-i-63-41-86(config-acs-TEST)# exit

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# use acs policy TEST
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface radio 1
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# channel acs width 20
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radiol)# exit
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# interface radio 2
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)# channel acs width 20
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT-radio2)# exit
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# commit

Mocne npumeHeHns koHdUrypaumm MoxxHo 3anyctute ACS scan 1 npoBepuTb pesynbTtarT:
ap622-i-63-41-86# system acs policy TEST scan start

ap622-i-63-41-86# show acs policy TEST result
ap622-i-63-41-86# show wireless radio
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naBa 15. Hactponka WLAN policy

1. HazHayeHue rnaBbI

B aton rmaBe cobpaHbl komaHabl HacTponkn WLAN policy B CLI koHTponnepa v ynpasnsembix Wi-Fi AP.
WLAN policy 3agaét napameTpbl 6ecnpoBogHo ceTu:

SSID;

nybnukaumio SSID B beacon frames;

obmeH Tpadukom mexay wireless clients BHyTpu ogHoro WLAN;
T1n 6e3onacHoct WLAN;

PSK vnn napameTpbl RADIUS server;

Protected Management Frames;

VLAN ans knueHTcKoro Tpaduka;

agMuHucTpatueHoe coctosHne WLAN policy.

WLAN policy sBnsieTcst KoHpurypaumoHHeiM ob6bekToM. MameHneHns B WLAN context nonagatoT B context config
TpebyT commit Ana npumMeHeHus B running-config. [ina coxpaHeHus nocne nepesarpysku ncnosnb3dyetcs commit write.

Mpuesaska WLAN « radio interface BbinonHsaeTcsa B Radio interface context komaHgon:
use wlan <WLAN policy name> bssid <BSSID ID>

Ota KomaHga onucaHa B rnase Radio interface configuration.

2. Oowasa mogenbs WLAN

WLAN policy onuceiBaeT nornyeckyto 6ecnpoBogHyto ceTb. OHa He BkntoyaeT radio channel, radio power, radio mode u
BSSID slot. 3T napameTpbl 3agatoTca Ha ypoBHe radio interface.

OpaumH WLAN moxeT ObITb NpuBs3saH K radio interface yepes BSSID slot. Hanpumep, Profile moxeT cogepxaTb radio
interface, kotopbin ncnonssyet WLAN DEFAULT:

interface radio 1
use wlan DEFAULT bssid 1

exit

B WLAN policy 3agaétca VLAN ID. OH onpegensieT VLAN, B KOTOpbIV NoMeLLaeTcst KnmeHTckui Tpadmk atoro WLAN
nocne NoAKMYeHNs KrneHTa.

Sensitive values, Takue kak PSK n RADIUS secret, B 06b4HOM show context oTobpakatoTcs B MackmpoBaHHOM Buge. [ns
OMarHocTUYecKknx 3afgad MoXHO ucnonb3oBaTb show context sensitive, HO Takyto dopmMy crnegyeT NPUMEHSITb OCTOPOXHO.

3. Bxoa B WLAN context

CuHTakcuc

wlan <WLAN policy name>

HasHauveHue

Boritn B8 WLAN configuration context.
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MapameTpbl
MapameTp OnucaHue
<WLAN policy name> Mma WLAN policy.
PekomeHpauuu

KomaHga BbinonHsaeTcsa us global configuration mode.

Ecnn WLAN policy yxe cywectsyeT, CLI oTkpbiBaeT eé Tekywmi context. Ecnun cozgaérca HoBasi policy 1 nameHeHus He

npuMeHsTCs, revert otkatbliBaeT context K TekyLiemy running-config.
Mpumep Bxoga B WLAN context:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# wlan DEFAULT
ap622-i-63-41-86(config-wlan-DEFAULT)#

4. WLAN context prompt

Mpumep prompt:
ap622-i-63-41-86(config-wlan-DEFAULT)#
B aTown rmase Takon pexum HasbiBaeTcs WLAN configuration context.

5. Mpumep WLAN policy
Mpumep WLAN policy:
wlan DEFAULT
ssid SNR-AP-4186
broadcast-ssid
client-client-communication
security-type wpa2-personal
encryption-settings security-psk-key *¥¥*k*¥ik

vlan 200

exit

B sTtom npumepe WLAN nybnukyeT SSID, paspeluaeT B3anmogenctaune knmeHtos BHyTpu WLAN, ncnonbsyet
WPA2-Personal n nomewaet knueHtckui Tpadpuk B VLAN 200.

6. AoctynHble WLAN commands
Ecnun He yka3aHo oTaenbHO, kKomaHabl 3Ton rnasbl BeinonHAoTes n3 WLAN configuration context.

OcHoBHble goctynHble komanabl WLAN context:
ssid <SSID value>

broadcast-ssid

no broadcast-ssid

client-client-communication

no client-client-communication
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security-type open

security-type wpa-wpa2-personal
security-type wpa2-enterprise
security-type wpa2-personal
security-type wpa2-wpa3-enterprise
security-type wpa2-wpa3-personal
security-type wpa3-enterprise
security-type wpa3-personal

no security-type

encryption-settings security-psk-key <8-63 ASCII characters>
encryption-settings enterprise server <A.B.C.D> port <port> secret <secret>
no encryption-settings

protected-mgmt-frames mandatory

protected-mgmt-frames optional

no protected-mgmt-frames

vlan <1-4095>

shutdown

no shutdown

7. ssid

CuHTakcuc

ssid <SSID value>

HasHaueHue
3apatb SSID ana WLAN policy.

MapameTpbl

MapameTp OnucaHwue

<SSID value> 3HayveHwne SSID, koTtopoe 6yaeT ncnons3osatscs WLAN.
PekomeHaauumn

Komanga namenset SSID B Tekywem WLAN context.
SSID otobpaxaeTcsa B beacon/probe response, ecnu ans WLAN BkntoyeHa nybnukauma SSID komangon broadcast-ssid.

Mpumep:

ap622-i-63-41-86(config-wlan-DEFAULT)# ssid OFFICE-WIFI

8. broadcast-ssid

CuHTakcuc
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broadcast-ssid

no broadcast-ssid

HasHaveHue

Bkrtountb nnu otknounTs nybnukaumio SSID B beacon frames.

MapameTpbl

Her.

PekomeHaauum

broadcast-ssid BkntoyaeT oobasneHne SSID.

no broadcast-ssid oTkntoyaeT o6bsBneHme SSID. B koHdurypauumn ato otobpaxaeTcs SsBHOW CTPOKON:
no broadcast-ssid

Oaxe ecnn SSID He nybnukyetcsa B beacon frames, KNnMeHTbl BCE paBHO AOMKHbI MCNOMb30BaTh NpaBuiibHoe uMs SSID u
napameTpbl 6€30MacHOCTV ANs NOAKMHYEHMS.

Mprmep:

ap622-i-63-41-86(config-wlan-DEFAULT)# no broadcast-ssid

9. client-client-communication

CuHTakcuc

client-client-communication

no client-client-communication

HasHaueHue

PaspewnTb nnu 3anpetntb obmeH Tpadunkom mexay wireless clients BHyTpu ogHoro WLAN.

MapameTpbl

Hert.

PekomeHgauumn

client-client-communication paspelwaet knueHtam ogHoro WLAN B3anmogencTsoBaTh ApPYr C APYrOM.

no client-client-communication 3anpeLiaet Takon obmeH. B KoHdUrypaumm aTo otobpakaeTcs ABHOWM CTPOKOMN:
no client-client-communication

OTkntoueHrune client-to-client communication nonesHo Ansi rocTeBbIX UK M30NIMPOBaHHbIX ceTel, rae wireless clients He
OOIMKHBI obpallaTteesa Apyr K ApYry Hanpsamyto.

Mpuwmep:

ap622-i-63-41-86(config-wlan-GUEST)# no client-client-communication
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10. security-type

CuHTakcuc

security-type open

security-type wpa-wpa2-personal
security-type wpa2-enterprise
security-type wpa2-personal
security-type wpa2-wpa3-enterprise
security-type wpa2-wpa3-personal
security-type wpa3-enterprise
security-type wpa3-personal

no security-type

HasHaueHue

3apaTb TMn 6e3onacHocTn WLAN.

MapameTpbl
3HayeHue HasHauyeHnue
open OTkpbITas ceTb 6e3 3awuThl Ha ypoBHe WLAN security.
wpa-wpaz2-personal WPA/WPAZ2 Personal mixed mode.
wpaZ2-enterprise WPA2 Enterprise ¢ RADIUS authentication.
wpa2-personal WPA2 Personal ¢ PSK.
wpa2-wpa3-enterprise WPA2/WPAS3 Enterprise mixed mode.
wpa2-wpa3-personal WPA2/WPAS3 Personal mixed mode.
wpa3-enterprise WPAS Enterprise.
wpa3-personal WPAS Personal.

PekomeHpgauunun

KomaHga 3agaét ctpoky security-type B Tekywem WLAN context.

[na personal modes 06bi4HO ncnonb3dyetcsa PSK, koTopbin 3agaétca KoMaHOom:

encryption-settings security-psk-key <8-63 ASCII characters>
Onsa enterprise modes ncnone3ytotca napametpbl RADIUS server:

encryption-settings enterprise server <A.B.C.D> port <port> secret <secret>
security-type n encryption-settings sasnsTca otaensHbIMK HacTporikamu. Mpu cmeHe security type nposepbTe, 4TO
TekyLme encryption-settings cooTBeTCTBYIOT BhIOGpaHHOMY pexumy 6esonacHocTu. MNpy HeO6XoAMMOCTU yaanuTe ctapble
encryption settings komaHgom:

no encryption-settings

no security-type yaanset cTpoky security-type, Ho He yganseT encryption-settings.

Mpumep WPA2/WPA3 Personal:
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ap622-i-63-41-86(config-wlan-DEFAULT)# security-type wpa2-wpa3-personal
ap622-i-63-41-86(config-wlan-DEFAULT)# encryption-settings security-psk-key TestPass123

Mpumep WPA2 Enterprise:

ap622-i-63-41-86(config-wlan-CORP)# security-type wpa2-enterprise
ap622-i-63-41-86(config-wlan-CORP)# encryption-settings enterprise server 192.0.2.10 port 1812 secret testsecret

11. encryption-settings security-psk-key

CuHTakcuc

encryption-settings security-psk-key <8-63 ASCII characters>

HasHauyeHue

3apatb PSK passphrase gns personal security modes.

MapameTpbl

MapameTp OnucaHue

<8-63 ASCII characters> PSK passphrase gnuHon 8-63 ASClI-cumBona.
PekomeHpauuu

Komanga 3agaét PSK gns WLAN. OHa ncnonb3yeTcsi COBMECTHO ¢ personal security modes, Hanpumep:
security-type wpa2-personal
security-type wpa2-wpa3-personal
security-type wpa3-personal
B o6b1vHOM show context PSK oTobparkaeTcs B MackmpoBaHHOM BUAE:
encryption-settings security-psk-key *¥¥k**xix

Mpumep:

ap622-i-63-41-86(config-wlan-DEFAULT)# security-type wpa2-personal
ap622-i-63-41-86(config-wlan-DEFAULT)# encryption-settings security-psk-key TestPass123

12. encryption-settings enterprise

CuHTakcuc

encryption-settings enterprise server <A.B.C.D> port <port> secret <secret>

HasHauyeHue

3apatb napameTpbl RADIUS server ans enterprise security modes.

MapameTpbl
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MapameTp OnucaHue

<A.B.C.D> IPv4 address RADIUS server.

<port> UDP port RADIUS server.

<secret> Shared secret RADIUS server.
PekomeHgauumn

KomaHga 3agaét enterprise authentication settings ana WLAN.

OHa ncnonb3yeTcsi COBMECTHO ¢ enterprise security modes, HanpumMep:

security-type wpa2-enterprise
security-type wpa2-wpa3-enterprise

security-type wpa3-enterprise
B o6biuHoM show context RADIUS secret otobpakaeTcsi B MackupoBaHHOM Buae:
encryption-settings enterprise server 192.0.2.10 port 1812 secret *¥¥ikk¥xik
Mpumep:

ap622-i-63-41-86(config-wlan-CORP)# security-type wpa2-enterprise
ap622-i-63-41-86(config-wlan-CORP)# encryption-settings enterprise server 192.0.2.10 port 1812 secret testsecret

13. no encryption-settings

CuHTakcuc

no encryption-settings

HasHauyeHue

Ypanute Tekywme encryption settings ns WLAN policy.

MapameTpbl

Hert.

PekomeHaauum

KomaHga ypanset cTpoky encryption-settings ns WLAN context.

Ona He ypansieT security-type. MNocne yganeHus encryption settings npoepbTe, 4TO BblOpaHHbIN security type
cooTBeTcTBYET oxxugaemon mogenu WLAN.

Mprmep:

ap622-i-63-41-86(config-wlan-DEFAULT)# no encryption-settings

14. protected-mgmt-frames

CuHTakcuc

protected-mgmt-frames mandatory
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protected-mgmt-frames optional

no protected-mgmt-frames

HasHaueHue

HacTtpoutb Protected Management Frames ana WLAN.

MapameTpbl
3HauyeHune OnucaHue
mandatory TpeboaTtb Protected Management Frames ans WLAN.
optional O6bsaBnsaTe nogaepxky PMF 1 ncnonb3oBaTh €€ ¢ KnueHTamu, KotTopble
nogaepxwusatot PMF.
PekomeHpauum

protected-mgmt-frames mandatory BkntoyaeT ob6s3atensHoe ncnonb3osaHne PMF.
protected-mgmt-frames optional Bkntovyaet PMF B optional mode.
no protected-mgmt-frames ygansiet asHyto HacTporiky PMF n3 WLAN context.

Mprmep:

ap622-i-63-41-86(config-wlan-DEFAULT)# protected-mgmt-frames mandatory

15. vlan

CuHTakKkcuc

vlan <1-4095>

HasHa4eHune

3apgatb VLAN, B KOTOpbIN NomMeLlaeTcst kKnneHTckui Tpacpmk WLAN.

MapameTpbl

MapameTp OnucaHue

<1-4095> VLAN ID anga knueHTtckoro Tpaduka WLAN.
PekomeHpauuun

KomaHga 3agaét VLAN ID B WLAN policy.

Mocne nogknoyeHns knMeHTa ero Tpadmk oTHocuTCs K ykazaHHomy VLAN. Onsa koppekTHon pabotel WLAN
cootseTcTBytowmii VLAN gomkeH 6biTe NnpeaycmoTpeH B Profile unu Device configuration, a uplink / switching
configuration gomkHbl o6ecneunaTb NnpoxoxaeHue atoro VLAN Tam, rae ato TpebyeTcss cxemon ceTu.

Mpumep:

ap622-i-63-41-86(config-wlan-DEFAULT)# vlan 200
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16. shutdown

CuHTakcuc

shutdown

no shutdown

HasHaveHue

Otkntountb unu srnounTse WLAN policy.

MapameTpbl

Her.

PekomeHaauum

shutdown agmunnctpaTneHo otkntovaet WLAN policy n gobaenset ctpoky shutdown B WLAN context.

no shutdown BkntodaeT WLAN policy. Ecnn WLAN yxe BKMnto4YéH, oTaenbHasa cTpoka no shutdown B Tnoson

KOHurypauum He oTobpaxaeTcs.

Mpumep oTknoveHna WLAN:

ap622-i-63-41-86(config-wlan-DEFAULT)# shutdown

Mpumep BkntoveHns WLAN:

ap622-i-63-41-86(config-wlan-DEFAULT)# no shutdown

17. Sensitive values

OO6bIYHBIV Show context CKpbIBaeT YyBCTBUTESbHbIE 3HAYEHUS:

encryption-settings security-psk-key ****k*ikx

encryption-settings enterprise server

192.0.2.10 port 1812 secret *¥¥k¥¥iokkx

[ins npocmMoTpa NOMNHOM KOHUrypaLum ¢ YyBCTBUTENbHLIMY 3HAYEHUSIMU UCMONb3YeTCs:

show context sensitive

McnonbsynTte sensitive output Tonbko Tam, rae 3To AENCTBUTENBHO HY>KHO N5 AnarHoctuku unm controlled export. He

BCTaBnsAnTe BblBOA C peanbHbiMn PSK nnu RADIUS secrets B 06Lne 0T4ETLI, 06paLLeHnss B MOAAEPXKKY Uv NyGnnyHble

OOKYMEHTbI.

18. TunoBon nopsaok HacTponkn WLAN

Mpumep WPA2-Personal WLAN:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# wlan OFFICE
ap622-i-63-41-86(config-wlan-OFFICE)#
ap622-i-63-41-86(config-wlan-OFFICE)#
ap622-i-63-41-86(config-wlan-OFFICE)#
ap622-i-63-41-86(config-wlan-OFFICE)#
ap622-i-63-41-86(config-wlan-OFFICE)#
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security-type wpa2-personal

encryption-settings security-psk-key TestPass123
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ap622-i-63-41-86(config-wlan-OFFICE)# vlan 200
ap622-i-63-41-86(config-wlan-OFFICE)# commit

Mpumep guest WLAN c client isolation:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# wlan GUEST

ap622-i-63-41-86(config-wlan-GUEST)# ssid GUEST-WIFI
ap622-i-63-41-86(config-wlan-GUEST)# broadcast-ssid
ap622-i-63-41-86(config-wlan-GUEST)# no client-client-communication
ap622-i-63-41-86(config-wlan-GUEST)# security-type wpa2-personal
ap622-i-63-41-86(config-wlan-GUEST)# encryption-settings security-psk-key GuestPass123
ap622-i-63-41-86(config-wlan-GUEST)# vlan 300

ap622-i-63-41-86(config-wlan-GUEST)# commit

Mocne cosganns WLAN He 3abyabTe npusssaTth ero k radio interface:

profile <Board name> <Profile name>
interface radio <1|2>
use wlan <WLAN policy name> bssid <BSSID ID>

exit

19. NMpuaska MAC ACL u Roaming Assist

B koHTekcTte WLAN gOCTynHbI 4ONOMHUTENBbHbBIE NPUBA3KN:

use mac acl <ACL name> whitelist|blacklist
no use mac acl
use roaming-assist policy <Policy name>

no use roaming-assist policy

K WLAN npusabiBaeTcs oaH MAC ACL ¢ BbiIGpaHHbIM pexxMMoM npuMmeHeHnsi. Cam CnMcok He MMEET pexnma: OAnH
ACL moxeT npumeHaTbes B pa3Hbix WLAN no-pasHomy. MNogpobHOCTU 1 npumepkl NpuBeaeHs B rnase 16.

Roaming Assist HacTpanBaeTca OTAENbHOM NOSIMTUKOW; ONUCAHWUE PEXMMOB MU OrpaHNYeHUn NpuBeaeHo B rnase 17.
M3ameHeHns NpmBA30K TPEBYIOT commit UNKM commit write.

Hotspot npuesasbiBaeTca k WLAN B koHTekcTe Device ycTponcTtea-wwinto3a, a He B koHTekcte WLAN. Cwm. rnasy 18.

20. show wireless wlan

CuHTakcuc

show wireless wlan
show wireless wlan radio-map

show wireless wlan radio-map wlan <WLAN policy name>

HasHauyeHue

Mokaszatb nHdopmaumio o WLAN, ony6nmkoBaHHbIX Ha radio interfaces.

MapameTpbl

Pepakuus - 30.09.2026

139



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

MapameTp OnucaHue

radio-map Moka3zaTb, Ha kakux AP/radio/BSSID ony6nukoaHbl WLAN.

wlan <WLAN policy name> OrpaHnunTb BbiBog radio-map ykasaHHbiM WLAN.

PekomeHpgauunu
KomaHga show wireless wlan 6e3 gononHuTenbHbIX NapameTpoB nokasbisaeT summary no WLAN.
KomaHga show wireless wlan radio-map nokasbiBaeT kapTy nybnukauum WLAN Ha radio interfaces.

KomaHga show wireless wlan radio-map <WLAN name> nokasbiBaeT kapTy nybnukauum koHkpeTtHoro WLAN Ha radio
interfaces.
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'maBa 16. Hactponka MAC ACL

1. HasHayeHue n moaesnb NPUMeHeHUus

MAC ACL cogepxut MAC-agpeca v wabroHbl agpecoB KNMMEHTOB. Pexum paspelueHns unm 3anpeta 3agaétcs npu
npuBsaske cnuncka kK WLAN. MI3ameHeHnss NpuMEHSAITCA Yepes commit; ANA COXpaHEeHUs Nocne nepesarpy3ku UCnonb3ynte

commit write.

2. Co3paHue n ypaneHue cnucka

mac acl <ACL name>

no mac acl <ACL name>

KomaHga mac acl B rno6anbHOM pexmnme KOHdpurypauum co3gaéT CnMcok Unm oTkpbiBaeT cyllecTByowmin. Mepen
yaaneHvem ucnosb3yemoro cnmcka cHummte npuaskn kK WLAN; KoHdurypaums ¢ OTCyTCTBYHOLLEN CCbIFTOYHON MOMUTUKON
He AOfKHA NPUMEHATLCS.

3. 3anucu cnucka

mac <MAC|WILDCARD>
no mac <MAC|WILDCARD>

KomaHzabl BbIMOMHAKTCS BHYTPU mac acl. [NonHein MAC cogepXuT WecTb WeCTHaauaTepUYHbIX OKTETOB, pasaenéHHbIX
pBoetounamu. Wildcard * 3agaétca B KOHUE Nocre NofiHbIX OKTETOB, HaNpuMep 02:00:00:*. Macka BHyTpW OKTeTa, B
cepeauHe agpeca Unm HeCKorbKo * He JOoMycKatoTcs.

4. NMpuesaska kK WLAN

use mac acl <ACL name> whitelist
use mac acl <ACL name> blacklist

no use mac acl

B pexvme whitelist paspeLueHbl TONbKO COBNaBLUME agpeca; B pexumMe blacklist coBnaBLive agpeca 3anpetyeHol. K
WLAN npuss3biBaeTcst oguH cnvcok. CHATMe npuBaskn He yaanset cam ACL.

5. Mpumep

configure terminal
mac acl OFFICE-DEVICES

mac 02:00:00:00:00:10

mac 02:00:01:*

exit
wlan OFFICE

use mac acl OFFICE-DEVICES whitelist
exit

commit write

show running-config

YcTpoiicTea ¢ npmBaTHbIM Unn nameHsembeiM MAC fOmKHbI ObITb YYTEHbI B CNIUCKE MO afpecy, UCMoSb3yeMOMY Afst 3TON
WLAN. MAC ACL ponornHsieT BbibpaHHbIn cnocob 3awwmTtel WLAN 1 He 3ameHseT ayTeHTudMKaunto.
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naBa 17. Hactponka Roaming Assist

1. Ha3HauyeHue

Roaming Assist nomoraet nepeBoanTb KNNMEHTOB ¢ HU3kUM RSSI Ha apyryto Touky, a Association Guard nossonser
OrpaHNYnTb HOBbIE NOAKMYEHNS MO YPOoBHIO curHana. Monutuka npumeHsetcsa K WLAN. OHa He rapaHTUpyeT nepexon,
KrnneHTa Ha KOHKPeTHbI BSSID: pe3ynbTaT 3aBUCUT OT KNMEHTa U AOCTYMHbIX COCEEN.

2. Co3paHue, napamMmeTpbl U yaaneHue

roaming-assist policy <Policy name>

no roaming-assist policy <Policy name>
BHYTpU nonutuku:

mode graceful-roam|force-roam
rssi-threshold 2.4 <RSSI>
rssi-threshold 5 <RSSI>

hold-time <seconds>

association-guard

no association-guard
association-rssi-threshold 2.4 <RSSI>

association-rssi-threshold 5 <RSSI>

MapameTp HasHaueHune

mode graceful-roam PekomeHgoBaTb KnMeHTy nepexos ¢ nomowbto BTM Request 6e3
NPUHYAUTENBHOTO OTKITHOYEHUS.

mode force-roam [Mocne nonbITok pekomMmeHaoBaTb nepexon NpUuHyanTeribHO OTKIMHOYNTD
OCTaBLUErocs KnneHTa; BO3MOXEH nepepbiB CBA3N.

rssi-threshold 2.4/5 [Mopor RSSI B dBm ans yxe nogknto4€HHOro KnneHTa B COOTBETCTBYHOLLIEM
avanasoHe: oT -90 o -50 dBm.

hold-time Bpewms B cekyHaax, B TedeHue kotoporo RSSI gomkeH octaBaTtbecs Xyke nopora
[0 3anycka AeicTBuii: oT 1 40 300 CekyHA,.

association-guard BkntounTb npoBepky RSSI npn HoBOWM accoumaumm; N0 yMONYaHUIO MEXaHU3M
OTKITHOYEH.
association-rssi-threshold 2.4/5 OTaenbHble NOporu Anst HOBbIX NMOAKMOYEHWIA: OT -90 Ao -50 dBm;

ncnonb3ytTcsa npu BkNtoYeéHHOM Association Guard.

Yewm Gonee otpuuartensHo 3HadeHne RSSI, Tem cnabee curHan. Moporu anst poymunra n Association Guard peluatot
pasHble 3agayun. Association Guard He OTKNOYaeT yxKe MNOOKMIOYEHHBIX KIMEHTOB.

3. NoBeageHue pexmmos

Mpwn Hannuum npurogHoro kaHaugarta graceful-roam HaYUMHaET ¢ Tpéx BTM Request ¢ nHtepsanom 5 cekyHa. Ecniv
KNWEHT OCTaéTc4, AanbHenLmne 3anpochl OrpaHNYeHbl HTEpBanom He meHee 60 cekyHz. Mpu nycTom cnucke kKaHanaaToB
3anpockbl He OTNPaBASAOTCS.

B force-roam nocne cepun BTM Request octaBLuMiACs KNMEHT oTkntovaeTcs. [1poBepsnTe 3TOT peXUM Ha MCNONb3yeMbIX
KMWEHTCKMX YCTPOMCTBAX 4O MaCCOBOrO BKIOYEHWS.
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Association Guard npu HegocTatouHoM RSSI OTKNOHAET HOBOE NOAKIMYEHNE C KOLOM COCTOSAAHMSA 34,
Moppepxusatowemy OCE knueHTy nepeaatoTcs napameTpbl MOBTOPHOW NONbITKA. [ns KNMEHTCKOW ceTn Heobxoammo
obecneynTb NOKPbITME C NOAXOASLUM YPOBHEM CUrHanMa.

4. NMpuBA3Ka U npoBepkKa

B konTekcte WLAN:

use roaming-assist policy <Policy name>

no use roaming-assist policy
ﬂepe,q yaanexHnem nonnTtukn CHUMuTe eé NPUBA3KN. ,D,ﬂﬂ NpPOCMOTpPa TEKYLLUMX NPUBAIOK:

show wireless roaming-assist

5. show wireless roaming-assist
show wireless roaming-assist

MokasbiBaeT npmBsaskn Roaming Assist k WLAN, pexxum paboTbl 1 coctosiHne Association Guard.

6. Mpumep

3HayeHus Hxke MNNICTPaTUBHDbIE; Bbl6epI/ITe noporu rno pesynbtatamM NPOBEPKU NMOKPbITUA N KITMEHTCKUX yCTpOVICTB.

configure terminal

roaming-assist policy OFFICE-ROAM
mode graceful-roam
rssi-threshold 2.4 -78
rssi-threshold 5 -75
hold-time 20
no association-guard

exit

wlan OFFICE
use roaming-assist policy OFFICE-ROAM
exit

commit write

show wireless roaming-assist
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naBa 18. HacTtpounka Hotspot policy

1. HasHa4yeHue n obnacTtb npnmeHeHus

Hotspot o6ecneunBaeT rocteBon JOCTYN C aBTopu3aunen Yyepes BHelwHuin noptan u RADIUS-cepsuc. [lo aBTopusanmm
KnueHTy gocTynHbl pecypcbl Walled Garden. NMocne ycnewHon asTopmsauum NpUMeHsieTca pa3peLlénHbIn NpoBangepom
nocTyn.

Ona NWS 1.2.0 paccmaTpmBaeTcst TUN external. JlokanbHbI nopTan B 3Ty peAakumio He BXOANT.

Monutuka npuesasbiBaetcs B Device Kk WLAN Ha ycTpoincTBe-Lno3e. JToT w3 obcnyxumBaeT knueHTckun VLAN, DHCP
1 BbIxog B ceTb. Paguoobenyxusanme WLAN MOXET BbINOMHATLCA APYTMMUY YNpaBisieMbiMU TOYKaMy Npu Hanm4um
L2-poctaBkmn VLAN o wnto3sa.

2. Co3paHne u KOHTeKCTbI

hotspot policy <Policy name>

no hotspot policy <Policy name>
BHyTpM NONMUTUKN!

type external
portal
radius
walled-garden

service

type external 3a0aéTcsl OTAENbHOW KOMAHAOW BHYTPY NONUTUKN. portal, radius, walled-garden U service OTKpbIBatOT
BMOXEHHbIE KOHTEKCThI; exit BO3BpaLLaeT Ha NpeablayLLnin ypOBEHb.

3. portal

uam-server <URL>
uam-secret <secret>
uam-homepage <URL>
no uam-secret

no uam-homepage

KomaHga Ha3HaueHue

uam-server URL BHelwHero noptana npoangepa no HTTP unn HTTPS.

uam-secret O6wwi cekpet UAM; ncnonb3yeTcs, ecrnv ero TpebyeTt npoBangep.

uam-homepage [ononHutensHasa ctapToBas CTpaHuua, ecrnn NpeaycMoTpeHa cxemomn
npoeangepa.

no uam-secret U no uam-homepage YAansT COOTBETCTBYOLIME HeobA3aTenbHbIe 3HavYeHus. [na 3ameHbl URL noptana
noBTopHO BBeauTe uam-server. UAM secret n RADIUS secret siBngoTca pasHbiMy napameTpamu.

4. radius

server primary <host>

server secondary <host>
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auth-port <port>
acct-port <port>
secret <secret>
nas-id <value>
location-id <value>
location-name <value>
interim-interval <seconds>
no server secondary
no auth-port

no acct-port

no location-id

no location-name

no interim-interval

Komanpa HasHauyeHue

server primary/secondary OcHoBHow 1 gononHuTenbHbin RADIUS-cepBep: nmsa xocta nnu IPv4-agpec.
auth-port MopT ayTeHTudukaumm, 1-65535; ctaHgapTHoe 3HaveHve UDP/1812.
acct-port MopT y4éTa, 1-65535; cTaHgapTHoe 3Ha4eHne UDP/1813.

secret O6wwi cekpet RADIUS, BblgaHHbIV NpoBanigepom.

nas-id MpeHTtndumkatop NAS vnu nnowagky y nposangepa.

location-id/ location-name [ononHuTenbHble MaeHTUMMKaTOPLI pacnornoXxeHns Ans nposangepa.
interim-interval MHTepBan npoMexyToYHbIX COOBLLEHNI Y4ETa, B CEKyHAAX.

Monyuute agpeca, cekpeTol 1 NAS ID y npoBangepa. no auth-port U no acct-port BO3BpaLLalOT CTaHAAPTHbIE NOPTbI;
ocTanbHble nepeyncrieHHble NO-hopMbl yaansoT Heobsi3aTenbHbIe HACTPONKK.

5. walled-garden

allow domain <domain>

no allow domain <domain>

allow ip <IPv4|IPv4/prefix> [port <port>] [proto <tcp|udp|icmp>]

no allow ip <IPv4|IPv4/prefix> [port <port>] [proto <tcp|udp|icmp>]
allow any-dns

no allow any-dns

allow any-ip

no allow any-ip

Walled Garden 3agaét goctyn oo astopusaumu. JomeHsl n agpeca noptana, APl, CDN 1 cepBucoB Bxoaa onpeaensiTcs
CXemou nposangepa.

3anucb allow domain max.ru paspellaeT AOMEH max.ru U ero NogaoMeHb!, BKIoYas id.max.ru M 1.test.max.ru.
OtgenbHas wildcard-dopma ans atoro He TpebyeTcs.

[nsa IP-npaBuna MOXHO OrpaHnyMTL NOPT B AManasoHe 1-65535 1 NpoTokos. [Mpu yaaneHnm ncnonb3ynTte Te xe
napameTpbl, C KOTOPbIMU NPaBUo co3aaHo. KomGuHaums port U proto icmp HegonycTuma.

allow domain portal.example.net

allow ip 192.0.2.0/24 port 443 proto tcp
allow ip 198.51.100.20 proto icmp

no allow ip 192.0.2.0/24 port 443 proto tcp
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allow any-dns paspewlaeT DNS-3anpochkl k nponssonbHbiM DNS-cepBepam 0o aBTopu3aunn. allow any-ip BKIOYaeT
pexum 06paboTKM KIMMEHTOB C MPON3BOMbHbLIMY KINMEHTCKUMY IP-napameTpamu; oH He ABMSETCS 3aMeHON crnucka
pa3speLlEHHBIX PeCypCcoB UM YCMELLHON aBTopmusaunm.

6. service

uam-port <port>
max-clients <count>
no uam-port

no max-clients

uam-port 3agaé€t nopt nokansHoro UAM endpoint B aAnana3oHe 1-65535; ctaHgapTHoe 3HadeHne TCP/3990. max-clients
3a4aéT orpaHnyeHne Ymcna KnnmeHToB ak3emnngapa Hotspot. no uam-port Bo3spalyaeT nopT 3990, a no max-clients
yaansieT sIBHO 3ajlaHHOe orpaHuyeHuve.

7. NpuBA3ka Ha yCTpoMUCTBe-LLSI03e

device <AP ID>
use hotspot policy <Policy name> wlan <WLAN name>

exit
Ona cHaTus npueaskn B ToM xe Device:
no use hotspot policy <Policy name> wlan <WLAN name>

Mepen npumeHerHnem nposepbTe VLAN WLAN, VLAN-nHTepdenc wntosa, DHCP-nonuTtuky, goctynHocte DNS, noptana
n RADIUS. BbIxoga knueHTckon cetn obecneunBaeTca mapwpytusaumnen unm NAT; ogHa Hotspot policy He 3ameHsieT aTn
HacTponkn. Ynpasngemas AP, obcnyxusatoLLas pagmo, U yCTPOUCTBO-LUI3 MOMYT pasnmyaTtbCs.

Mocne commit write NnpoBepsanTe:

show hotspot status
show hotspot status ap <AP ID>
show hotspot clients ap <AP ID> wlan <WLAN name>

show ip dhcp leases

B gnarHocTtuke ap o603HavaeT ycTponcTBo-wto3, wlan - umsa WLAN. Cuétumkn Clients 1 Authorized nokaseiBatoT obLiee
YMCIIO Y YMCIIO aBTOPU3OBAHHbIX KITMEHTOB.

8. show hotspot

show hotspot status
show hotspot status ap <AP ID>
show hotspot clients ap <AP ID> wlan <WLAN name>

status NMokasbiBaeT cBoAKy no Hotspot v uncny KNMEHTOB, B TOM YKCIE aBTOPU3OBaHHbIX. Bes gunbTpa BbIBOAUTCA
obLasi cBoaKa, € ap - BblopaHHOe YCTPOWCTBO.

clients BbIBOAUT knneHToB ykasaHHon WLAN Ha ycTponcTtse, KOTOpoe BbINosHAEeT ponb Hotspot-wwintosa. MNocne wlan
BeoauTtca uma WLAN, a He VLAN ID. B aTon komaHge ncnonb3yeTcs KroyeBoe CrioBo ap.

B Tabnuue KNMeHToB COCTOsIHME dnat / no COOTBETCTBYET KIMUEHTY 4O aBTOPMU3aLMK, pass / yes - aBTOPU3OBAHHOMY
knneHTy. CnyxxebHas 3anuck ¢ HyneebiM MAC He BKMOYaeTCs B KIMEHTCKYIO TabnuLy 1 CHETHUKMN.
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9. NMpumep KoHdUrypauum NOSIUTUKN

Mpumep coOepuUT ycroBHble agpeca 1 cekpeT-3anonHutens. Mepea npyMeHeHneM 3aMeHnTe NX AaHHbIMK NpoBanaepa.
Mpegnonaraetcs, yto VLAN, DHCP, WLAN u BbIXxoA B CETb YK€ HAaCTPOEHbI.

configure terminal
hotspot policy GUEST-PORTAL
type external
portal
uam-server https://portal.example.net/login
exit
radius
server primary 192.0.2.20
auth-port 1812
acct-port 1813
secret REPLACE_WITH_PROVIDER_SECRET
nas-id OFFICE-GUEST
exit
walled-garden
allow domain portal.example.net
exit
exit
device ap622-i-00-00-01
use hotspot policy GUEST-PORTAL wlan GUEST
exit
commit write

show hotspot status
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naBa 19. UmeHa knneHToB (Client alias)

1. Ha3HauyeHue

Client alias 3agaét ynobHoe nwvs knneHta no MAC-agpecy. OHO ncnonb3syeTcs Ang otobpaxeHus, B TOM Yncne npu
BHewHem DHCP-cepsepe unu otcytctBumn DHCP. Alias He MeHsieT MMSA Ha KNMMEHTCKOM YCTPOMCTBE U He 3aMeHsAeT
hostname pesepsavun DHCP.

2. CuHTakcuc

B rmob6anbHOM pexunme KoHdurypawumn:
client alias
B OTKPbIBLLEMCA KOHTEKCTE!

alias <MAC> <name>

no alias <MAC> [<name>]

[MoBTOpPHbLIV BBOA alias Ans Toro xxe MAC meHsaeT oTobpaxkaemoe uMs. no alias <MAC> yaanseTt 3anucb. Ecnn ykasaHo
WUMSs1, OHO JOMOSTHUTENBHO CBEPSIETCS C CYLLECTBYIOLLMM annacoM; CpaBHEHWE NpU yaaneHnu He 3aBUCUT OT pernucTpa.

3. TpeboBaHMA K UMEHMU

OnuHa 1-63 ASCII-cumBona. PaspelueHbl naTuHckmue BykBbl, LMdpbl M 4eduUc BHYTPU UMEHN; NEPBLIA U NOCNeaHUN
cumBonbl - BykBa unu uudpa. Tovkn, nogyépkmneanug, npobensl n Unicode He gonyckatotcs. Pernctp BBeAEHHOMO MMEHU
COXpaHAeTCs nNpu 0TobpaXkeHnW.

4. OToGpaxeHue n npoBepkKa

Mpwn Hannuum xoTs Gbl 0O4HOrO anuaca konoHka Alias nosiBnsieTcs B KnueHTcknx Tabnuuax n B8 DHCP leases. [Ins knueHTa
6e3 annaca BbIBOANUTCS Npoyepk. Ecnn annacoB HeT, KOroHKa He nokasbiBaeTcs. B nogpobHoM BbIBOAE KIMEHTa
oTobpaxatoTcs otaenbHble nong Alias n Hostname.

show wireless client connect
show wireless client info
show wireless client detail

show ip dhcp leases

5. show wireless client connect

CuHTakKkcuc

show wireless client connect
show wireless client connect ap <AP ID>

show wireless client connect wlan <WLAN policy name>

HasHaueHue

MokasaTb, kak wireless clients nogkntoyeHbl Yepes radio.

MapameTpbl
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MapameTp
ap <AP ID>

wlan <WLAN policy name>

PekomeHaauumn

OnucaHue
dunbTp no AP.

dunbTp no WLAN policy name.

KomaHga nokasbiBaeT client connection/radio information. ®unbTpbl ap 1 wlan npumeHstoTCa nocne nogkomaHabl connect.

B BbiBOAE ucnonb3ytoTca Hostname u, npu HanMumm HaCTPOEHHbIX anvacos, Alias, a Takke signal, current bandwidth,

rate, connection time u AP/radio.
6. show wireless client detail
CuHTakcuc

show wireless client detail

show wireless client detail ap <AP ID>

show wireless client detail wlan <WLAN policy name>

HasHa4yeHune

[MokasaTb aetansHyo nHgopMaumo o wireless clients.

MapameTpbl

MapameTp
ap <AP ID>

wlan <WLAN policy name>

PekomeHaauumn

OnucaHue
dunbTp no AP.

®dunbTp no WLAN policy name.

KomaHaa nokasbiBaeT detailed wireless client information. ®unbTpbl ap 1 wlan npumeHsitoTcst nocne nogkomMaHabl detail.

7. show wireless client info

CuHTakcuc

show wireless client info

show wireless client info ap <AP ID>

show wireless client info wlan <WLAN policy name>

HasHauyeHue

MokasaTb IP/VLAN/WLAN information no wireless clients.

MapameTpbl

MapameTp
ap <AP ID>

wlan <WLAN policy name>
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dunbTp No AP.
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PekomeHaauumn

KomaHnga nokasbiBaet IP/VLAN/WLAN information no wireless clients. ®unbTpbl ap 1 wlan npumeHstoTca nocne
nogkomanzbl info.

8. NMpuwmep

configure terminal
client alias
alias 02:00:00:00:00:10 Printer-Office
alias 02:00:00:00:00:20 Meeting-TV
exit
commit write

show wireless client info
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NnaBsa 20. MpuHsatune AP (AP adoption)

1. HasHayeHue rnaBbl

B aTow rmaBe onucaH NpoLecc NpUHATUS ynpaBngeMblX TO4EK AOCTYNa KOHTPOMSIEPOM.

AP adoption oTBevaeT 3a:

obHapyxeHune AP, kOoTopble 3anpoCcunm NPUHSITUE KOHTPONIEPOM;

nepesof AP n3 coctosiHnsa JOIN_REQ B coctosiHne ADOPTED;

XpaHeHMEe COCTOAHUS NPUHATKS BO BHYTpeHHel adoption database;

oTobpaxkeHne cocTosiHus Yepes show adoption;

cBsA3b NpuHATON AP ¢ kOHumrypaumnoHHon cekumen device <AP ID>;

3anyck auto-provision workflow onst AP, koTopble yXXe NPUHSATBLI, HO eLLé He MMeKT device-cekumn.

Adoption He siBNsieTcA 06bI4MHOM KOHUIYpaLMOHHONM cekumeln. CoCTosiHME NPUHATUSA HE coxpaHsieTcs B running-config nnm
startup-config n He nameHsieTcs komaHgamm commit / commit write Hanpsamyto.

2. O6bwan mopgenb adoption

B adoption workflow y4acTBytoT YeTbipe OCHOBHbIE CYLLIHOCTH:
adoption database
device-cekuusa
auto provision policy

show adoption table

adoption database xpaHuT coctosiHue npuHaTus AP Ha koHTponnepe. KomaHabl system adopt u no system adopt
paboTatoT ¢ aTon 6a3on Hanpsmy!o.

1N KOMaHAbl BbIMOJTHAKTCA HEMEOTeHHO:

system adopt <AP ID>
no system adopt <AP ID>

OHU He TpebytoT:
commit
OHK He co34atoT CTPOKMU B:

show running-config

show startup-config
KoHdurypauusa koHkpeTHon AP XpaHUTCS OTAEeNbHO B CEKLMK:
device <AP ID>

device <AP ID> onucbiBaeT HacTponku AP, HO He o3Ha4vaeT caM hakT npuHAaTUS AP koHTponnepom. ®akt adoption
onpegensieTcs TONbKO COCTOAAHMEM BO BHyTpeHHel adoption database n otobpaxaeTtcst B show adoption.
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3. show adoption

CuHTakcuc

show adoption

HasHaueHue

MokaszaTb cocTtosiHne adoption AP, n3BeCTHbIX KOHTpPONNepy.

MapameTpbl

Hert.

PekomeHaauunmn

show adoption nokasbiBaeT Tabnuuy AP, KOTOpble N3BECTHbI KOHTPOINEpPY B KOHTekcTe adoption.

OcHoBHble nonsg Tabnuubl:

Mone OnucaHue

ID AP ID.

IP Management IP AP.

STATUS CoctosiHne adoption.

VERSION Firmware version AP.

ONLINE Mpu3Hak cBsAsmn ¢ AP.

CONFIG [Mpun3Hak Hannumsa koHUrypaunoHHon cekuum device <AP ID>.

OcHoBHble cocTosiHus STATUS:

STATUS Onucaxue
JOIN_REQ AP 3anpocuna npuHSaTUE, HO eLLé He NPUHSATa KOHTPOMEPOM.
ADOPTED AP npuHATa KOHTpOepom.

3HayveHnsa ONLINE:

ONLINE OnucaHue
+ AP Haxogutcs online.
Mycto AP offline nnun cease ¢ AP oTcyTCTBYET.

3HaueHuns CONFIG:

CONFIG OnucaHue
+ Onsa AP ecTb koHurypaumoHHas cekumst device <AP ID>.
Mycto Ons AP HeT koHdurypaumoHHon cekumm device <AP ID>.

BaxHo pasnunyate STATUS n CONFIG. CoctosHne ADOPTED o3HauvaeT, 4to AP npuHaTa koHTponnepoM. None CONFIG
nokasbIiBaeT TONbKO HanMymMe nnm oTcyTCTBME KOH(UIYpaLMOHHON device-cekumm.

TunoBble COCTOSAHUA:
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CocTosiHue 3HayeHue

JOIN_REQ + CONFIG empty AP oGHapy»una KOHTpOmnmnep 1 3anpocuna npuHAT1E, HO eLLé He NPUHATA.
ADOPTED + CONFIG empty AP npuHaATa, HO ANs Heé eLwé HeT device-cekunu.

ADOPTED + CONFIG + AP npuHsATa, 1 onsa Heé ecTb device-cekyus.

Mpumep KoMaHabI:

ap622-i-63-41-86# show adoption

4. system adopt

CuHTakcuc

system adopt <AP ID>
system adopt <AP ID> <AP ID> ...

HasHauyeHue

MpnHATL 0aHY UK Heckonbko AP Ha KoHTponrnep.

MapameTpbl

MapameTp OnucaHue

<AP ID> WpoeHTndukatop AP, 3anpocuBLUel NPpUHSATHE.
PekomeHaauun

system adopt <AP |D> BeinonHseTcs HemeaneHHo n nameHsiet adoption database.
KomaHnga He TpebyeT commit, He co3naéT device-cekumto n He gobaensieT CTPokK B running-config unu startup-config.

Mocne ycnewHoro npuHatua AP otobpaxaeTcsa B show adoption co ctaTycom:

ADOPTED

KomaHga nogaepXunBaeT rpynmnoBoe NpuUHATUE Heckonbknx AP OHOM CTPOKON:

system adopt <AP ID> <AP ID> <AP ID>

Mpw rpynnosom npuHsaTum CLI Bo3BpalLaeT pesynbTat no kaxaon AP. Nopsigok CTpok pedynbTata MOXeT OTNINYaTbCst OT
nopsigka AP B KomaHze.

Mpumep npuHATMA ogHon AP:

ap622-i-63-41-86# system adopt ap622-i-63-41-89

MpyMep rpynnoBOro NPUHSTUS:

ap622-i-63-41-86# system adopt ap622-i-63-41-89 ap622-i-63-41-95
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5. no system adopt
CuHTakcuc

no system adopt <AP ID>
no system adopt <AP ID> force

HasHaveHue

Ypanutb cocTosiHve npuHaTua AP u3 adoption database. n nHuumpoBaTtb cOpOC TOUKU K 3aBOACKMM HACTPOMKAM.

MapameTpbl

MapameTp OnucaHue

<AP ID> WpeHTndumkatop AP.

force [MpyHyanTensHO yaanuTb To4Ky 13 adoption database
PekomeHpauum

no system adopt <AP ID> BbinonHseTcsa HemeaneHHo 1 nameHsiet adoption database. BHumanue: CLI 3anpawvBaet
NOATBEPXAEHME Yepes yes nepeq, BbiMoNIHEHNEM KOMaHbl.

KomaHpa He TpebyeT commit 1 He yaanseT koHdurypaumoHHyto cekumio device <AP ID> 13 running-config nnu
startup-config. OTnpaBnsieT Touke kKOMaHOy Ha cOPOC K 3aBOACKUM HacTpokaM. KomaHaa cpabaTbiBET TONMbKO eCriv To4Ka
noaTeepauna eé npuHsaTue. B npotuBHOM criyyae nonb3oBaTenb nofny4vaeTt cooblieHne 06 owwmbke.

Force-chopma ncnonb3syetca anga npuHyantTenbHoro yaaneHus adoption:
no system adopt <AP ID> force

Mpwu ucnonb3oBaHuK force KOHTpPonnep yaanseT cocTosiHue adoption BHE 3aBUCMMOCTU OT AOCTYMHOCTM TOYKM

Mpumep obbluHOro yaaneHus adoption:

ap622-i-63-41-86# no system adopt ap622-i-63-41-89
Mpumep force-cpopmbi:

ap622-i-63-41-86# no system adopt ap622-i-63-41-89 force

no system adopt oTHocuTtcs k disruptive operational commands. Nepen BbinonHeHWEM npoBepbTe, YTo yaaneHve AP n3
adoption gencreutensHo TpebyeTca n He NpMBEAET k NoTepe ynpasneHnsa AP.

6. Adoption n device-cekuus

device <AP ID> n system adopt <AP ID> BbLINOMNHAOT pa3Hble 3agayu.

KomaHpa Twn HasHauyeHue

system adopt <AP Immediate action command MpuHumaeT AP B adoption database.

ID>

no system adopt Immediate action command Ypanset adoption state n3 adoption database.

<AP ID>

device <AP ID> Configuration command Co3paét unu n3ameHseT KOHUIypaLoHHY0
cekumto AP.
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Komanpga Tun HasHaueHue

no device <AP ID> Configuration command YpanseT koHurypaunoHHyto cekumnio AP 13
00bI4HON KOHDUTypaLuu.

MwuHumansHas device-cekuusa managed AP moxeT copepaTb TOMbKO NpuBA3KY K Site u Profile:

device <AP ID>
use site DEFAULT-SITE
use profile snr-ap622-i DEFAULT

exit

Takas cekumsa o3HadvaeT, 4To Ans AP ecTb KoHdurypaums. Cam dakT npuHatma AP onpegensietcsa adoption database n
npoBepsieTcs Yepes:

show adoption

7. Auto-provision nocne adoption
Auto-provision cBsasbiBaeT adoption workflow ¢ o6bivHoM kOHUrypaunoHHon mogensio CLI.

Auto-provision 3anyckaeTcs npu:
commit
nnu:
commit write
Auto-provision o6pabaTbiBaeT AP, KOTOpble O4HOBPEMEHHO HAX0OATCA B COCTOAHUN:

ADOPTED
CONFIG empty

Ecnun AP Haxogutcs B coctosHum JOIN_REQ, auto-provision He co3faét ang Heé device-cekumio.
Ecnn AP yxe nmeet device-cekuumto, auto-provision He co3gaéT e€ NOBTOPHO.

Mpwn coBnagenunn AP ¢ npasunom auto provision policy KOHTponnep co3gaét MMHUMarnbeHyto device-cekumio, Hanpumep:

device <AP ID>
use site DEFAULT-SITE
use profile snr-ap622-i DEFAULT

exit

Mocne o6blMHOrOo commit co3gaHHas cekuns nosenseTcst B running-config. Mocne commit write oHa Takke coxpaHsaeTcs B
startup-config.

MogpobHasi HacTpolika npaBuI auto-provision onucbiBaeTcs B oTAeNbHON rnase Auto provision policy.

8. controller adoption

CuHTakcuc

controller adoption
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HasHauyeHune
Bkntountb controller adoption service B device-cekumm nokanbHOro ycTpoucTaa.

MapameTpbl

Hert.

PekomeHaauumn

controller adoption - ato configuration command B Device configuration context.

Ona otnnyaeTtcs ot system adopt <AP ID>:

KomaHpa Tun HasHaueHue

controller adoption Configuration command BkntouaeT controller adoption service Ha
noKarbHOM YCTPOWCTBeE.

system adopt <AP Immediate action command MpuHumaeT KoHkpeTHyto AP B adoption database.
D>

[ns nokanbHoro controller device cTpoka 06blMHO HaxoauTcst B device-cekummn KoOHTponepa:
device <Controller AP ID>
controller adoption

exit

MameHeHwne controller adoption siBnsieTcst 06bIYHBIM U3MEHEHMEM KOHUIypaummn 1 TpebyeT commit 4na NpYMeHeHUs.
Mpumep:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-86

ap622-i-63-41-86(config-ap622-i-63-41-86)# controller adoption
ap622-i-63-41-86(config-ap622-i-63-41-86)# commit

9. TunoBoun nopsaAoK npuHaTua AP

[MpoBepbTe cnncok AP, N3BECTHbIX KOHTPOMMEPY:

show adoption

Hangute AP B coctosaHnn JOIN_REQ.

MpumunTe ogHy AP:
system adopt <AP ID>

nUnn Heckonbko AP 0gHOM KOMaHOOM:
system adopt <AP ID> <AP ID> ...

[MoBTOpPHO NpOBEpPLTE COCTOSAHME:
show adoption

Mocne npuHatus AP gormkHa nepentu B coctosiHne ADOPTED.

Pepakuus - 30.09.2026 156



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

Ecnun y AP eLé HeT device-cekuumu, BbinonHUTe commit unm commit write, 4ToObl 3anycTuTb auto-provision:
commit

nnu:
commit write

[MpoBepbTe Hanuune koHpurypauun ansa AP:

show adoption

show device-config <AP ID>

Ecnun Hy>xHO cpady co3gaTtb device-Cekumio 1 CoOXpaHnTb e€ nocre nepesarpysku, Ucnonb3dynte commit write.

10. TunoBon nopsaok yaaneHunsa adopted AP

[nsa nonHoro yoaneHus npuHaton AP cHavana yganute adoption state, 3atem yganure KoHUrypaumoHHyo
device-cekumto.

PekomeHayembIi nopsiaok:

no system adopt <AP ID>
configure terminal
no device <AP ID>

commit write

no system adopt <AP ID> ygansiet coctosiHne adoption n3 adoption database.
no device <AP ID> ygansieT koHurypaumoHHyto cekumio AP 13 06bI4HON KOHGUrypaumm.
commit write NnpyMeHsieT n3ameHeHve 1 coxpaHsieT koHdurypaumio B startup-config.

Ecnn Hy>kHO npuHyanTenbHO yaanuTb adoption n nHnummposaTtsh reset AP, ncnonesyire:

no system adopt <AP ID> force

11. KpaTkasa kapTa KomaHpA rnaBbl

KomaHga Ha3HaueHue

show adoption MokasaTtb cocTtosiHue adoption AP.

system adopt <AP ID> MpuHaTL ogHy AP.

system adopt <AP ID> <AP ID> ... MprHATL Heckonbko AP ofHOM KOMaHAoNn.

no system adopt <AP ID> Ypanutb adoption state ans AP.

no system adopt <AP ID> force MpyHyanTensHo yaanuTtb adoption state n nHuuyumnposathb reset AP.

device <AP ID> OTKpbITb UMK co34aTb KOHPUIypaLMOHHYt0 cekumto AP.

no device <AP ID> YaanuTtb KOHUrypauuoHHyto cekuuio AP.

controller adoption BkntounTb controller adoption service B device-cekuuy nokanbHOro ycTpomcTea.
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naBa 21. Hactpounka Auto provision policy

1. HasHayeHue rnaeBbl
Pasgen nocsswéH HacTporike Auto provision policy.

Auto provision policy 3agaét npasuna aBTomaTnyeckoro HasHadeHus Profile n Site ans ynpasnsembix AP, koTopble yxe
NPUHATEI KOHTPOMNEPOM, HO eLLé HE UMEeIT COOCTBEHHON KOHUIrypaunoHHon cekummn device <AP ID>.

Auto-provision ncnonb3syetcsa ans ceasn adoption workflow ¢ 06bl4HOM KOHUTYpaumMoHHo mogernbto CLI. OH He
npuHumaeT AP cam no cebe. MNpuHATKE BbiNonHseTca komaHaamu system adopt, a auto-provision co3gaét MUHMMarbHYHO
device-cekuuio ons yxe npuHaTon AP.

Auto provision policy siBnseTcsa koHurypaumoHHbim ob6bekToM. MiameneHunst B Auto provision policy context nonagatot B
context config u TpebytoT commit Ans npumeHeHus B running-config. [Ins coxpaHeHusi nocne nepesarpy3ku NCnonb3yeTcs
commit write.

Cam auto-provision workflow 3anyckaeTtcsi BO Bpemsi:
commit
nnu:

commit write

2. O6wan mopgenb Auto-provision

B auto-provision workflow y4acTBytoT cnefytoLime CyLHOCTH:

auto provision policy
adoption database
device-cekuuna

profile

site

commit
KoHTponnep nposepsieT adoption database n nwiet AP, koTopble OAHOBPEMEHHO HAXOAATCH B COCTOSAHUN:

STATUS
CONFIG = empty

ADOPTED

Ecnn AP Haxogutcs B coctosiHum JOIN _REQ, auto-provision He co3gaét ansa Heé device-cekuuto.

Ecnun AP yxe nmeet device-cekumto n B show adoption otobpaxaetcsa kak CONFIG +, auto-provision He co3naét eé
MOBTOPHO.

Mpwn coBnagenunn AP ¢ npasunom Auto provision policy KOHTponnep co3gaét MMHUMarnbHyto device-CeKLmio:
device <AP ID>
use site <SITE name>

use profile <Board name> <Profile name>

exit

Mocne o6blMHOrOo commit co3gaHHas cekums nosenseTcst B running-config. Mocne commit write oHa Takke coxpaHsaeTcs B
startup-config.
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3. Bxoa B Auto provision policy context
CuHTakcuc
auto provision policy <Auto-provision policy name>

HasHaueHue

Bowtu B Auto provision policy configuration context.

MapameTpbl
MapameTp OnucaHue
<Auto-provision policy name> Wmsa Auto provision policy.
PekomeHpauunun

KomaHga BbinonHsaeTcsa us global configuration mode.

Ecnu policy yxe cywectsyeT, CLI oTkpbiBaeT eé Tekywuii context. Ecnu cosgaércs Hosas policy u nsmeHeHus He
npuMeHsoTCs, revert otTkatbiBaeT context K TekyLemy running-config.

Mpumep Bxoaa B Auto provision policy context:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# auto provision policy DEFAULT
ap622-i-63-41-86(config-auto-provision-DEFAULT)#

4. Auto provision policy context prompt

Mpumep prompt:
ap622-i-63-41-86(config-auto-provision-DEFAULT)#
B aTon rmase Takou pexum HasbiBaeTcsa Auto provision policy configuration context.

5. Mpumep Auto provision policy
Mpumep policy:
auto provision policy DEFAULT
rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT site DEFAULT-SITE

rule 951 model snr-cpe-ax2 action profile snr-cpe-ax2 DEFAULT site DEFAULT-SITE

exit

B aTtom npumepe AP mogenu snr-ap622-i nonyyaer profile snr-ap622-i DEFAULT u site DEFAULT-SITE. AP mogenu
snr-cpe-ax2 nony4yaet profile snr-cpe-ax2 DEFAULT wu ToT xe Site.

6. JoctynHble Auto provision policy commands
Ecnun He yka3aHo oTaenbHO, KOMaHbl 3TOW rnasbl BbINONHALTCA 13 Auto provision policy configuration context.

OcHoBHble gocTynHble komanabl Auto provision policy context:

rule <number> any action profile <Board name> <Profile name> site <SITE name>
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rule <number> model <Model name> action profile <Board name> <Profile name> site <SITE name>
rule <number> ip-address <IP match> action profile <Board name> <Profile name> site <SITE name>
rule <number> mac-address <MAC match> action profile <Board name> <Profile name> site <SITE name>
rule <number> serial-number <String> action profile <Board name> <Profile name> site <SITE name>

no rule <number>

7. rule

CuHTakcuc

rule <number> <match-type> <match-value> action profile <Board name> <Profile name> site <SITE name>

[na match-tuna any otaensHoe match value He ykasbiBaeTcs:

rule <number> any action profile <Board name> <Profile name> site <SITE name>

HasHauyeHue

Cospgatb unu namenuntsb rule B Auto provision policy.

MapameTpbl
MapameTp OnucaHue
<number> Howmep rule.
<match-type> Twun ycnosus Beibopa AP: any, model, ip-address, mac-address, serial-number.
<match-value> 3HaueHue ycrosusi Bbibopa AP. [1na any He ncnonb3yeTcs.
<Board name> Mms annapaTtHon nnatdopmsl / board ansa HasHavaemoro Profile.
<Profile name> Wms Profile.
<SITE name> Mwms Site.
PekomeHpauuun

Rule onucbiBaeT ycnosue Bbibopa AP 1 gericTBue, KOTopoe KOHTPOMEp SOJMKEH BbIMONMHUTL Npu auto-provision.

[encTteue Bcerga 3agaértca B popme:
action profile <Board name> <Profile name> site <SITE name>

Mocne coBnagenunsa AP ¢ npaBuiom KOHTposfep co3aaéeT device-cekuuio ¢ HadHavyeHHbIMK use profile u use site.

Mpuwmep:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT
site DEFAULT-SITE

8. action profile / site

®dparmeHT CMHTaKcuca

action profile <Board name> <Profile name> site <SITE name>
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HasHaueHue

3apatb Profile u Site, koTopble 6yayT Ha3HadeHbl AP npu cpabaTbiBaHuu rule.

MapameTpbl
MapameTp OnucaHue
<Board name> Wmsa annapatHon nnatdgopmel / board.
<Profile name> Wwms Profile.
<SITE name> Wms Site.
PekomeHaauun

®parmeHT action profile ... site ... ncnonb3yeTtcs BHYTPU kKOMaHab! rule.

Mprmep:
rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT site DEFAULT-SITE

Orta rule o3HavaeT: ecrnim AP cooTBeTCTBYEeT Mogenu snr-ap622-i, npu auto-provision gna Heé 6yaeT co3aaHa cekuums:
device <AP ID>
use site DEFAULT-SITE

use profile snr-ap622-i DEFAULT

exit

9. any

CuHTakcuc

rule <number> any action profile <Board name> <Profile name> site <SITE name>

HasHauveHue

Cospgatb rule, koTopas nogxoauT ans nobor npuHaTon AP 6e3 device-cekuun.

MapameTpbl
MapameTp OnucaHue
<number> Howmep rule.
<Board name> Mms annapaTHon nnatdgopmbl / board.
<Profile name> Wwms Profile.
<SITE name> Wms Site.
PekomeHaauunmn

any MOXHO MCMonb30BaTh kak obLlee npasuno ansa AP, KoTopble LOMKHbI NONy4YnTb oamMHakoBble Profile u Site.

He cosgaBalniTe Heckonbko nepecekatowmxca rules, ecnu ana AP gomkeH 6biTb CTPOro OAHO3HAYHBIN pe3ynbTaTt
auto-provision.

Mpuwmep:
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ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 999 any action profile snr-ap622-i DEFAULT site
DEFAULT-SITE

10. model

CuHTakcuc

rule <number> model <Model name> action profile <Board name> <Profile name> site <SITE name>

HasHa4eHune

Cospgartb rule, koTopas BbibupaeT AP no model name.

MapameTpbl
MapameTp OnucaHue
<number> Howmep rule.
<Model name> Nmsa mopenu AP.
<Board name> Wma annapatHon nnatdgopmel / board.
<Profile name> Wwms Profile.
<SITE name> Wms Site.
PekomeHaauun

model - ocHOBHoOW crnocob aBTomaTmnyeckoro HasHadveHus Profile, koraa Profile 3aBucuT ot annapatHoin mogenu AP.

Mprmep:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT
site DEFAULT-SITE

11. ip-address

CuHTakcuc

rule <number> ip-address <IP match> action profile <Board name> <Profile name> site <SITE name>

HasHauyeHue

Cosparb rule, koTopas Beibupaet AP no management IP address.

MapameTpbl
MapameTp Onucaxue
<number> Howmep rule.
<IP match> Ycnosue coBnageHns management IP address.
<Board name> Wimsa annapatHon nnatdgopmsl / board.
<Profile name> Wwms Profile.
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MapameTp

<SITE name>

PekomeHaauumn

OnucaHue

Nwms Site.

ip-address MOXxHO 1cnonb3oBaTh AN HasHadveHus Profile u Site no koHkpeTHoMy IP address, wildcard, ananasoHny

agpecos unu IP network.

HoctynHble doopmbl match:

ip-address <A.B.C.D>
ip-address <A.B.C.*>
ip-address <A.B.C.D-E.F.G.H>
ip-address <A.B.C.D/mask>

Mpumep TouHoro IP address:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 100 ip-address 192.0.2.10 action profile snr-ap622-i

DEFAULT site DEFAULT-SITE

Mpumep wildcard:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 101 ip-address 192.0.2.* action profile snr-ap622-i

DEFAULT site DEFAULT-SITE

Mpumep guanasoHa:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 102 ip-address 192.0.2.10-192.0.2.20 action profile

snr-ap622-i DEFAULT site DEFAULT-SITE

Mpumep IP network:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 103 ip-address 192.0.2.0/24 action profile snr-ap622-i

DEFAULT site DEFAULT-SITE

12. mac-address

CuHTakKkcuc

rule <number> mac-address <MAC match> action profile <Board name> <Profile name> site <SITE name>

HasHa4eHune

Cospgartb rule, koTopas BbibupaeT AP no MAC address.

MapameTpbl

MapameTp
<number>
<MAC match>

<Board name>
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OnucaHune
Howmep rule.
Ycnosue coBnageHus MAC address.

Wima annapatHon nnatdgopmel / board.
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MapameTp OnucaHue

<Profile name> Nwmsa Profile.

<SITE name> Wms Site.
PekomeHpauumn

mac-address MOXXHO MCMOSb30BaTh A1 TOYEYHOro Unn AnanasoHHoro HasHa4veHus Profile u Site.

HoctynHble doopmbl match:
mac-address <MAC>
mac-address <wildcard>
mac-address <range>

Mpumep ToyHoro MAC address:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 200 mac-address ©2:00:00:00:00:10 action profile
snr-ap622-i DEFAULT site DEFAULT-SITE

Mpumep wildcard:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 201 mac-address ©2:00:00:* action profile snr-ap622-i
DEFAULT site DEFAULT-SITE

Mpumep ananasoHa:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 202 mac-address ©2:00:00:00:00:10-02:00:00:00:00:20
action profile snr-ap622-i DEFAULT site DEFAULT-SITE

13. serial-number

CuHTakcuc

rule <number> serial-number <String> action profile <Board name> <Profile name> site <SITE name>

HasHauyeHue

CospaTb rule, koTopas Bblbupaet AP no serial number.

MapameTpbl
MapameTp OnucaHue
<number> Howmep rule.
<String> Serial number AP.
<Board name> Wmsi annapaTHon nnatdgopMbl / board.
<Profile name> Wwms Profile.
<SITE name> Wma Site.
PekomeHaauunmn

serial-number ncnonb3yeTcsa ona HasHavyeHus Profile n Site koHkpeTHoM AP no eé serial number.
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Mpumep:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 300 serial-number TEST-SERIAL action profile snr-ap622-i
DEFAULT site DEFAULT-SITE

14. no rule

CuHTaKkcuc

no rule <number>

HasHauyeHue

Ypanute rule na Auto provision policy.

MapameTpbl
MapameTp OnucaHue
<number> Howmep rule.
PekomeHaauunmn

KomaHga ygansieT ykasaHHyto rule n3 Tekyuiero Auto provision policy context.

M3meHeHne TpebyeT commit ona npumeHeHus B running-config. [ns coxpaHeHus nocrne nepesarpysku UCnonb3yeTcs
commit write.

Mpuwmep:

ap622-i-63-41-86(config-auto-provision-DEFAULT)# no rule 950

15. NMpuBsaska Auto provision policy k controller device

CuHTaKkcuc

use auto provision policy <Auto-provision policy name>

no use auto provision policy

HasHauyeHue

3apatb vnu yganutb Auto provision npuesaska policy Ha yposHe Device.

MapameTpbl
MapameTp OnucaHue
<Auto-provision policy name> Wmsa Auto provision policy.
PekomeHpauuu

Komangb! BeinonHsitoTcsa n3 Device configuration context nokaneHoro controller device.

use auto provision policy <name> 3agaért policy, KOTOpyt0 KOHTPOMNMep ucnonb3yeTt Ans auto-provision NpuHATLIX AP 6e3
device-cekunn.

no use auto provision policy yganseT npussasky policy.
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Mpumep:
ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# device ap622-i-63-41-86
ap622-i-63-41-86(config-ap622-i-63-41-86)# use auto provision policy DEFAULT

16. Auto-provision workflow
TunoBow Nopsiook:
show adoption
system adopt <AP ID>
show adoption
commit
show adoption
show device-config <AP ID>
o auto-provision AP moxeT oTobpaxaTtbcs B show adoption kak:

ADOPTED, CONFIG empty

Mocne commit, ecnu ans AP HarigeHo nogxoasiee npasuno Auto provision policy, KOHTponnep co3gaéT device-cekumto n
show adoption nokaseiBaet CONFIG +.

MwHMMmanbHasa co3gaHHas Cekumns BbIrnaguT Tak:
device <AP ID>
use site <SITE name>
use profile <Board name> <Profile name>
exit

UTo6bl co3faHHas Cekumsl coxpaHunack nocne nepesarpyskiu, UCNosb3ynTe:

commit write

17. JOIN_REQ u cywecTtBylowasn device-cekums

Auto-provision He co3gaét device-cekumto ansa AP B cocTosiHUN:
JOIN_REQ

CHavana AP gomkHa ObITb NPUHATA KOHTPOJIEPOM Yepes:
system adopt <AP ID>

Auto-provision Takke He co3gaéT NoBTOpHYyto device-cekumio ansa AP, y KOTOPOR yxke eCTb KOHUrypauus n kotopas
oTobpaxaeTcsi B show adoption kak:

CONFIG +
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18. commit n commit write

CuHTakcuc

commit

commit write

HasHaveHue

3anyctuTb NpYMeHeHne KoHdurypaumm n auto-provision workflow.

MapameTpbl

Her.

PekomeHaauum

commit npuMeHsaeT nameHeHus B running-config n 3anyckaet auto-provision ansa adopted AP 6e3 device-cekuumm.

Ecnun auto-provision co3gaét device-cekuuto Bo Bpemsi 06blMHOrO commit, cekumsa nosiensieTcs B running-config, HO He

coxpaHsietcs B startup-config.

commit write NpUMeHsieT u3MeHeHKs B running-config n coxpaHsieT pesynbTaT B startup-config.

19. TunoBom nopsaok HacTpoukn Auto provision policy

Mpumep HacTpownku Auto provision policy n npusssku k controller device:

ap622-i-63-41-86# configure terminal

ap622-i-63-41-86(config)# auto provision policy DEFAULT

ap622-i-63-41-86(config-auto-provision-DEFAULT)# rule 950 model snr-ap622-i action profile snr-ap622-i DEFAULT

site DEFAULT-SITE

ap622-i-63-41-86(config-auto-provision-DEFAULT)# exit
ap622-i-63-41-86(config)# device ap622-i-63-41-86

ap622-i-63-41-86(config-ap622-i-63-41-86)# use auto provision policy DEFAULT

ap622-i-63-41-86(config-ap622-i-63-41-86)# commit write

Mocne npuHaTns AP 1 BbiNONHEeHUs commit KOHTPOMNMep co3aacTt MruHMManbHyto device-cekumto aona AP, ecnn oHa
COOTBETCTBYET rule n ewé He umeeT device-cekumn.

20. KpaTtkas kapTa KomaHA rnaBbl

KomaHpa

auto provision policy <Auto-provision policy
name>

rule <number> any action profile <Board name>
<Profile name> site <SITE name>

rule <number> model <Model name> action
profile <Board name> <Profile name> site <SITE
name>

rule <number> ip-address <IP match> action
profile <Board name> <Profile name> site <SITE
name>

rule <number> mac-address <MAC match> action
profile <Board name> <Profile name> site <SITE
name>
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HasHaueHue

Bontun B Auto provision policy context.

Cosparthb rule ons nobon AP.

Cosparthb rule no model name.

CospaTb rule no management IP address.

Cosparthb rule no MAC address.
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Komanpa

rule <number> serial-number <String> action
profile <Board name> <Profile name> site <SITE
name>

no rule <number>

use auto provision policy <Auto-provision policy
name>

no use auto provision policy
show adoption
commit

commit write

Pepakuus - 30.09.2026

HasHaueHune

Cospgarb rule no serial number.

Ypanutb rule n3 Auto provision policy.

Mpueasatb Auto provision policy k controller device.

Ypanutb npuBsasky Auto provision policy.
Mpoeeputb STATUS, ONLINE n CONFIG ans AP.
[MprMeHnTb KOHUrypaumo 1 3anyctutb auto-provision.

[MprMeHnTb KoHUrypaumio, 3anycTuTb auto-provision 1 CoXpaHuTb pesynbTar B
startup-config.
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naBa 22. Firmware, boot, upgrade u reload

1. Ha3HavyeHue rnaBbl

B aTon rmase cobpaHbl KOMaHAbl, CBA3aHHbIE C XW3HEHHbIM LuKnoMm firmware 1 onepaunoHHbIMU AEUCTBUAMY Haz
yCTPOMCTBaAMU:

npocmoTp boot slots;

BblGOp slot Anga cneaytowen 3arpysku;

npocmoTp firmware bank ans ynpaesnsembix AP;

3arpy3ky AP firmware image B firmware bank;

yaaneHue AP firmware image u3 firmware bank;

nokanebHoe obHoeneHue firmware yepes system upgrade;

nepesarpysKy rfiokanbHOro ycTponcTBa, BCeX YCTPOUCTB Unn otaensHon AP;
BbIrPY3Ky 1 3arpy3ky configuration file;

cbpoc yctponcTea k factory defaults.

BoMbLUMHCTBO KOMaHZ 3TOM rMaBbl OTHOCUTCA K system / operational workflow. OHY BbINOMHATCS HEMEASIEHHO U He
UCMONb3YHOT 0BbIYHYIO KOH(PUNYPALMOHHYIO MOZENb:

context config -> commit -> running-config -> startup-config

Ecnun komaHga asnsietcs configuration command, 370 yka3aHo oTAenbHo. B octanbHbIX criyyasx commit He TpebyeTcs.

2. O6wasn mopensb firmware lifecycle

Boot slots

YcTponcTBo ucnoneayet Aea firmware slots:

sloto
slotl

KomaHaa show boot nokasbiBaeT, kakne images HaxoasTcs B slots, n3 kakoro slot yCTponcTBO 3arpyXeHo cemryac 1 Kakom
slot 6yaeT ucnonb3oBaH Npy crieayoLLen 3arpyske.

KomaHga system boot next-boot slot@|slotl [ap <AP ID>] MeHsieT Tonbko 3HadyeHue Next Boot. be3 napametpa ap
KOMaH4a OenCcTBYET Ha fokarnibHOe YCTPOWCTBO, C MAapaMeTpoM ap <AP ID> - HA yka3aHHyto ynpasnsemyto AP.
Mepesarpyska npu cmeHe Next Boot He BbIMONHAETCS aBTOMaTUYECKN.

AP firmware bank

AP firmware bank - ato xpaHunuwe firmware images ans ynpasnsiembix AP.
C HuM paboTaloT KoMaHabl:

show device upgrade firmware

system firmware ap add <URL>

system firmware ap delete <Firmware name>

3arpyska firmware image B bank cama no cebe He o3Ha4yaeT HemeaneHHoe obHoeneHne Bcex AP. OHa Tonbko fobasnsieT
image B XpaHuUnuLie KoHTpornnepa.
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Local firmware upgrade

system upgrade <URL> o6HoBnsieT firmware nokanbHoro yctponcTaa 3 image, goctynHoro no URL. KomaHaa ckaumBaet
image, BbINOMHSET NpoBepKy, coxpaHsieT configuration files, 3anyckaeTt upgrade 1 nepesarpyxaeT YyCTPONCTBO.

3. Safety model

Komangel firmware, reload, upgrade, factory reset n configuration import moryT npepsaTtb ynpasneHue yCTpONCTBOM MK
n3meHuTb persistent state.

[nsa onacHbix komang CLI 3anpawmBaeT nogreepXxaeHmne 4yepeas yes. Ecnun noareepxneHne He BBeeHO, onepauna He
BbIMNOJNTHAETCA.

K Taknm komaHgam oTHocATCS:

system upgrade <URL>

system reload self

system reload all

system reload ap <AP ID>

system configure download <URL>
system factory default self
system factory default ap <AP ID>

system firmware ap delete <Firmware name>

BHumaHme: system firmware ap add <URL> Takke BbInonHAeTcs HemeaneHHo un nameHsaeT AP firmware bank, Ho B
TeKyLLLeM penunae He 3anpalumBaeT NOATBepPXAeHNe Yepes yes. Mepen 3anyckom npoeepbTe URL 1 Hannune ceBoboaHoro
mecTa B firmware bank.

Mepen BbINONHEHWMEM TaKMX KOMaH, PEKOMEHAYeTCsl MPOBEPUTL TEKyLLLee COCTOSIHUE YCTPOMCTBA U COXPaHUTb
KOHUrypauuto, eCnm U3MeHeHUs1 [OMKHbI MEPEXUTb Nepesarpysky:

show boot

show running-config
show startup-config
show version

show adoption

4. URL syntax

KomaHgbl 3arpy3sku v Bbirpy3sku gannos ucnonb3yroT URL.

Onsa firmware image u configuration file goctynHbl cneaytowme transport protocols:
sftp
tftp
http

Tunosble dpopmbl URL:
tftp://<hostname|IP>[:port]/path/file
sftp://<user>:<pwd>@<hostname|IP>[:port]/path/file

http://<hostname|IP>[:port]/path/file

Mpwn ucnone3sosanunn URL c credentials yunTbiBanTe, 4TO CTPOKa KOMaH4bl MOXeT nonacTb B nctopuio CLI unn operational
logs.
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5. locTynHble KOMaHAbI
Ecnun He yka3aHo oTAenbHO, KOMaHAbl 3TON rnaebl BbinonHATcs n3 Admin mode unu global configuration mode.

OCHOBHbIE KOMaHAbI:

show boot

show boot ap <AP ID>

system boot next-boot slot@ [ap <AP ID>]
system boot next-boot slotl [ap <AP ID>]

show device upgrade firmware

system firmware ap add <URL>

system firmware ap delete <Firmware name>

system upgrade <URL>

system upgrade <URL> in <seconds>

system reload self

system reload self in <seconds>
system reload all

system reload all in <seconds>
system reload ap <AP ID>

system reload ap <AP ID> in <seconds>

no system reload self
no system reload all

no system reload ap <AP ID>

system configure upload <URL>

system configure download <URL>

system factory default self
system factory default ap <AP ID>

6. show boot

CuHTakcuc

show boot

show boot ap <AP ID>

HasHa4yeHune

[MokasaTb boot slots nokansHOro ycrponcraa nnm ykasaHHom AP.

MapameTpbl
MapameTp OnucaHue
ap <AP ID> [MokasaTtb boot status ykazaHHon AP.
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PekomeHaauumn

show boot nokaseiBaeT boot slots nokansHoro ycrponcrea.
show boot ap <AP ID> nokasbiBaeT boot slots koHkpeTHon AP.

B BbIBOZE BaXkHbI Criefytowue nonsi:

Mone OnucaHue

IMAGE Firmware slot: slotO unu slot1.

BUILD DATE Oata cbopku firmware image.

REVISION Firmware revision.

Current Boot Slot, n3 KOTOPOro YCTPOMCTBO 3arpy>KeHo ceryac.

Next Boot Slot, koTopbI ByaeT CNonb30BaH Npu CreayloLLen 3arpyske.
Mpumep:

ap622-i-63-41-86# show boot
Mpumep ons AP:

ap622-i-63-41-86# show boot ap ap622-i-63-41-89

7. system boot next-boot

CuHTakcuc

system boot next-boot slot@ [ap <AP ID>]
system boot next-boot slotl [ap <AP ID>]

HasHaueHue

BbibpaTtb firmware slot ons cnegytoLen 3arpy3ky NokanbHOro yCTPOMCTBa MU yka3aHHOW ynpasnsiemon AP.

MapameTpbl
MapameTp OnucaHue
slot0 Mcnonb3oBathb slot0 npu cnegytowent 3arpyske.
slot1 VMicnonb3oBaTb slot1 npu cnepytoLen 3arpyske.
ap <AP ID> Heobsi3aTenbHbln napameTp: BelbpaTh slot Ha ykasaHHow ynpasnsemoin AP.
YkasbiBaeTcs nocne slot0 unu slot1. bes atoro napameTpa komaHga AencTBYeT
Ha nokanbHoe YCTPOMCTBO.
PekomeHaauumn

KomaHga meHsieT Tonbko Next Boot. OHa He nepesarpyskaeT yCTPOMCTBO aBTOMaTUYECKH.

[Mocne nameHeHus slot npoBepbTe pesynbTaT KOMaHOOW:

show boot

Mpuwmep:
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ap622-i-63-41-86# system boot next-boot slote
ap622-i-63-41-86# show boot

YT00bI BEpHYTL cniegytowmii boot Ha gpyron slot, BeINONMHUTE KOMaHAY C OPYTMM 3HaYEHNEM:

ap622-i-63-41-86# system boot next-boot slotl
ap622-i-63-41-86# show boot

Ona ynpaensiemon AP ykaxunTe e€ ngeHtudumkaTop nocrne BbibpaHHoro slot n npoeepbTe pesdynbTaT KOMaHOoM show boot
ap <AP ID>:

ap622-i-60-43-15# system boot next-boot slot® ap ap622-i-60-25-21
ap622-i-60-43-15# show boot ap ap622-i-60-25-21

8. show device upgrade firmware

CuHTakcuc

show device upgrade firmware

HasHauyeHue

MokasaTb copgepxumoe AP firmware bank n nHdopmaumio o storage usage.

MapameTpbl

Hert.

PekomeHaauum

KomaHga nokasbiBaeT firmware images, 3arpyxeHHble B AP firmware bank.

B BbIBOZE BaXHbI Criefytoue nonsi:

Mone OnucaHue
Name Wwms firmware image.
Revision Firmware revision.
Upload Date [ata 3arpysku image B firmware bank.
Size (MB) Pa3mep image.
Total Storage O6wwn pasmep storage.
Used by firmware MecTo, 3aHsTOe firmware images.
Available space HocTtynHoe mecTo.
Mpuwmep:

ap622-i-63-41-86# show device upgrade firmware

9. system firmware ap add

CuHTakcuc
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system firmware ap add <URL>

HasHaueHue

3arpysutb AP firmware image B firmware bank.

MapameTpbl

MapameTp

<URL>

PekomeHaauumn

OnucaHune

URL firmware image.

KomaHga ckaumBaeT firmware image no ykazaHHoMmy URL n go6asnsieT ero B AP firmware bank.

KomaHga BbINONHAETCA HEMEAMNEHHO M HaYMHaEeT 3arpy3ky firmware image cpasy nocne BBoga. B Tekywiem penuse CLI He
3anpalunBaeT NOATBEPXKAeHVe Yepes yes Ans 3Ton komaHabl. KomaHga He TpebyeT commit u He Ao6aBnseT CTpoky B

running-config unu startup-config.

Mocne 3arpys3kn npoBepbTe firmware bank:

show device upgrade firmware

Mpumep:

ap622-i-63-41-86# system firmware ap add sftp://user:password@example.com/path/to/SNR-AP622-I_v0.2.1-dev.bin

ap622-i-63-41-86# show device upgrade firmware

O6pa3s B 6aHKe HyxxeH Ansa cuHxpoHusauum Bepcuii MO koHTponnepa u ynpaensemMbix Todek. ®opmat URL npuBenéH B

pasgerne nepefayv annoB aTOM rnasbl.
10. system firmware ap delete
CuHTakcuc

system firmware ap delete <Firmware name>

HasHaueHue

Ypanute AP firmware image 13 firmware bank.

MapameTpbl

MapameTp

<Firmware name>

PekomeHaauumn

OnucaHue

Wwms firmware image B firmware bank.

Komanga yganset firmware image u3 AP firmware bank.

KomaHga BbinonHsaeTca HemeaneHHo. OHa He TpebyeT commit n He MeHseT running-config unu startup-config.

Meped yaaneHnem npoBepbTe CMNCOK images:

show device upgrade firmware
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Mpumep:

ap622-i-63-41-86# show device upgrade firmware
ap622-i-63-41-86# system firmware ap delete SNR-AP622-I_v@.2.1-dev.bin

CLI He 3anpalwmBaeT noaTsepxaeHue nepen yaaneHmem obpasa. MNposepbTe UMs daiina 4o BbINOMHEHUS KOMaHAbI.

11. system upgrade

CuHTakcuc

system upgrade <URL>

system upgrade <URL> in <seconds>

HasHa4yeHune

O6HoBuTbL firmware nokaneHoOro ycrponcrtea 13 image, goctynHoro no URL.

MapameTpbl

MapameTp OnucaHue

<URL> URL firmware image.

in <seconds> 3annaHupoBaTb OTNOXEHHOE OOHOBIEHNE CUCTEMbI, BPEMS B CEKYHAAX.
PekomeHpgauum

Komanga sbinonHset local firmware upgrade.

lMocne noagTBepxaeHns koMaHga ckaymnsaeT firmware image, npoBepsieT ero, coxpaHsieT configuration files, sanyckaet
upgrade n nepesarpyxaeT yCTPONCTBO.

KomaHga BbINONHAETCA HEMEAMNEHHO U He Tpe6yeT commit.

Mpuwmep:
ap622-i-63-41-86# system upgrade sftp://user:password@example.com/path/to/SNR-AP622-I_v@.2.1-dev.bin

npl/l oBHOBIEHUN KOHTpOepa Konna MO Takke COXpaHAEeTCd B J1OKaJIbHOM baHke NPOLWNBOK OAnA yrnpaBiid€MbIX TOYEK.

12. system reload self

CuHTakKkcuc

system reload self

system reload self in <seconds>

HasHauyeHue

MepesarpyanTb fokanbHOE YCTPOMCTBO.

MapameTpbl
MapameTp OnucaHue
in <seconds> 3annaHmpoBaTb OTNIOXEHHbIV 3anyck KOMaHAbl, BPEMS B CEKYHAAX.
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PekomeHaauumn

KomaHga nepesarpyxaeT nokanbHOe YyCTPOWCTBO MOCHe MHTEPAKTUBHOIO NOATBEPKAEHUS.

Onsa ynanénHon CLI session aTo NpMBoAWT k pa3pbiBY coefuHeHust. MNepe BeINONHEHWEM KOMaHObl peKOMeHOyeTCst
ybeanTbes, 4To ecTb paboumn cnocod NOBTOPHOro JOCTyNa K yCTPOWCTBY nocne reload.

Mprmep:

ap622-i-63-41-86# system reload self

13. system reload all

CuHTakcuc

system reload all

system reload all in <seconds>

HasHauyeHue

I'IepesarpySVlTb ynpasnaemyto ceTb Unun Bce yCTpOVICTBa, OTHOCALLIMECH K KOHTpOoIiepy.

MapameTpbl

MapameTp OnucaHue

in <seconds> 3annaHmpoBaTb OTNOXEHHbIV 3anyck KOMaHAbl, BPEMS B CEKYHAAX.
PekomeHpauuun

KomaHga BbinonHsAeT reload nocne MHTEpakTUBHOIO NOATBEPXKAEHWS.
Mcnonb3yinte eé Tonbko B maintenance window, notomy 4to reload npepbiBaeT paboTy KOHTponnepa v ynpasnsemMbix AP.

Mpuwmep:

ap622-i-63-41-86# system reload all

14. system reload ap

CuHTaKkcuc

system reload ap <AP ID>

system reload ap <AP ID> in <seconds>

HasHauyeHue

[MepesarpysnTb KOHKpeTHY0 AP.

MapameTpbl
MapameTp OnucaHue
<AP ID> WpeHntudukaTtop AP.
in <seconds> 3annaHvpoBaTh OTMNOXEHHbIV 3anyck KOMaH4bl, BPEMSI B CEKyHAaAX.
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PekomeHaauumn

KomaHpga sbinonHseT reload ykazaHHoW AP nocne MHTepakTMBHOMO NOATBEPXOEHWS.
Onsa npoepku coctosaHua AP nepep reload ncnoneaymre:

show adoption

show boot ap <AP ID>

show version ap <AP ID>

Mpuwmep:

ap622-i-63-41-86# system reload ap ap622-i-63-41-89

15. no system reload

CuHTakcuc

no system reload self
no system reload all

no system reload ap <AP ID>

HasHauyeHue

OTMeHNTL 3annaHnpoBaHHbIv reload.

MapameTpbl
MapameTp OnucaHue
self OTMeHuUTb reload nokanbHOro yCTponcTBa.
all OTmeHuTb reload Bcen ynpaBnsemMoi ceTu.
ap <AP ID> OTmeHuTb reload ykaszaHHom AP.
PekomeHpauuun

Komangbl no system reload ... ucnonbaytotcsa ansa otMmeHbl reload, ecnu reload 6bin 3annaHMpoBaH U eLé He BbIMOSHEH.

Onsa NpPoOCMOTpPa OTJNIOXKEHHbIX 3aaay VICI'IOJ'Ib3yl71TeZ

show system delayed

show system delayed ap <AP ID>
Mpumep:

ap622-i-63-41-86# no system reload ap ap622-i-63-41-89

16. system configure upload

CuHTakcuc

system configure upload <URL>
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HasHaueHue

Bbirpy3uTb Tekywwimi running config Ha ykadaHHbin URL.

MapameTpbl

MNapameTp Onucanue

<URL> URL ans sbirpysku configuration file.
PekomeHgauumn

KomaHga BbirpyxaeT TekyLwmi running-config.
OHa BbINonHaeTCca HeMeAeHHo 1 He TpebyeT commit.

Mpumep:

ap622-i-63-41-86# system configure upload tftp://192.168.88.100/backups/config.txt

17. system configure download

CuHTakcuc

system configure download <URL>

HasHauyeHue

CkavaTtb configuration file n coxpaHutb ero kak startup-config.

MapameTpbl

MapameTp OnucaHue

<URL> URL configuration file.
PekomeHnpauunun

KomaHga ckaumBaeT configuration file, napcut ero, coxpaHsieT kak startup-config n npegnaraet BbINONHUTL reboot.
370 He 06bIuHbIN commit write workflow. KomaHaoa meHsieT startup-config yepes onepauroHHyto npoueaypy uMnopra.
Ecnun nocne 3arpy3sku configuration file BeinonHseTcs reboot, ycTpoicTBO cTapTyeT ¢ uMnopTupoBaHHoro startup-config.

Mpumep:

ap622-i-63-41-86# system configure download tftp://192.168.88.100/backups/config.txt

18. system factory default

CuHTakcuc
system factory default self

system factory default ap <AP ID>

HasHaueHue

C6pocuTtb nokarnbHOe YCTPOMCTBO unu ykasaHHyto AP k factory defaults.
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MapameTpbl
MapameTp OnucaHue
self JlokanbHOe yCTPOMCTRO.
ap <AP ID> KoHkpeTHas AP.
PekomeHpgauum

KomaHga ygansieT TekyLume HacTpOWKN yCTPOWCTBA 1 Bo3BpallaeT ero k factory defaults nocne nHtepaktnsHoro
NOATBEPXKAEHUS.

system factory default self npumeHsieTcs K nokanbHOMY YCTPOMCTBY.
system factory default ap <AP ID> npumeHsieTcs k ykazaHHou AP.

Mocne factory reset ycTponcTBO MOXET NOTEPATh TeKyLWM management address, adoption state unu napameTpsbl
NOAKITYEHUS K KOHTponsepy. Micnonb3ynte komaHay TOMbKO NPY Hanu4Mmn nriaHa BOCCTaHOBMEHUSA AOCTyna.

Mpumep ons nokanbHOro yCTponcTea:
ap622-i-63-41-86# system factory default self
Mpumep ons AP:

ap622-i-63-41-86# system factory default ap ap622-i-63-41-89

19. TunoBoM NopsAoK 6e3onacHOro 06HOBIEHUS NTOKaNbHOro yCTPOUCTBA

MpoBepbTe Tekywmn boot state n firmware version:

show boot

show version
CoxpaHuTe BaXHyt KOHUrypauuto:

show running-config

system configure upload tftp://<server>/backups/<file>
3anyctuTte local firmware upgrade:

system upgrade <URL>
lMocne nepesarpy3kn nposepbTe firmware version n boot slot:

show version

show boot

20. TunoBou nopsapok pabotbl ¢ AP firmware bank

MpoBepbTe TekyLee cogepxmmoe firmware bank:
show device upgrade firmware

3arpyaute firmware image:
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system firmware ap add <URL>

[MpoBepbTe, 4TO image nosasunca B firmware bank:

show device upgrade firmware

Ecnv image 6onbLue He HyXeH, yganute ero:

system firmware ap delete <Firmware name>
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nmaBa 23. [lnarHocTnKka, MOHUTOPUHI U Ceccum

1. Ha3HavyeHue rnaBbl

B aTon rmase cobpaHbl cnocobbl MPOBEPKM CeTU, KOMaHAbl ANArHoCTUKK, paboTa ¢ KypHanamu, nonb3oBaTensamm u
CLI/Web-ceccusimn. lna npoBepkn OTAEMbHbIX PYHKLMIN MCMOMb3YNTE CChINKN Ha UX TeMaTudeckme pasaerbl; NonHoe
OonncaHmne Kaxxgow KoMaHdbl HaX0OUTCS MO COOTBETCTBYHOLLEN CChINKe.

2. O6wan mopenb diagnostics
ﬂmarHocmquKme KOMaHObl OenATCA Ha Tpu rpynnbl.

Read-only show-komaHabl He MeHsA0T KOHUrypaumto u He TpebytoT commit:

show health

show interface brief
show ip route

show wireless ap

show sessions
Operational-komaHapbl BbIMONHAT AeNCTBME Cpasy:

ping <host>

traceroute <host>

connect ssh <username> <host>
connect telnet <host>

system monitor

system log upload <URL>

system log upload ap <AP ID> <URL>

system session kill <Session ID>

Configuration-komangpbl aAns logging meHsitoT koHurypauuto Profile unun Device n TpebytoT commit ons npumeHeHus:
loglevel <level>
logserver file

logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>

3. Hardware and device diagnostics

3apayva / komaHpa OnucaHue

show health CPU, RAM, HakonuTenb 1 TemnepaTypa.

show version Bepcusa MO v ngeHtTudmrkauus yctponcTaa.

show boot TekyLmMn 1 cneayroLwmin 3arpy3o4Hble cnoTbl; M. rmasy 06 o6HosneHun M0O.

4. show version

CuHTakcuc

show version
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show version ap <AP ID>

HasHauyeHue

MokaszaTb version u device identity information nokaneHoro ycrponcrea unm ykazaHHoun AP.

MapameTpbl

MapameTp OnucaHue

ap <AP ID> MokasaTb version information koHkpeTHoM AP.
PekomeHpauum

KomaHga nokasbiBaeT version, boot slot, uptime, CPU, base ethernet MAC, serial number n model number.
AP-specific dpopma ncnonesyetcsa ans nposepku firmware version u identity ynpasnsemon AP.

B BbIBoge pgoctynHel Bepeus MO, uptime, CPU, 6a3oBbin Ethernet MAC, cepuiiHbiii HOMep U MOAENb YCTPOMCTBA.
5. show health
CuHTakcuc

show health
show health ap <AP ID>

HasHauyeHue

MokasaTb hardware health status nokanbHoro yctpowvcTsa nnm ykasaHHon AP.

MapameTpbl

MapameTp OnucaHue

ap <AP ID> [MokasaTb health koHkpeTHON AP.
PekomeHaauumn

Komanga nokasbiBaeT hardware health information. AP-specific popma ncnonb3dyetcs ansi NpoOBEPKU COCTOSAHUSA
ynpasnsiemon AP.

BbiBog BkntovaeT ceegeHuns o CPU, RAM, HakonuTene n temneparype.

6. Interface diagnostics

3apava / komaHaa OnucaHue

show interface brief CocTtosiHne, MAC, ckopocTb 1 duplex dounsnyecknx nHTepgeincos.
show interface counters CuéTtunkmn nakeToB, 6anToB 1 notepb RX/TX.

show interface switchport Access/trunk, native VLAN n paspeluéHHble VLAN.

7. IP diagnostics
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3apava / komaHaa

show

show

show

show

show

8. Wireless diagnostics

ip interface
ip route

ip arp

ip dns

ip dhcp

3apava / komaHaa

show

show

show

show

show

show

show

show

9. Configuration inspection

wireless ap

wireless radio

wireless wlan

wireless client connect
wireless client detail
wireless client info
wireless roaming-assist

hotspot

3apgava / komaHga

show

show

show

show

context
running-config
startup-config

device-config

BapuaHTbl sensitive

10. ping

CuHTakcuc

ping <host>

ping proto ip <host>

ping proto arp <host>

HasHaueHue

Onucaxue

IP-agpeca un coctosHme VLAN-nHTepdelricos.
MapwwpyTbl, gateway, flags, interface n metric.
Tabnuvua ARP.

CsepneHus o DNS.

Monutnkn DHCP, pe3epBupoBaHus 1 apeHabl.

OnucaHue

CBopgka no Toykam goctyna.

KaHan, MOLLHOCTb, PEXUM U COCTOSIHUE paanouHTEPdECOB.
WLAN, SSID 1 4ncno KnMeHToB.

CurHan, CkopoCTb 1 BpeMsi MOAKIOYEHNS! KITMEHTOB.
MoppobHble cBeAeHUs O KIUEHTE.

IP, VLAN, WLAN 1 umeHa KrMeHTOoB.

MpuBaskun Roaming Assist.

CoctosiHne Hotspot 1 aBTopr3saums KNMeHToB.

OnucaHue

TeKyLUMIN KOHTEKCT C HENPUMEHEHHBIMN N3MEHEHUSMMU.

MpumeHEHHas koHdUrypaums

CoxpaHéHHas KoHurypauus.

WToroeas koHdurypauusi yctporctsa ¢ yuétom Profile u Device override.

[MpocmoTp KOHpMAEHLMaNbHbIX 3HAYEHNIA.

MpoBepuTb JOCTYNHOCTL y3na ¢ nomouysto ICMP 1Pv4 nnun ARP-3anpocos.
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MapameTpbl

MapameTp OnucaHue

<host> Hostname vnnu IP address y3na ans npoBepku..

proto ip Mcnonb3oBaTtb ICMP IPv4. 3T0 pexum no ymonyaHuio.

proto arp Mcnonb3osatb ARP requests ansi nposepkn cocegHero yana.
PekomeHaauun

KomaHpa ping ucnonbsyetca AnA 6a30BON AMArHOCTUKKU CeTEeBOW AOCTYMHOCTM.

be3 ykasaHuAa proto komaHAa BbimosHAeT ICMP IPv4 ping:

ping 192.168.88.201

To Xe AelCcTBME C ABHLIM yKa3aHuem protocol:

ping proto ip 192.168.88.201

[na npoBepku cocegHero ysna 4epe3 ARP ucnonb3syetca proto arp:

ping proto arp 192.168.88.201

KomaHga OO0CTynHa N3 agMUHUCTPATUBHOIO pexunma, rnobaneHom KOHCbVIpraLI,VIVI n noggepxxmearoinx €€ KoHTekcToB. B

oTBETE 0To6pa>KaeTcs| CTaTUCTUKA NOTEPb NakeToB N BpEMEHN NPOXOXOAEHNA 3anpoCcoB.

11. traceroute

CuHTaKkcuc

traceroute <host>

HasHa4yeHune

[MokasaTb NyTb IP-nakeToB A0 yoanéHHoro yana.

MapameTpbl
MapameTp OnucaHue
<host> IPv4 address nnun hostname, ecnn hostname resolution nogaepxaH TekyLen
KOHUrypaumen.
PekomeHpauum

KomaHga vcnonb3yeTcst Ansi NpOBEPKM MapLupyTa A0 YAANEHHOrOo y3ana.

Mpumep:

traceroute 192.168.88.201
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12. connect
CuHTakcuc

connect ssh <username> <host>

connect telnet <host>

HasHaveHue

OTkpbITb terminal session k gpyromy host no SSH unu Telnet.

MapameTpbl
MapameTp OnucaHue
ssh OTKpbITb SSH session.
telnet OTkpbITb Telnet session.
<username> Mms nonb3oaTens ans SSH-nogkntovenus. [Ans Telnet He ncnonbayetcs.
<host> IPv4 address nnun hostname yaanénHoro yana.
PekomeHaauunmn

connect ssh <username> <host> ncnonb3yeTca ANA NOAKMOYEHNs K yaanéHHomy yany no SSH.

Mpun nepsom SSH-nogkntoveHnn k host CLI moxeT 3anpocuTb noareepxaexue trusted host fingerprint. Mocne atoro CLI
3anpalumsaeT password yka3aHHOro nonb3oBaTens.

Mpwn nogkntodeHun kK managed AP, koTopas ynpaBnsieTcs KOHTPOMEPOM, MOXET OTKPbITbCA NokanbHoe MeHto AP. [1ns
BbIXOJa U3 HEro NCMonb3yeTcs MyHKT:

0. Exit

connect telnet <host> ncnoneayetcs anga nogknoyeHnd no Telnet. Telnet He ncnoneb3yeT napameTp <username> B
CMHTaKcnce KoMaHabl.

Mpumepsi:

ap622-i-63-41-86# connect ssh Admin 192.168.88.202
ap622-i-63-41-86# connect telnet 192.168.88.200

Telnet nepenaét gaHHble 6e3 wudposaHusa. [na 06bIMHOrO yaanéHHoro ynpasneHus npeanovTUTenbHO UCNoNb30BaTh
SSH.

13. show system delayed

CuHTakcuc

show system delayed

show system delayed ap <AP ID>

HasHa4yeHune

MokasaTb scheduled system tasks.

MapameTpbl
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MapameTp OnucaHue
ap <AP ID> [MokasaTtb scheduled tasks ansa ykazanHHon AP.
PekomeHaauumn

KomaHga nokasbiBaeT pending scheduled tasks. OcHoBHble nons: task ID, name n remaining time.
KomaHga nonesHa nocne 3anycka delayed operations, Hanpumep ACS scan ¢ 3agep>Komn.

Mpumep:

show system delayed

show system delayed ap ap622-i-63-41-89

14. show sessions

CuHTaKkcuc

show sessions

HasHaueHue

[MokasaTb akTuBHble CLI/Web sessions.

MapameTpbl

Her.

PekomeHaauumn

Komanga nokasbiBaeT active CLI/Web sessions. OcHoBHble nons: session |ID, username, start time, source u role.

Session ID ncnonb3yeTcs KOMaHOow:
system session kill <Session ID>
Mpumep:

show sessions

15. system session Kkill

CuHTakcuc

system session kill <Session ID>

HasHauveHue

3akpbiTb akTuBHyto CLI/Web-ceccuto.

MapameTpbl
MapameTp OnucaHue
<Session ID> ID akTMBHOM ceccum 13 show sessions.
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PekomeHaauumn
KomaHnga otHocuTcst k immediate system action commands. OHa BbinonHsAeTcs cpasy v He TpebyeT commit.

Mepen BbinonHeHWem nonyunte ID HyXXHOW session KoMaHaou:
show sessions
Mprmep:

show sessions
system session kill dfbabd4cd8a@151

show sessions

KomaHga moxeT npepsatb paboTy Apyroro agMuHucTpaTopa. Ecnu 3akpbiBaeTcs Tekywasa cobctBeHHas SSH session,
oTAenbHoe NpefynpexaeHne He BbIBOOUTCS, @ COeaNHEHNE MpepbiBaeTCs.

16. show user

CuHTakcuc

show user

HasHaueHue

[MokasaTb nokanbHbIX system users.

MapameTpbl

Hert.

PekomeHaauunmn
KomaHga nokasbiBaeT Tabnumuy system users. OcCHOBHbIe Nons: username, role n access.

Mprmep:

show user

17. system user commands

3apava / komaHpa OnucaHue

system user add Co3spaHuve nornb3oBaTens.
system user edit access PaspeluéHHble cnocobbl gocTyna.
system user edit role Ponbk nonb3osaTtens.

system user edit password CmeHa napons.

no system user YpaneHuve nonb3oBartens.

OTn KOMaHAbl U3MEHSIOT OoTAENTbHYHO 6asy nonb3oBaTenen HemeaeHHo 1 He Tpe6y+0T commit.

18. system user add

CuHTaKkcuc
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system user add <username> role <admin|guest> access <all|cli|none|web>

HasHaueHue

CospaTb nokanbHOro system user.

MapameTpbl
MapameTp OnucaHue
<username> Wwmsi nonb3oBaTens.
admin Admin role.
guest Guest role.
all CLI n Web access.
cli CLI-only access.
web Web-only access.
none Access disabled.
PekomeHaauunmn

KomaHga co3gaéTt nonb3oBaTterns n MHTepakTMBHO 3anpaiwumnsaeT password n password confirmation.

[Mocne co3gaHusa nonb3oBaTens pekoMmeHayeTCd NpoBepUTb CNUCOK nonb3oBaTenen:

show user

19. system user edit access

CuHTakcuc

system user edit <username> access <all|cli|none|web>

HasHauyeHue

MameHuTb allowed access ans system user.

MapameTpbl
MapameTp OnucaHue
<username> Vmsa nonb3oBartens.
all CLI n Web access.
cli CLI-only access.
web Web-only access.
none Access disabled.

PekomeHaauunmn

TekyLlee 3Ha4YeHne access BUAHO B:
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show user

KomaHaa BbINONHAETCS HeMeANEeHHO 1 n3MeHsieT user database.

20. system user edit role

CuHTakcuc

system user edit <username> role <admin|guest>

HasHaueHue

M3meHnTb role system user.

MapameTpbl
MapameTp OnucaHue
<username> Mms nonb3oBatens.
admin Admin role.
guest Guest role.
PekomeHpgauum

Tekywee 3HaveHue role BUAHO B:
show user

KomaHga BbInoNHAETCA HEMeANEHHO 1 U3MeHseT user database.

21. system user edit password

CuHTakcuc

system user edit <username> password

HasHauyeHue

M3meHuTb password system user.

MapameTpbl
MapameTtp OnucaHue
<username> Mmsa nonb3oBaTtens.
PekomeHaauumn

KomaHga nHTepakTMBHO 3anpalumBaeT HOBbIN password u confirmation.

KomaHaa BbINonHaeTcs HeMeANeHHo 1 n3MeHsieT user database.

22. no system user

CuHTakcuc

Pepakuus - 30.09.2026



SNR-AP622-1 | NWS 1.2.0 | CLI Reference Guide

no system user <username>

HasHaueHue

Ypanuts system user.

MapameTpbl
MapameTp OnucaHue
<username> msa nonb3oBaTens.
PekomeHpauuu

KomaHga BbINONHAETCA HEMEAMNEHHO U yoandeT nonb3oBatena U3 user database.

Mepen yoaneHnem pekoMeHAYyeTCs NPpOBEPUTb CMCOK MONb3oBaTernen:
show user

YpaaneHne eAMHCTBEHHOTO agMUHUCTpaTopa B CUCTeMe uinn nosib3oBaTterd, Yepe3 KOTOPOro BbIMNOJTHAETCA TeKyLLlI/IIZ
AO0CTyn, HeBO3MOXHa.

23. system monitor

CuHTakcuc

system monitor
no system monitor

system monitor <AP ID>

HasHauyeHue

3anycTuTb Unn ocTaHOBUTbL NOTOK system logs B TekyLuen CLI session.

MapameTpbl
MapameTp OnucaHue
<AP ID> 3anycTuTb NOTOK NOroB C BbiIGpaHHOM ToukK. Be3 aprymeHTa ncnonbayertcs
ToKarbHOe YCTPONCTBO.
PekomeHaauumn

system monitor 3anyckaeT streaming output cuctemMHbix rioros npsiMo B TekyLlen CLI session. CTpoku umetot syslog-like
dopmat 1 oTobpaxkatoTcs No Mepe NosiBNeHnsi cobbITN.

no system monitor octTaHaBnNuBaeT NOTOK FTIOroB 1 BO3BpaLlaeT 06blYHbIN prompt.

Bo Bpems streaming output prompt MOXeT BM3yanbHO NOABNATLCS MEXAY CTPOKaMM NMOroB. OTO HYXHO y4MTbiBaTb Npu
py4Hon paboTe n npu pasbope noros CLI session.

system monitor He cnegyeT 3anyckatb B aBTOMaTnyecknx read-only cueHapumsax Kak 0bbl4HYt0 KOMaHAy, MOTOMY YTO OHa
3anycKkaeT HernpepbIBHbIN MOTOKOBbLIN BbIBOA.

Mprmep:

system monitor
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no system monitor

24. system log upload

CuHTakcuc

system log upload <URL>
system log upload ap <AP ID> <URL>

HasHaueHue

BbIrpy3utb nokanbHble hanrbl 0roB ¢ KOHTPOMepa nnu ¢ ykasaHHon ynpasnsemon AP Ha BHeLLHWI cepBep.

MapameTpbl
MapameTp OnucaHue
ap <AP ID> Bbirpy3uTb dannbl noros ¢ ykazaHHon AP. Ecnu napameTp He ykasaH,
BbIPYXatoTcsa ansibl fOroB foKarbHOro KOHTpossepa.
<URL> URL HasHayveHus. MoxeT ykasbiBaTb Katanor unvm sBHoe nms gaina.
HoctynHble npoTokonsl: tftp, ftp, sftp.
PekomeHpauum

KomaHfa npegHasHaveHa Ans nepefaydn yxe CyLLecTBYLLMX nokanbHblx log files. OHa He 3apaéT log level, He BkntovaeT
file logging 1 He co3aaéT oTAenbHbIN NTOKanbHbBIN apXmB Nepes Bbirpy3Komn.

[nsa nosiBneHnst nokanbHbIX anmnos NIOroB AoSKHA ObITh BKIOYEHA 3anuck B dhalin, Hanpumep Yepes:

logserver file

KomaHga BbInonHAeTCS HeMeaneHHo, He TpebyeT commit U HE M3MEHSIET running-config UNK startup-config.

MoppepxaHHble hopmaTtbl URL:

tftp://<hostname|IP>[:port]/path/
ftp://<user>:<pwd>@<hostname|IP>[:port]/path/
sftp://<user>:<pwd>@<hostname|IP>[:port]/path/

URL moxeT ykasblBaTb KaTanor Ha3HauyeHus nnm KOHKpeTHoe nms davina. Ecnuv ykasaH katanor, yCTpOMCTBO COXpaHsieT
chavin nora ¢ aBTomaTnyeckn coopmmpoBaHHbiM nmeHeM. Ecnv B URL ykasaHo ums channa, hann coxpaHseTcs ¢ 3Tum
NMEHEM.

Mpumepsbl:
ap622-i-63-41-86# system log upload tftp://192.168.88.100/logs/
ap622-i-63-41-86# system log upload tftp://192.168.88.100/logs/controller.log
ap622-i-63-41-86# system log upload ap ap622-i-63-41-89 tftp://192.168.88.100/logs/
ap622-i-63-41-86# system log upload ap ap622-i-63-41-89 sftp://user:pwd@192.168.88.100/1logs/ap.log

YcnelwHas onepaumsi BbIBOAMT COOBLLEHMS Havana v 3aBepLUeHns:

Uploading log files...
Log files uploaded successfully.
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Mpw owmnbke CLI Bo3BpaLLaeT npuymHy 1 0bblyHbIN prompt. B npoBepeHHbIx cLeHapusix HegocTynHein TFTP-cepeep
BO3BpaLlarn:

% TFTP response timeout
Ecnu ykazaHa HeoTBevaowasa AP, komaHAa Bo3Bpaliana:
% AP not responding

URL ¢ HenoaaepXaHHbIM MPOTOKONOM OTKINOHSETCs Kak illegal command.

KomaHga goctynHa nonb3oBaTtento ¢ ponbeto admin. [ns none3oBaTtens 6e3 ponv admin BeTka system log upload
HegoCTynHa.

25. loglevel

CuHTakcuc

loglevel <level>

no loglevel

HasHaveHue

3apatb unu yganute log level Ha yposHe Profile nunun Device.

MapameTpbl

MapameTp OnucaHue

<level> Log level us CLI help. Mpumepsbl 3HaveHunn: DEBUG, INFO.
PekomeHaauumn

KomaHpaa BeinonHsetcs u3 Profile configuration context nnn Device configuration context.
loglevel <level> 3apaét ypoBeHb normpoBaHus ansa coorsetctaytollero Profile unu Device.
no loglevel ynangaet HacTpoliky loglevel ns tekyLiero context.

KomaHga siBngetca configuration command n Tpebyet commit 4nsg npumeHeHus.

Mpumep onsa Profile:

ap622-i-63-41-86(config)# profile snr-ap622-i DEFAULT
ap622-i-63-41-86(config-snr-ap622-i-DEFAULT)# loglevel DEBUG

Mpumep aonsa Device:
ap622-i-63-41-86(config)# device ap622-i-63-41-89

ap622-i-63-41-86(config-ap622-i-63-41-89)# loglevel INFO

26. logserver

CuHTakcuc

logserver file

logserver syslog <A.B.C.D>
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logserver syslog <A.B.C.D:PORT>

no logserver file syslog

HasHaueHue

3apatb logging destination Ha yposHe Profile unun Device.

MapameTpbl
MapameTp OnucaHue
file File logging destination.
syslog <A.B.C.D> Syslog server |IPv4 address.
syslog <A.B.C.D:PORT> Syslog server IPv4 address u port.
PekomeHpauunu

Komanga sbinonHsaetcsa us Profile configuration context nnu Device configuration context.
logserver file BkntoyaeT file logging destination.

logserver syslog <A.B.C.D> 3agaét syslog server Ha cTaHgapTHOM port.

logserver syslog <A.B.C.D:PORT> 3agaért syslog server u port.

no logserver file syslog ucnone3syetcsa anga yaanexus syslog destination B goctynHon no-gopwme.
Komanga siBnsetca configuration command n Tpebyet commit 4ns npumeHeHus.

Mpumep:

logserver file

logserver syslog 192.168.88.1:514

27. system locator

CuHTakcuc

system locator <seconds>
system locator ap <AP ID> [<seconds>]

no system locator ap <AP ID>

BKkrOYMTb MHTEHCMBHOE MUraHUe CBETOAMOAA NOKanbHOro YCTPOWCTBa Unu BeibpaHHoM yrnpasnsemMon AP ans eé novcka.
[ns ynpasnsemon AP 6e3 ykasaHus BpemeHn ncnonb3yetca 300 cekyHA. MNoBTopHas KOMaHaa 3anyckaeT Tanmep
3aHoBO. [Mocne 3aBepLueHNs Tanmepa BoCCTaHaBNMBaeTCH 00blYHAsA MHOUKaLMS.

MapameTp OnucaHue

<seconds> MpopomkmTtensHocTb paboTsl locator B cekyHaax. CLI-help He ny6nukyet
TOYHbIN JONYCTUMbIV AnanasoH. VIcnonb3ynTe NonoXuTensHoe 3HavYeHne.

ap <AP ID> Banyctuts locator Ha ykaszaHHou ynpaensemon AP. Ecnv Bpems He ykasaHo,
ucnonbayetca 300 cekyHA.

3Ha4veHne @ Ang nokanbHOro yCTponcTBa He ocTaHaBnmBaeT locator, a BkntodaeT muraHme. OTaenbHoOM KomaHabl no
system locator ANis NOKanbHOIO YCTPOMCTBA HET. YToObI BLICTPO 3aBepLUMTL NIoKanbHIN locator, nepesanyctute ero ¢
KOPOTKUM MONOXUTENbHbIM BPpEMEHEM, Hanpumep system locator 1.
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Ons ynpasnsemon AP komaHga no system locator ap <AP ID> NpekpaliaeT MuraHue JOCPOYHO.

KomaHga aenctsyeT HemeaieHHo, He TpebyeT commit U HE COXpaHAeTcs B KOHUrypaumm. HemssectHasa unm
HepocTynHas AP Bbi3biBaeT OLINOKY.

system locator 60
system locator ap ap622-i-00-00-01 60
no system locator ap ap622-i-00-00-01

28. [iInarHocTUKa ynpaBnsieMon TOUYKU

B nokanbHOM MeHI0 ynpaBnsieMoln TOUKN AOCTYMHbI ping, traceroute U cBegeHns o Control VLAN. MyHKTbI 3TOro MEHI0 He
saBnsoTcs komaHgamu CLI koHTponnepa.

[nsi noncka ToYKM MO CBETOAMOAY UCMONb3yiTe system locator. B cobbiTusix nogkntoveHusa Wi-Fi nons AKM, Pairwise n
PMF nokasbiBatoT hakTnyeckmii cnocob 3awmutel coeanHeHuns. Buirpyska annos xxypHanoB onncaHa B pasgene system
log upload.

29. TunoBble anarHocTtuyeckmne workflows

AP online / adoption diagnostics

show adoption

show wireless ap

show version ap <AP ID>
show health ap <AP ID>
show device-config <AP ID>

show wireless radio

Mcnonb3ayeTcs, 4ToObl NpoBepUTh, BUAMT Nu KoHTponnep AP, online nu AP, ecTtb nu device config, kakas Bepcus firmware
N B KAKOM COCTOSIHUM HaxoasaTcs radios.

Radio / WLAN diagnostics

show wireless radio

show wireless wlan

show wireless client connect

show wireless client detail

show wireless client info

show acs policy <ACS policy name> result

show device-config <AP ID>

Mcnonb3yeTcs, 4Tobbl npoBepuTsb radio state, channel, transmit power, npusasky WLAN, Hanuume clients n pesynbsTtaTt
ACS.

IP connectivity diagnostics

show ip interface brief
show ip route

show ip arp

show ip dns

ping <host>

traceroute <host>

Wcnonb3yeTcs, 4Tobbl npoBepuTs IP interfaces, mapwpyTel, ARP, DNS u reachability.
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DHCP diagnostics

show ip dhcp
show wireless client info
show ip interface brief

show running-config

McnonbayeTcs, 4tobbl npoBepute DHCP npuesaska policy, leases, VLAN KMEHTOB 1 NPUMEHEHHYIO KOHpUIypauuio.

Interface / VLAN diagnostics

show interface brief

show interface counters
show interface switchport
show ip interface brief

show device-config <AP ID>

Mcnonb3yeTcsi, 4ToObl NPOBEPUTL COCTOsIHUE (hr3nyecknx nHtepdencos, counters, switchport mode, VLAN u IP
interfaces.

Config diagnostics

show context
show running-config
show startup-config

show device-config <AP ID>

Mcnonb3yeTcs, 4TOObI CpaBHUTL HE3AKOMMUYEHHbIN context, running-config, startup-config n merged AP config.

Logging diagnostics

system monitor

no system monitor

system log upload <URL>

system log upload ap <AP ID> <URL>

show sessions
DononHutenbHas logging configuration moxeT 6bITb 3agaHa Ha ypoBHe Profile unu Device:

profile snr-ap622-i DEFAULT
loglevel DEBUG
logserver file

logserver syslog 192.168.88.1:514
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maBa 24. Kpatkasa kapta CLI-komaHf,

1. Ha3HavyeHue rnaBbl

"naea cnyxuT 6eicTpon kapTon CLI-komaHg koHTponnepa u ynpasngembix Wi-Fi AP.

MogpobHoe onncaHne CUHTaKcuca, napameTpoB, OrpaHUYEHUIA U TPUMEPOB HAXOAUTCS B TEMaTUYeCKux rnaesax 1-23.
Ecnun gna koMangpbl BaXHbl YCNOBUSI NPUMEHEHUS, NoaAepKaHHbIe NO-hOpMbl U NpeaynpexXaeHus, UCnonb3ynTe

TeMaTUYECKYIO IMaBy Kak OCHOBHOW NCTOYHMK.

2. KpaTtkasa mogenb CLI

CLI ncnonb3yeT nepapxmyeckme pexvmbi:

<hostname>#

<hostname>(config)#

<hostname>(config-...)#

Configuration commands n3meHsitoT KoHpurypauuto TekyLero context. IameHeHuss npyumeHsatoTca k running-config yepes

commit; ans COXpaHeHUd nocrne nepes3arpy3kn Ncnosfib3dyeTcsa commit write; revert OT6paCbIBaeT Heé3aKOMMUYEHHbIEe

N3MEHEeHUA.

system commands BbINOMNHSATCS HEMEANEHHO UMW NOCIe UHTEPAKTUBHOIO NOATBEPXKAEHNS, ECIIM OHO NPeayCMOTPEHO
komaHgon. OHY He NpYMeHsIoTCS Yepe3 commit M He OTKaTbIBaOTCS Yepes revert.

AP adoption xpaHuTcs oTAeNbHO OT 0ObI4HON KOHUrypauun. Komangpsl system adopt 1 no system adopt paboTatoT ¢
adoption database, a device <AP ID> onucbiBaeT koHurypaumo AP.

3. OCHOBHbIe peXxnmbl U BXO4 B KOHTEKCTbI

Context

Admin / EXEC
mode

Global
configuration mode

Site
Profile

Device

Ethernet interface
VLAN interface
Radio interface
WLAN policy
Management policy
DHCP policy

NAT policy

Firewall policy

Route policy
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KomaHpga Bxoga

<hostname>#

configure, configure terminal

site <SITE name>
profile <Board name> <Profile name>

device <AP ID>, self

interface Ge0/0, interface Ge0/1

interface vlan <VLAN ID>

interface radio <1|2>

wlan <WLAN policy name>

management policy <Management policy name>
ip dhcp policy <DHCP-policy name>

ip nat policy <NAT policy name>

ip firewall policy <Firewall policy name>

ip route policy <Route policy name>

HasHaueHue

BepxHuit operational prompt.

Bxoa B pexxum HacTpOnKu.

Hactporika Site.
Hactporika Profile.

HacTtponka koHkpeTHon AP unu nokanbHOro
yCTPOWCTBA.

Ethernet context BHyTpu Profile.

VLAN context BHyTpwu Profile unu Device.
Radio context BHyTpu Profile nnu Device.
Hactponka WLAN policy.

HacTtponka goctyna K ynpasneHuio.
Hactporika DHCP server scope.
Hactponka NAT u redirect rules.
Hactporika firewall rules.

Hactporka static routes.
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Context KomaHpa Bxoaa

ACS policy acs policy <ACS policy name>

Auto provision auto provision policy <Auto-provision policy name>
policy

4. ba3oBble komaHAabl CLI

Context KomaHpa

Admin / EXEC configure

mode

Admin / EXEC configure terminal
mode

Any configuration exit

context

Any configuration end

context

Nested context

Configuration !

output

Any context ?
Configuration show context
context

Configuration commit
context

Configuration commit write
context

Configuration revert
context

5. KomaHgbl show

Context KomaHpga

Any context show adoption

Any context show boot

Any context show boot ap <AP ID>

Any context show clock

Configuration show context

context

Configuration show context sensitive
context

Any context show device upgrade firmware
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HasHaueHue
Hactporika Auto Channel Select.

HacTtponka automatic provisioning ans adopted
AP.

HasHaueHue

Boritu B global configuration mode.

Boritu B global configuration mode, Cisco-like
dopma.

BbIViTM Ha 0AMH YpOBEHb BbILLE.

Bbiritn B Admin / EXEC mode.

BbIiTM Ha 0AMH YPOBEHb BbILLE.

Comment / separator B CLI.

[MokasaTtb context-sensitive help.

[MokasaTb koHdUrypauumto TekyLero context.
OnuncaHue.

[MpuMeHnTb n3MeHeHus B running-config.

MPUMEHNTb U3MEHEHWSI U COXPAHUTb UX B
startup-config.

OTOpOCUTHL HE3AKOMMUYEHHBIE NU3MEHEHUS
TekyLlero context.

HasHaueHue
[MokasaTtb cocTtosHue adoption AP. Onuncaxue.

[MokasaTb boot slots nokanbHOro ycrpowncraa.
OnucaHue.

[MokasaTb boot slots AP. Onucaxue.
[MokasaTtb TekyLlee Bpemsd. OnucaHue.

[MokasaTtb koHdUrypauumto TekyLero context.
OnuncaHue.

[MokasaTtb KOHUrypaumio TekyLero context ¢
sensitive values. OnucaHue.

MokasaTtb AP firmware bank. OnucaHue.
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Context

Any context

Any context

Any context

Any context

Any context
Any context
Any context
Any context
Any context
Any context

Any context

Any context

Any context

Any context
Any context

Any context

Any context
Any context

Any context

Any context

Any context

Any context

Any context

Any context
Any context
Any context
Any context

Any context
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KomaHpaa

show device-config <AP ID>

show health

show health ap <AP ID>

show interface brief

show interface counters
show interface switchport
show ip arp

show ip dhcp

show ip dns

show ip interface

show ip interface brief

show ip route

show ntp

show ntp ap <AP ID>
show running-config

show running-config sensitive

show sessions
show startup-config

show startup-config sensitive

show system delayed

show system delayed ap <AP ID>

show user

show version

show version ap <AP |D>
show wireless ap

show wireless radio
show wireless wlan

show wireless client connect

HasHaueHue

[MokasaTb MTOroBY KOHUIypaLmio KOHKPETHON
AP. Onncanue.

MokasaTtb hardware health nokansHoro
ycTpoincTea. Onuncanue.

[Nokasatb hardware health AP. OnucaHue.

MokasaTb kpaTkoe cocTosHue interfaces.
OnucaHue.

MokasaTsb interface counters. Onucaxue.
MokasaTb switchport state. Onuncaxue.
Mokasatb ARP table. Onucanue.
MokasaTb DHCP state. Onucaxue.
MokazaTb DNS state. OnucaHue.
MokasaTb IP interface details. Onucaxue.

MokasaTb kpaTkoe coctosiHue IP interfaces.
OnucaHue.

[MokasaTb routing table. Onucaxue.

Mokasatb NTP state nokansHoro yctpovicTaa.
OnucaHue.

Mokasatb NTP state AP. OnucaHnue.
MokasaTb running-config. OnucaHue.

MokasaTtb running-config ¢ sensitive values.
OnucaHue.

MokasaTtb akTuBHble CLI/Web sessions. OnucaHue.
MokasaTb startup-config. Onucanue.

[MokasaTb startup-config ¢ sensitive values.
Onuncaxuve.

[MokasaTtb delayed system tasks. OnvcaHue.

MokasaTtb delayed system tasks koHkpeTHOn AP.
OnucaHue.

[MokasaTb nokanbHbIX Nonb3oBaTenen. Onnucaxue.

[NokasaTb version information nokansbHoro
ycTpoincTea. OnuncaHue.

[MokasaTb version information AP. Onucanue.
[MokasaTtb wireless AP state. Onucanue.
[MokasaTb wireless radio state. OnvcaHue.
MokasaTtb wireless WLAN state. Onucanue.

[NokasaTb NoOKIOYEHHbIX wireless clients.
Onuncaxue.
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Context

Any context

Any context

Any context

KomaHpaa

show wireless client detail

show wireless client info

show acs policy <ACS policy name> result

6. KomaHabl system

Context
Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Any context

Current CLI session

Current CLI session
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KomaHpa
system adopt <AP ID>

system adopt <AP ID> <AP ID> ...

no system adopt <AP ID>

no system adopt <AP ID> force

system acs policy <ACS policy name> scan start

system acs policy <ACS policy name> scan start in
<seconds>

system boot next-boot slot0 [ap <AP ID>]

system boot next-boot slot1 [ap <AP ID>]

system configure upload <URL>

system configure download <URL>

system factory default self

system factory default ap <AP ID>

system firmware ap add <URL>

system firmware ap delete <Firmware name>

system log upload <URL>

system log upload ap <AP ID> <URL>

system monitor

no system monitor

HasHaueHue

MNokasaTb detailed wireless client information.
Onuncaxuve.

Mokasatb IP/VLAN/WLAN information no wireless
clients. Onucanue.

MokasaTtb pesynbTat ACS scan.

HasHauyeHue
MpuHaTe AP Ha koHTponnep. Onucaxue.

[MpuHATE Heckonbko AP ogHOM KOMaHOoMn.
OnucaHue.

Ypanutb AP 13 adoption database. OnucaHue.

MpuHyanTensHo yaanute AP 13 adoption
database. OnucaHue.

BanycTtutb ACS scan.

BannaHupoBatb ACS scan.

Bbibpathb slot0 ansa cnepytollen 3arpysku
MoKanbHOro YCTPOMCTBa UNK yKasaHHon AP.
Onucanue.

Bbibpathb slot1 ans cnepytoluen 3arpysku
NOKarbHOro yCTponcTBa unm ykazaHHom AP.
OnucaHue.

Bbirpysutb running-config. Onucaxve.

BarpysuTb configuration file B startup-config.
Onuncaxue.

C6pocutb nokanbHoe yCcTponcTBo k factory
defaults. Onucanue.

C6pocutb AP «k factory defaults. Onucanue.

[ob6asuTb AP firmware image B firmware bank.
OnucaHue.

Ynanutb AP firmware image n3 firmware bank.
OnucaHue.

BbIrpy3uTb nokansHble hannbl noros
KoHTpornnepa. Onucaxue.

Bbirpy3uTb nokaneHble ainnesl noros AP.
Onucanue.

BanycTtuTb streaming system log output.
OnucaHue.

OcTtaHoBuTb streaming system log output.
OnucaHue.
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Context

Any context

Any context
Any context
Any context

Any context

Any context

Any context

Any context
Any context

Any context

KomaHpaa

system reload self

system reload all

system reload ap <AP ID>

system session kill <Session |ID>

system upgrade <URL>

system user add <username> role <admin|guest>
access <all|cliinone|web>

system user edit <username> access
<all|clijnone|web>

system user edit <username> role <admin|guest>
system user edit <username> password

no system user <username>

7. KomaHAbl KOHTEKCTOB KOHUrypaumm

Site

Context
Site
Site
Site
Site
Site
Site
Site
Site
Site
Site
Site

Site

KomaHnpa

location <String>

no location

country code <Country code>
time-zone <Time zone>
contact comment <String>
contact name <String>
contact email <String>
contact phone <String>
no contact comment

no contact name

no contact email

no contact phone

HasHaueHue

[Nepesarpy3nTb nokanbHoe YCTPOMCTBO.
Onuncaxuve.

Mepesarpy3utb ceTb. Onuncaxue.
Mepesarpy3utb AP. Onucanue.
3akpbiTb CLI/Web session. Onucaxue.

O6HoBUTL firmware nokanbHOro yCcTponcTBaa.
OnucaHve.

Cospatb NnokanbHoro nonb3oBaTens. OnucaHue.

M3MeHUTb access NoKanbHOro nosb3oBaTensi.

M3meHuTb role nokanbHOro nonb3oBartens.

M3meHuTb password fiokanbHOro nosnb3oBaTens.

YaanuTb nokanbHoro nons3osatens. OnucaHve.

HasHauyeHue

3apaTb location ang Site.
Ynanuts location.
3apgaTtb country code.
3apaTtb time zone.
3apaTtb contact comment.
3apaTb contact name.
3apaTtb contact email.
3apaTb contact phone.
Ynanutb contact comment.
YpanuTb contact name.
Ypanutb contact email.

Ypanutb contact phone.

country code BnusieT Ha AOCTyMHble radio settings: KOHTPONep NPUMeHseT PerynAaTopHbIe OrpaHNYeHnst BbIGpaHHO

CTpaHbl.

Profile

Context

Profile
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KomaHpa

use management policy <Management policy name>

HasHaueHue

Mpuessate Management policy.
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Context
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile
Profile

Profile

Device

Context

Global
configuration mode

Device
Device
Device
Device
Device
Device

Device
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Komanpa

no use management policy

use acs policy <ACS policy name>
no use acs policy

use ip firewall policy <Firewall policy name>
no use ip firewall policy

use ip route policy <Route policy name>
no use ip route policy

control vlan <VLAN |ID>

dns primary <A.B.C.D>

dns secondary <A.B.C.D>

no dns primary

no dns secondary

no dns all

ntp server <server> [<server> ...]
no ntp server

loglevel <level>

no loglevel

logserver file

logserver syslog <A.B.C.D>
logserver syslog <A.B.C.D:PORT>

no logserver file syslog

KomaHpa

self

use site <SITE name>

use profile <Board name> <Profile name>

use management policy <Management policy name>
no use management policy

use acs policy <ACS policy name>

no use acs policy

use ip dhcp policy <DHCP-policy name> vlan <VLAN
ID>

Ha3HaueHue

Ypanutb npusasky Management policy.
Mpueasatb ACS policy.

Yaanutb npusasky ACS policy.
Mpusasatb Firewall policy.
Ynaanutb npusasky Firewall policy.
MpuBasatb Route policy.
Ypanutb npuBasky Route policy.
3apatb control VLAN.

B3apatb primary DNS.

3apatb secondary DNS.

Ypanutb primary DNS.

Ypanutb secondary DNS.
Ypanutb DNS settings.

3apaTtb NTP servers.

Ypanute NTP servers.

3apath log level.

Ypaanutsb log level.

JlorpoBaTb B nokarnbHbIv file output.
3apaTb syslog server.

3apaTb syslog server c port.

Ypanutsb logging destination.

HasHaueHue

Boritn B Device context nokaneHoro yctponcraea.

MpusasaTb AP k Site.

MpuesasaTb AP k Profile.

3apatb per-device Management policy.
Ypanutb per-device Management policy.
B3apatb per-device ACS policy.

Ypanutb per-device ACS policy.

Mpuesasate DHCP policy k VLAN Ha Device.
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Context Komanpa Ha3HaueHue

Device no use ip dhcp policy vlan <VLAN ID> Ypanute npussasky DHCP policy ana VLAN.

Device use ip firewall policy <Firewall policy name> 3apatb per-device Firewall policy.

Device no use ip firewall policy Ypanutb per-device Firewall policy.

Device use ip nat policy <NAT policy name> 3apatb per-device NAT policy.

Device no use ip nat policy Ypanutb per-device NAT policy.

Device use ip route policy <Route policy name> 3apaTb per-device Route policy.

Device no use ip route policy Ypanutb per-device Route policy.

Device use auto provision policy <Auto-provision policy name>  3apaTtb Auto provision policy ans controller device.

Device no use auto provision policy Ypanutb Auto provision policy.

Device host <String> 3apaTb hostname override.

Device controller adoption BkntounTb controller adoption role Ha device.

Device clean override Ounctutb Device-level overrides, coxpaHus Site n
Profile.

Device loglevel <level> 3apaTb per-device log level.

Device logserver file 3apatb per-device file logging.

Device logserver syslog <A.B.C.D> 3apatb per-device syslog server.

[ns controller device komaHaa clean override ouniaeT Tonbko radio overrides.

8. KomaHabl uHTepdencos

Context Komanpa Ha3HaueHue

Profile Ethernet interface Ge0/0 Bowitu B Ethernet interface context.
interface

Profile Ethernet interface Ge0/1 Bontu B Ethernet interface context.
interface

Ethernet interface shutdown Administratively disable interface.
Ethernet interface no shutdown Administratively enable interface.
Ethernet interface duplex auto 3apatb automatic duplex.

Ethernet interface speed auto 3apaTtb automatic speed.

Ethernet interface switchport mode access 3apaTb access mode.

Ethernet interface switchport mode trunk 3apatb trunk mode.

Ethernet interface switchport access vlan <VLAN ID> 3apaTb access VLAN.

Ethernet interface switchport trunk native vlan <VLAN ID> 3apatb native VLAN.

Ethernet interface switchport trunk allowed vlan <VLAN list> 3apaTtb allowed VLAN list.

Profile or Device interface vlan <VLAN ID> Bowitn B VLAN interface context.

VLAN interface
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Context

VLAN interface

VLAN interface

VLAN interface

Device VLAN
interface

VLAN interface

Komanpa
shutdown

no shutdown

ip address dhcp

ip address <A.B.C.D/mask>

no ip address

Ha3HaueHue

Administratively disable VLAN interface.
Administratively enable VLAN interface.
Mony4yaTk IPv4 address yepe3 DHCP.

3apaTb static IPv4 address.

Ynaanutb IPv4 address setting.

Static IP address 3agaétcsa Ha ypoBHe Device. Ha yposHe Profile ncnonbsyetcss DHCP.

9. KomaHabl paguo-uHtepcencon

Context

Profile or Device

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

Radio interface

KomaHpaa

interface radio <1|2>

shutdown

no shutdown

airtime-fairness

no airtime-fairness

mode <radio-mode>

channel <channel-number> width <width>
channel random width <width>
channel acs

channel acs width <width>

power <1-26>

max-clients <number>

basic-rates default

basic-rates custom <rate> [<rate> ...]
802.11k

no 802.11k

802.11v

no 802.11v

802.11r

no 802.11r

use wlan <WLAN policy name> bssid <1-4>

no use wlan bssid <1-4>

Ha3HaueHue

BownTtu B radio interface context.
OTkntoumnTh radio.

BkntounTb radio.

BkntouunTb airtime fairness.
OTkntoumnTh airtime fairness.
3apgatb 802.11 mode.

3apaTb fixed channel u channel width.

Mcnonb3oBaTtb random channel selection.

Wcnonb3oBaTte ACS channel selection.
Wcnonb3oBatb ACS ¢ 3agaHHon width.
3apatb transmit power.

3apaTb client limit.

Mcnonb3oBatb default basic rates.
3apaTb custom basic rates.

BkntounTs 802.11k.

OtkntounTb 802.11k.

BkntounTs 802.11v.

OtkntounTb 802.11v.

Bkntountb 802.11r.

OtkntoumTb 802.11r.

Mpuesasate WLAN k BSSID slot.

Ypanutb npmessky WLAN.

HoctynHble channel, width, power u rates 3aBucat oT radio band, mode u country code.
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10. Komanabit WLAN

Context

WLAN policy
WLAN policy
WLAN policy

WLAN policy

WLAN policy

WLAN policy
WLAN policy
WLAN policy

WLAN policy

WLAN policy

WLAN policy
WLAN policy
WLAN policy
WLAN policy
WLAN policy
WLAN policy

WLAN policy

KomaHnpa

ssid <SSID value>
broadcast-ssid

no broadcast-ssid

client-client-communication

no client-client-communication

security-type open
security-type <personallenterprise mode>
no security-type

encryption-settings security-psk-key <8-63 ASCII
characters>

encryption-settings enterprise server <A.B.C.D> port
<port> secret <secret>

no encryption-settings
protected-mgmt-frames mandatory
protected-mgmt-frames optional
no protected-mgmt-frames

vlan <1-4095>

shutdown

no shutdown

11. KomaHAabl nonNnTuk

Management policy

Context

Management policy
Management policy
Management policy
Management policy
Management policy
Management policy

Management policy

Management policy

Pepakuus - 30.09.2026

KomaHpa

http, http <port>

http source <A.B.C.D|A.B.C.D/mask>

http <port> source <A.B.C.D|A.B.C.D/mask>
no http

no http source <A.B.C.D|A.B.C.D/mask>
https, https <port>

https source <A.B.C.D|A.B.C.D/mask>

https <port> source <A.B.C.D|A.B.C.D/mask>

HasHauenue

3apatb SSID.

BkntounTb nybnukaumio SSID.
OTtkntounTb nybnmkauymio SSID.

Paspewwnts 06meH mexay wireless clients BHyTpu
WLAN.

3anpeTtntb 06MeH Mexay wireless clients BHyTpu
WLAN.

3apaTtb open security type.
3apate WPA/WPA2/WPAS3 security type.
Ypanutb security type.

3apaTtb PSK.

3apatb enterprise RADIUS settings.

Ynanutb encryption settings.
TpeboaTb PMF.

Cpenatb PMF optional.
Ypanute PMF setting.
3apaTb client VLAN.
OtkntounTts WLAN policy.

Bkntounts WLAN policy.

HasHaueHue

BkntounTte HTTP access.

[o6aBuTb orpaHnyeHne HTTP no source address.
BkntounTte HTTP Ha port u gobaBuTb source entry.
OtkntounTb HTTP.

Ypanuts HTTP source entry.

Bkntounte HTTPS access.

[ob6aBuTb orpaHnyeHne HTTPS no source
address.

Bkntounte HTTPS Ha port u no6aBuTb source
entry.
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Context

Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy
Management policy

Management policy

Management policy

Komanpa

no https

no https source <A.B.C.D|A.B.C.D/mask>
ssh, ssh <port>

ssh source <A.B.C.D|A.B.C.D/mask>

ssh <port> source <A.B.C.D|A.B.C.D/mask>
no ssh

no ssh source <A.B.C.D|A.B.C.D/mask>
telnet, telnet <port>

telnet source <A.B.C.D|A.B.C.D/mask>
telnet <port> source <A.B.C.D|A.B.C.D/mask>
no telnet

no telnet source <A.B.C.D|A.B.C.D/mask>

enforced-auth

no enforced-auth

Ha3HaueHue

OTtkntounTte HTTPS.

Ypanuts HTTPS source entry.

BkntounTte SSH access.

[ob6aBuTb orpaHnyeHne SSH no source address.
BkntounTte SSH Ha port n gobasuTb source entry.
OTkntounTb SSH.

Ypanuts SSH source entry.

BkntounTb Telnet access.

[ob6aBuTb orpaHnyeHune Telnet no source address.
BkntounTb Telnet Ha port u no6aBuTb source entry.
OtkntounTb Telnet.

Ypanutb Telnet source entry.

BkntounTb CUHXPOHM3aLMIO NokanbHol 6asbl
nonb3oBaTenen 1 napornen KOHTpornepa ¢
ynpasnsembimu AP.

OTKNOYNTL TaKy0 CUHXPOHU3aUUO.

Ecnu source entries He 3agaHbl, Management policy He orpaHu4mBaeT service no source address. Firewall policy umeet
npuoputeT Hag Management policy.

DHCP policy

Context

DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy

DHCP policy
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address-range <A.B.C.D> <A.B.C.D>
no address-range
default-router <A.B.C.D>

no default-router

dns primary <A.B.C.D>

dns secondary <A.B.C.D>
no dns primary

no dns secondary

no dns all

lease-time <seconds>
domain-name <String>

no domain-name

option <code> ascii <String>

option <code> hex <1A:2B:3C...>

HasHaueHue

3apaTtb address pool.
Ypanutb address pool.
3apaTtb default router.
Ypanuts default router.
3apaTtb primary DNS.
3apaTtb secondary DNS.
Yaanutb primary DNS.
Ypanutb secondary DNS.
Ypanutb DNS settings.
3apaTb lease time.
3apaTtb domain name.
YpanuTte domain name.
3apgate DHCP option B ASCII form.

3apate DHCP option B HEX form.
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Context

DHCP policy
DHCP policy
DHCP policy
DHCP policy
DHCP policy

DHCP policy

NAT policy

Context
NAT policy
NAT policy

NAT policy

NAT policy

NAT policy

NAT policy

Firewall policy

Context
Firewall policy

Firewall policy

Firewall policy

Komanpa

option <code> int <Integer>

option <code> ip <A.B.C.D>

no option <code>

binding <MAC> <IP> [hostname <HOST-LABEL>]

no binding <MAC> [<IP>] [hostname <HOST-LABEL>]

no binding all

KomaHpga
interface inside vlan <VLAN ID>
interface outside vlan <VLAN ID>

redirect from <A.B.C.D|A.B.C.D/prefix> port <port>
proto <tcp|udp> to <A.B.C.D>

redirect from <A.B.C.D|A.B.C.D/prefix> port <port>
proto <tcp|udp> to <A.B.C.D:PORT>

no redirect from <A.B.C.D|A.B.C.D/prefix> port <port>
proto <tcp|udp> to <A.B.C.D>

no redirect from <A.B.C.D|A.B.C.D/prefix> port <port>
proto <tcp|udp> to <A.B.C.D:PORT>

KomaHpga
rule <number> action <permit|deny|log>

rule <number> src-ip <src> dst-ip <dst> protocol
<protocol> dst-port <port> action <permit|deny|log>

no rule <number>

Ha3HaueHue

3apate DHCP option kak integer.
3apgate DHCP option kak IPv4 address.
Ypanuts DHCP option.

3apatb static DHCP binding.

Ypanuts static DHCP binding.

Ypanutb Bce static DHCP bindings.

HasHaueHue
HasHauuTb inside VLAN.
HasHaunTb outside VLAN.

Cosparthb redirect rule 6e3 nsmeHeHus port.

Cospartb redirect rule c target port.

Ypanuts redirect rule.

Ypanuts redirect rule c target port.

HasHaueHue

Cospgartb rule ¢ action u default match fields.

CospaTb rule ¢ match fields.

YnanuTs firewall rule.

Firewall policy nmeeT npuoputeT Hag Management policy ons goctyna kK management services.

Route policy

Context

Route policy
Route policy
Route policy

Route policy

Komanpa

ip route <A.B.C.D/mask> <A.B.C.D>

ip route 0.0.0.0/0 <A.B.C.D>

no ip route <A.B.C.D/mask> <A.B.C.D>

no ip route <A.B.C.D/mask> <A.B.C.D> 0

HasHauyeHue
[o6aBuTb static route.
[ob6asuTb default route.
Ypanutsb static route.

Ynanutb static route ¢ metric 0.

Routes B show context oTobpaxatotcsa ¢ metric 0, ecnu metric He 3agaH siBHO.

Auto provision policy
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Context

Global
configuration mode

Auto provision

KomaHpaa

auto provision policy <Auto-provision policy name>

rule <number> any action profile <Board name>

HasHaueHue

Bowitn B Auto provision policy context.

Cosparthb rule ons nobbix AP.

policy <Profile name> site <SITE name>

Auto provision Cospatb rule no model.

policy

rule <number> model <Model name> action profile
<Board name> <Profile name> site <SITE name>

Auto provision
policy

rule <number> ip-address <IP match> action profile
<Board name> <Profile name> site <SITE name>

Cospatb rule no management IP.

rule <number> mac-address <MAC match> action
profile <Board name> <Profile name> site <SITE
name>

Auto provision Cospatb rule no MAC address.

policy

Auto provision Cospatb rule no serial number.

policy

rule <number> serial-number <String> action profile
<Board name> <Profile name> site <SITE name>
no rule <number>

Auto provision Ypanute auto provision rule.

policy
Device use auto provision policy <Auto-provision policy name>  lNpuBsa3atb policy k controller device.
Device no use auto provision policy Ypanutb npuBAsky.

Auto-provision 3anyckaetcsa Bo BpeMmsi commit nnvm commit write ana AP B coctosiHun ADOPTED, y KoTopbIx eLwé HeT
device-cekumn.

12. KomaHgbl npuHatua AP

Context KomaHpga HasHaueHue

Any context show adoption [MokasaTtb adoption state AP. Onucanue.

Any context system adopt <AP ID> MpuHsaTe AP. OnucaHue.

Any context system adopt <AP ID> <AP ID> ... MpuHATE Heckonbko AP. Onuncaxue.

Any context no system adopt <AP ID> Ypanutb adoption state AP. OnucaHue.

MpuHyanTensHo yaanutb adoption state AP.
OnucaHue.

Any context no system adopt <AP ID> force

Device controller adoption BkntounTb controller adoption role Ha device.

device <AP ID> onuckiBaeT koHurypauuto AP, Ho He saBnsieTca cbaktom adoption. Mone CONFIG B show adoption
rokasbiBaeT Hannyne device-cekumu.

13. KomaHAabl npowmnBKK, 3arpy3kn, OOHOBMEHUA U Nepe3arpy3ku

Context KomaHpga HasHaueHue

Any context show boot MokasaTb boot slots nokansHoro yctponcrsa.

Onuncaxue.
Mokasatb boot slots AP. OnucaHue.

Any context show boot ap <AP ID>

Any context system boot next-boot slotO [ap <AP ID>] BbibpaTthb slot0 onga cnepytoLuen 3arpysku
noKanbHOro YCTPOWCTBa UNn yKkasaHHon AP.

Onuncaxue.
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Context

Any context

Any context
Any context
Any context

Any context

Any context

Any context
Any context
Any context

Any context

Any context

Any context

[nsa onacHbix komaHg CLI 3anpalumnBaeT NoATBEPXKAEHNE Yepe3 yes, ecrin 9TO yKa3aHO B TEMaTU4eCKon rnase. system

KomaHpaa

system boot next-boot slot1 [ap <AP ID>]

show device upgrade firmware
system firmware ap add <URL>
system firmware ap delete <Firmware name>

system upgrade <URL> [in <seconds>]

system reload self [in <seconds>]

system reload all [in <seconds>]
system reload ap <AP ID> [in <seconds>]
system configure upload <URL>

system configure download <URL>

system factory default self

system factory default ap <AP ID>

HasHaueHue

Bbibpathb slot1 ans cnepytoluen 3arpysku
NOKarbHOro yCTponcTBa unm ykazaHHom AP.
OnucaHue.

MokasaTtb AP firmware bank. OnucaHue.
[ob6asuTb AP firmware image. OnucaHue.

Ypanutb AP firmware image. Onucaxue.

O6HoBUTL firmware nokanbHOro yCcTponcTBaa.
OnucaHue.

[Mepesarpy3nTb nokanbHoe YCTPONCTBO.
OnucaHue.

[Mepesarpy3utb ceTb. Onuncaxue.
Mepesarpy3untb AP. OnucaHue.
BeirpyanTb running-config. Onucaxue.

3arpysautb configuration file B startup-config.
OnucaHue.

C6pocutb nokanbHoe ycTponcTeo. OnucaHue.

C6pocutb AP. OnvcaHue.

firmware ap add <URL> HaunHaeT 3arpy3ky cpasy nocne BBOAa U B TEKyLLEM pennse He 3anpaluvBaeT yes.

14. KomaHabl ACS

Context

Global
configuration mode

ACS policy
ACS policy
ACS policy
ACS policy

ACS policy

ACS policy
ACS policy
ACS policy
ACS policy
ACS policy
ACS policy

Profile or Device
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acs policy <ACS policy name>

denied-channels 2.4 channels <channel-list>
denied-channels 5 channels <channel-list>
no denied-channels 2.4

no denied-channels 5

force-scan

no force-scan

scan-method ap-count
scan-method noise
scan-method gbss
scan-schedule time <HH:MM>
no scan-schedule

use acs policy <ACS policy name>

HasHaueHue

Boritn B ACS policy context.

Wckntountb 2.4 GHz channels n3 ACS selection.

Mckntountb 5 GHz channels ns ACS selection.
Ynanutb denied channels ans 2.4 GHz.
Ynanutk denied channels gnsa 5 GHz.

Paspewwntb scan gnsa AP ¢ akTuBHbIMU client
associations.

BanpetuTb forced ACS scan behavior.
BbibpaTtb scan method no AP count.
Bbibpatb scan method no noise.
BriGpaTtb scan method no QBSS.
3apaTtb scan schedule.

Ypanutb scan schedule.

MpueasaTte ACS policy k Profile unu Device.
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Context

Profile or Device
Radio interface
Radio interface
Any context

Any context

Any context

Komanpa

no use acs policy

channel acs

channel acs width <width>

system acs policy <ACS policy name> scan start

system acs policy <ACS policy name> scan start in
<seconds>

show acs policy <ACS policy name> result

15. AnarHocTrka, MOHUTOPUHT U CecCcuUm

Context

Any context
Any context
Any context
Any context
Any context
Any context
Any context

Any context

Any context

Any context
Any context
Any context
Current CLI session
Current CLI session

Any context

Any context

Any context

Profile or Device
Profile or Device
Profile or Device

Profile or Device
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ping <host>

traceroute <host>

connect ssh <username> <host>
connect telnet <host>

show sessions

system session kill <Session ID>
show user

system user add <username> role <admin|guest>
access <all|cliinone|web>

system user edit <username> access
<all|cliinone|web>

system user edit <username> role <admin|guest>
system user edit <username> password

no system user <username>

system monitor

no system monitor

system log upload <URL>

system log upload ap <AP ID> <URL>

show system delayed
loglevel <level>

logserver file

logserver syslog <A.B.C.D>

logserver syslog <A.B.C.D:PORT>

Ha3HaueHue

Ypanutb npuessky ACS policy.

Bkntounte ACS channel selection Ha radio.
BkntounTte ACS channel selection ¢ width.
3anycTtutb ACS scan.

B3annaHupoBaTb ACS scan.

Mokasatb ACS result.

HasHaueHue

[MposepuTb IP reachability.

MNokasaTb route trace go host.

OTkpbITb SSH session k host.

OTkpbITb Telnet session k host.

MokasaTtb akTmBHble CLI/Web sessions. Onucaxue.
3akpbITb session. Onucaxue.

[MokasaTb nokanbHbIX Nonb3oBatenen. Onucaxune.

Cospartb nonb3osarens. OnucaHue.

M3meHuTb access nonb3oBaTens.

M3meHuTb role nonb3oBaTens.
M3meHuTb password nonb3oBartens.
Ypanutb nonb3osatens. OnvcaHue.
BanycTutb streaming logs. Onucaxue.
OctaHoBuTb streaming logs. Onucaxue.

Bbirpy3uTb nokanbHble hannbl noros
koHTponnepa. OnucaHve.

Bbirpy3nTb nokanbHble dannbl noros AP.
OnucaHue.

[MokasaTb delayed tasks. Onucanue.
3apatb logging level.

BkntounTs file logging setting.
3apatb syslog server.

3apaTb syslog server ¢ port.
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16. KaTeropun onepauMoHHOro pucka

HekoTtopble immediate commands nameHsoT runtime unu persistent state. lNepea BbINONHEHNEM YYnTbIBaNTE YPOBEHD
prcka 1 BO3MOXHOCTb BOCCTaHOBIEHUS 4OCTYNa.

U3ameHsitoT runtime unu persistent state

system boot next-boot slot® [ap <AP ID>]

system boot next-boot slotl [ap <AP ID>]

system configure upload <URL>

system firmware ap add <URL>

system user add <username> role <admin|guest> access <all|cli|none|web>
system user edit <username> access <all|cli|none|web>

system user edit <username> role <admin|guest>

system user edit <username> password

no system user <username>

MoryT npepBaTtb Tekywyto CLI/Web session agMmuHuctpaTopa

system session kill <Session ID>
system monitor

no system monitor

system monitor He n3mMeHseT KoHdUrypaLmio, Ho 3anyckaeT streaming log output B TekyLuen CLI session. system session
kill <Session ID> 3akpbiBaeT BbibpaHHyto CLI/Web session.

Disruptive nnu destructive gna yctporncrtea nnu cetm

system acs policy <ACS policy name> scan start
system acs policy <ACS policy name> scan start in <seconds>
system configure download <URL>

system factory default self

system factory default ap <AP ID>

system firmware ap delete <Firmware name>
system reload self

system reload all

system reload ap <AP ID>

system upgrade <URL>

no system adopt <AP ID>

no system adopt <AP ID> force

BHuMaHMe: KomaHbl 3TOW rpynnbl MOryT NpepBaTh yrpasreHe YCTPONCTBOM, M3MEHUTL persistent state unu
notpe6oBaTtb NoBTOpHOro AocTyna. CLI sanpawvBaeT noaTBepXxaeHVe Yepes yes, ecrv 3To ykazaHo B OnucaHum
KOHKPETHOW KOMaHpbl.

system firmware ap add <URL> uameHset AP firmware bank n HaunHaeT 3arpy3Ky cpasy nocrne BBoga komaHdbl, HO He
3anpalunBaeT NOATBEPXAEHNE Yepes yes.

17. BbICTpble cueHapum

MpuMeHUTbL N3MeHeHne KoHdurypaumm

configure terminal
<context command>

<configuration commands>
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commit

[ns coxpaHeHus nocne nepesarpysku:

commit write

MpuHate AP n co3paTtb device-cekuuto Yyepes auto-provision

show adoption

system adopt <AP ID>

show adoption
commit

show adoption

show running-config

lMpoBepuTb ynpaBneHue n sessions

show sessions

show user

show running-config

Ecnun ncnone3dyetca Management policy source allow list, Takke nposepbTe firewall policy n IP reachability.

MpoBepuTtb wireless state

show wireless ap
show wireless radio

show wireless wlan

show wireless client connect

18. KomaHabl, fo6aBneHHbIe 1 pacwunpeHHblie B NWS 1.2.0

KoHTekcT

MpocmoTp

MpocmoTp
MpocmoTp

MpocmoTp

MpocmoTp
MpocmoTp
MpocmoTp
OnepaunoHHbIv

OnepaunoHHbIiA

Pepakuus - 30.09.2026

KomaHpa

show context [compact]

show running-config [compact]
show startup-config [compact]

show ip dhcp leases [ap <AP ID> [policy
<name>]]

show wireless roaming-assist

show hotspot status [ap <AP ID>]

show hotspot clients ap <AP ID> wlan <name>
system clock set <DD-MM-YYYY> <HH:MM>

system clock set ap <AP ID> <DD-MM-YYYY>
<HH:MM>

HasHaueHue

KoHdurypauumsa ceccum, npu HeobxoammocTn 6e3
Heuncnornb3yemblx 06bekToB. OnvcaHue.

MpumeHéHHas koHdurypaums. OnucaHue.
CoxpaHéHHas koHdurypauusi. Onucanve.

ApeHabl BCen ceTu unm BoelbpaHHOro
ycTpoincTa/monutuki. Onmcaxuve.

Mpueaskn Roaming Assist. Onuncaxue.
Cogka Hotspot. Onucanue.

KnueHnTbl Hotspot. Onucanue.

PyyHasi yctaHoBKa BpemeHn. OnucaHue.

YcTtaHoBka BpeMeHu ynpaensiemon AP. Onucaxue.
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KoHTekcT

OnepaunoHHbIv

OnepaunoHHbIi

OnepaunoHHbIv

Global config
Global config
Global config
Global config
Profile / Device
Profile / Device
Profile / Device
WLAN

WLAN

Device

DHCP policy

DHCP policy

Firewall policy

NAT policy
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system locator <seconds>

system locator ap <AP ID> [<seconds>]

no system locator ap <AP ID>

mac acl <name>

roaming-assist policy <name>

hotspot policy <name>

client alias

ntp server <server> [<server> ...]

ntp local server vlan <ID> [<ID> ...]
no ntp local server

use mac acl <name> whitelist/blacklist
use roaming-assist policy <name>

use hotspot policy <name> wlan <name>
binding <MAC> <IP> [hostname <HOST-LABEL>]

no binding <MAC> [<IP>] [hostname
<HOST-LABEL>]

src-vlan/dst-vlanB rule

from <IPv4/prefix> B redirect

HasHaueHue

[Mounck nokanbHOro yCTporCcTBa N0 UHAUKALMN.
Onuncaxuve.

Mowuck AP no nHamkaumm. OnvucanHue.

OcCTaHOBWTbL MHAMKALMIO MONCKA Ha ynpaBnsemomn
AP. Onucannue.

Cospatb unm otkpblTb MAC ACL.
CosgaTb unu oTkpbITb Roaming Assist.
CospaTtb nnm oTkpbITh Hotspot.

OTKpbITb CMMCOK anMacoB KIIMEHTOB.
BHewwHne NTP-cepBepbl Yepes npoberbl.
BkntounTb nokaneHein NTP-cepsep.
BbikntounTb nokanesHbii NTP-cepBep.
Mpueazate MAC ACL.

Mpueasate Roaming Assist.

MpuBasatb Hotspot.

PesepsunpoBaHne ¢ cepBepHbIM UMEHEM.

YpanuTtb pesepBmpoBaHue C AOMNOMHUTENbHOM
NpOBEPKOMN.

Ycnosusi no VLAN, 1-4094.

OFpaHI/NeHVIe NUCTOYHUKa nepeHanpasiieHnda
noAceTbHo.
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